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Using this Tutorial

This tutorial presents an easy way of
learning how to use All-In-One
Protector. It is designed for authors,
technical writers, documentation
specialists, developers, and anyone
else who wants to provide copy ALL Mo
protected files. PRCIREION

While completing these lessons, you
will learn how to develop a project, to
deploy the project and to use
advanced features like Web
Activation or integration into online
shops.

Part | gives you a foundation for using All-In-One Protector features, including using styles
and creating links. Part Il provides hands-on experience of using additional features like
menus, online shop integration or using the Activation Server.

(Fur die deutsche Version der Online Hilfe klicken Sie hier | )

Updates
Available Updates|1s! (Version 6.4.0)

= :
recently added - new features of version

e PDF file protection for MAC OS Xliss] (4/2016)

e Flip Builder| 1l - animated PDF files for Windows and MAC (10/2015)
e 64bit Application protection|ss (9/2015)

o Office 2016 and Office 64bit (9/2015)

Windows 10 support| 211 (7/2015)

iSpring - PowerPoint conversion to flashl &3] (5/2015)

Flipb - Flipping book software[7s) (1/2015)

Deliver content on Pen drive / Flash disk / Memory Card / SD Card/s (12/2014)
Articulate Storyline[ 0] (9/2014)

Protection of MAC OS X APP applications|:+ (8/2014)

Protection of Word files | (8/2014)

Copyrights and Trademarks

Copyright © Mirage Computer Systems GmbH. All rights reserved.
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Information in this document is subject to change without notice. The software described
in this document is furnished under a license agreement or non-disclosure agreement] s\
The software may be used or copied only in accordance with the terms of those
agreements.

This documentation and the accompanying material is for informational purpose only and
is property of Mirage Computer Systems GmbH, Aulendorf. Information in this document
is subject to change without notice. The names of companies, products, people,
characters, and/or data mentioned herein are fictitious and are in no way intended to
represent any real individual, company, product, or event, unless otherwise noted.

No part of this publication may be reproduced, stored in a retrieval system, or transmitted
in any form or any means electronic or mechanical, including photocopying and recording
for any purpose other than the purchaser’s personal use without the written permission of
Mirage Computer Systems.

All products and company names mentioned herein may be the trademarks of their
respective owners.
http://www.mirage-systems.de

All-In-One Protector Version: 6.4.0

This document was updated: 4/27/2016
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2 Part | - Learning the Basics
2.1 About Part|

The lessons in the first part of this tutorial introduce All-ln-One Protector's essential
functions. After completing them, you'll be familiar with creating and configuring a basic
project. This tutorial comes with a project already created for you (there's only a minimal
amount of typing required at the beginning of Part I) - the project name is Office-Files.

In Part |, you will learn:

e About [0All-In-One Protector

e Copy Protection, Licensing, Evaluation| |
e Getting started] )

e TAB - File|:s]

o TAB - Start.x]

e TAB - Publish| 2

o TAB - Keys|

e TAB - Activation Server] sl

e TAB - Extras/a)

o TAB Help[=:)

2.2 Latest Updates

Upgrade from All-In-One Protector Version 5 to Version 6

Click herel 18 for information about updating from All-In-One Protector version 5

Service Packs
Service Pack 6.4/ 24]
Service Pack 6.3/ 23]
Service Pack 6.2/ 21)
Service Pack 6.1[19]

© 2016 Mirage Computer Systems GmbH
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Update Version 5to 6

If you upgrade from All-In-One Protector 5.x to All-In-One Protector 6, please note:

Update Eligibility

You need a new Serial Number to install All-in-One Protector 6. Serial Numbers will be
sent out to all customers until November 25th, 2014. The update is free for all
customers which have:

¢ a valid update subscription (valid October 31st 2014)
¢ avalid Cloud Edition license
¢ All-In-One Protector bought after September 1st, 2014.

If you didn't get a Serial Number and you are eligible for the update, open a support ticket.
Otherwise you can buy an update.

Important update note

¢ All-In-One Protector 5 and version 6 can be installed on the same machine / USB flash
drive

¢ You can open existing All-In-One Protector projects with All-In-One Protector 6 and work
on it. After saving the project, it cannot be opened again with version 5. All project files
get a new extension - .aipproject

e Check your hosting settings| s

e Read the chapter Update a project to version 6[ 18]

¢ Online activations only work with Activation Server 4.2. Hosting customers have
already been updated. If you run your own server ensure that version 4.2.2 is installed

Modification History

= For a complete list of all modifications click here

All-In-One Protector Application

ms&  Protecting MAC OS X app files| )

mse  Protecting Word files|zo2]

s The All-In-One Protector Application supports Unicode which e.g. allows to
type in a product name in all languages

e Projects can be deleted| s3] using the file menu. If a main project is deleted,
all sub projects are also deleted (only if the sub project was created with
version 6)

ms@  New Publish options|zs]

e New option for regular online checks: Ignore check if no Internet
connection is available[ !

© 2016 Mirage Computer Systems GmbH
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When using the option Publish Download]»ssl, the download package has a

new icon . Once the download package is extracted, it is
automatically removed from the user system

Define a custom shortcut/zs1to invoke the License Viewer]se)

New subscription options| 2! - you can either use Serial Numbers or as an
alternative, regular online checks for subscriptions

New protection option for EXE files with encoded parameters| sl
Information how to sign applications and installer packages| s

Large PDF files with over 250 MB [:s:]

Project folder names changed)| sl

The file extension| ! for projects changed to .AIPPROJECT (previously
MME)

New file extensions| . for the protected files (previously MMF)

Added details when the the option Advanced Protection against

Reinstallation (Tamper Detection)[ =« should be used and how to create a key

[202] to reset the lock

Subprojects| =1 are linked to the master project. Changing e.g. the hosting
ID in the main project updates the sub project

All-In-One Player - Windows

e

All office files (Excel, Word, PPT) have an option to save the document with
a new name (save as)
Transfer the license during uninstallation of an application/ s

New icons|z for the All-In-One Player AR Sl
||

New file extensions[ 3] and new icons for the protected files like -g The
icon indicates which file type is inside the encrypted database

Version number| =l of the application is displayed in the splash screen )
The All-In-One Player supports Unicode so that e.g. Chinese characters
can be used for the product registration

New values (OEM, AppVersion) in the license info file[ !

The activation screens now support a screen resolution with Big Fonts
Only the license file needs a write access and not the complete folder. See
the basics about distributing a project/ss!

All-In-One Player - MAC

© 2016 Mirage Computer Systems GmbH
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[ ew
[ ew
[ ew
[ new
[ ew
[ ew

License and activation screens| sz

License Viewer se7]

Hide APP file w0

License file in different locations| )

Decompile protection for APP files| i)

New copy protection ID - System ID - MAC OS Xl se1)

All-In-One Protector Video Player

@@ New icon for video player

All-In-One Protector PDF Viewer

e
e

Save As button[ s for PDF files
PDF - Snapshot Protection| sl for Windows 8

Virtual Zone - EXE protection

internal Improvements

Installation Manager

Fixed

Fixed

Problem with UNC Path on network drives with Windows 8
Specify a path which includes a drive letter (c:\Universal Software) in
DefaultDirName «0l

Activation Server

The Activation Server 4.2 or newer is required for All-In-One Protector 6. Hosting
customers have already been upgraded.

Update a project to version 6

If you open a project created with with an older version, it is automatically converted to a
new format which is not backward compatible. A few things have to be considered if you
want to use older projects with version 6.

e Once you load an older project in version 6, a copy of the project is generated with a
new extension (.aipproject). The old project is still available with the extension .MME and
can be opened at any time with version 5 or 4

e If you have a master project with sub projects then you have to convert all projects.

© 2016 Mirage Computer Systems GmbH
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However some new functions with sub projects are not supported. Therefore it is
recommended to create new sub projects| il once the main project was converted to
version 6

e The new project content and also the license file can not be opened with All-In-One
Player 5. You cannot send out the new content to update older projects| scl

¢ Serial Numbers created for the project in version 5 will still work with the converted
version 6 project

2.2.2 Service Pack 6.1

Modification History
All-In-One Protector Application

e The original (unprotected) files are no longer stored in the .aipproject file[ 113)
(depending on project settings). This allows to create office (Excel, PPT,
Word) and pdf file projects with thousands of files. The change is only valid
for project files created with version 6.1

[ New video option: Play video only oncel sl

B New video option: Disable Menulss]

B New video option: Disable timeline[ss)

s New option: online check when an application is started or when opening a

[ New

=

]

file[ 502
Publish hard disk| = - Message that all files have been copied once the copy
process is done
The default value of the trial version[«! for a new project is 10 days (previously
it was 0 days)

Office files, Save as a newname - adds All-In-One Protector file extension
automatically

me  Serial Number|. for a subscription license. The expiry date could not be

added by selecting it in the calendar

All-In-One Player - Windows

e New option: online check when an application is started or when opening a file

mea  LiCense type: Number of program starts [2s7]. In case the license screen was
closed to terminate the application start, the program start was counted and
the All-In-One Player was launched

All-In-One Player - MAC

© 2016 Mirage Computer Systems GmbH
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me  In case the link to order the product|-c7in the Windows project (main project)
is changed, the Link in MAC Sub Project also changes

med  Splash screen[=l was not displayed

mea  Option: No evaluation version — Serial Number needed to start

All-In-One Protector Video Player

B New video option: Play video only oncelsss]
& New video option: Disable Menul )
B New video option: Disable timeline[ss]

Activation Server

The Activation Server 4.2 or newer is required for All-In-One Protector 6. Hosting
customers have already been upgraded.

Update Eligibility

The service pack requires a valid version of All-ln-One Protector version 6 to install.

2
After the update is installed you have to activate All-In-One Protector. Just select: | have a
Serial Number. It will automatically insert your Serial Number and validate the license.

Automated Installation of the Update (hard disk installation
only)

The service pack installs automatically if you have Automatic Update Check enabled/s:4.

If you instantly want to check for an update, the update check can also be started from
Tab Help, Check for updates|s:.

In case of a problem with the automatic update or if there is no Internet connection on the
PC, where All-In-One Protector is installed, you can also manually install the update.

Manual Installation of the update for USB flash drive version

e Download Update: Version for USB flash drive version
e Start the file aioinstall610-usb.exe
e If you get an error message while the files are updated on the USB flash drive then
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2.2.3

delete all files on the USB flash drive. You will need your Serial Number after installation
to activate the product again

Manual Installation of the Update (hard disk)

If you don't have internet access on the PC where you are using All-In-One Protector, you
can install the update as follows:

e Download Update: Version for hard disk, Cloud Edition
o Start the file aioinstall610-harddisk.exe (alternatively aioinstall610-cloud.exe)
e You should disable the Automatic Update Checkls:1 on this PC.

Service Pack 6.2
Version: 6.2.2
Modification History
All-In-One Protector Application

[ Runs on Windows 10

All-In-One Player - Windows

& Runs on Windows 10
@ Improved support of different office versions, including office 365

Update Note

To get the files working on Windows 10, it is sufficient to load and save a project.

To update an installation for existing customers and keep the license information, it is
sufficient to only exchange the All-In-One Player application. To get this file, select the
option Publish for All-Medial . The file extension of the All-In-One Player application is
.exe.

Activation Server

The Activation Server 4.2 or newer is required for All-In-One Protector 6. Hosting
customers have already been upgraded.
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Update Eligibility

The service pack requires a valid version of All-in-One Protector version 6 to install.

2
After the update is installed you have to activate All-ln-One Protector. Just select: | have a
Serial Number. It will automatically insert your Serial Number and validate the license. A
new Serial Number is not required

Automated Installation of the Update (hard disk installation
only)

The service pack installs automatically if you have Automatic Update Check enabled| ..

If you instantly want to check for an update, the update check can also be started from
Tab Help, Check for updates| ..

In case of a problem with the automatic update or if there is no Internet connection on the
PC, where All-In-One Protector is installed, you can also manually install the update.

Manual Installation of the update for USB flash drive version

e Download Update: Version for USB flash drive version

e Start the file aioinstall622-usb.exe

e If you get an error message while the files are updated on the USB flash drive then
delete all files on the USB flash drive. You will need your Serial Number after installation
to activate the product again

Manual Installation of the Update (hard disk)

If you don't have internet access on the PC where you are using All-In-One Protector, you
can install the update as follows:

e Download Update: Version for hard disk, Cloud Edition
¢ Start the file aioinstall622-harddisk.exe (alternatively aioinstall622-cloud.exe)
e You should disable the Automatic Update Checkl=1 on this PC.
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2.24 Service Pack 6.3
Version: 6.3.0

Modification History
All-In-One Player - Windows

e Works with Office 2016

e Works with Office 64bit

R Protects 64-bit applications (EXE files)

W& Export / import notes and com ments| 2l in PDF files

Update Note

To get the files working for Office 2016 or Office 64bit, it is sufficient to load and save a
project.

To update an installation for existing customers and keep the license information, it is

sufficient to only exchange the All-In-One Player application. To get this file, select the
option Publish for All-Medial . The file extension of the All-In-One Player application is
.exe.

Activation Server

The Activation Server 4.2 or newer is required for All-In-One Protector 6. Hosting
customers have already been upgraded.

Update Eligibility

The service pack requires a valid version of All-ln-One Protector version 6 to install.

2

After the update is installed you have to activate All-In-One Protector. Just select: | have a
Serial Number. It will automatically insert your Serial Number and validate the license. A
new Serial Number is not required

Automated Installation of the Update (hard disk and Cloud
Edition installation only)

The service pack installs automatically if you have Automatic Update Check enabled] -2

If you instantly want to check for an update, the update check can also be started from
Tab Help, Check for updates| s
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2.2.5

In case of a problem with the automatic update or if there is no Internet connection on the
PC, where All-In-One Protector is installed, you can also manually install the update.

Manual Installation of the update for USB flash drive version

e Download Update: Version for USB flash drive version

¢ Start the file aioinstall630-usb.exe

e If you get an error message while the files are updated on the USB flash drive then
delete all files on the USB flash drive. You will need your Serial Number after installation
to activate the product again

Manual Installation of the Update (hard disk)

If you don't have internet access on the PC where you are using All-In-One Protector, you
can install the update as follows:

e Download Update: Version for hard disk, Cloud Edition
o Start the file aioinstall630-harddisk.exe (alternatively aioinstall630-cloud.exe)
« You should disable the Automatic Update Checkls:1 on this PC.

Service Pack 6.4
Version: 6.4.0

Modification History

All-In-One Player - MAC

e Support for MAC OS X 10.11 (EI Capitan)

Update Note

The update is not automatically downloaded. You only have to install the update if you
have applications for MAC OS X 10.11 using USB flash drives.

Update Eligibility

The service pack requires a valid version of All-ln-One Protector version 6 to install.

2
After the update is installed you have to activate All-ln-One Protector. Just select: | have a
Serial Number. It will automatically insert your Serial Number and validate the license. A

new Serial Number is not required
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2.3

Manual Installation of the update for USB flash drive version

e Download Update: Version for USB flash drive version

e Start the file aioinstall640-usb.exe

e If you get an error message while the files are updated on the USB flash drive then
delete all files on the USB flash drive. You will need your Serial Number after installation
to activate the product again

Manual Installation of the Update (hard disk)

If you don't have internet access on the PC where you are using All-In-One Protector, you
can install the update as follows:

e Download Update: Version for hard disk, Cloud Edition
¢ Start the file aioinstall640-harddisk.exe (alternatively aioinstall640-cloud.exe)

Supported operating systems / System Requirements
r

4

All-In-One Protector (generator) and All-In-One Player run on Vista, Windows 7, Windows

8/8.1 and Windows 10 - all listed operating systems are supported in the 32 bit and 64
bit version. Windows 8 RT is not supported.

&
Mac

The MAC OS X version of the All-In-One Player runs on MAC OS X 10.6 (Snow Leopard),
10.7 (Lion),10.8 (Mountain Lion), 10.9 (Maverick), 10.10 (Yosemite) and 10.11 (El
Capitan).

You can protect on MAC OS X

o .APP files|.«] (applications)
o PDF files[:s

d. This feature is available only in the All-in-One Protector Multi-Platform Edition.
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Activation Server

The Activation Server 5 or newer is required for All-In-One Protector 6.

Protection for a lot of applications and file formats

The All-In-One Protector offers a native support of SWF(Flash), FLV, PDF, PowerPoint,
Excel, EXE, Video and Audio files and other file types by converting these files to flash,

EXE or PDF files.

Find below a list of all supported file types and the steps which are necessary to protect

each file.

If you use tools which produce a SWF file, the swf file should actually run with the All-In-
One Player. Sometimes, special settings will be necessary. We have tested some tools

and described the necessary settings.

File Formats

e APP[12 (MAC OS X)
o CHM 30l

o FLV[33\(Video)

o HTML[34]

e JPG[ 37 (Photo / Bild)

o PowerPoint] ]
o SWFI 4 (Flash)
e Videol 4]

e Word| ]
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Applications

o Active E-Book Compiler| 44)

o Adobe Captivate| 3] (Adobe)

o Authorwarel 46 (Macromedia)

« Articulate Engagel 45\(Articulate)

« Articulate Presenter| sil (Articulate)
o Articulate Quizmaker ssl (Articulate)
o Articulate Storylinel 60 (Articulate)
 Camtasial &3] (Techsmith)

« Director/ e9] (Adobe)

e Flashform[70(Rapid Intake)

e Flashpaper[731 (Adobe)

e Flash Videol 73 MX (Moyea)

° F_Iimrﬁﬁ(DCatalog Inc)

e Flip Builder| s1l (Wonder Idea)

o HTML Executable[ 2] (gdgsoft)

e iSpring[s3] (iSpring Solutions)

e LearnCubel ssl (Outstart)

e Lectoral ) (Trivantis)

e Lightroom[so! (Adobe)

o Mediator[ 951 (Matchware)

o Presenter] 961 (Adobe)

e Print2Flashl 8] (Blue-Pacific)

o SWF Generator| es (Orontes Project)
o SWF Studiol: (Northcode)

e Turbodemol 3! (balesio)

e VLC Portable Player (PortableApps.com)/ il
e Zinc[ s (MDM)

2.4.1 File formats which can be protected

The All-In-One Player supports SWF (Macromedia Flash) files, FLV, PDF, PPT,
JPEG,MP3 native and other file types by converting these files to flash.

At least one SWF, PDF, FLV or EXE file is needed. This file can start any video, music or
image files which are supported by the standard flash players.

Find below a list of all supported file formats in alphabetical order:
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o APP files[2) (MAC OS X)

e AVI, MPEG, Quicktime, WAV, Windows Media Video, other Video formats| 2s)
o CHM =)

* Excell 33!

o EXE Files| s3]

o FLV/33\(Video)

o HTMLI34)

e JARI35] (Java)

e JPGI37\(Photo / Image)

o MDIf38)
e Music, Audio, MP3)| 28]
e PDF39)

o PowerPoint[ 11 (PPT)
o SWF[42 (Flash)
e Word, Visio, Office Documents| 2]

AVI, MPEG, Quicktime , WAV, WMV, DivX

All-In-One Protector offers different option to protect video files.

All-In-One Protector Video Player (recommended)

All-In-One Protector comes with an own video / audio player, which is capable of playing
all video formats, which are available on the end user system. There are practically
no limitations on the file size.

-+

e The file size per video can be up to 1GB

e Files in FLV format play on all computers always as the format is integrated in All-In-
One Protector Video Player

e The file size per video project has no limitations

e Protection against video recording - the video cannot be captured using video
capture tools (only Vista, Windows 7 / Windows 8) - the unique All-In-One Protector
Snapshot Protection

e A user can just click on a video to play it

e The video is streamed - only small parts of the video are loaded into the memory and
the video plays instantly

¢ All-In-One Protector Video Player can be distributed for free

e Does not need any installation and does not require administrator rights
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e conversion to the special All-in-One Protector video format with the extension
.MPVIDEO (very fast - only seconds even for large videos)

e the video codec used must be installed on the end user system to play the video

e Files in FLV format require an installed flash version

Instruction: All-In-One Protector Video Player| 1]

Convertto SWF or FLV

+

¢ No additional project file size. All-In-One Protector includes an SWF and FLV Player
¢ Faster loading time
e Design of the Player can be defined by some of the conversion tools

e Conversion step necessary

e Converters are not free

e Maximum file size per video is 250 MB
¢ No streaming of the video

Convert to SWF

If you have multiple, small videos (up to 10 minutes), we recommend converting the video
to swf. A good tool that also adds player controls is Flash Video MX (Moyea)| 73l.

e Convert the file to swf
e Import the file[.:0 and set the swf file as start file
e If you have multiple video files to secure, use a menuls:)

See details for converting with Moyeal 731

F g

/1

2= All-In-One Protector expects, that the video has its own player controls (stop, play,
forward, backward etc.). Most of the video conversion tools allow to add a player control
and skins.

Convert to FLV

SWF has a limitation regarding number of frames with 16000 frames. A long video, e.qg.
with 20 minutes, can not be converted to flash. Larger files can be converted in a FLV
format. I|f_y%)ur software does not support this format use a converter like Flash Video MX

(Moyea)! 73l.
See chapter:FLV (Video)[ s3] how to protect FLV files and limitations regarding file size.

" Special considerations
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All-In-One Protector offers an own video Qlayerm with more options.

Otherwise, the following limitations apply to the above described player

¢ The video file cannot be streamed and has to be loaded completely before it starts.
Therefore the file size should be below 250 MB. The file size can be minimized by
changing the resolution or video quality during conversion

e The best strategy is to create for every video file a separate project and use an external
menuls:11to select between multiple video files. Details see: Split project into several
databases| )

e If multiple video files are imported, the maximum file size limitation is valid for the
complete project. Only the first file is automatically played. The user has to select
manually other files to view within the video player

¢ The video will play only on a PC, not on a CD / DVD recorder connected to TV.

External video player

Most of the popular video formats are supported using the free VLC Portable Player] 2]

4

¢ No conversion necessary

¢ Has a lot of video codecs inbuilt - the user can play the video without having the codec
already installed on his system

e Free

e Adds 30 MB file size to the project
e Maximum file size per video is 250 MB
¢ No streaming of the video

Instruction: VLC Portable Player] o4

2.41.2 CHM
To secure a CHM file (help file) the Windows viewer for this file - hh.exe is used. By
default, every Windows system should have this file installed.

There are 3 steps to protect the CHM file:

Step 1 - Copy the hh.exe viewer

Copy the viewer for the chm file, the file hh.exe from c:\windows to your project folder
where you saved the CHM file.

1
-

The hh.exe from a Vista machine will not run on XP but the version from XP will run
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on Vista machines. If you want to support NT you have to make tests which hh.exe will run
on all operating systems.

4 |
g It is not in the liability of Mirage if you may distribute this file or not.

Step 2 - Copy the start application

To run with All-In-One Protector, a special start application is needed. Copy the file
startchm.exe and the configuration file chm.ini from the All-In-One Protector installation
folder ...\tools\chm to your project folder where you saved the CHM file.

Now add the name of your chmfile in the chm.ini file. You can use any text editor to modify
this file.

[Filename]
chmfile=test.chm (change the name here)

The folder contains now all files which are:

e hh.exe
e startchm.exe and chm.ini
e your chm file

Name

2 chmuini
2 hh.exe

H startchm EXE
2 test.chm

Directory
with chm
files and
other files to
import

Step 3- Import the files

Now import[ =7 all the files from the project folder you created and mark startchm.exe as
startfile using the button Define as starting file. Ared icon signals the start file.

The import screen would show the following files.

© 2016 Mirage Computer Systems GmbH



32

All-In-One Protector

@ Multimedia Protector - chmsample [C:\kundendaten\...eigene testprojekte\chmtesti.chmsample.mme] 06

Data Import

Enter the path of the folder or dick on Select Data Folder

|C:\kundendaten\,l't‘lP-Projekte\,eigene tEStDIl [ Read Files from Folder ] [ Define as starting file ]
[ Select Data Folder ] [ Refresh Selected Files ] [ Delete ]
Media File | state |
How to protect? & ch.ini ok
& hh.exe ok
Audio | Music o startchm.exe ok
EXE Files @ test.chm ok
Images / Photos
PDF Files
PPT Files
Videos

Word Documents
HTML

How to use a menu?

Advanced Menu

Basic Menu

[] Use advanced menu

Mote: All imported files are extracted at runtime on a temporary folder.

—
S

Settings ] [ Image ] [ Player Options J [ Administration

[ Licence Information ] [ Data Import ] [ Save ] ®

Step 4 - configure EXE options
The following EXE options|«s are mandatory for CHM protection

EXE Options

Command line parameter for EXE file

) Run EXE on secure Virtual Zone
) Pun EXE file on temporary folder on hard disk

In case the EXE file does not work as expected using the secure Virtual Zone, try the temporary folder.
For more information about security considerations dicke here
E Extract all files

E Delete all files when EXE is terminated
[7] Run EXE unprotected on installation directory
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24.13

24.1.4

2.4.15

All all options of CHM files are supported but with the limitation of the EXE protection] s\

* Disclaimer

Lo s
MIRAGE MAKES NO REPRESENTATION, WARRANTY, OR GUARANTY ASTO
THE RELIABILITY, TIMELINESS, QUALITY, SUITABILITY, TRUTH,
AVAILABILITY, ACCURACY OR COMPLETENESS OF THE SOFTWARE
MENTIONED IN THISTUTORIAL. MIRAGE DOESNOT REPRESENT OR WARRANT
THAT (A) THE USE OF THE SOFTWARE WILL BE SECURE, TIMELY,
UNINTERRUPTED OR ERROR-FREE OR OPERATE IN COMBINATION WITH ANY
OTHER HARDWARE, SOFTWARE, SY STEM OR DATA, (B) THE SOFTWARE WILL
MEET YOUR REQUIREMENTS OR EXPECTATIONS, (C) ERRORS OR DEFECTS
WILL BE CORRECTED, OR (D) THE SOFTWARE IS FREE OF VIRUSES OR OTHER
HARMFUL COMPONENTS. YOU ARE RESPONSIBLE TO ENSURE THAT THE
SOFTWARE ISUSED WITHIN THE LIMIT OF THE LICENSE AGREEMENT OF THE
SOFTWARE.

THE SOFTWARE ISPROVIDED TO YOU STRICTLY ON AN "ASIS'BASIS. ALL
CONDITIONS, REPRESENTATIONS AND WARRANTIES, WHETHER EXPRESS,
IMPLIED, STATUTORY OR OTHERWISE, INCLUDING, WITHOUT LIMITATION,
ANY IMPLIED WARRANTY OF MERCHANTABILITY, FITNESSFOR A
PARTICULAR PURPOSE, OR NON-INFRINGEMENT OF THIRD PARTY RIGHTS,
ARE HEREBY DISCLAIMED TO THE MAXIMUM EXTENT PERMITTED BY
APPLICABLE LAW BY MIRAGE.

Excel

There are 2 different options, depending on the type of protection you need:

e Protect Excel files using the All-In-One Protector Excel protection|s]
o If you developed an Excel Plug-In as a DLL, the protection is possible with Licence

Protector, which is a source code integration product - see website www.Licence-

Protector.com for details and download the trial version.

EXE Files
Details see chapter - Executables (exe file)[ !

FLV (Video)

All-In-One Protector comes with an own video / audio player, which is capable of playing
all video formats, which are available on the end user system. There are practically

no limitations on the file size.
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2.4.1.6

+

e The file size per video can be up to 1GB

e Files in FLV format play on all computers always as the format is integrated in All-In-
One Protector Video Player

¢ The file size per video project has no limitations

e Protection against video recording - the video cannot be captured using video
capture tools (only Vista, Windows 7 / Windows 8) - the unique All-In-One Protector
Snapshot Protection

e A user can just click on a video to play it

e The video is streamed - only small parts of the video are loaded into the memory and
the video plays instantly

¢ All-In-One Protector Video Player can be distributed for free

¢ Does not need any installation and does not require administrator rights

e conversion to the special All-In-One Protector video format with the extension
.MPVIDEO (very fast - only seconds even for large videos)

e the video codec used must be installed on the end user system to play the video

e Files in FLV format require an installed flash version

Instruction: All-In-One Protector Video Player| ]

HTML

Pure HTML files can not be protected directly. There are 2 options depending on the way
you are using the HTML files.

Protect html files

If you have a project with HTML files only, you need a tool which compresses all HTML
files in one single EXE file like Mediator|es], HTML Executablel s2] or Active E-Book
Com Qilerm, which comes with an own Viewer. All-In-One Protector now provides
licensing and copy protection options. Just import the EXE file[ sl

F g

/1
29 The HTML files are protected with the same security level like EXE files|sr]

Protect flash project which includes some html files

If the protection of the flash file is the main issue and HTML files should just be invoked,
import all files| 71 (including the HTML files).

In your flash code you have to add special commands:
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o Extract all files from the encrypted database to a temporary folder with the command:
http://FILE:testfile.htmI$SCOPY . You have to use this command for each html file
e Start the first HTML file with the command http://FILE:default.ntmI$SSTART

.-f-r
'*A The HTML files are loaded into the Browser and they are not protected

For all commands see - Flash application using EXE files |«

2.4.1.7 JAR (Java)

All-In-One Protector offers a perfect protection for .JAR files. They are protected against
decompilation as they are not visible in the file system - See Virtual Zonel sl

Step 1 - Download Java Starter application

Download the Java starter application (jarstart.exe) and place it together with your .JAR file
in a new folder. The folder can contain any number of .JAR files.

Click here to download

Step 2 - Import files
Now import all files[ 1 and make jarstart.exe the start file.
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BB H
Start | Publish Keys  Activation Server
—
| 4 [ POF
- =
- Windows
Basic Data Import &S

javaapp.aipproject - All-In-One Protector

Extras  Help
u Flash |dd PowerPoint

Video/Audio Excel

Data Import

53 mac

I Word ‘{

Registration
Options

A

Activation Screens

Sereens

Data Import

|L,.:: \java |

Select Data Folder

Enter the path of the folder or dick on the button Select Data Folder

Read files from folder

Define asstarting file

Refresh selected files

Delete

Media File
& jarstart.exe
& myapp.jar

How to protect

Audio | Music
Excel Files

EXE Files
Images / Photos
PDF Files
EPT/PPTX Files

Videos
Word Documents
HTML

How to use a menu

Step 3 - Define Start Options

Simple start option

State

new
new

If your java application always needs the same start parameters, then you can place it in

the field: command line parameter for EXE file . Select button Options, TAB EXE Options.

There are All-In-One Protector specific variables:

e -jarrun - runs the Java Virtual machine depending on registry settings
¢ %path% - this is the complete path of the application (the path specification has to be in

guotation marks)

¢ %envpath% - this is the environment path variable of the operating system (in a batch
file the name would be %path% but it has to be replaced with this special variable %

envpath%)
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2.4.1.8

BB H javaapp.aipproject - All-in-One Protector %
Start | Publish Keys  Activation Server Extras Help
— = .

! A4 FOF [ F] Flash [£2] PowerPaint |1 Word V

$ | v
' Windows ] videofAudio  [EE] Bxcel LLd mac Registration
Basic Data Import & Options
Data Import

EXE Options

Command line parameters for EXE file jarrun "%path %G \myapp.jar”

Encoding Parameters |1-999 | |1-999 Delete
Transfer File

Path |

0 Run EXE in secure Virtual Zone

() Run EXE file in temporary folder on hard disk

In case the EXE file does not work as expected using the secure Virtual Zone, try the temporary folder,
For more information about security considerations didk here
Extract all files

Complex start options
If the java applications needs complex start options (e.g. using a .bat file) then leave the
field: command line parameter for EXE file empty.

Invoke the All-in-One Player using command line parameters.

Example

The name of the All-In-One Player is javatest.exe. The following command starts
javatest.exe with a command line parameter. The Java Runtime would be loaded from the
folder .\PortableApps\CommonFiles\Java\bin\javaw.exe, a path is set with the special
variable %envpath% (means operating system variable %path%) and the jar file myapp.jar
is loaded.

application\javatest.exe .\PortableApps\CommonFiles\Java\bin\javaw.exe -
Duser.home=".." -Djava.library.path="%ENVPATH%;application\;" -jar "myapp.jar"

JPG (Photo / Image)

To use JPG files, they have to be played by a flash file. A free flash Photo Album | sssl is
provided. Otherwise, any .swf file allowing to display JPG files can be used like the free
versions from Airtight@. Slide shows can also be created with the program SWF
Generator.
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24.1.9

2.4.1.10

For more details see chapter Photo Album [s5].

The most flexible option is to create a slide show, save it as a video and use the video
protection| s

MDI

There are 2 options to use MDI files

e Use the Print2Flashl e8! printer driver like described for Word Documents| 421 - protected
documents can be printed

e Convert it to PDF like described in PDF conversionlsst printing can be enabled or
disabled

e Convert it to JPG - see JPG files[s7]

Music, Audio, MP3

To protect audio files, it must be insured, that they do not play in a Standard Player (like
Windows Media Player). The requirements are:

¢ No installation necessary
¢ The audio file may not be accessible during playing
¢ All-In-One Protector has to control the player

There are different options for audio protection.

All-In-One Protector Video Player (recommended)

All-In-One Protector comes with an own video / audio player, which is capable of playing
all audio formats, which are available on the end user system. There are practically
no limitations on the file size.

-+

e The file size per audio can be up to 1GB

¢ The file size per audio project has no limitations

e Auser can just click on a audio file to play it

e The audio file is streamed - only small parts of the audio file are loaded into the memory
and the audio plays instantly

e conversion to the special All-in-One Protector video / audio format with the extension
.MPVIDEO (very fast - only seconds even for large videos)
e the audio codec used must be installed on the end user system to play the audio
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Instruction: All-In-One Protector Video Player| )

Portable Music Player

Most of the popular audio formats are supported using the free VLC Portable Player] o]

+

¢ No conversion necessary

e Supports multiple file formats
e Includes the audio codes

e Free

¢ Adds 30 MB file size to the project.
e Maximum size per file is 250 MB

Instruction: VLC Portable Player o4

®

The audio files will play only on a PC and not not on a CD / DVD recorder or mp3 player.

See also
VLC Portable Player| o]

2.4.1.11 PDF

All-In-One Protector comes with an own PDF Viewer[:s1 which allows a native protection
of PDF files. Most features of the standard PDF Reader are supported and the PDF
Viewer is highly configurable.
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Using the All-In-One Protector PDF Viewer/.

+

o Nearly the full feature set of PDF is supported including thumbnails, bookmarks, search
pane, zoom or different navigation options

e Supports hyperlinks within a PDF file

¢ Basic form fields are supported

e The All-In-One Protector PDF Viewer can be individually configured - e.g. allow
searching but no printing and no thumbnails

e No conversion required - PDF can be used as it is

A menu application/s:] can directly open one protected PDF file

¢ Printers like PDF, Flash, XPS or file printers can be blocked - only paper printers are
allowed

e Limit number of prints

e Protection against screen recording - the PDF file cannot be captured using capture
tools - the unique All-In-One Protector Snapshot Protection| s

¢ High Security using strong encryption

e Supports PDF 1.7 (Adobe 8)

¢ All-In-One Protector PDF Viewer can be distributed for free

e Does not need any installation and does not require administrator rights

e Works with a network licensel szl

e Own PDF Viewer for MAC OS X s3]

¢ Hyperlinks from one PDF file to another PDF file are only supported with limitations
¢ Adobe Portfolio files are not supported
¢ Video files, embedded in the PDF file, are not supported

How it works

The PDF file is protected by a strong encryption. It is temporary extracted from the
database while it is viewed. Only the inbuilt All-In-One Protector PDF Viewer can load the
PDF file. Other PDF Viewers cannot open the file.

Configuration optionsm of the All-In-One Protector PDF Viewer.

You can download a comprehensive sample of a protected PDF file (over 500 pages,
graphics, thumbnails, bookmarks, printing to paper printer, 1 print copy, Snapshot
Protection 47 MB). Download Now!

Instruction:All-In-One Protector PDF Viewer] 1)
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PDF Conversion to Flash

A different approach to protect a PDF file is to convert it to flash.

4

e Does not require an installation and needs no administration rights
e Works with any type of document as it is a printer driver

« Batchconversion of all PDFs to Flash (Print2Flash)[ s8]

e Customizable interface of the Reader (Print2Flash)l ¢é)

¢ Only basic options to browse the file - no options for thumbnails, bookmarks
e Conversion step necessary - batch file conversion available

¢ Hyperlinks are not always supported

¢ Additional tool - it is not free

You can use Print2Flashl ¢81 or any tool, that converts a PDF to SWF

See also
All-In-One Protector PDF Viewer| 7]
Office Documents - disable printing| 44]

2.4.1.12 PowerPoint (PPT)

All-In-One Protector comes with an inbuilt protection for PowerPoint files - see PowerPoint

186

What is the difference between All-In-One Protector and the
Microsoft IRM (Information Rights Management) system in
Office 20077

The IRM system in Office 2007 allows to specify security options per user. You need a
server to handle the user information and each user must install the IRM Client on his PC.
This is typically a possible approach to protect a document inside the own company. If the
document should be distributed, the restrictions to have a connection to the IRM server
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and to install the IRM client should be considered. All-In-One Protector protects PPT files
without the need to install an additional software or to have an Internet connection.

2.4.1.13 SWF (Flash)

All-In-One Protector comes with an own SWF player, which supports almost all SWF
functions. There are practically no limitations on the file size.

+

¢ The file size per project (all SWF files together) can be up to 1 GB

¢ Files in SWF format play on all Computers always as the format is integrated in All-In-
One Player

e Protection against video recording - the video cannot be captured using video
capture tools - the unique All-In-One Protector Snapshot Protection| )

e The SWF file is protected against decompiling and is never visible on the hard disk
while the SWF file is played

¢ All-In-One Player can be distributed for free

¢ Does not need any installation and does not require administrator rights

e Supports Flash 11

o Works with a network license/ s«

e The SWF application must be developed to run in a standard flash player. SWF
applications, running only in a Browser, are not supported

e SWF applications, which invoke FLV files, are not supported. The FLV file[33] must be
encrypted separately.

Details see: SWF file options| sl

2.4.1.14 VISIO and Office Documents

Protect an office document using PDF format

For PowerPoint[ s}, Word[ .2l and Excell sl file there is a native protection.

All documents, that are printable, like Word or Visio can be protected by creating a PDF
file. See details PDF protection[ 3sl. This is the recommended and most flexible option.
Most applications allow to save as a PDF file or print as a PDF.

If you do not have any PDF tool, download PDF creator: http://www.pdfforge.org/products/
pdfcreator/
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Protect an office document using a printer driver for flash
conversion

A different way to protect office documents, is to convert it to flash using a printer driver.
It is called Print2Flash and can be downloaded and bought at http:/print2flash.com. It has
not all the options the PDF Viewer offers but it requires no installation with administration
rights on the end user PC.

2 Download a sample - the All-In-One Protector Tutorial with over 200 pages and links
inside the PDF document - converted with Flashpaper - Click here to download and
unzip the file to a folder. Start mp-flashpaper.exe.

See also

Word with Hyperlink[ 43]

2.4.1.14.1 Word w ith Hyperlink
Most PDF converters support hyperlinks. Then you protect the PDF file like described in
the chapter PDF[ss)

If you use a converter, which does not support it, you can use the freeware tool PDF-T-
Maker. http://www.transcom.de/transcom/en/2004 pdf-t-maker.htm

PDF T-Maker

Word Documents with Hyperlinks to other Word Documents need a special converter.
This converter is a plug-in in Word and creates a Postscript file with hyperlinks.

Technically, there are these steps:
1. Create Postscript file with PDF-T-Maker
2. Create PDF file, using the Postscript file, with any PDF tool. This step can be done

automatically after step 1

You can download the converter here: http://www.transcom.de/transcom/en/2004 pdf-t-
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maker.htm

After installing the plug-in in Word, you have to configure it:

e General Tab. Check: Convert Cross document links, thereby convert .doc in
filename into .swf

o Default Postscript Printer: If you do not have a printer installed, either find one on the
web page described in the pdf-t-maker documentation or install one that comes with
Windows (e.g. Brother HL-2400C BR SCRIPT2 - use LPT3 to print as a virtual device)

o Default Destiller TAB: If you have Acrobat installed, define Acrodist.exe or the distiller of
your PDF tool. If you do not have any PDF tool, download PDF creator: http://
www.pdfforge.org/products/pdfcreator/

If you need a batch conversion, e.g. conversion of all files on a specific subdirectory,
please contact www.transcom.de and ask for the batch conversion option.

/1
'*A A Hyperlink may not contain an umlaut (&6) or any other special characters like
%$

2.4.1.14.2 Office Documents - disable printing

242

To disable printing for PDF files, see All-In-One Protector PDF Viewer/ ), disable option
Allow printing.

To disable printing in a flash project:

e Uncheck Enable Flash configuration in the screen - Player Options| s
e If you are using the Advanced Menu (which is recommended because of the options it
offers to view the document), set print to false in the config.xml file.

Active E-Book Compiler

Active E-Book Compiler (http://www.ebookcompiler.com ) creates from HTML files one
single exe file. This exe file can now be licensed and protected by All-In-One Protector.

e Create the EXE file with Active E-Book Compiler
e Protect the executable file with All-In-One Protector. See Import EXE file[:se)

This supports all options of Active E-Book Compiler but with the limitation of the EXE
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Qrotection|1_seﬁ.

* Disclaimer

IRAGE MAKES NO REPRESENTATION, WARRANTY, OR GUARANTY ASTO
THE RELIABILITY, TIMELINESS, QUALITY, SUITABILITY, TRUTH,
AVAILABILITY, ACCURACY OR COMPLETENESS OF THE SOFTWARE
MENTIONED IN THISTUTORIAL. MIRAGE DOES NOT REPRESENT OR WARRANT
THAT (A) THE USE OF THE SOFTWARE WILL BE SECURE, TIMELY,
UNINTERRUPTED OR ERROR-FREE OR OPERATE IN COMBINATION WITH ANY
OTHER HARDWARE, SOFTWARE, SY STEM OR DATA, (B) THE SOFTWARE WILL
MEET YOUR REQUIREMENTS OR EXPECTATIONS, (C) ERRORS OR DEFECTS
WILL BE CORRECTED, OR (D) THE SOFTWARE IS FREE OF VIRUSES OR OTHER
HARMFUL COMPONENTS. YOU ARE RESPONSIBLE TO ENSURE THAT THE
SOFTWARE ISUSED WITHIN THE LIMIT OF THE LICENSE AGREEMENT OF THE

SOFTWARE.

THE SOFTWARE ISPROVIDED TO YOU STRICTLY ON AN "ASIS'BASIS. ALL
CONDITIONS, REPRESENTATIONS AND WARRANTIES, WHETHER EXPRESS,
IMPLIED, STATUTORY OR OTHERWISE, INCLUDING, WITHOUT LIMITATION,
ANY IMPLIED WARRANTY OF MERCHANTABILITY, FITNESSFOR A
PARTICULAR PURPOSE, OR NON-INFRINGEMENT OF THIRD PARTY RIGHTS,
ARE HEREBY DISCLAIMED TO THE MAXIMUM EXTENT PERMITTED BY
APPLICABLE LAW BY MIRAGE.

Adobe Captivate (Adobe)

For protecting files created with Adobe Captivate (www.adobe.com) you have 2 different
options:

Create Flash file(s)

As Adobe Captivate can create flash files, this is the recommended option. It is the most
secure solution but could have limitations if you use special functions, which are not
supported by the All-In-One Player.

e Save the project as flash (swf)

e Now import [10ALL [l files[ ol (swf, html, js..) and make xy_skin.swf the start file.
e Screen - Player Options. Select: Start with default sizel sl

'
.J':

Live Tutorial (flash)
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Create executable (EXE) file

Create one executable file and protect the executable file with All-In-One Protector. This
supports all options of Adobe Captivate but with the limitation of the EXE protection.[:se)

-

Disclaimer

E\\
MIRAGE MAKES NO REPRESENTATION, WARRANTY, OR GUARANTY ASTO
THE RELIABILITY, TIMELINESS, QUALITY, SUITABILITY, TRUTH,
AVAILABILITY,ACCURACY OR COMPLETENESS OF THE SOFTWARE
MENTIONED IN THISTUTORIAL. MIRAGE DOES NOT REPRESENT OR WARRANT
THAT (A) THE USE OF THE SOFTWARE WILL BE SECURE, TIMELY,
UNINTERRUPTED OR ERROR-FREE OR OPERATE IN COMBINATION WITH ANY
OTHER HARDWARE, SOFTWARE, SY STEM OR DATA, (B) THE SOFTWARE WILL
MEET YOUR REQUIREMENTS OR EXPECTATIONS, (C) ERRORS OR DEFECTS
WILL BE CORRECTED, OR (D) THE SOFTWARE IS FREE OF VIRUSES OR OTHER
HARMFUL COMPONENTS. YOU ARE RESPONSIBLE TO ENSURE THAT THE
SOFTWARE ISUSED WITHIN THE LIMIT OF THE LICENSE AGREEMENT OF THE

SOFTWARE.

THE SOFTWARE ISPROVIDED TO YOU STRICTLY ON AN "ASIS'BASIS. ALL
CONDITIONS, REPRESENTATIONS AND WARRANTIES, WHETHER EXPRESS,
IMPLIED, STATUTORY OR OTHERWISE, INCLUDING, WITHOUT LIMITATION,
ANY IMPLIED WARRANTY OF MERCHANTABILITY, FHFTNESSFOR A
PARTICULAR PURPOSE, OR NON-INFRINGEMENT OF THIRD PARTY RIGHTS,
ARE HEREBY DISCLAIMED TO THE MAXIMUM EXTENT PERMITTED BY
APPLICABLE LAW BY MIRAGE.

Authorware (Macromedia)

For protecting files created with Authorware you have 3 different options:

1.

Generate a swf flash. If the file runs in the standard flash player, it will run with All-In-
One Protector. This is the most secure solution to protect the content of the flash
file but could have limitations if you use special functions, which are not supported by
the standard flash player

Create one executable file and protect the executable file with All-In-One Protector.
This supports all options of Authorware but with the limitation of the EXE protection] se)
Make a Source Code integration using the Licence Protector DLL. This is the most
flexible solution - www.Licence-Protector.com but requires development work. It allows
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to protect application features.

Disclaimer

MIRAGE MAKES NO REPRESENTATION, WARRANTY, OR GUARANTY ASTO
THE RELIABILITY, TIMELINESS, QUALITY, SUITABILITY, TRUTH,
AVAILABILITY,ACCURACY OR COMPLETENESS OF THE SOFTWARE
MENTIONED IN THISTUTORIAL. MIRAGE DOESNOT REPRESENT OR WARRANT
THAT (A) THE USE OF THE SOFTWARE WILL BE SECURE, TIMELY,
UNINTERRUPTED OR ERROR-FREE OR OPERATE IN COMBINATION WITH ANY
OTHER HARDWARE, SOFTWARE, SY STEM OR DATA, (B) THE SOFTWARE WILL
MEET YOUR REQUIREMENTS OR EXPECTATIONS, (C) ERRORS OR DEFECTS
WILL BE CORRECTED, OR (D) THE SOFTWARE IS FREE OF VIRUSES OR OTHER
HARMFUL COMPONENTS. YOU ARE RESPONSIBLE TO ENSURE THAT THE
SOFTWARE ISUSED WITHIN THE LIMIT OF THE LICENSE AGREEMENT OF THE
SOFTWARE.

THE SOFTWARE ISPROVIDED TO YOU STRICTLY ON AN "ASIS'BASIS. ALL
CONDITIONS, REPRESENTATIONS AND WARRANTIES, WHETHER EXPRESS,
IMPLIED, STATUTORY OR OTHERWISE, INCLUDING, WITHOUT LIMITATION,
ANY IMPLIED WARRANTY OF MERCHANTABILITY, FITNESS FOR A
PARTICULAR PURPOSE, OR NON-INFRINGEMENT OF THIRD PARTY RIGHTS,
ARE HEREBY DISCLAIMED TO THE MAXIMUM EXTENT PERMITTED BY
APPLICABLE LAW BY MIRAGE.

A4Desk Flash Photo Gallery Builder

For protecting images using A4Desk Flash Photo Gallery Builder (http://
gallery.ad4desk.com/ ) the following steps are necessary.

Step 1 - Create Flash Photo Album

Create the Flash Photo Album within A4Desk Flash Foto Gallery Builder and select File,
Publish. Save the files to a new folder.

Step 2 - protect application with All-In-One Protector

o Now import [ AL L [l files[ ] (select the folder adgallery) and make index.swf the

start file
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Data Import hEJ

Enter the path of the folder or dlick on Select Data Folder

|C: Ykundendaten\MP-Projekte\sigens hestp|| Read Files from Folder

™ & £
Select Data Folder Options
Media File State -
How to protect? @ a4gallery_thumbs'in_beachs.jpg ok
@ a4gallery_thumbs\in_beachs.jpg ok
Audio § Music @ a4gallery_thumbs'\in_braun-anzug1.jpg ok
EXE Files @ a4gallery_thumbs'\in_braun-anzug?.jpg ok
Fates [ Fhiokns @ adgallery_thumbs'in_braun-anzug3-komp.jpg ok
Images [ Photos .
] @ adgallery_thumbs'\in_braun-anzug3.jpg ok
PDF Files @ adgallery_thumbs'in_braun-anzug4.jpg ok
PFT Files @ adgallery_thumbs\in_building 1.jpg ok
Videos @ adgallery_thumbs\in_building2.jpg ok
N @ adgallery_thumbs\in_building3.jpg ok
@ adgallery_thumbs'in_building4.jpg ok
HTML @ adgallery_thumbs'\in_building5.jpg ok -~
@ adgallery_thumbs'in_buildingé.jpg ok
How to 2 3 L
ow 1o UsE a menu @ adgallery_thumbs\in_plant1.jpg ok
At Meia @ adgallery_thumbs'in_plant2.jpg ok
) @ a4gallery_thumbs'\in_plant3.jpg ok
Basic Menu @ adgallery_thumbs'\in_plant4.jpg ok
Other Menu 4 adgallery_thumbs'in_plant5.jpg ok
@ adgallery_thumbs'in_plants.jpg ok
& data.xml ok
o index.swf ok -
-
P » F F
Settings Image Player Cptions Administration
» s ™ Py -..
License Information Save ®

(This sample w as tested with AdDesk Flash Photo Gallery Builder 2.35)

+ Disclaimer

& E "y

MIRAGE MAKES NO REPRESENTATION, WARRANTY, OR GUARANTY ASTO
THE RELIABILITY, TIMELINESS, QUALITY, SUITABILITY, TRUTH,
AVAILABILITY, ACCURACY OR COMPLETENESS OF THE SOFTWARE
MENTIONED IN THISTUTORIAL. MIRAGE DOES NOT REPRESENT OR WARRANT
THAT (A) THE USE OF THE SOFTWARE WILL BE SECURE, TIMELY,
UNINTERRUPTED OR ERROR-FREE OR OPERATE IN COMBINATION WITH ANY
OTHER HARDWARE, SOFTWARE, SY STEM OR DATA, (B) THE SOFTWARE WILL
MEET YOUR REQUIREMENTS OR EXPECTATIONS, (C) ERRORS OR DEFECTS
WILL BE CORRECTED, OR (D) THE SOFTWARE IS FREE OF VIRUSES OR OTHER
HARMFUL COMPONENTS. YOU ARE RESPONSIBLE TO ENSURE THAT THE
SOFTWARE ISUSED WITHIN THE LIMIT OF THE LICENSE AGREEMENT OF THE
SOFTWARE.
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THE SOFTWARE ISPROVIDED TO YOU STRICTLY ON AN "ASIS'BASIS ALL
CONDITIONS, REPRESENTATIONS AND WARRANTIES, WHETHER EXPRESS,
IMPLIED, STATUTORY OR OTHERWISE, INCLUDING, WITHOUT LIMITATION,
ANY IMPLIED WARRANTY OF MERCHANTABILITY, FHITNESSFOR A
PARTICULAR PURPOSE, OR NON-INFRINGEMENT OF THIRD PARTY RIGHTS,
ARE HEREBY DISCLAIMED TO THE MAXIMUM EXTENT PERMITTED BY
APPLICABLE LAW BY MIRAGE.

2.4.6 Articulate Engage (Articulate)

To protect applications created in Articulate Engage (www.articulate.com) the following

steps are necessary.

= Select Publish in Articulate Engage

Select the option CD, press Publish

Publish

ENGAGE °°

@ ARTICULATE
PRESENTER

© e

@ ARTICULATE

ONLINE
=| LMS
® <
| —— |
WORD

@ Learn more about publishing

= Import Files

Publish Location

- 'O = .

TO FLASH FOR CD DELIVERY

1+ = SO \Program Files\Multimedia Protector Premium\2. 1articulate engage

Properties

Items:
Quality:
Color Scheme;

Playback mode:

-]

4 Layers, 7 Segments (Induding Introduction)
Optimize for Web delivery
(default)

Interactive

[ publish ] [ ) ]

Now import[:+7] all the files from the project folder and mark launch_interaction.exe as
startfile using the button Define as starting file. A red icon signals the start file.
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The import screen would show the following files.

Q@ Multimedia Protector - engage [C:\Program Files\...2 1\articulate engage\engage.mme] 06
Enter the path of the folder or dlick on Select Data Folder
|zhe engage\Cirdle Diagram - Engage ouu:ut| [ Read Files from Folder ]
[ Select Data Folder J [ Refresh Selected Files J [ Delete J
Media File State |
How to protect? & autorun.inf new
4 engage.himl refresh
Audio J Music & engage.swf refresh
EXE Files @ engage_content\audio0.mp3 refresh
P @ engage_content'gdam.xml. refresh
- @ engage_contentlengage. js refresh
PDF Files @ engage_contentischeme. xml refresh
PPT Files @ engage_content\soundsjmage_dose.mp3 refresh
Videos @ engage_content\soundsjmage_zoom.mp3 refresh
Viard Dociaments @ engage_content\sounds\step_dose.mp3 refresh
@ engage_content\sounds'step_hover.mp3 refresh
il d @ engage_contentisounds'step_select.mp3 refresh
—— . @ engage_contentvidloader. html refresh
bk e e @ engage_contentvidloader. swf refresh
Adisicad Mgy 4 engage_contentizoom. him refresh
"  launch_interaction.exe new
g Merws & loader.ini Select new
Other Menu launch_interaction. exe
a5 start file
EXE Options
[ Settings J [ Image ] [ Player Options ] [ Administration ]
[ License Information J [ Data Import ] [ Save ] @

2

e If you have several different Articulate applications you need a menu application| .2l

o If the project size is over 250 MB, the loading time would be too long. Split the
application[ .= in several projects.

(This sample w as tested w ith Articulate Engage 09)

* Disclaimer

/1

MIRAGE MAKES NO REPRESENTATION, WARRANTY, OR GUARANTY ASTO
THE RELIABILITY, TIMELINESS, QUALITY, SUITABILITY, TRUTH,
AVAILABILITY, ACCURACY OR COMPLETENESS OF THE SOFTWARE

MENTIONED IN THISTUTORIAL. MIRAGE DOES NOT REPRESENT OR WARRANT
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THAT (A) THE USE OF THE SOFTWARE WILL BE SECURE, TIMELY,
UNINTERRUPTED OR ERROR-FREE OR OPERATE IN COMBINATION WITH ANY
OTHER HARDWARE, SOFTWARE, SYSTEM OR DATA, (B) THE SOFTWARE WILL
MEET YOUR REQUIREMENTS OR EXPECTATIONS, (C) ERRORS OR DEFECTS
WILL BE CORRECTED, OR (D) THE SOFTWARE IS FREE OF VIRUSES OR OTHER
HARMFUL COMPONENTS. YOU ARE RESPONSIBLE TO ENSURE THAT THE
SOFTWARE ISUSED WITHIN THE LIMIT OF THE LICENSE AGREEMENT OF THE
SOFTWARE.

THE SOFTWARE ISPROVIDED TO YOU STRICTLY ON AN "ASIS'BASIS ALL
CONDITIONS, REPRESENTATIONS AND WARRANTIES, WHETHER EXPRESS,
IMPLIED, STATUTORY OR OTHERWISE, INCLUDING, WITHOUT LIMITATION,
ANY IMPLIED WARRANTY OF MERCHANTABILITY, HFTNESSFOR A
PARTICULAR PURPOSE, OR NON-INFRINGEMENT OF THIRD PARTY RIGHTS,
ARE HEREBY DISCLAIMED TO THE MAXIMUM EXTENT PERMITTED BY
APPLICABLE LAW BY MIRAGE.

2.4.7 Articulate Presenter (Articulate)

To protect applications created in Articulate Presenter (www.articulate.com) the following
steps are necessary.

Depending on the type of the Articulate project, you can use one of the following options:

SWEF Protection
This option uses the All-In-One Player flashplayer. Use it if:

e The project uses no Articulate Engage or Articulate Quizmaker components
e The project uses only SWF files and no FLV video files

e
¢ Project loads fast

e Project size up to 1GB
e Snapshot Protection| !

e Requires to move folders and copy files
e Project cannot include Articulate Engage, Quizmaker and FLV files

‘4 SWF Protection
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= Select Publish in Articulate

Select the option CD and press Publish

Publish
‘09 PUBLISH YOUR PRESENTATION
PRESENTER TO FLASH FOR CD DELIVERY
@ WEB Publish Location
g Folder: C:\Program Files\Multimedia Protector Premium\2. 1\Demodata’ E]
@ ARTICULATE
. ONLINE
Properties
% LMS Published title: E-Learning made Easy
Player template: [E—Leaming Course (Multidevel) v] E]
SN Logo: [(None selected) v] E]
(& oo
Fresenter: [(None selected) v] E]
| ——
WORD
@ PODCAST
@ Learn more about publishing [ Publish l ’ Cancel ]

= Move Folders

Articulate creates the following folder structure.

.. data 20.06.2009 14:26 I
. player 20.06.2000 14:26 I
#F | autorun.inf 20.06.2009 14:26 :
IE) Launch_Presentation.exe  03.03.2009 23:33 i
#F | loader.ini 20.06.2009 14:26 I
& | player.html 20.06.2000 14:26 I

The folder data should look like this

Lo 22.08.2007 19:17 Dateiordner
playerproperties.xml 22.08.2007 19:17 XML-Dokument 12 KB
|=| presentaticon.xml 22,08,2007 19:17 AML-Dokument 15 KB

Articulate uses some special directory functions which are not working within All-
In-One Protector. You have to move folders.
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Move the content of the folder player to the folder data. The folder data will have
this structure now.

J swf 22.08.2007 19:17 Dateiordner
[ ast_alert.swf 27.07.2007 11:38 Flash Maowvie 45 KB
Eq ast_loader.swf 27.07.2007 11:38 Flash Movie 46 KB
ﬁ ast_navicons.swf 27.07.2007 11:38 Flash Maowvie 2 KB
ﬁ ast_notes.swf 27.07.2007 11:38 Flash Mowvie 10 KB
5 ast_remote.swf 27.07.2007 11:38 Flash Movie 10 KB
Eq ast_vidpresenter.swf 27.07.2007 11:38 Flash Movie T3 KB
|| attach.html 27.07.2007 11:38 HTML-Datei 1KE
|7 blank.html 27.07.2007 11:38 HTML-Datei 1KE
=] button.gif 27.07.2007 11:38 GIF-Datei 4 KB
ﬂashcummand.js 27.07.2007 11:38 JSeript-Skriptdate 21 KB
ﬁ infopanel_standard.swf  27.07.2007 11:38 Flash Maowvie 44 KB
£ logopanel swf 27.07.2007 11:38 Flash Mowvie 2 KB
£ mod_colorizer.swf 27.07.2007 11:38 Flash Movie 41 KB
ﬁ mod_colonzer_lib.swf 27.07.2007 11:38 Flash Mowvie 21 KB
ﬁ mod_engage.swf 27.07.2007 11:38 Flash Maowvie 19 KB
B mod_exit.swf 27.07.2007 11:38 Flash Mowvie 27 KB
£ mod_reference.swf 27.07.2007 11:38 Flash Movie 36 KB
Eq null.swf 27.07.2007 11:38 Flash Movie 1KBE
|Z| playerproperties.xml 22.08.2007 1917 AML-Dokument 12 KB
B playershell.swf 27.07.2007 11:38 Flash Mowvie S KB
|| presentation.xml 22.08.2007 19:17 XML-Dokument 15 KB
Eq slidegroup.swf 27.07.2007 11:38 Flash Movie 2KBE
ﬁ stealthray.swf 27.07.2007 11:38 Flash Maowvie 117 KB
|7 zeom.html 27.07.2007 11:38 HTML-Datei 2KE

= Copy Start Application

To run with All-In-One Protector, a special start application is needed. Copy the
file startarticulate.swf and the configuration file config.xml from the All-In-One
Protector installation folder ...\tools\articulate to your folder ..\data

The folder \data contains now these files:

¢ All original files from the folder data and the subfolder \swf
o All files from folder \player
o Startarticulate.exe and config.xml
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) swf
B3 ast_alert.owd
£ ast_loader.swf
ﬁ ast_navicons.swf
[ ast_notes.swf
[ ast_remote.swf
ﬁ ast_vidpresenter.swf
| 7| attach.htrnl
| 7| blank.htrnl
|=] button.gif
= configaml
flashcnmmand._is
[ infopanel_standard.swf
f3 logopanel.swf
ﬁ maod_colorizer.swf
ﬁ mod_colarizer_lib.swf
[ mod_engage.swf
B3 mod_exit.swf
ﬁ mod_reference.swf
B null.swf
|Z| playerproperties.xml
B3 playershell.swf
|Z| presentation.xml
[ slidegroup.swf
[ startarticulate.swf
ﬁ stealthray.swf

| 7| zoom.html

= Import Files

Now import[:s7] all the files from the project folder \data and mark
startarticulate.swf as startfile using the button Define as starting file. Ared

icon signals the start file.

22.08.2007 19:17
27.07.2007 11:38
27.07.2007 11:38
27.07.2007 11:38
27.07.2007 11:38
27.07.2007 11:38
27.07.2007 11:33
27.07.2007 11:38
27.07.2007 11:38
27.07.2007 11:38
22.08.2007 18:38
27.07.2007 11:38
27.07.2007 11:38
27.07.2007 11:38
27.07.2007 11:38
27.07.2007 11:38
27.07.2007 11:38
27.07.2007 11:38
27.07.2007 11:38
27.07.2007 11:38
22.08.2007 19:17
27.07.2007 11:38
22.08.2007 1917
27.07.2007 11:38
24.01.2007 14:23
27.07.2007 11:33
27.07.2007 11:38

Dateiordner
Flash Mowie
Flash Movie
Flash Movie
Flash Movie
Flash Mowie
Flash Movie
HTML-Datei
HTML-Datei
GIF-Datei
AML-Deokument
1Script-Skriptdatei
Flazh Movie
Flash Mowie
Flash Movie
Flash Movie
Flash Mowie
Flash Movie
Flash Movie
Flash Movie
KML-Dokument
Flash Movie
AML-Deokument
Flash Movie
Flash Mowie
Flash Movie
HTML-Datei

The import screen would show the following files.

45 KB
45 KB
2KB
10 KB
10 KB
T2 KB
1KB
1KB
4 KB
1 KB
21 KB
44 KB
2KB
41 KB
21 KB
19 KB
2T KB
36 KB
1KB
12 KB
S KB
15 KB
2KB
56 KB
117 KB
2KB
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Q Multimedia Protector - arcticulate [C:\...cti-data-connector-oem-version-engharcticulate. mme]

06

Only zelect
Data I rT folder data
Enter the path of the fol elect Data Folder

= protected with Multmedia Protector \data] [ ..................... Read Files from Folder ] [ Define as starting file ]
[ Select Data Folder ] [ Refresh Selected Files ] [ Delete ]
Media File State | a]
How to protect? & attach.html refresh
& blank.html refresh
Audio { Music @ button.gif refresh
EXE Files & config.xml refresh
Images / Photos & flashcommand js refresh
PDE Eiles @ infopanel_standard.swf refresh
& logopanel.swf refresh
BET Files & mod_colorizer.swf refresh
Videos & mod_colorizer_lib.swf refresh
Word Documents & mod_engage.swf refresh
HTML & mod_exit.swf refresh
- & mod_reference swf refresh
How to use & menu? & nul.swf refresh
@ playerproperties.xml refresh
Advanced Menu @ playershell. swf Select refresh
Basic Menu & presentation. xml Sta[f:g:'{‘;ti;z & refresh
- & slidegroup.swf refresh
& startarticulate, swf refresh
@ stealthray.swf refresh
& swhbgd21.swf refresh .
A o1, FlhnA 1 rafrach X
[[] Use advanced menu
[ Settings [ Image ] [ Player Options ] [ Administration ]
[ Licence Information [ Data Import ] [ Save ] ®
EXE Protection (recommended)

This option uses the All-In-One Player EXE protection. Use it if:

¢ The project uses Articulate Engage or Articulate Quizmaker components

e The project uses FLV video files

L o
e Easy to protect - just import a folder

¢ Project can include Articulate Engage, Quizmaker and FLV files

e Project loads slower

e The project size can be up to 250MB. Then you have to split the project/ s
e Security and limitation of the EXE protection] se)

‘A EXE Protection
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= Select Publish in Articulate Presenter

Select the option CD and press Publish

Publish
‘09 PUBLISH YOUR PRESENTATION
PRESENTER TO FLASH FOR CD DELIVERY
@ WEB Publish Location
i Folder: C:YProgram Files\Multimedia Protector Premium2. 1\Demodata’ E]
@ ARTICULATE
ONLINE
Properties
% LMS Published title: E-Learning made Easy
Player template: [E—Learning Course (Multidevel) v] E]
P D Logo: [(None selected) v]E]
U Presenter: [(None selected) V] E]
WORD
@ PODCAST
@ Learn more about publishing [ Publish l ’ Cancel ]

= Import files
Now im port@ all the files from the project folder and mark
launch_presentation.exe as startfile using the button Define as starting file. A
red icon signals the start file.

The import screen would show the following files
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=N - ssLmme - All-In-One Protector - Ox
start | Publish  Keys  Activation Server Extras  Help @ @

¢ = =
(] GHroF @ Fiesh vl . o oo —
-« = g =
o (Exe = (I video/Audo Registration ) L
EE Data Import Options Activation Screens \&/ Languages Licenses
Data Import Screens
Enter the path of the folder or dick on the button Select Data Folder
00/ Read files from folder Define asstarting file
Select Data Folder Refresh selected files Delet
Media File State
How to protect & datalsifitb10.swf refresh
& detalswhitb2.snf refresh
Audio / Mugic & datalswhtb3.swf refresh
EXE Files & datalowfitba.snf refresh
Images / Photos & datalswfitbs.snf refresh
FOF Fes & catalswfitss.snf refresh
‘ & detalswhtb7.swf refresh
BPT File @ datalswhtb.swf refresh
Videos & datalsnfiths.snf refresh
Word Documents new
HIML new
e
How to use a m new
new

@ player\blank.himl
4 player\putton.gif
4 rlaver \fiashcommand. is

16:28:21

-
o If you have several different Articulate applications you need a menu application s\
e If the project size is over 250 MB, the loading time would be too long. Split the
application[ 11 in several projects.

(This sample w as tested w ith Articulate Presenter 09)

* Disclaimer

EH\

MIRAGE MAKES NO REPRESENTATION, WARRANTY, OR GUARANTY ASTO
THE RELIABILITY, TIMELINESS, QUALITY, SUITABILITY, TRUTH,
AVAILABILITY, ACCURACY OR COMPLETENESS OF THE SOFTWARE
MENTIONED IN THISTUTORIAL. MIRAGE DOESNOT REPRESENT OR WARRANT
THAT (A) THE USE OF THE SOFTWARE WILL BE SECURE, TIMELY,
UNINTERRUPTED OR ERROR-FREE OR OPERATE IN COMBINATION WITH ANY
OTHER HARDWARE, SOFTWARE, SY STEM OR DATA, (B) THE SOFTWARE WILL
MEET YOUR REQUIREMENTS OR EXPECTATIONS, (C) ERRORS OR DEFECTS
WILL BE CORRECTED, OR (D) THE SOFTWARE IS FREE OF VIRUSES OR OTHER

HARMFUL COMPONENTS. YOU ARE RESPONSIBLE TO ENSURE THAT THE
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2.4.8

SOFTWARE ISUSED WITHIN THE LIMIT OF THE LICENSE AGREEMENT OF THE

SOFTWARE.

THE SOFTWARE ISPROVIDED TO YOU STRICTLY ON AN "ASIS'BASIS. ALL
CONDITIONS, REPRESENTATIONS AND WARRANTIES, WHETHER EXPRESS,
IMPLIED, STATUTORY OR OTHERWISE, INCLUDING, WITHOUT LIMITATION,
ANY IMPLIED WARRANTY OF MERCHANTABILITY, HTNESSFOR A
PARTICULAR PURPOSE, OR NON-INFRINGEMENT OF THIRD PARTY RIGHTS,
ARE HEREBY DISCLAIMED TO THE MAXIMUM EXTENT PERMITTED BY
APPLICABLE LAW BY MIRAGE.

Articulate Quizmaker (Articulate)

To protect applications created in Articulate Quizmaker (www.articulate.com) the following

steps are necessary.

= Select Publish in Articulate Quizmaker

Select the option CD, press Publish

Publish

QUIZMAKER

@ ARTICULATE
PRESENTER

© v

@ ARTICULATE
{

ONLINE

=l LMs

WORD

@ Learn more about publishing

= Import Files

Publish Location

Properties

Quiz Title:
Questions:
Passing Score:

Flayer Template:

Quality:

Folder:  ram Files\Multmedia Protectar Premium\2. 1'\Demodata\articulate quizz E]

PUBLISH YOUR QUIZ

TO FLASH FOR CD DELIVERY

Quizl

1 Question

Survey

Quiz - Submit one at a time

Optimized for Web delivery

| publish | | cancel |
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Now im Qortﬁﬁ all the files from the project folder and mark launch_quiz.exe as
startfile using the button Define as starting file. Ared icon signals the start file.

The import screen would show the following files.

Q Multimedia Protector - quizz-demo [C:\Program Files\...Demodata\articulate quizz\quizz-demo.mme]

~E9
Data Import @

Enter the path of the folder or dick on Select Data Folder

|C:‘|Program Files\Multimedia Protector Prerr| [ Read Files from Folder ] [ Define as starting file ]
[ Select Data Folder ] [ Refresh Selected Files J [ Delete ]
Media File State |
How to protect? @ autorun.inf ok
& launch_quiz.exe ok
Audio / Music & Ioa.der.ini Iauncshe_lzﬁitz.exe ok
EXE Files @ auiz.himl as start file ok
Images [ Photos 04 qu!z.swf _ ok
] 4 quiz_content_buttondick.mp3 ok
PDF Files 4 quiz_content|_buttenhover.mp3 ok
EPT Files 4 quiz_content_controldick.mp3 ok
Videoz @ quiz_content|_windowdose.mp3 ok
Word Documents @ quiz_content\_windowopen.mp3 ok
@ quiz_content'blank. html ok
Al B @ quiz_content\data. swf ok
p— 7 & quiz_content\guiz.js ok
W T LISE 3 MEnL? & quiz_content\side455e2h95-0383-4b6a b6 df-c0d 159¢ 18054, sf ok
Advanced Menu 4 quiz_contentizoom. himl ok
o state.xml ok
Basic Menu
Other Menu
EXE Options
[ Settings J [ Image :I [ Player Options ] [ Administration ]
[ License Information ] [ Data Import ] [ Save ] ®

2

e If you have several different Articulate applications you need a menu application| s:\.

o If the project size is over 250 MB, the loading time would be too long. Split the
application[ 11 in several projects.

(This sample w as tested w ith Articulate Quizmaker 09)

* Disclaimer

A
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24.9

MIRAGE MAKES NO REPRESENTATION, WARRANTY, OR GUARANTY ASTO
THE RELIABILITY, TIMELINESS, QUALITY, SUITABILITY, TRUTH,
AVAILABILITY, ACCURACY OR COMPLETENESS OF THE SOFTWARE
MENTIONED IN THISTUTORIAL. MIRAGE DOES NOT REPRESENT OR WARRANT
THAT (A) THE USE OF THE SOFTWARE WILL BE SECURE, TIMELY,
UNINTERRUPTED OR ERROR-FREE OR OPERATE IN COMBINATION WITH ANY
OTHER HARDWARE, SOFTWARE, SYSTEM OR DATA, (B) THE SOFTWARE WILL
MEET YOUR REQUIREMENTS OR EXPECTATIONS, (C) ERRORS OR DEFECTS
WILL BE CORRECTED, OR (D) THE SOFTWARE IS FREE OF VIRUSES OR OTHER
HARMFUL COMPONENTS. YOU ARE RESPONSIBLE TO ENSURE THAT THE
SOFTWARE ISUSED WITHIN THE LIMIT OF THE LICENSE AGREEMENT OF THE
SOFTWARE.

THE SOFTWARE ISPROVIDED TO YOU STRICTLY ON AN "ASIS'BASIS ALL
CONDITIONS, REPRESENTATIONS AND WARRANTIES, WHETHER EXPRESS,
IMPLIED, STATUTORY OR OTHERWISE, INCLUDING, WITHOUT LIMITATION,
ANY IMPLIED WARRANTY OF MERCHANTABILITY, FITNESSFOR A
PARTICULAR PURPOSE, OR NON-INFRINGEMENT OF THIRD PARTY RIGHTS,
ARE HEREBY DISCLAIMED TO THE MAXIMUM EXTENT PERMITTED BY
APPLICABLE LAW BY MIRAGE.

Articulate Storyline

To protect applications created in Articulate Storyline (www.articulate.com) the following
steps are necessary.

Step 1 - Publish in Articulate

Select the option Publish, CD
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Publish

x
STO RYLI N E PUBLISH YOUR PROJECT
FOR CD DELIVERY
Q g Title and location .
Tite: E-Leanring Made Easy I
@ ARTICULATE Description:
OMLINE
= Folder: C:\Users\Administrator\DocumentsMy Articulate Projects E]
= LMS
Properties
(s cD Player: Storyline Player
Quality: Optimized for standard delivery
W WORD

Step 2 - Import files in All-In-One Protector

Now import/ =7 the EXE file from the project folder and mark the Launch_story.exe file
as start file using the button Define as starting file. Ared icon signals the start file.
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B H articulate.aipproject - All-In-One Protector
Start | Publish Keys  Activation Server Extras  Help I}
:: :: &0 FOF & Flash |lddd PowerPoint LY Word % ==
@ - 3 =
B : sy
- @ Windows Video/Audio Exce MAC Registration
Basic Data Import Options Activation Screens
Data Import Screens
Enter the path of the folder or dick on the button Select Data Folder
|Iabe Projects\E-Leanring Made Easy 0utput| Read files from folder I Dafine acetarting file ‘
Select Data Folder Refreshselectad fils ‘ I Delete ‘
Media File State
How to protect 4 autorun.inf new
Audio / Music & launch_story.exe new
- o loader.ini new
sl @ meta .l new
EXE Files & story himl new
Images § Photos @ story.swf new
POF Files 4 story_content\blank.himl new
PPT/PPTX Files 4 story_contentidata. swf new
Videos @ story_content\fonts.swf new
A story_contentiframe. swf new
Word Documents # story_content\frame. xml new
HTML M ctorns camtantlelidaciEamlanllibm cnf e

2
« If you have several different Articulate applications you need a menu application s\

e If the project size is over 250 MB, the loading time would be too long. Split the
application[ 11 in several projects.

(This sample w as tested w ith Articulate Storyline Update 6)

A

MIRAGE MAKES NO REPRESENTATION, WARRANTY, OR GUARANTY ASTO THE
RELIABILITY, TIMELINESS, QUALITY, SUITABILITY, TRUTH, AVAILABILITY,
ACCURACY OR COMPLETENESS OF THE SOFTWARE MENTIONED IN THIS
TUTORIAL. MIRAGE DOES NOT REPRESENT OR WARRANT THAT (A) THE USE OF
THE SOFTWARE WILL BE SECURE, TIMELY, UNINTERRUPTED OR ERROR-FREE OR
OPERATE IN COMBINATION WITH ANY OTHER HARDWARE, SOFTWARE, SY STEM
OR DATA, (B) THE SOFTWARE WILL MEET YOUR REQUIREMENTS OR
EXPECTATIONS, (C) ERRORS OR DEFECTSWILL BE CORRECTED, OR (D) THE
SOFTWARE IS FREE OF VIRUSES OR OTHER HARMFUL COMPONENTS. YOU ARE
RESPONSIBLE TO ENSURE THAT THE SOFTWARE ISUSED WITHIN THE LIMIT OF
THE LICENSE AGREEMENT OF THE SOFTWARE.
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THE SOFTWARE ISPROVIDED TO YOU STRICTLY ON AN "ASIS'BASIS ALL
CONDITIONS, REPRESENTATIONS AND WARRANTIES, WHETHER EXPRESS,
IMPLIED, STATUTORY OR OTHERWISE, INCLUDING, WITHOUT LIMITATION, ANY
IMPLIED WARRANTY OF MERCHANTABILITY, HTNESS FOR A PARTICULAR
PURPOSE, OR NON-INFRINGEMENT OF THIRD PARTY RIGHTS, ARE HEREBY
DISCLAIMED TO THE MAXIMUM EXTENT PERMITTED BY APPLICABLE LAW BY
MIRAGE.

2.4.10 Camtasia (Techsmith)

For protecting files created with Camtasia (http://techsmith.com ) you have 2 different
options:

Create Flash file(s) for small videos

As Camtasia can create flash files, this is the recommended option for small videos. It is
the most secure solution but could have limitations if you use special functions, which are
not supported by the All-In-One Player.

e Selectim  Custom production settings

Select Custom production settings
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X!

Production Wizard

Welcome to the Camtasia Studio Production Wizard

This wizard wil guide you through the production process, collecting
information needed to produce your video,

i
["f: EJ (") Recommend my production settings

! %El (") Production Presets

ol |5l ® Custom production settings

1 5 @OQA L ©[

TechSmith
CAMTASIA
STUDIO

Show me how to produce my wideo

Lﬂeit&r} J I.ﬁ.bbrechen I I Hilfe

e Select= Flash/FLV - Adobe Flash Output

Select Flash/FLV - Adobe Flash output
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Production Wizard X
How would you like to produce your video?
Choose the way in which you would like to use the Production Wizard.
Recommended

I @ (@) Flash (SWF/FLV) - Adobe Flash output

Other formats

@ () WMV - Windows Media streaming video Help me chooze a file format
@ () MOV - QuickTime mavie

avi “ AVT video
r (71 iPodfiTunes - Spedalized iPod/fiTunes video format
"%:3 71 MP3 audio only

-@ (") RM - RealMedia streaming media

"G@ () CAMY - Camtasia for RealPlayer streaming media
@ () GIF animation file

Additional output options

["] Create MP3 File: 44, 100kHz, Stereo, 96kBits/zec
["] create iPod File: High
[] Include PPT File: C:\Program Files\TechSmith\Camtasia Studio 5\Media\sh =
< Zurlick ][ Weiter = J [ Abbrechen ] [ Hilfe

e Select = Flash Template and Options
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Production Wizard E

Flash Templates
Choose a Flash template and whether to indude a table of contents (TOC) and Picture in

Picture (PIF)
Appearance Size
— Fitin: 1280x1079 (original) ||
Viden: 1230x 1024 pixels
PIP: N/A
Other: 1280x55 pixels
Theme:
Class v Totak 1280x1079 pixels
Flash Options... [ Change Dimensions. .. ]
Preview

T Y Coniois. T g WV

Preview = <uriick || weiter > | | Abbrechen | [ rilfe

e Use option = Flash . Select Flash Version 7 or higher
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Flash Options =

Video | Controls

Faormat

{3)5WF (good for short, low-mation screen videos): Target Flash Version:
{_JFLY {good for longer, or high motion videos) 7 M

SWF

Colors: Automatic M Frame rate: Automatic M

[ ]u=e JPEG compression

FLY

Yo

Background Colar... -]

I (0] I [ Abbrechen

o Now import [10ALL [l files[ el (swf, html, js..) and make xy-controller.swf the start file

If the video is displayed in the wrong size, e.g. stretched, you have to specify the exact
screen resolution in the screen - Player Options| ). The resolution can be found in the file
xy.html of the Camtasia project. Edit this file and search for the line: var fo = new
SWFObject( "myflashproject”, "csSwi", "800", "619", "7", "#FFFFFF" ). The third value is
the width in pixel, the forth value is the height.

= Configuration settings of the Player Options
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Player Options

Display Options

|Start with customised size | A | Width in Pixels 300 g
Height in Pixels mg

[:] Enable Flash Configuration {right mouse didk)

Show Control Bar | none | - |

Create FLV file for large videos

Using the All-In-One Protector Video Player, FLV videos (also other video formats) up to
1GB are supported including screen capture prevention

Details| 1]

Create executable (EXE) file (only files up to 250 MB)

Create one executable file and protect the executable file with All-In-One Protector. This
supports all options of Camtasia but with the limitation of the EXE protection[ s,

2 As Camtasia flash files are often very large we recommend splitting the files into
multiple projects|:il (e.g. lessons).

You can download 2 samples made with Camtasia. The have been produced by www.so-
gehts.eu

e Training Session: Office Tabs - English
e Training Session: PowerPoint - German

* Disclaimer

MIRAGE MAKES NO REPRESENTATION, WARRANTY, OR GUARANTY ASTO
THE RELIABILITY, TIMELINESS, QUALITY, SUITABILITY, TRUTH,
AVAILABILITY, ACCURACY OR COMPLETENESS OF THE SOFTWARE
MENTIONED IN THISTUTORIAL. MIRAGE DOES NOT REPRESENT OR WARRANT
THAT (A) THE USE OF THE SOFTWARE WILL BE SECURE, TIMELY,
UNINTERRUPTED OR ERROR-FREE OR OPERATE IN COMBINATION WITH ANY
OTHER HARDWARE, SOFTWARE, SYSTEM OR DATA, (B) THE SOFTWARE WILL
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MEET YOUR REQUIREMENTS OR EXPECTATIONS, (C) ERRORS OR DEFECTS
WILL BE CORRECTED, OR (D) THE SOFTWARE IS FREE OF VIRUSES OR OTHER
HARMFUL COMPONENTS. YOU ARE RESPONSIBLE TO ENSURE THAT THE
SOFTWARE ISUSED WITHIN THE LIMIT OF THE LICENSE AGREEMENT OF THE
SOFTWARE.

THE SOFTWARE ISPROVIDED TO YOU STRICTLY ON AN "ASIS'BASIS. ALL
CONDITIONS, REPRESENTATIONS AND WARRANTIES, WHETHER EXPRESS,
IMPLIED, STATUTORY OR OTHERWISE, INCLUDING, WITHOUT LIMITATION,
ANY IMPLIED WARRANTY OF MERCHANTABILITY, FITNESSFOR A
PARTICULAR PURPOSE, OR NON-INFRINGEMENT OF THIRD PARTY RIGHTS,
ARE HEREBY DISCLAIMED TO THE MAXIMUM EXTENT PERMITTED BY
APPLICABLE LAW BY MIRAGE.

2.4.11 Director (Adobe)

For protecting files created with Macromedia Director you have 3 different options:

1. Generate a swf flash. If the file runs in the standard flash player, it will run with All-In-
One Protector. This is the most secure solution to protect the content of the flash
file but could have limitations if you use special functions, which are not supported by
the standard flash player

2. Create one executable file and protect the executable file with All-In-One Protector. his
supports all options of Macromedia Director but with the limitation of the EXE
protection[ s

3. Make a Source Code integration using the Licence Protector DLL. This is the most
flexible solution - www.Licence-Protector.com but requires development work. It allows
to protect application features.

* Disclaimer

AN
MIRAGE MAKES NO REPRESENTATION, WARRANTY, OR GUARANTY ASTO
THE RELIABILITY, TIMELINESS, QUALITY, SUITABILITY, TRUTH,
AVAILABILITY, ACCURACY OR COMPLETENESS OF THE SOFTWARE
MENTIONED IN THISTUTORIAL. MIRAGE DOES NOT REPRESENT OR WARRANT
THAT (A) THE USE OF THE SOFTWARE WILL BE SECURE, TIMELY,
UNINTERRUPTED OR ERROR-FREE OR OPERATE IN COMBINATION WITH ANY
OTHER HARDWARE, SOFTWARE, SY STEM OR DATA, (B) THE SOFTWARE WILL
MEET YOUR REQUIREMENTS OR EXPECTATIONS, (C) ERRORS OR DEFECTS
WILL BE CORRECTED, OR (D) THE SOFTWARE IS FREE OF VIRUSES OR OTHER
HARMFUL COMPONENTS. YOU ARE RESPONSIBLE TO ENSURE THAT THE
SOFTWARE ISUSED WITHIN THE LIMIT OF THE LICENSE AGREEMENT OF THE

SOFTWARE.
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THE SOFTWARE ISPROVIDED TO YOU STRICTLY ON AN "ASIS'BASIS ALL
CONDITIONS, REPRESENTATIONS AND WARRANTIES, WHETHER EXPRESS,
IMPLIED, STATUTORY OR OTHERWISE, INCLUDING, WITHOUT LIMITATION,
ANY IMPLIED WARRANTY OF MERCHANTABILITY, FHITNESSFOR A
PARTICULAR PURPOSE, OR NON-INFRINGEMENT OF THIRD PARTY RIGHTS,
ARE HEREBY DISCLAIMED TO THE MAXIMUM EXTENT PERMITTED BY
APPLICABLE LAW BY MIRAGE.

2.4.12 Flashform (Rapid Intake)

For protecting files created with Flashform (http://www.rapidintake.com) you have 2
different options:

Create Flash file(s)

As Flashform can create flash files, this is the recommended option. It is the most secure
solution but could have limitations if you use special functions, which are not supported by
the All-In-One Player. Right now, FLV files loaded within Flashform are not supported.

=) Select Publish Course

Select Publish Method CD-ROM, Check - Use Flash Cookies and Operating System
Windows.
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Publish Settings

i Publish Course Publish Help

@ [ |

Publish Method CD-Rom -

! CD-Rom

Once vou have publizhed the course, burn all the files to a2 CO-Rom, To start the course the
| learner must access the player, exe file (window z] or plaver.hgx [mac), Use Flash Cookies for
bookrnarking

! Use Flash Cookies V|

Operating System Windows -

| Pudlish || cCancel |

o Now import [0ALL [« files[o] (swf, html, js..) and make player.swf the start file

Create executable (EXE) file

Use the player.exe which comes with flashform and protect the executable file with All-In-
One Protector. This supports all options of Flashform but with the limitation of the EXE
protection| s

= Select Publish Course

Select Publish Method CD-ROM, Check - Use Flash Cookies and Operating System
Windows.
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Publish Settings x

i Publish Course Publish Help (i

Publish Method CD-Rom -

! CD-Rom

Once vou have publizhed the course, burn all the files to a2 CO-Rom, To start the course the
learner must access the player, exe file (window z] or plaver.hgx [mac), Use Flash Cookies for
bookrnarking

Use Flash Cookies V|

Operating System Windows -

Publish Cancel

o Now import [0ALL [l files[ el (exe, swf, html, js..) and make player.exe the start file

* Disclaimer

(.84

IRAGE MAKES NO REPRESENTATION, WARRANTY, OR GUARANTY ASTO
THE RELIABILITY, TIMELINESS, QUALITY, SUITABILITY, TRUTH,
AVAILABILITY, ACCURACY OR COMPLETENESS OF THE SOFTWARE
MENTIONED IN THISTUTORIAL. MIRAGE DOES NOT REPRESENT OR WARRANT
THAT (A) THE USE OF THE SOFTWARE WILL BE SECURE, TIMELY,
UNINTERRUPTED OR ERROR-FREE OR OPERATE IN COMBINATION WITH ANY
OTHER HARDWARE, SOFTWARE, SY STEM OR DATA, (B) THE SOFTWARE WILL
MEET YOUR REQUIREMENTS OR EXPECTATIONS, (C) ERRORS OR DEFECTS
WILL BE CORRECTED, OR (D) THE SOFTWARE IS FREE OF VIRUSES OR OTHER
HARMFUL COMPONENTS. YOU ARE RESPONSIBLE TO ENSURE THAT THE
SOFTWARE ISUSED WITHIN THE LIMIT OF THE LICENSE AGREEMENT OF THE
SOFTWARE.

THE SOFTWARE ISPROVIDED TO YOU STRICTLY ON AN "ASIS'BASIS. ALL
CONDITIONS, REPRESENTATIONS AND WARRANTIES, WHETHER EXPRESS,
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IMPLIED, STATUTORY OR OTHERWISE, INCLUDING, WITHOUT LIMITATION,
ANY IMPLIED WARRANTY OF MERCHANTABILITY, FITNESS FOR A
PARTICULAR PURPOSE, OR NON-INFRINGEMENT OF THIRD PARTY RIGHTS,
ARE HEREBY DISCLAIMED TO THE MAXIMUM EXTENT PERMITTED BY
APPLICABLE LAW BY MIRAGE.

2.4.13 Flashpaper (Adobe)

Printer driver to create a flash file from any document. Works perfect if you do not have
hyperlinks inside the document.

See chapter: Office documents| 421 and Print2Flashl os!

+ Disclaimer

74 BN

MIRAGE MAKES NO REPRESENTATION, WARRANTY, OR GUARANTY ASTO
THE RELIABILITY, TIMELINESS, QUALITY, SUITABILITY, TRUTH,
AVAILABILITY, ACCURACY OR COMPLETENESS OF THE SOFTWARE
MENTIONED IN THISTUTORIAL. MIRAGE DOES NOT REPRESENT OR WARRANT
THAT (A) THE USE OF THE SOFTWARE WILL BE SECURE, TIMELY,
UNINTERRUPTED OR ERROR-FREE OR OPERATE IN COMBINATION WITH ANY
OTHER HARDWARE, SOFTWARE, SYSTEM OR DATA, (B) THE SOFTWARE WILL
MEET YOUR REQUIREMENTS OR EXPECTATIONS, (C) ERRORS OR DEFECTS
WILL BE CORRECTED, OR (D) THE SOFTWARE IS FREE OF VIRUSES OR OTHER
HARMFUL COMPONENTS. YOU ARE RESPONSIBLE TO ENSURE THAT THE
SOFTWARE ISUSED WITHIN THE LIMIT OF THE LICENSE AGREEMENT OF THE
SOFTWARE.

THE SOFTWARE ISPROVIDED TO YOU STRICTLY ON AN "ASIS'BASIS ALL
CONDITIONS, REPRESENTATIONS AND WARRANTIES, WHETHER EXPRESS,
IMPLIED, STATUTORY OR OTHERWISE, INCLUDING, WITHOUT LIMITATION,
ANY IMPLIED WARRANTY OF MERCHANTABILITY, FFTNESSFOR A
PARTICULAR PURPOSE, OR NON-INFRINGEMENT OF THIRD PARTY RIGHTS,
ARE HEREBY DISCLAIMED TO THE MAXIMUM EXTENT PERMITTED BY
APPLICABLE LAW BY MIRAGE.

2.4.14 Flash Video MX (Moyea)

Internet Site: www.moyea.com

This converter allows you to convert videos to flash (swf). During the conversion process
you can add a player control (mandatory for All-in-One Protector) and you can define the
video quality, screen resolution etc.
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= Define Video Quality
You can define the quality of the video on this page. Import setting is: Embed the
video in SWF and play in timeline and Video Codec: Flash 8

@/ Flash Video MX Pro e

Expart b, |C:\lmp\mnyea\test | \A\
Export
. Predefined profile: |Eustnm - |
[] Generate Flash video [FLY) )
Include wideo
Generate Flash [SWwWF]
—~ ficith: 20 5
w Fropartional £
(&) Embed the video in S'WF and play in timeline Height: 240 5 o
(3 Embed the video in S'WF and play in timeline(no player script) Viden codec: | Flach & - | ”
[[] Generate HTHL file Frame rate [fps): |D[iginal e |
sz Bit rate [kbps): |Eust0m - | a00 & |
Yideo prelude: | .| ‘.--| -
¥ Fepframe interval: |."-\utomat|c - |
Video cutair: | Il ‘h-| [] Fadein [] Fade out
Rieplace audia SOl
SIS EH | 'l = D = Inciude audio
Export notes Sample rate [Hz], | 44100 -]
Output zize: 3.82MB Bit rate [khps] |95 - |
Estimated framesz: 885
Channels: |Stereo - |
Suitable for Internet delivery
[] Fade in [] Fade aut
Back Mext

Then select a Player control (toolbar which allows to start, stop, pause, rewind). This is
mandatory because All-In-One Protector does not provide an player toolbar. You can
select a design and a lot of other player settings.

= Player Settings

Select a Skin and a player control.
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%) Flash Video MX Pro \dﬁg

Player skin | Profile | Special effects | Preloader

[ Mo skin

[ Classic
"/ Opaque

Black ‘_‘

Cadethlue

kln ) i = — omnﬁmmi--]

Chartreusze

-
« |}

[ Translucent

The gettings here take effect only when vou choose
Generate Flash [SWF] file. R [ Transparent

Background Color: | Jll Mone -

Back Hext

« Now import the files[:«] (swf) and make the .swf file the start file. If you have multiple
videos then add a menulsi:l and make the menu the start file.

+ Disclaimer

/1

MIRAGE MAKES NO REPRESENTATION, WARRANTY, OR GUARANTY ASTO
THE RELIABILITY, TIMELINESS, QUALITY, SUITABILITY, TRUTH,
AVAILABILITY, ACCURACY OR COMPLETENESS OF THE SOFTWARE
MENTIONED IN THISTUTORIAL. MIRAGE DOESNOT REPRESENT OR WARRANT
THAT (A) THE USE OF THE SOFTWARE WILL BE SECURE, TIMELY,
UNINTERRUPTED OR ERROR-FREE OR OPERATE IN COMBINATION WITH ANY
OTHER HARDWARE, SOFTWARE, SYSTEM OR DATA, (B) THE SOFTWARE WILL
MEET YOUR REQUIREMENTS OR EXPECTATIONS, (C) ERRORS OR DEFECTS
WILL BE CORRECTED, OR (D) THE SOFTWARE IS FREE OF VIRUSES OR OTHER
HARMFUL COMPONENTS. YOU ARE RESPONSIBLE TO ENSURE THAT THE
SOFTWARE ISUSED WITHIN THE LIMIT OF THE LICENSE AGREEMENT OF THE

SOFTWARE.

THE SOFTWARE ISPROVIDED TO YOU STRICTLY ON AN "ASIS'BASIS. ALL
CONDITIONS, REPRESENTATIONS AND WARRANTIES, WHETHER EXPRESS,
IMPLIED, STATUTORY OR OTHERWISE, INCLUDING, WITHOUT LIMITATION,
ANY IMPLIED WARRANTY OF MERCHANTABILITY, HFTNESSFOR A
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PARTICULAR PURPOSE, OR NON-INFRINGEMENT OF THIRD PARTY RIGHTS,
ARE HEREBY DISCLAIMED TO THE MAXIMUM EXTENT PERMITTED BY
APPLICABLE LAW BY MIRAGE.

2.4.15 Flipb (DCatalog Inc)

To protect applications created in FlipB (www.flipb.com) the following steps are
necessary.

Step 1 - Configuration setting and Publish option in Flipb

Uncheck the option: Enable Download PDF. Otherwise it would be possible to access the
unprotected PDF file.
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File Template Content Help

AR EHI TR R RO

27

Settings Table Of Contents Pages Advertisers Archive

(+) General Settings

(+) General Appearance |

(v) Features

|v¥| Enable Search *
|| Enable Full Screen
|v| Enable Print

|v| Enable Settings
|v| Enable Share

|¥] Enable Sound

|| Enable Crop

| | Enable Download PDF

|¥| Enable Switching Page Mode

|¥] Enable Bookmark

I+ Frnahla klntac
UNcheck - Enable Download PDF

Select the option Publish and then Check: Publish for Offline
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Publish Edition

Destination Path

ChUsers\dieterhaerle\Documents\es-docume edition1

(_) Publish Directly to the Cloud

(_) Publish HTML

(=) Publish for Offine(\Windows and Mac O3}

Publish

Publish options

Step 2 - Import files in All-In-One Protector

Now import/ 7 the EXE file from the project folder and mark the OfflineViewer.exe file
as start file using the button Define as starting file. Ared icon signals the start file.
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=B H | flib-windows.aippraoject - All-In-One Protector
Start | Publish Keys  Activation Server Extras  Help %
'l'_-_‘i [ roF lu Flash [l PowerPoint [T word gy =]
- = v =
- @ Windows I videoftudio [ Excel Liad mac Registration
Basic Data Import Options Activation ¢
Data Import Ser

Data Import

Enter the path of the folder or dick on the button Select Data Folder

|ers\dieterhaer|e‘l.Documents‘\ﬂipb\'\"J’indows| Read files from folder l Defineasstactingfile ]
Select Data Folder ( Refrach calactad filec ] l Delete ]
Media File State
How to protect & assets\3dicons_black.swf refresh
) ) assets\3dicons_black2. swf refresh
M : assets)3dicons_blue.swf refresh
Excel Files & assets\3dicons_aray.swf refresh
EXE Files & assets\buttons_text.swf refresh
Images { Photos & assets\buttons_text_black.swf refresh
EDF Files & assets\drde.swf refresh
PPT/PPTYX Files & assets\epaper_flip_cursors.swf refresh
Videos @ assets\intro.png refresh
& assets\intro-v3.png refresh
Word Documents & assetsjwplayerWeur swf refresh
HTML & assets\jwplayer\player.swf refresh
& assets\jwplayer\player-icensed. swf refresh
How to use a menu & assets\jwplayer\yt.swf refresh
& assets\rainbow. swf refresh
& assets\square.swf refresh
& assets\styles\bluetheme. swf refresh
& assets\styles'\framework_4.5.1.21328.swf refresh
& assets\styles\mx_4.5.1.21328.swf refresh
@ assets\styles'spark_4.5.1.21328.swf refresh
& assets\stylesitextiayout_2.0.0.232.swf refresh
& autorun.inf refresh
| 4 offlinesettings xml refresh
& offiineviewer.exe refresh
& player.swf refresh
Import all files

Select the EXE option[:s2] and ensure that the option: Save each EXE file as single
encrypted file is UNchecked
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HIE K

Start | Publish Keys  Activation Server Extras  Help

3 (& roF &) riash
= =

(PPT] F'c-\.'Er%ir’[ [L Ward

flib-windows.aipproject - All-In-Cne Protector

L2}

) Windows [ videoftudio  EIE] Bxcel MAC Registration
s Data Import = Options
Data Import
Command line parameters for EXE file |
Encoding Parameters |1-999 | |1-999 Delete

Transfer File

Path |

®) Run EXE in secure Virtual Zone

) Run EXE file in temporary folder on hard disk

In case the EXE file does not work as expected using the secure Virtual Zone, try the temporary folder,

For more information about security considerations dick here

Extract all files

Delete all files when the application terminates

Run EXE in unprotected mode on installation directory
[]Register DLLs (use this option only if required)
Compatibility Mode (Uncheck only in case of errars)

[ ] pecompile protection only - do not use licensing / copy protection

[] advanced Protection

EXE Build Options

[]save each EXE file as single encrypted file

)

[ pisplay animation during program start to signal waiting time

EXE Optionen

Flipb always creates a folder OfflineViewer.app. You could delete the folder as it includes

the MAC OSX Viewer.

(This sample w as tested w ith Flipb 4.2.6)

+ Disclaimer

MIRAGE MAKES NO REPRESENTATION, WARRANTY, OR GUARANTY ASTO
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THE RELIABILITY, TIMELINESS, QUALITY, SUITABILITY, TRUTH,
AVAILABILITY, ACCURACY OR COMPLETENESS OF THE SOFTWARE
MENTIONED IN THISTUTORIAL. MIRAGE DOESNOT REPRESENT OR WARRANT
THAT (A) THE USE OF THE SOFTWARE WILL BE SECURE, TIMELY,
UNINTERRUPTED OR ERROR-FREE OR OPERATE IN COMBINATION WITH ANY
OTHER HARDWARE, SOFTWARE, SYSTEM OR DATA, (B) THE SOFTWARE WILL
MEET YOUR REQUIREMENTS OR EXPECTATIONS, (C) ERRORS OR DEFECTS
WILL BE CORRECTED, OR (D) THE SOFTWARE IS FREE OF VIRUSES OR OTHER
HARMFUL COMPONENTS. YOU ARE RESPONSIBLE TO ENSURE THAT THE
SOFTWARE ISUSED WITHIN THE LIMIT OF THE LICENSE AGREEMENT OF THE
SOFTWARE.

THE SOFTWARE ISPROVIDED TO YOU STRICTLY ON AN "ASIS'BASIS. ALL
CONDITIONS, REPRESENTATIONS AND WARRANTIES, WHETHER EXPRESS,
IMPLIED, STATUTORY OR OTHERWISE, INCLUDING, WITHOUT LIMITATION,
ANY IMPLIED WARRANTY OF MERCHANTABILITY, HTNESSFOR A
PARTICULAR PURPOSE, OR NON-INFRINGEMENT OF THIRD PARTY RIGHTS,
ARE HEREBY DISCLAIMED TO THE MAXIMUM EXTENT PERMITTED BY
APPLICABLE LAW BY MIRAGE.

2.4.16 Flip Builder (Wonder Idea)

This tool allows to create animated flip books for Windows and MAC OS X.

To protect applications created in Flip Builder (www.flipbuilder.com) the following steps
are necessary.

Step 1 - Publish in Flip Builder

Select the option Publish and then Check: EXE for a Windows version and APP for a
MAC OS X version

Output Option
Publish
Path
'ﬁ Output Folder: C:'Flip Book MAC Browse... Open
File Name: fiipbook .app
@ Publish as: Options
Q )% himl Caption: fiyer-cdc-salesforce-de
5 2, )% eye The Loading Sequence
a YT )

@ Priority of PC/Mobile(HTMLS) version Loading Sequence:
E ®=.am ®)Flash - HTMLS (CJHTMLS - Flash () Flash rly OnmMserly B
g B Also Create Basic Html version for search engine (need to enable search) k

()= for
[]compress to ZIP after publishing
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Step 2 - Import files in All-In-One Protector
Now import[ 1 the EXE file from the project folder

(This sample w as tested w ith Flip PDF Professional 2.3)

+ Disclaimer

74 BN

MIRAGE MAKES NO REPRESENTATION, WARRANTY, OR GUARANTY ASTO
THE RELIABILITY, TIMELINESS, QUALITY, SUITABILITY, TRUTH,
AVAILABILITY, ACCURACY OR COMPLETENESS OF THE SOFTWARE
MENTIONED IN THISTUTORIAL. MIRAGE DOES NOT REPRESENT OR WARRANT
THAT (A) THE USE OF THE SOFTWARE WILL BE SECURE, TIMELY,
UNINTERRUPTED OR ERROR-FREE OR OPERATE IN COMBINATION WITH ANY
OTHER HARDWARE, SOFTWARE, SYSTEM OR DATA, (B) THE SOFTWARE WILL
MEET YOUR REQUIREMENTS OR EXPECTATIONS, (C) ERRORS OR DEFECTS
WILL BE CORRECTED, OR (D) THE SOFTWARE IS FREE OF VIRUSES OR OTHER
HARMFUL COMPONENTS. YOU ARE RESPONSIBLE TO ENSURE THAT THE
SOFTWARE ISUSED WITHIN THE LIMIT OF THE LICENSE AGREEMENT OF THE
SOFTWARE.

THE SOFTWARE ISPROVIDED TO YOU STRICTLY ON AN "ASIS'BASIS ALL
CONDITIONS, REPRESENTATIONS AND WARRANTIES, WHETHER EXPRESS,
IMPLIED, STATUTORY OR OTHERWISE, INCLUDING, WITHOUT LIMITATION,
ANY IMPLIED WARRANTY OF MERCHANTABILITY, FITNESSFOR A
PARTICULAR PURPOSE, OR NON-INFRINGEMENT OF THIRD PARTY RIGHTS,
ARE HEREBY DISCLAIMED TO THE MAXIMUM EXTENT PERMITTED BY
APPLICABLE LAW BY MIRAGE.

2.4.17 HTML Executable (gdgsoft)

HTML Executable from gdgsoft (www.htmlexe.com) creates from HTML files one single
exe file. This exe file can now be licensed and protected by All-In-One Protector.

e Create the EXE file with HTML Executable
e Protect the executable file with All-In-One Protector. See Import EXE file| o]

This supports all options of HTML Executable but with the limitation of the EXE protection

156 |,
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* Disclaimer

/N

MIRAGE MAKES NO REPRESENTATION, WARRANTY, OR GUARANTY ASTO
THE RELIABILITY, TIMELINESS, QUALITY, SUITABILITY, TRUTH,
AVAILABILITY, ACCURACY OR COMPLETENESS OF THE SOFTWARE
MENTIONED IN THISTUTORIAL. MIRAGE DOESNOT REPRESENT OR WARRANT
THAT (A) THE USE OF THE SOFTWARE WILL BE SECURE, TIMELY,
UNINTERRUPTED OR ERROR-FREE OR OPERATE IN COMBINATION WITH ANY
OTHER HARDWARE, SOFTWARE, SYSTEM OR DATA, (B) THE SOFTWARE WILL
MEET YOUR REQUIREMENTS OR EXPECTATIONS, (C) ERRORS OR DEFECTS
WILL BE CORRECTED, OR (D) THE SOFTWARE IS FREE OF VIRUSES OR OTHER
HARMFUL COMPONENTS. YOU ARE RESPONSIBLE TO ENSURE THAT THE
SOFTWARE ISUSED WITHIN THE LIMIT OF THE LICENSE AGREEMENT OF THE
SOFTWARE.

THE SOFTWARE ISPROVIDED TO YOU STRICTLY ON AN "ASIS'BASIS ALL
CONDITIONS, REPRESENTATIONS AND WARRANTIES, WHETHER EXPRESS,
IMPLIED, STATUTORY OR OTHERWISE, INCLUDING, WITHOUT LIMITATION,
ANY IMPLIED WARRANTY OF MERCHANTABILITY, HTNESSFOR A
PARTICULAR PURPOSE, OR NON-INFRINGEMENT OF THIRD PARTY RIGHTS,
ARE HEREBY DISCLAIMED TO THE MAXIMUM EXTENT PERMITTED BY
APPLICABLE LAW BY MIRAGE.

2.4.18 iSpring

ispring offers a free PowerPoint converter to flash (https://www.ispringsolutions.com/

ispring-free)

T
e Does not require PPT or the PPT Viewer

e Project size up to 1GB
e Snapshot Protection| )

¢ Animations and Fonts could be different
e Only for presentations - the user cannot change the content

Step 1 - Publish the PowerPoint presentation to a flash file
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3 Publish Presentation

#3 |Spr|ng Free ‘ Go Pro! Free PowerPoint to Flash/HTMLS5 Convrter

Presentation title: | ‘0

werPoint Presentation

Local folder: | C:\jspring v| |

Slide Range
() all slides

() Selected slides (1 side) CTI Data Connector
for Salesforce

Prewview

Qutput Options
(®) Desktop {Flash)

(I Mobile (HTMLS)

Background: I

|:| Generate SCORM 1.2 compliant course

“appexchange

| Rate number of slides viewed: 17 of 17

Hoispring # b W 35 m—O 00:05/00:11 | el [

Follow Us: u m Publish

| | Cancel

Step 2 - protect application with All-In-One Protector

o Now import [10lALL 1) files[ 0] and make .swf the start file
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=2 e Ispring.aipproject - All-in-One Protector
Start | Publish  Keys  Activation Server Extras  Help
:: : [{0d PCF @ Flash PowerPoint |1 Woard ¥,
‘& - | .
) |24 windows Video,/Audio Exce MAC Registration
Basic Data Import Options
Data Import

Enter the path of the folder or dick on the button Select Data Folder

+\ispring\PowerPoi Read files from folder Define as starting file
Select Data Folder Refresh selected files Delete
Media File State
How to protect @ data\flash-required. html ok (link)
. ) data‘flash.png ok (ink)
Audio [ Music L4
- @ datalisplayer.js ok (link)
Excel Files & index himl ok (iink)
EXE Files | F powerpoint presentation.swf ok (link)
Tem—mmn | Mhabaa

(This sample w as tested w ith iSpring Free 7)

MIRAGE MAKES NO REPRESENTATION, WARRANTY, OR GUARANTY ASTO THE
RELIABILITY, TIMELINESS, QUALITY, SUITABILITY, TRUTH, AVAILABILITY,
ACCURACY OR COMPLETENESS OF THE SOFTWARE MENTIONED IN THIS
TUTORIAL. MIRAGE DOES NOT REPRESENT OR WARRANT THAT (A) THE USE OF
THE SOFTWARE WILL BE SECURE, TIMELY, UNINTERRUPTED OR ERROR-FREE OR
OPERATE IN COMBINATION WITH ANY OTHER HARDWARE, SOFTWARE, SY STEM
OR DATA, (B) THE SOFTWARE WILL MEET YOUR REQUIREMENTS OR
EXPECTATIONS, (C) ERRORS OR DEFECTSWILL BE CORRECTED, OR (D) THE
SOFTWARE IS FREE OF VIRUSES OR OTHER HARMFUL COMPONENTS. YOU ARE
RESPONSIBLE TO ENSURE THAT THE SOFTWARE ISUSED WITHIN THE LIMIT OF
THE LICENSE AGREEMENT OF THE SOFTWARE.

THE SOFTWARE ISPROVIDED TO YOU STRICTLY ON AN "ASIS'BASIS. ALL
CONDITIONS, REPRESENTATIONS AND WARRANTIES WHETHER EXPRESS,
IMPLIED, STATUTORY OR OTHERWISE, INCLUDING, WITHOUT LIMITATION, ANY
IMPLIED WARRANTY OF MERCHANTABILITY, HTNESS FOR A PARTICULAR
PURPOSE, OR NON-INFRINGEMENT OF THIRD PARTY RIGHTS, ARE HEREBY
DISCLAIMED TO THE MAXIMUM EXTENT PERMITTED BY APPLICABLE LAW BY
MIRAGE.
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2.4.19 LearnCube (Outstart)

To protect applications created in LearnCube (www.outstart.com), the following steps are

necessary.

Step 1 - Publish in Learncube

Select the menu Project, the Publish with the following options:

LearnCube - Publishing wizard

Select publishing method

Decide, how your course is to be published,

Publish

(* local

| MNext > |

LearnCube - Publishing wizard

Online / Offline

Here, wou can configure additional settings for publishing,

Subsequent use

[ online

[v offline

................................

Cancel < Back
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LearnCube - Publishing wizard

Welcome to the publishing wizard.

WET/CET.

Please select the target Folder in which wou want to publish

Target folder

C00_Publizh

Cancel

< Back

| Finish |

Step 2 - protect application with All-In-One Protector

o Now import [0ALL [1«0) files[:0] and make Start.exe the start file

Step 3 - configure EXE options

The following EXE options|«# are mandatory for Learncube.

87

EXE Options

Command line parameter for EXE file

() Run EXE on secure Virtual Zone

) Run EXE file on temporary folder on hard disk

In case the EXE file does not work as expected using the secure Virtual Zone, try the tempaorary folder.

For more information about security considerations dicke here

E Extract all files
@ Delete all files when EXE is terminated

[7] Run EXE unprotected on installation directory

© 2016 Mirage Computer Systems GmbH




88

All-In-One Protector

All all options of LearnCube are supported but with the limitation of the EXE protection] ss\.

* Disclaimer

0
MIRAGE MAKES NO REPRESENTATION, WARRANTY, OR GUARANTY ASTO
THE RELIABILITY, TIMELINESS, QUALITY, SUITABILITY, TRUTH,
AVAILABILITY, ACCURACY OR COMPLETENESS OF THE SOFTWARE
MENTIONED IN THISTUTORIAL. MIRAGE DOES NOT REPRESENT OR WARRANT
THAT (A) THE USE OF THE SOFTWARE WILL BE SECURE, TIMELY,
UNINTERRUPTED OR ERROR-FREE OR OPERATE IN COMBINATION WITH ANY
OTHER HARDWARE, SOFTWARE, SY STEM OR DATA, (B) THE SOFTWARE WILL
MEET YOUR REQUIREMENTS OR EXPECTATIONS, (C) ERRORS OR DEFECTS
WILL BE CORRECTED, OR (D) THE SOFTWARE IS FREE OF VIRUSES OR OTHER
HARMFUL COMPONENTS. YOU ARE RESPONSIBLE TO ENSURE THAT THE
SOFTWARE ISUSED WITHIN THE LIMIT OF THE LICENSE AGREEMENT OF THE
SOFTWARE.

THE SOFTWARE ISPROVIDED TO YOU STRICTLY ON AN "ASIS'BASIS. ALL
CONDITIONS, REPRESENTATIONS AND WARRANTIES, WHETHER EXPRESS,
IMPLIED, STATUTORY OR OTHERWISE, INCLUDING, WITHOUT LIMITATION,
ANY IMPLIED WARRANTY OF MERCHANTABILITY, FITNESS FOR A
PARTICULAR PURPOSE, OR NON-INFRINGEMENT OF THIRD PARTY RIGHTS,
ARE HEREBY DISCLAIMED TO THE MAXIMUM EXTENT PERMITTED BY
APPLICABLE LAW BY MIRAGE.

2.4.20 Lectora (Trivantis)

For protecting files created with Lectora (www.trivantis.com) the following steps are
necessary.

Step 1 - Select Publish in Lectora

Within Lectora, select Publish. As publish option, select Publish to Single File
Executable.
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@ Publish Location ]
Options |

Publish
Destination Folder:

|;.. a Protector Premium®2.1\Demodata’lectors Choose Folder

~
=

[ Replace lcon
[ Encrypt Published Title

MName of single file executable

histony of kites

oK | Abbrechen | Hife

Step 2 - Import files in All-In-One Protector

Now importl =1 all the files from the project folder and mark the EXE file as start file using
the button Define as starting file. Ared icon signals the start file.

This supports all options of Lectora but with the limitation of the EXE protection] sse\

+ Disclaimer

F

,
(D
MIRAGE MAKES NO REPRESENTATION, WARRANTY, OR GUARANTY ASTO
THE RELIABILITY, TIMELINESS, QUALITY, SUITABILITY, TRUTH,
AVAILABILITY, ACCURACY OR COMPLETENESS OF THE SOFTWARE
MENTIONED IN THISTUTORIAL. MIRAGE DOES NOT REPRESENT OR WARRANT
THAT (A) THE USE OF THE SOFTWARE WILL BE SECURE, TIMELY,
UNINTERRUPTED OR ERROR-FREE OR OPERATE IN COMBINATION WITH ANY
OTHER HARDWARE, SOFTWARE, SY STEM OR DATA, (B) THE SOFTWARE WILL
MEET YOUR REQUIREMENTS OR EXPECTATIONS, (C) ERRORS OR DEFECTS
WILL BE CORRECTED, OR (D) THE SOFTWARE IS FREE OF VIRUSES OR OTHER
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HARMFUL COMPONENTS. YOU ARE RESPONSIBLE TO ENSURE THAT THE
SOFTWARE ISUSED WITHIN THE LIMIT OF THE LICENSE AGREEMENT OF THE
SOFTWARE.

THE SOFTWARE ISPROVIDED TO YOU STRICTLY ON AN "ASIS'BASIS ALL
CONDITIONS, REPRESENTATIONS AND WARRANTIES, WHETHER EXPRESS,
IMPLIED, STATUTORY OR OTHERWISE, INCLUDING, WITHOUT LIMITATION,
ANY IMPLIED WARRANTY OF MERCHANTABILITY, HITNESSFOR A
PARTICULAR PURPOSE, OR NON-INFRINGEMENT OF THIRD PARTY RIGHTS,
ARE HEREBY DISCLAIMED TO THE MAXIMUM EXTENT PERMITTED BY
APPLICABLE LAW BY MIRAGE.

2.4.21 Lightroom (Adobe)

For protecting files with Adobe Photoshop Lightroom (http://www.adobe.com/products/
photoshoplightroom/) the following steps are necessary.

Select a Gallery

First select the option Web, and then one of the standard galleries.

Print | Web

Lallery

Airtight AutoViewer

Airtight PostcardViewer
Airtight SimpleViewer
Lightreom Flash Gallery

Lightraom HTML Gallery

Depending on the selected gallery, the steps are a little bit different.

= Airtight AutoViewer

Import [wALL [10) files[ 1) (swf, html, js..) and make viewer.swf the start file
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Q Multimedia Protector - lightroom [C:\tmplightroom 1.3.1\gallerytest\lightroom-test\lightroom.mme]

91

e

Data Import

Enter the path of the folder or dick on Select Data Folder

L

|C:\,h'np‘n,ighh'oom 1.3 1\gallerytest\,lightroor| [ Read Files from Folder ] [ Define as starting file ]
[ Select Data Folder ] [ Refresh Selected Files ] [ Delete ]
Media File | State |
How to protect? & flashobject.js ok
@ gallerydata. xml ok
Audio  Music & images\dsc02377.jpg ok
EXE Files @ images\dsc02379.jpg ok
Images | Photos & fmages\dscDZSSU .J.pg ok
] & images\dsc02381.jpg ok
FDF Files & images\dsc02382.pg ok
PPT Files 4 images\dsc02383.jpg ok
Videos @ images\dsc02384.jpg ok
ey e & images\dsc02441.jpg ok
& images\dsc02442.jpg ok
Al & index. html ok
viewer.swf ok
How to use a menu? ’
Advanced Menu
Basic Menu
[ Use advanced menu
[ Settings [ Image ] [ Player Options ] [ Administration
[ License Information [ Data Import ] [ Save ] @

= Airtight PostcardViewer

Import [ALL [0l files[ ) (swf, html, js..) and make viewer.swf the start file
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@ Multimedia Protector - lightroom [C:\tmplightroom 1.3.1\gallerytest\lightroom-test\lightroom.mme] 06

Data Import

Enter the path of the folder or dick on Select Data Folder

|C:‘\h11p1njghh'oom 1.3.1‘gallerybest‘|,lighh'oor| [ Read Files from Folder ] [ Define as starting file ]
[ Select Data Folder J [ Refresh Selected Files J [ Delete ]
Media File State |
How to pratect? & fiashobiject j ok
& imagedata. xml ok
Audio [ Music @ images\dsc02377.jpg ok
EXE Files @ images\dsc02379.jpg ok
i 02380, ke
Images { Photos & fmages\ds J_pg °
] @ images\dsc02381.jpg ok
PDF Files @ images\dsc02352.5pg ok
PPT Files pimages\dsc02383.ipg ok
Videos @ images\dsc02384.jpg ok
e e @ images\dsc02441.jpg ok
& images\dsc02442.jpg ok
LG & index.himl ok
& viewer.swf ok

How to use a menu?

Advanced Menu

Basic Menu

[[] Use advanced menu

—
L

Settings ] [ Image ] [ Player Options ] [ Administration

[ License Information ] [ Data Import J [ Save J @

= Airtight Simple Viewer

Import [«ALL [10] files[ 10 (swf, html, js..) and make viewer.swf the start file
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Q Multimedia Protector - lightroom [C\tmplightroom 1.31%gallerytest\lightroom-test\lightroom.mme] 06
Enter the path of the folder or dick on Select Data Folder
|C:\tmp\ightroom 1.3 1\galleryhest‘]ightroor| { Read Files from Folder J [ Define as starting file J
[ Select Data Folder ] [ Refresh Selected Files ] [ Delete ]
Media File | State | a|
How to protect? & gallery.sml ok u
& images\dsc02377.pg ok
Audio { Music @ images\dsc02379.jpg ok
EXE Files & images\dsc02380.jpg ok
Imaces | Photos @ !mages\ﬂsc[)BSl.leg ok
] & images\dsc02332.pg ok
PDF Files & images\dsc02333.jpg ok
PPT Files 4 images\dsc02384.jpg ok
Videos @ images\dsc02441.jpg ok
e . & images\dsc02442.jpg ok
& index.html ok
all. b @ swiobject.js ok
& thumb\dsc02377.jpg ok
How to ?
O 10 LSS & menu & thumbdsc02379.jpg ok
Advanced Menu : iumtxsgjig 'J.pg D:
- umb'ds .jpg ol
Hasc M & thumb'dsc02382.jpg ok
@ thumb'dsc02383.jpg ok
& thumbdsc02384.jpg ok
& thumb'\dsc02441.jpg ok -’
& thumbldsc02442.jpg ok _
& viewer.swf ok h |
[[] Use advanced menu
{ Settings ] { Image ] [ Player Options ] [ Administration ]
{ License Information J { Data Import J [ Save J @

= Lightroom Flash Gallery

e First copy from the folder ...\tools\lightroom all files to your folder with the Lightroom
Flash Gallery Files.

|Z| configstarter.xml
[ flashstarter.swf

09.04.2008 18:51
05.04.2008 12:32

o Import [woALL [10 files w0l (swf, html, js..) and make flashstarter.swf the start file
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Q Multimedia Protector - lightroom [C:\tmp\...gallerytest\lightroom-testilightroom.mme] 06
Data Import
Enter the path of the folder or dick on Select Data Folder
|| 1.3, 1\gallerytestliightroom-test{ightroom| [ Read Files from Folder I Define as starting fle |
L Select Data Folder J L Refresh Selected Files J L Delete J
Media File | state | N
How to protect? 4 bin\images\small\dsc02384.jpg refresh
4 bin\images\small\dsc02441.jpg refresh
Audio | Music 4 bin\images\small\dsc02442.jpg refresh
EYE Files 4 bin\images\thumb\dsc02377.jpg refresh
maces  Photns 4 bin\images \thumb\dsc02379.5pg refresh
4 bin\images \thumb\dsc02380.jpg refresh
PDF Files @ bin\images\thumb'dsc02381. jpg refresh
PFT Files 4 bin\images \thumb\dsc02382.jpg refresh
Videos 4 binVimages\thumb\dsc02383.jpg refresh
Word Documents @ bin\images\thumb'dsc02384. jpg refresh
- 4 bin\images\thumb'\dsc02441.jpg refresh
S 4 bin\images\thumb\dsc02442.jpg refresh M
N SA——— & configstarter, xml new
' o flashstarter.snf new
Advanced Menu 4 index.himl refresh
) @ resources\gallery. swf refresh
EascR S 4 resources\javasaiptiac_runactivecontent.js refresh
4 resources\ocalizationocaltext. xml refresh
4 resources\mediagroupdatataroup. xmi refresh
4 resources\playerproductinstall swf refresh
@ resources\styles\style. xml refresh -
-
[[] Use advanced menu
L Settings J [ Image _J L Player Options J L Administration J
L License Information ] L Data Impor ] L Save J ®

+ Disclaimer

e
(.

(&

MIRAGE MAKES NO REPRESENTATION, WARRANTY, OR GUARANTY ASTO
THE RELIABILITY, TIMELINESS, QUALITY, SUITABILITY, TRUTH,
AVAILABILITY, ACCURACY OR COMPLETENESS OF THE SOFTWARE
MENTIONED IN THISTUTORIAL. MIRAGE DOESNOT REPRESENT OR WARRANT
THAT (A) THE USE OF THE SOFTWARE WILL BE SECURE, TIMELY,
UNINTERRUPTED OR ERROR-FREE OR OPERATE IN COMBINATION WITH ANY
OTHER HARDWARE, SOFTWARE, SYSTEM OR DATA, (B) THE SOFTWARE WILL
MEET YOUR REQUIREMENTS OR EXPECTATIONS, (C) ERRORS OR DEFECTS
WILL BE CORRECTED, OR (D) THE SOFTWARE IS FREE OF VIRUSES OR OTHER
HARMFUL COMPONENTS. YOU ARE RESPONSIBLE TO ENSURE THAT THE
SOFTWARE ISUSED WITHIN THE LIMIT OF THE LICENSE AGREEMENT OF THE

SOFTWARE.

THE SOFTWARE ISPROVIDED TO YOU STRICTLY ON AN "ASIS'BASIS. ALL
CONDITIONS, REPRESENTATIONS AND WARRANTIES, WHETHER EXPRESS,
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IMPLIED, STATUTORY OR OTHERWISE, INCLUDING, WITHOUT LIMITATION,
ANY IMPLIED WARRANTY OF MERCHANTABILITY, FITNESS FOR A
PARTICULAR PURPOSE, OR NON-INFRINGEMENT OF THIRD PARTY RIGHTS,
ARE HEREBY DISCLAIMED TO THE MAXIMUM EXTENT PERMITTED BY
APPLICABLE LAW BY MIRAGE.

2.4.22 Mediator (Matchware)

For protecting files created with Mediator you have 2 options:

1. Generate a swf flash. If the file runs in the standard flash player, it will run with All-In-
One Protector. This is the most secure solution but could have limitations if you use
special functions, which are not supported by the standard flash player

2. Create one executable file and protect the executable file with All-iIn-One Protector.
This supports all options of Mediator but with the limitation of the EXE protection| s

* Disclaimer

/N

MIRAGE MAKES NO REPRESENTATION, WARRANTY, OR GUARANTY ASTO
THE RELIABILITY, TIMELINESS, QUALITY, SUITABILITY, TRUTH,
AVAILABILITY, ACCURACY OR COMPLETENESS OF THE SOFTWARE
MENTIONED IN THISTUTORIAL. MIRAGE DOESNOT REPRESENT OR WARRANT
THAT (A) THE USE OF THE SOFTWARE WILL BE SECURE, TIMELY,
UNINTERRUPTED OR ERROR-FREE OR OPERATE IN COMBINATION WITH ANY
OTHER HARDWARE, SOFTWARE, SYSTEM OR DATA, (B) THE SOFTWARE WILL
MEET YOUR REQUIREMENTS OR EXPECTATIONS, (C) ERRORS OR DEFECTS
WILL BE CORRECTED, OR (D) THE SOFTWARE IS FREE OF VIRUSES OR OTHER
HARMFUL COMPONENTS. YOU ARE RESPONSIBLE TO ENSURE THAT THE
SOFTWARE ISUSED WITHIN THE LIMIT OF THE LICENSE AGREEMENT OF THE
SOFTWARE.

THE SOFTWARE ISPROVIDED TO YOU STRICTLY ON AN "ASIS'BASIS ALL
CONDITIONS, REPRESENTATIONS AND WARRANTIES, WHETHER EXPRESS,
IMPLIED, STATUTORY OR OTHERWISE, INCLUDING, WITHOUT LIMITATION,
ANY IMPLIED WARRANTY OF MERCHANTABILITY, HTNESSFOR A
PARTICULAR PURPOSE, OR NON-INFRINGEMENT OF THIRD PARTY RIGHTS,
ARE HEREBY DISCLAIMED TO THE MAXIMUM EXTENT PERMITTED BY
APPLICABLE LAW BY MIRAGE.
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2.4.23 Presenter (Adobe)

For protecting files created with Adobe Presenter (www.adobe.com) the following steps

are necessary.

Step 1 - Select Publish in Adobe Presenter

In Adobe Presenter select Publish. As publish option, select SWF My Computer.

Adobe Presenter - Publish Presentation @
Publish Presentation
Create a Flash presentation (SWF) that can be used independently or induded in a web page. 'ﬂ'
- My Computer Project Information
£ Location: Tile: Getting_Started_with_A...
My Computer C:\Program Files\Multimedia Protector Premium’2. 1 Theme: My Current Theme

e
Adobe Connect
Pro

o
e

Adobe PDF

@ Help...

Audio: Mear CD Quality
Images: Medium

[ Zip package _
[ cD package (with autorun for CO) Slide Manager...

View output after publishing

[ Pubiish | | dose

Step 2 - Import files in All-In-One Protector

Now im Qortmﬁ all the files from the project folder and mark viewer.swf as start file using
the button Define as starting file. Ared icon signals the start file.
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Q Multimedia Protector - presenter [C:\Program Files\...Demodata\presenter\presenter.mme] 6€&
Data Import NE
Enter the path of the folder or dick on Select Data Folder )
|C: \Program Files\Multimedia Protector Prerr| L Read Files from Folder J L Define as starting file _J
l_ Select Data Folder :I l_ Refresh Selected Files J l_ Delete _J
Media File | state N
How to protect? @ data'slide11.5wf ok
@ data\slide12.swf ok
Audio | Music @ datalslide13.swf ok
EXE Files & data\slide2. swf ok
data'slide3.swf ok
Images / Photos : datalslided, swf ok
PDF Files & datzslides.snf ok
PPT Files & data\slide. swf ok
Videos @ data\slide7.swf ok M
Mmmmen . & data\slides. swf ok
— @ data'slide. s f ok
all § @ data\spk13953.swf ok
data'srchdata. xml ok
How to use & menu? : data\thumb. swf ok
Advanced Menu 4 data\untitied-1.jpg ok
o @ datalvconfig.xml ok
E=clam & datalviewer.xml ok
Other Menu & index.htm ok
@ loadflash.js ok
@ viewerite.swf ok
& viewer swf ok et

Note: The description refers to Adobe Presenter 7 but other versions, which can create
flash files, should also work.

+ Disclaimer

Ao
MIRAGE MAKES NO REPRESENTATION, WARRANTY, OR GUARANTY ASTO
THE RELIABILITY, TIMELINESS, QUALITY, SUITABILITY, TRUTH,
AVAILABILITY, ACCURACY OR COMPLETENESS OF THE SOFTWARE
MENTIONED IN THISTUTORIAL. MIRAGE DOES NOT REPRESENT OR WARRANT
THAT (A) THE USE OF THE SOFTWARE WILL BE SECURE, TIMELY,
UNINTERRUPTED OR ERROR-FREE OR OPERATE IN COMBINATION WITH ANY
OTHER HARDWARE, SOFTWARE, SY STEM OR DATA, (B) THE SOFTWARE WILL
MEET YOUR REQUIREMENTS OR EXPECTATIONS, (C) ERRORS OR DEFECTS
WILL BE CORRECTED, OR (D) THE SOFTWARE IS FREE OF VIRUSES OR OTHER
HARMFUL COMPONENTS. YOU ARE RESPONSIBLE TO ENSURE THAT THE
SOFTWARE ISUSED WITHIN THE LIMIT OF THE LICENSE AGREEMENT OF THE
SOFTWARE.

THE SOFTWARE ISPROVIDED TO YOU STRICTLY ON AN "ASIS'BASIS. ALL
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2.4.24

CONDITIONS, REPRESENTATIONS AND WARRANTIES, WHETHER EXPRESS,
IMPLIED, STATUTORY OR OTHERWISE, INCLUDING, WITHOUT LIMITATION,
ANY IMPLIED WARRANTY OF MERCHANTABILITY, FITNESS FOR A
PARTICULAR PURPOSE, OR NON-INFRINGEMENT OF THIRD PARTY RIGHTS,
ARE HEREBY DISCLAIMED TO THE MAXIMUM EXTENT PERMITTED BY
APPLICABLE LAW BY MIRAGE.

Print2Flash (Blue-Pacific)

Printer driver to create a flash file from any document.

A different way to protect office documents, is to convert it to flash using a printer driver.
It is called Print2Flash and can be downloaded and bought at http:/print2flash.com. It has
not all the options the All-In-One Protector PDF Viewer| :75] offers but it requires no
administration rights on the end user PC.

¥ Download a sample - the All-In-One Protector Tutorial with over 200 pages and links
inside the PDF document - converted with Flashpaper - Click here to download and
unzip the file to a folder. Start mp-flashpaper.exe.

See chapter: Office documents| 42]

* Disclaimer

/N

MIRAGE MAKES NO REPRESENTATION, WARRANTY, OR GUARANTY ASTO
THE RELIABILITY, TIMELINESS, QUALITY, SUITABILITY, TRUTH,
AVAILABILITY, ACCURACY OR COMPLETENESS OF THE SOFTWARE
MENTIONED IN THISTUTORIAL. MIRAGE DOESNOT REPRESENT OR WARRANT
THAT (A) THE USE OF THE SOFTWARE WILL BE SECURE, TIMELY,
UNINTERRUPTED OR ERROR-FREE OR OPERATE IN COMBINATION WITH ANY
OTHER HARDWARE, SOFTWARE, SYSTEM OR DATA, (B) THE SOFTWARE WILL
MEET YOUR REQUIREMENTS OR EXPECTATIONS, (C) ERRORS OR DEFECTS
WILL BE CORRECTED, OR (D) THE SOFTWARE IS FREE OF VIRUSES OR OTHER
HARMFUL COMPONENTS. YOU ARE RESPONSIBLE TO ENSURE THAT THE
SOFTWARE ISUSED WITHIN THE LIMIT OF THE LICENSE AGREEMENT OF THE
SOFTWARE.

THE SOFTWARE ISPROVIDED TO YOU STRICTLY ON AN "ASIS'BASIS ALL
CONDITIONS, REPRESENTATIONS AND WARRANTIES, WHETHER EXPRESS,
IMPLIED, STATUTORY OR OTHERWISE, INCLUDING, WITHOUT LIMITATION,
ANY IMPLIED WARRANTY OF MERCHANTABILITY, HTNESSFOR A
PARTICULAR PURPOSE, OR NON-INFRINGEMENT OF THIRD PARTY RIGHTS,
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ARE HEREBY DISCLAIMED TO THE MAXIMUM EXTENT PERMITTED BY
APPLICABLE LAW BY MIRAGE.

2.4.25 SWEF Generator (Orontes Projects)

SWEF Generator is a utility to convert PDF files (and other files including jpg, gif, png, wav )
to flash format (SWF) to create an animated Flip Book (E-Book with an animated page
turning effect). If the PDF file has hyperlinks, they will work after the conversion.

Alice’s Adveniyeres in Wonderland «Planet PDF

CHAPTER I: Down the Rabbit-Hole

Alice was beginning to get very tired of sitting by her
sister on the bank, and of having nothing to do: once or
twice she had peeped into the book her sister was reading,
but it had no pictures or conversations in it, ‘and what is
the use of a book,” thought Alice ‘without pictures or
conversation?”

So she was considering in her own mind (as well as she
could, for the hot day made her feel very sleepy and
stupid), whether the pleasure of making a daisy-chain
would be worth the trouble of getting up and picking the
daisies, when suddenly a White Rabbit with pink eves ran
close by her.

There was nothing so very remarkable in that: nor did
Alice think it so very much out of the way to hear the
Rabbit say to iwself, *Oh dear! Oh dear! T shall be latel®
(when she thoughr it over afterwards, it occurred to her
that she ought to have wondered at this, but at the ome it
all seemed quite natural); but when the Rabbit actually
toole a watch out of its waisteoat-pocket, and looked at it, and
then hurried on, Alice started to her feet, for it flashed
across her mind that she had never before seen a rabbit

with either a waistcoat-pocket, or a watch to take out of

207130

Alice’s Adventures in Wonderland

it and burning with curiosity, she ran across the field after
at, and fortunately was just in tme to see it pop down a
large rabbit-hole under the hedge.

In another moment down went Alice after it, never
once considering how in the world she was to get out
again.

The rabbit-hole went straight on like a tunnel for some
way, and then dipped suddenly down, so suddenly that
Alice had not a moment to think about stopping herself
before she found hemself falling down a very deep well.

Either the well was very deep, or she fell very slowly,
for she had plenty of time as she went down to look about

her and to wonder what was going to happen next. First,
she tried to look down and make our what she was

coming to, but it was too dark to see anvthing: then she
looked ac the sides of the well, and noticed that they were
filled with cupboards and book-shelves: here and there she
saw maps and pictures hung upon pegs. She took down a
Jjar from one of the shelves as she passed; it was labelled
‘ORANGE MARMALADE’, but to her great
disappointment it was empty: she did not like to drop the
jar for fear of killing somebody, so managed to put it into

one of the cupboards as she fell past it.

Example - Screenshot from Flip Book

Show Example

For protecting files with SWF Generator (http://www.orontesprojects.com ) the following
steps are necessary.

Step 1 - Convert file to Flash

Select the Input file (e.g. flyer-aip-en.pdf) and specify an output file. Important settings are:

e Create an EXE file to use on CD/DVD/USB or AIO Project - this is mandatory
e Enable LINKS in SWF - hyperlinks from the original PDF document will be still active
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Select a Viewer
You can define how the file is displayed, e.g. with search or zoom options. An animated
view like a book is provided with the option: Flip Page - Show Example

Content Protection
If this option is selected, printing and copy/paste of text is disabled

Trial Pages
If the file is delivered with as an evaluation version| o) you can define, how many pages

can be viewed during the trial period (e.g. only the first 10 pages). After the product is
activated (full version), all pages will be visible

€ SWF Generator 2. irage
[SWF Generator 2.00! ]
Files
Input: C\Users\ddministratoriDocuments\all-in-One Protectordemodata\pdfflyer-aip-en. pdf
Output: C\Users\ddministratonDocuments\All-in-One Protectoridemodata\pdiconvertediflyer-aip-en.swi
Options
ZLIB Compression: PDF Password:
Lock width/height: Resolution (in dpi): 68 GB8=Ad/T72=Letter
o JPEG Quality: 85
0 Store full fonts in SWF:

Enable LINKS in SWF:

3 Reduce Size, minimize clips []
11025 SWF Viewer Selection
92 () Only pdf to swf conversion: no viewer (active links)
(") Keyboard Viewer (leftiright cursor keys) (active links)
Background Color; DDDDDD ﬂ () Simple Viewer with 2 buttons (active links)

. ) Simple VYiewer with 3 buttons (active links)
Content Protection: [C] ) Advanced Viewer with control panel (active links)
Trial Pages: 0 20 maximum () External Viewer with PrintZoom/Search (active links)
(") Advanced Viewer with Print Function (no links)
- (") Advanced Viewer with Zoom Slider (active links)
(0) Create only the SWF-File (@ Flip Page Viewer with Zoom/Search (only external links)

(©) Create the SWF-File and a HTMLAle for Intemet () Flip Page Viewer Pro with Zoom/Print (only external links)
@ Create an EXE-File to use on CD/DVD/USE or AIO Project

(7) Create a compressed EXE-Archive to use on CD/DVD/USB

Qutput File Selection

SWF Generator is READY! Your document/picture show is in the directories 'pages’, 'css’, and "xml".

g Convert To SWF About _p Help
-

Flip Page Viewer Pro
This options allows to configure the user interface with individual options and select
themes.
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Book Size Language Strings
@ Ad (W:561 x H:795) Menu Front Cover: Cover Button Sound On: sound on
() Letter (W:603 x H:783) e . =
© Custom: W: |561 | xH: [795 Menu Back Cover; Back Cover Button Sound Off.  sound o
Menu Mext Page: Mext Page Button Send To Friend:  tell a friend
Color Configuration Menu Previous Page: Previous Page Button Background: background
Background Color. DDDDDD 43 Menu Actual Size: Actual Size Button Go Back g0 back
Loader Color: FFFFFF ﬁ Menu Fit To Page: Fit To Page Button Select Color:  select color
Panel Color: BEBBBE ﬁl Menu Zoom In; Zoom.In Button Front Cover.  cover
Button Color: BBBBBB ﬂ Menu Zoom Out. Zoom.Out Button Back Cover:  back cover
Text Color: FFFFFF f%] Menu Full Screen:; Full Screen Button Mext Page: next page
Theme Selection Menu Exit Full Screen: ExitFull Screen Button Previous Page: previous page
(1 Mone (Only Colars) -
i Creating Pages: creating pages Button Go To Page: goto page
@ Park (Theme + Sound) _ _ - _
) Beach (Theme + Sound) Loading Sound: loading seund Button Close: close
(C) Office (Theme + Sound) Button Zoom In: zoom in Button Park:  park
Button Zoom Qut.  Zoom out Button Beach: beach
ey Button Full & full Button Offi fii
utton Full Screen: full screen utton Office: office
[] Disable Printing
[ Arabic or Hebrew Ebook Button Exit Full Screen: exitfull screen Text Background: Select background in
Button Fit To Page: fitto page Button Cancel: cancel
[ Email Button Configuration . - ) -
Button Actual Size: actual size Button Try Again: try again
Ebook Publication Button High Quality:  high quality Expression Text Print.  please selectpage t
Button Low Quality:  1ow guality Print Page: page
Please, find attached my Ebook! Button Print.  print Button Send: send
I E Save & Close E!Factory Restore ] I S.ave Defaults l I Restore Defaults

Step 2 - protect file with All-In-One Protector

e Now import the SWF file[ 10l and make it the start file
e Screen - Player Options. Select: Start with default size[ )

(This sample w as created w ith SWF Generator 2.0)

* Disclaimer

MIRAGE MAKES NO REPRESENTATION, WARRANTY, OR GUARANTY ASTO
THE RELIABILITY, TIMELINESS, QUALITY, SUITABILITY, TRUTH,
AVAILABILITY, ACCURACY OR COMPLETENESS OF THE SOFTWARE
MENTIONED IN THISTUTORIAL. MIRAGE DOES NOT REPRESENT OR WARRANT
THAT (A) THE USE OF THE SOFTWARE WILL BE SECURE, TIMELY,
UNINTERRUPTED OR ERROR-FREE OR OPERATE IN COMBINATION WITH ANY
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OTHER HARDWARE, SOFTWARE, SY STEM OR DATA, (B) THE SOFTWARE WILL
MEET YOUR REQUIREMENTS OR EXPECTATIONS, (C) ERRORS OR DEFECTS
WILL BE CORRECTED, OR (D) THE SOFTWARE IS FREE OF VIRUSES OR OTHER
HARMFUL COMPONENTS. YOU ARE RESPONSIBLE TO ENSURE THAT THE
SOFTWARE ISUSED WITHIN THE LIMIT OF THE LICENSE AGREEMENT OF THE
SOFTWARE.

THE SOFTWARE ISPROVIDED TO YOU STRICTLY ON AN "ASIS'BASIS. ALL
CONDITIONS, REPRESENTATIONS AND WARRANTIES, WHETHER EXPRESS,
IMPLIED, STATUTORY OR OTHERWISE, INCLUDING, WITHOUT LIMITATION,
ANY IMPLIED WARRANTY OF MERCHANTABILITY, FITNESS FOR A
PARTICULAR PURPOSE, OR NON-INFRINGEMENT OF THIRD PARTY RIGHTS,
ARE HEREBY DISCLAIMED TO THE MAXIMUM EXTENT PERMITTED BY
APPLICABLE LAW BY MIRAGE.

SWEF Studio (Northcode)

For protecting files created with SWF Studio you have 2 options:

1. Generate a swf flash. If the file runs in the standard flash player, it will run with All-In-
One Protector

2. Create one executable file and protect the executable file with All-in-One Protector.
See Ir|n_pﬁort EXE filel:ss\. It the application does not start use the option for the temporary
folder| 4os].

* Disclaimer

/N

MIRAGE MAKES NO REPRESENTATION, WARRANTY, OR GUARANTY ASTO
THE RELIABILITY, TIMELINESS, QUALITY, SUITABILITY, TRUTH,
AVAILABILITY, ACCURACY OR COMPLETENESS OF THE SOFTWARE
MENTIONED IN THISTUTORIAL. MIRAGE DOESNOT REPRESENT OR WARRANT
THAT (A) THE USE OF THE SOFTWARE WILL BE SECURE, TIMELY,
UNINTERRUPTED OR ERROR-FREE OR OPERATE IN COMBINATION WITH ANY
OTHER HARDWARE, SOFTWARE, SYSTEM OR DATA, (B) THE SOFTWARE WILL
MEET YOUR REQUIREMENTS OR EXPECTATIONS, (C) ERRORS OR DEFECTS
WILL BE CORRECTED, OR (D) THE SOFTWARE IS FREE OF VIRUSES OR OTHER
HARMFUL COMPONENTS. YOU ARE RESPONSIBLE TO ENSURE THAT THE
SOFTWARE ISUSED WITHIN THE LIMIT OF THE LICENSE AGREEMENT OF THE
SOFTWARE.

THE SOFTWARE ISPROVIDED TO YOU STRICTLY ON AN "ASIS'BASIS ALL
CONDITIONS, REPRESENTATIONS AND WARRANTIES, WHETHER EXPRESS,
IMPLIED, STATUTORY OR OTHERWISE, INCLUDING, WITHOUT LIMITATION,
ANY IMPLIED WARRANTY OF MERCHANTABILITY, HTNESSFOR A
PARTICULAR PURPOSE, OR NON-INFRINGEMENT OF THIRD PARTY RIGHTS,
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ARE HEREBY DISCLAIMED TO THE MAXIMUM EXTENT PERMITTED BY
APPLICABLE LAW BY MIRAGE.

2.4.27 Turbodemo (balesio)

For protecting files created with Turbodemo (www.turbodemo.com) you have 2 different
options:

Create Flash file(s)

As Turbodemo can create flash files, this is the recommended option. It is the most
secure solution but could have limitations if you use special functions, which are not
supported by the All-In-One Player.

e Save the project as flash (swf)

o Now import [10AL L [« files[ 0] (swf, html, js..) and make xy.swf the start file

Create executable (EXE) file

Create one executable file and protect the executable file with All-In-One Protector. This
supports all options of Turbodemo but with the limitation of the EXE protection] s\

+ Disclaimer

MIRAGE MAKES NO REPRESENTATION, WARRANTY, OR GUARANTY ASTO
THE RELIABILITY, TIMELINESS, QUALITY, SUITABILITY, TRUTH,
AVAILABILITY,ACCURACY OR COMPLETENESS OF THE SOFTWARE
MENTIONED IN THISTUTORIAL. MIRAGE DOES NOT REPRESENT OR WARRANT
THAT (A) THE USE OF THE SOFTWARE WILL BE SECURE, TIMELY,
UNINTERRUPTED OR ERROR-FREE OR OPERATE IN COMBINATION WITH ANY
OTHER HARDWARE, SOFTWARE, SY STEM OR DATA, (B) THE SOFTWARE WILL
MEET YOUR REQUIREMENTS OR EXPECTATIONS, (C) ERRORS OR DEFECTS
WILL BE CORRECTED, OR (D) THE SOFTWARE IS FREE OF VIRUSES OR OTHER
HARMFUL COMPONENTS. YOU ARE RESPONSIBLE TO ENSURE THAT THE
SOFTWARE ISUSED WITHIN THE LIMIT OF THE LICENSE AGREEMENT OF THE

SOFTWARE.

THE SOFTWARE ISPROVIDED TO YOU STRICTLY ON AN "ASIS'BASIS. ALL
CONDITIONS, REPRESENTATIONS AND WARRANTIES, WHETHER EXPRESS,
IMPLIED, STATUTORY OR OTHERWISE, INCLUDING, WITHOUT LIMITATION,
ANY IMPLIED WARRANTY OF MERCHANTABILITY, FITNESS FOR A
PARTICULAR PURPOSE, OR NON-INFRINGEMENT OF THIRD PARTY RIGHTS,
ARE HEREBY DISCLAIMED TO THE MAXIMUM EXTENT PERMITTED BY
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APPLICABLE LAW BY MIRAGE.

2.4.28 VLC Portable Player (PortableApps.com)

Portable Media Player - http://portableapps.com/

The media player supports several audio and video formats like (MPEG-1, MPEG-2,
MPEG-4, DivX, XviD, WMV, mp3, ogg, .)

Step 1 - Download VLC Portable Player

e Download the FLC Portable Player from http://portableapps.com/apps/music_video/

vic_portable
e Install the files on a new folder (e.g. my projects\VLCPortable)

e Copy one or more video / audio files to this folder

Step 2 - Import files in All-In-One Protector

Now imgort@ the all files from this folder and mark the vicportable.exe file as start
file using the button Define as starting file. Ared icon signals the start file. As the player
consists of multiple files, scroll down until the end of the screen to find the vicportable.exe
file.
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Data Import @

Enter the path of the folder or dick on Select Data Folder

»
|C: kundendaten\MP-Projekte\eigene hesh3|| 4 Read Files from Folder 3
» b Y »
Select Data Folder 3 3§ Options 3 4 Delete
Media File State -
How to protect? o data\settingsivlcre ok
4 help. himl ok
Audio f Music 4 myplaylist. xspf ok
EYE Files @ other\helpjmages\donation_button.png ok
N - & c-ﬁ'uer'n.help'ulmages'n,fa\rlcon.lcc- ok
] 4 otherthelplimagesthelp_badkground_footer.png ok
EDF Files @ other\helpimageshelp_background_header.png ok
PET Files 4 otherthelpimagesihelp_logo_top.png ok
other\sourcelicense. bt ok
Videos
Word Documents & oﬂ'ner'»,source'portableapps.com?nstallerconﬁg.nsh ok
@ other\source'\portableapps. cominstallercustom. nsh ok
HTML 4 other\source'\portableapps. comlauncherlang_english.nsh ok
P S @ other\sourcelreadinistrwithdefault.nsh ok
O 1D USE & menus @ other\sourcelreadme. txt ok
Advanced Menu 4 other\sourceVreplaceinfilewithtextreplace. nsh ok
I @ other\sourcelyicportable.ini ok
SaSCHMET 4 other\source\vicportable.jpg ok
QOther Menu 4 other\source\vicportable.nsi ok
@ video1.flv ok
@ videoZ.flv ak
& vicportable.exe ok ¥
-
Settings 4 Image 3§ Player Options 4 Administration
\ N N
License Information 3 § Save

Dateinimport - -Star‘fdatei v/cportab/e.é}(e

Step 3 - Play a single video

Click on the Options button, select EXE Options. Provide the name of the video file as
command line parameter

Example: "videol.flv"

This step is mandatory. Also select: Run EXE on secure Virtual Zone.

© 2016 Mirage Computer Systems GmbH



106

All-In-One Protector

EXE Options

[PDF Options  [EXE Options |
r

Command line parameter for EXE file

video 1. flv

® Run EXE on secure Virtual Zone
) Run EXE file in temporary folder on hard disk

In case the EXE file does not work as expected using the secure Virtual Zone, try the temporary folder.

For more information about security considerations dick here

E Extract all files

-
r

[T} Register DLLs {use this option only if required)

|+ Display animation during program start to signal waiting time

Step 4 - Play Multiple Videos - Playlist

If multiple videos should be played, you need a playlist.

e Start VLC Portable Player
e Select menu, View, Playlist
¢ Add the videos with the + sign
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A Playlist = @] = |
Playlist Title Duration  Album
e =i, videol flv 00:00

video2.fiv 00:28

w
- @@@ SearchISE.aru:h Filter

e Save the playlist - menu Media, Save Playlist to file (e.g. myplaylist.xspf)

Switch back All-In-One Protector, Import screen

Click on the Options button, select EXE Options. Provide the name of the playlist file as
command line parameter

Example: "myplaylist.xspf"

This step is mandatory. Also select: Run EXE on secure Virtual Zone.
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EXE Options

[POF Options [EXE Options |
r

Command line parameter for EXE file myplaylist. xspf

) Run EXE on secure Virtual Zone
() Run EXE file in temporary folder on hard disk

In case the EXE file does not work as expected using the secure Virtual Zone, try the temporary folder.

For more information about security considerations dick here

E Extract all files

-
-
[T Register DLLs (use this option only if required)

[« Display animation during program start to signal waiting time

“  Special considerations
All-In-One Protector offers an own video player[ sl with more options.

Otherwise, the following limitations apply to the above described player

¢ The video file cannot be streamed and has to be loaded completely before it starts.
Therefore the file size should be below 250 MB. The file size can be minimized by
changing the resolution or video quality during conversion

e The best strategy is to create for every video file a separate project and use an external
menulsulto select between multiple video files. Details see: Split project into several
databases| 1]

o If multiple video files are imported, the maximum file size limitation is valid for the
complete project. Only the first file is automatically played. The user has to select
manually other files to view within the video player

e The video will play only on a PC, not on a CD / DVD recorder connected to TV.

(Dieses Beispiel w urde mit dem VLC Media Player 1.0.3 erstellt)
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-

Disclaimer

MIRAGE MAKES NO REPRESENTATION, WARRANTY, OR GUARANTY ASTO
THE RELIABILITY, TIMELINESS, QUALITY, SUITABILITY, TRUTH,
AVAILABILITY, ACCURACY OR COMPLETENESS OF THE SOFTWARE
MENTIONED IN THISTUTORIAL. MIRAGE DOESNOT REPRESENT OR WARRANT
THAT (A) THE USE OF THE SOFTWARE WILL BE SECURE, TIMELY,
UNINTERRUPTED OR ERROR-FREE OR OPERATE IN COMBINATION WITH ANY
OTHER HARDWARE, SOFTWARE, SY STEM OR DATA, (B) THE SOFTWARE WILL
MEET YOUR REQUIREMENTS OR EXPECTATIONS, (C) ERRORS OR DEFECTS
WILL BE CORRECTED, OR (D) THE SOFTWARE IS FREE OF VIRUSES OR OTHER
HARMFUL COMPONENTS. YOU ARE RESPONSIBLE TO ENSURE THAT THE
SOFTWARE ISUSED WITHIN THE LIMIT OF THE LICENSE AGREEMENT OF THE

SOFTWARE.

THE SOFTWARE ISPROVIDED TO YOU STRICTLY ON AN "ASIS'BASIS ALL
CONDITIONS, REPRESENTATIONS AND WARRANTIES, WHETHER EXPRESS,
IMPLIED, STATUTORY OR OTHERWISE, INCLUDING, WITHOUT LIMITATION,
ANY IMPLIED WARRANTY OF MERCHANTABILITY, HTNESSFOR A
PARTICULAR PURPOSE, OR NON-INFRINGEMENT OF THIRD PARTY RIGHTS,
ARE HEREBY DISCLAIMED TO THE MAXIMUM EXTENT PERMITTED BY
APPLICABLE LAW BY MIRAGE.

2.4.29 Zinc (MDM)

For protecting files created with Zinc you have 3 different options:

1.

Generate a swf flash. If the file runs in the standard flash player, it will run with All-In-
One Protector. This is the most secure solution to protect the content of the flash
file but could have limitations if you use special functions, which are not supported by
the standard flash player

Create one executable file and protect the executable file with All-In-One Protector.
This supports all options of Zinc but with the limitation of the EXE protection[ e

Make a Source Code integration using the Licence Protector DLL. This is the most
flexible solution - www.Licence-Protector.com but requires development work. It allows
to protect application features

Disclaimer

MIRAGE MAKES NO REPRESENTATION, WARRANTY, OR GUARANTY ASTO
THE RELIABILITY, TIMELINESS, QUALITY, SUITABILITY, TRUTH,
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AVAILABILITY, ACCURACY OR COMPLETENESS OF THE SOFTWARE
MENTIONED IN THISTUTORIAL. MIRAGE DOESNOT REPRESENT OR WARRANT
THAT (A) THE USE OF THE SOFTWARE WILL BE SECURE, TIMELY,
UNINTERRUPTED OR ERROR-FREE OR OPERATE IN COMBINATION WITH ANY
OTHER HARDWARE, SOFTWARE, SYSTEM OR DATA, (B) THE SOFTWARE WILL
MEET YOUR REQUIREMENTS OR EXPECTATIONS, (C) ERRORS OR DEFECTS
WILL BE CORRECTED, OR (D) THE SOFTWARE IS FREE OF VIRUSES OR OTHER
HARMFUL COMPONENTS. YOU ARE RESPONSIBLE TO ENSURE THAT THE
SOFTWARE ISUSED WITHIN THE LIMIT OF THE LICENSE AGREEMENT OF THE
SOFTWARE.

THE SOFTWARE ISPROVIDED TO YOU STRICTLY ON AN "ASIS'BASIS ALL
CONDITIONS, REPRESENTATIONS AND WARRANTIES, WHETHER EXPRESS,
IMPLIED, STATUTORY OR OTHERWISE, INCLUDING, WITHOUT LIMITATION,
ANY IMPLIED WARRANTY OF MERCHANTABILITY, HFTNESSFOR A
PARTICULAR PURPOSE, OR NON-INFRINGEMENT OF THIRD PARTY RIGHTS,
ARE HEREBY DISCLAIMED TO THE MAXIMUM EXTENT PERMITTED BY
APPLICABLE LAW BY MIRAGE.

All-In-One Protector - Background Information
About All-In-One Protector

All-In-One Protector allows to protect applications (EXE, APP) and file types like PDF or
Office Documents (Word, Powerpoint, Excel). All-in-One Protector offers evaluation
features and software copy protection - ALL IN ONE.

All files of a project (e.g. Flash project with Video, Music and other files) are encrypted
into one single file[ =2 The files are played in the memory to prevent that the original files
can be captured from a temporary folder while played. A unique All-in-One Player| 1.2 is
used to display the files.

All-In-One Protector comes with predefined workflows|[s - no programming is
necessary.

All types of license and copy protection is supported:

e Time limited versions| 7

e Software Copy Protection [ s

o Network license per PC and per User| sl (only Premium Plus| s Edition)
e Online Activation|ss]

e Integration in Online shops| |

= Auser does not need to have a flash or another player like PPT or PDF reader
installed. All necessary components are included in the All-In-One Player, no installation
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will be required and the protected application can be started even directly from CD.

2.5.2 Files which can be protected

The All-In-One Protector offers a native support of SWF(Flash), FLV, PDF, PowerPoint,
Excel, EXE, Video and Audio files and other file types by converting these files to flash,
EXE or PDF files.

Find below a list of all supported file types and the steps which are necessary to protect
each file.

If you use tools which produce a SWF file, the swf file should actually run with the All-In-
One Player. Sometimes, special settings will be necessary. We have tested some tools
and described the necessary settings.

File Formats

o APP[:2 (MAC OS X)
o CHM 30l

o FLVI33\(Video)

o HTMLIz4]

e JPGI[ 371 (Photo / Bild)
° m@

o MP3[33)

o PDF[un]

e PowerPoint] s

o SWF[42 (Flash)

o Visiol +2)

Applications

e Active E-Book Compiler| 44]

o Adobe Captivate| s (Adobe)

o Authorwarel 4 (Macromedia)

« Articulate Engagel 4S\(Articulate)

« Articulate Presenter| s1l (Articulate)
o Articulate Quizmaker] =8 (Articulate)
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o Articulate Storylinel sl (Articulate)
 Camtasial &3] (Techsmith)

« Director &9 (Adobe)

e Flashform[70(Rapid Intake)

e Flashpaper[+3] (Adobe)

e Flash Videol 73l MX (Moyea)

e Flipb [76{DCatalog Inc)

e Flip Builder| s1l (Wonder Idea)
o HTML Executablels2] (gdgsoft)
e iSpringls3] (iSpring Solutions)
e LearnCubel ss] (Outstart)

e Lectoralss) (Trivantis)

e Lightroom[sol (Adobe)

o Mediator[ 5] (Matchware)

o Presenter o6 (Adobe)

e Print2Flashl 8] (Blue-Pacific)

o SWF Generator| s (Orontes Project)

o SWF Studiol:z (Northcode)
e Turbodemol:e3] (balesio)

e VLC Portable Player ( PortabIeApps.com)m

e Zinclusl (MDM)

The All-In-One Player

The All-In-One Player is the piece of software which runs on the customer machine. It
includes the in-built functionality of running files in the memory (and not on the hard disk)
and performs the defined licensing[ sl and copy protection[ s schemes.

The All-In-One Player is a unique application which controls:

e Evaluation Options| 7]
e Copy Protection| s

o Network licensing] 1)
e Content Protection| 1)

The All-In-One Player and the encrypted file can be distributed on CD / DVD, USB flash
drive or via a download link. It does not require installation or registration on a PC -
just start the All-In-One Player to display the protected files..

Even during runtime a file is protected. It is not temporarily stored on the hard disk drive

but it runs in a kind of virtual disk within the memory.
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There are different All-In-One Player applications|zs. Depending on the selected file
content, only the required player is included.

The Premium Plus version comes with a ready to go installer tool, which offers an
automated installation and creates a program manager group.

-

A user does not need to have a flash or another player like PPT or PDF reader installed.
All necessary components are included in the All-In-One Player, no installation will be
required and the protected application can be started even directly from CD.

25.4 File names and extensions

All-In-One Protector Project file

The All-In-One Protector generator stores all configuration options of a project in one
single, encrypted database. Depending on the project configuration either links to the
original (unprotected) files are stored in the project file or a copy of the unprotected files.
The extension is . aipproject.

If you create a sub project =1, the extension is .aipsubproject.

You may never distribute these files. In case the file is deleted, all information about the
project Serial Numbers and license is lost and cannot be created again.
All-In-One Player files

The All-In-One Player files are distributed along with the All-ln-One Player application[::2 to
the end user.

r
‘T

All-In-One Protector stores all files in an encrypted database. The files are protected
from being modified or decompiled.

Depending on the protected file type, the encrypted database has different file extensions

and icons

File Type Extensionicon

PDF .aippdf N |

PPT (PowerPoint) aipp t g;g
-aippp ji;j

Word .aipword _-‘k |
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File Type
Excel

Application
SWF
Video

Database with
multiple files
inside, or the
option Minimize
All-In-One
Protector Player

file sizelzs2lis
unchecked

Extensionlicon
.aipexcel =
n

) -
aipexe  _gm
L

aipswf ..
n

-

.mpvideo !
&=

-
.aipfile -

The original file names are not changed but the new file extension is added.

Example

Original file name: CTI-Data-Connector Flyer.pdf

Encrypted file name: CTI Data Connector Flyer.pdf.aippdf

Depending on the settings of the Windows file explorer, the user would not see the All-In-

One Protector file extension (default setting).

File Explorer - File Name extension hidden

CTl Data
Connector
Flyer.pdf

File Explorer - File Name extension visible

495

CTl Data
Connector

Presentationn.pp

e

CTI price list.dsx

Office Viewer

Office Viewer.lic

purchase
order.docx
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255
255.1

CTI Data CTI Data CTl price Office Viewer.exe Office Viewer.lic purchase
Connector Connector listxlsx.aipexcel order.docx.aipwo
Flyer.pdf.aippdf Presentationn.pp rd
beaipppt

i

Mac

Depending on the selected protection level, the .app file is protected from being modified
or decompiled.

File Type Extensionlcon
Application (.APP) .app @

Copy Protection, Licensing, Evaluation

Copy Protection - How it works

All-In-One Protector offers a media independent protection - the media itself like CD /
DVD, download link or USB flash drive is not modified or protected. The copy protection
does not prevent, that you can copy the data from CD to the hard disk but it prevents
that the application can be started on multiple machines.

The license is bound to a specific hardware ID of the PC (e.g. MAC address). The All-
In-One Player will start only, if the license filel sl is located on the specified hardware. This
works both in a single user environment and in a network environment.

The advantage of a software copy protection is:

¢ media independent - distribute the application via CD / DVD, download, USB flash
drive[ssl or other media where you can store files

¢ the application can run without a CD / DVD inserted

e you can produce even one single CD - no need to have 1000 CDs duplicated at once

¢ no problems with the CD / DVD drives or operating systems because no physical
modification (like modification of the CD) is done

The additional step, which is necessary, is to transfer the hardware IDs. With Online
activation|=», this step is automated. With activation by e-mail,[«3] fax =+ or phonel =2 this
is a manual process.

A lot of different hardware IDs are supported depending on your requirements. Details as
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2.55.2

well as pros and cons about each criteria can be found in Part Il - Details about Copy

Protection| sl

Copy Protection is enabled automatically (default option), but it is possible to make a full
version without Copy Protection (see: How to protect the content but do not use Copy

Protection?/ ) and to protect the content only.

Available License Options

All-In-One Protector supports 3 different types of license:

e Licence per User
e Licence per PC (only option in Standard version)
e Licence per Concurrent User

Licence per User (Person)

The Windows User name is licensed. Each user starting the All-In-One Player will need a
license. The windows user name is written into the license file[ 127,

This type of license requires a Licence for each User, but only one Licence per PC. If 2
users would share 1 PC this would result in 2 user licenses, but only in 1 PC license.

Licence per PC

This is often the default license type. Each PC starting the All-In-One Player needs a
license. The PC name is written into the license file| .. This type results in a smaller
number of licenses than with the Licence per User type (e.g.: if 2 users share 1 PC, 2
Licences per User are needed, but only 1 PC license).

If the application runs on a Citrix / Terminal server, the hostname of the local PC and not
the hostname of the server will be used.

Licence per Concurrent User

This is a typical license in a huge multi-user environment. The All-In-One Player can be
installed on an unlimited number of machines, but the number of concurrent
(simultaneous) users are counted and limited to the specified number. The license is
assigned only as long as the All-In-One Player is running. If the All-In-One Player is
terminated, the license is available again. If a user logs in with the same user name on 2
different PCs, 2 licenses will be used.

All-In-One Protector offers a sophisticated verification of concurrent user licenses.
Machines that hang or have crashed are detected and the license is released. This is
done automatically through the All-In-One Player.
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2.5.5.3

2554

* The network license and Licence per User as well as Licence per Concurrent User is
available only in the All-In-One Protector Premium Plus|:2] Edition.

All license types also work in a Terminal Server and Citrix environment. The license
information can be displayed within the Licence Viewer[ .

See also How to distribute a network version. | s|

Evaluation Options

The evaluation version allows starting the All-In-One Player for a specific time without
registration. During each program start the days left for evaluation are displayed.

The following evaluation options are possible

¢ Limit number of days after installation

e Limit until a specified expiry date

¢ Just display evaluation screen to register, but always allow a program start

¢ No evaluation version - registration is mandatory

¢ No evaluation version - All-In-One Player can be started without registration (content
protection only)

The License File

All-In-One Protector uses a license file (extension .lic) for storing license information. This
file is modified during the program start and during activation. The user needs read and
write access for the file.

This is especially important in a network environment or if distributing the application via
CD/DVD.

F g

/1
= Always make a backup of the license file if you start the All-In-One Player directly.
The license file is modified with each start and cannot be used any longer for distribution.

© 2016 Mirage Computer Systems GmbH



118

All-In-One Protector

2.5.55

2.5.5.6

Content Protection

The file content and the file itself is protected. At no time there will be an access to the
original format like flash, PDF or Word.

Content Protection

All files are imported into one single data file which is encrypted. Only this data file is
distributed and not the original files. This makes sure that only the encrypted data file is
visible on the distribution media, but the data file itself is not accessible.

Access Protection

The weak point of any protection tool is the timeframe during which the file is displayed in
the player. Normally, a player copies the file to a temporary folder on the hard disk drive
which can be detected and the file can be captured unprotected.

Not so with All-in-One Protector. The file is directly loaded from the encrypted database
into the memory. At no point during displaying the file will be accessible on the hard
disk drive.

The All-In-One Player runs in a mode which does not allow saving and printing the file.

Snapshot Protection

All-In-One Protectoroffers a new and unique technique to prevent snapshots and screen
recording - All-in-One Protector Snapshot Protection.
It can be activated for the following file types

e PDF documents|.n]
o SWF files| el
o Video| o] (all supported video formats)

It works for all kind of snapshot and recording tools as the All-In-One Protector Snapshot
protection detects, if a screen is being captured by another application and blocks the
access.

This feature is a must have for videos and PDF files as otherwise the protection could be
bypassed.
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2.6

2.7

Note

Depending on the file type and the operating system the protection works differently. In
rare circumstances the snapshot can not be prevented. With Windows XP there is only a
limited snapshot protection for PDF and SWF files.

MAC OS X projects - special features

The protection and license options for MAC OS X are similar like the Windows options but
there are a few differences

¢ An online connection is required during the first application start and for the product
activation (there is no activation by e-mail, fax or phone). During each online
connection the date/time is compared with the server time so that the local time on the
computer cannot be modified. During the first program start, the license file is
downloaded from the Activation Server to the local computer

e Serial Numbers and other keys can only be created using the Activation Server] s

e The same Serial Number can be used on a Windows or MAC computer. It is possible to
limit the number of installations - Activation Server / Settings - How often can a Serial
Number be used?[ !

e The license files can be stored in different locations| ]

e To Publish on USB flash drives| - no limitation per computer, no expiry date and no
regular online checks can be set

e Only .APP and PDF files can be protected - however content which are displayed inside
the app file (video, images etc.) is hidden (option hide main applicationl )

¢ Only single user licenses are supported (no network license)

e The evaluation version counts days (not minutes)

« A subscription licensel = with an expiry date (time-limited full version) requires regular
online checks

« Different activations screens and License Viewer| s

e The All-In-One Player does not support command line options| sl

e Publish for Download! = will create ZIP files

Detail explanation of all screens

In this lesson, you will open the tutorial project that is installed with All-in-One Protector
and familiarize yourself with the work environment. Using a sample file Office-Files will
allow you to begin to explore All-in-One Protector .
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2.7.1 Start Screen

After starting All-In-One Protector the main start screen appears.

Start  Publish Keys  Activation Server Extras | Help

vﬂ @ @ Check for Update

OnlineHelp  Quick Introductionhelp |
Help [0

All-In-One Protector

@ All-In-One Protector on theWeb b ey = 0

Online L] Info =

-0 x

o @

License Viewer About

Welcome to All-In-One Protector Premium Plus Edition

Online Help

Projects

Recently used Projects

flagh-demo
d:\Dropbex\Programme\All-In-One Protector Premiumi4.0\demo data\iash-demo.mme

pdf-demo
D:\Dropbox|Programme\All-In-One Protectar Premium|4.0\demodataipdf-demo.mme

.| Create new Project

¢ You can load an existing project by selecting the project in the list: recently used
projects. If a project cannot be access (e.g. because it is saved on a removable drive), it

is marked in red

e You can remove a file from the recent file list with right mouse click, Remove file from

this list.

e To create a new project select the option Create new project/ :zs!

Language

To change the language, select TAB Extras, Language/s:)
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2.7.2 Welcome Screen

By default, the Welcome Screen is opened in addition to the Start Screen[ ] This screen
provides you with:

o Links to most popular FAQs to get started
e Link to the Online Knowledge Base
e Link to updates

The screen can be deactivated by checking Do not display this Quick Introduction hel
anymore when starting and activated again in the TAB Help, Quick Introduction help| s
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fl All-In-One Protector - 2

Thank you wvery much for using the All-In-Cne Protector, the most powerful and safest tool for protecting your files,

And go! Check for updates
Quick Introduction Your version is 4.0.3. 1084
Which files can be protected?

How to create a bootable CD /DVD Check for updates online

How to convert Ward files

How to protect PDF files

How to protect PPT files

How to aeate a timeimited license

How to distribute a network version

How to activate All-In-One Protector

If you have any questions which are not answered by this
tutorial, search in the

Online Knowledge Base www.AlllnOne-Protector.com

Do not display this Quick Introduction anymore when starting Cloze
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2.7.3

274

Online Help / Tutorial

You can start the Online Help / Tutorial any time within All-In-One Protector by clicking on
the icon @.

Opening a Project

Start All-In-One Protector. Within the Start Screen 0], you can either

e Open a project, which was recently used
e Browse the file directory to select a project

Open arecently used project

You can load an existing project by selecting the project in the list: recently used projects.
If a project cannot be access (e.g. because it is saved on a removable drive), it is marked
in red

B & B | All-In-One Protector e
Start  Publish  Keys ActivationServer  Extras | Help & @
" @ @\ Check for Update @ All-In-One Protectoron the Web b buy All-In-One Protector = 0
OnlineHelp  Quick Introduction help License Viewer About
Help i Online i Info =

Recently used Projects

Welcome to All-In-One Protector Premium Plus Edition flash-demo
d:\Dropbex\ProgrammelAll-In-One Protector Premium'4.0\demodata\flash-demo.mme
Online Help pdf-dema

D:\Drophox\Programme\All-In-One Protector Premiumi4.0\demodataipdf-demo.mme

L. Create new Project

Select a recently used project

Select a Project
Click on the TAB File - it opens a dialog with file options.
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Click on Open Project. A windows file dialog will appear. You can open all files with the
extension .AIPPROJECT. Open Office-Files.AIPPROJECT to work with this tutorial.

B © M | All-In-Cine
Start  Publish Keys  Activation Server Extras | Help
L 5ave Project Recently used Projects
L* Open Project flash-demo
d:\Dropbod\Programmel&ll-In-0One Protector Premium’4.0Ydemodata'flash-demo.mme
o Recently used
Proiects pdf-demo
A Close Project D:\Dropbox\Programmelall-In-One Protector Premium’4.0Ydemodataipdf-demo.mme

| CreateProject

.,L'l Copy Projec

B et

Click on a file to open a project

You can also open a project by clicking on the file in Windows file explorer. A project file
has the extension AIPPROJECT.

The file icon is: E

2.7.5 Demoversion

The demo version has the following restrictions:

e Limited by days - normally 30 days
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2.7.6

¢ During the program start of the All-In-One Player a message is displayed: This is an
unregistered Version of All-In-One Protector

¢ The protected product displays every 2 minutes the message: This is an
unregistered Version of All-In-One Protector

All other parts of the application are fully functional.

Demo versions are available for the Premium and Premium Plus Edition on the website
www.AlllnOne-Protector.com. See: Premium or Premium Plus Edition| :2sI? for

differences.

The Online Activation can be tested with the project Office-Files.

Premium, Premium Plus or Multi-Platform Edition ?

All-In-One Protector comes in a Premium, Premium Plus and Multi-Platform Edition.

Premium Plus Edition

includes the Premium Edition functionality and additionally

Protection for Excellwsl and Word| -] files

Save As option for PPT, Excel, Word and PDF files (use can modify the files)
Network licensel e per User, PC and Concurrent User

Installation Manager s for a professional installation of the product

Regular online checks|[si1to lock a license

Additional configuration options for activation screens| !

e Control, if the product should be started on a virtual machine/ .1 or not

e Online streaming[ 0] of videos

Multi-Platform Edition

includes the Premium Plus Edition functionality and additionally

e Protection for MAC OSX APP files /|

All-In-One Protector Suite
Die Suite bundles several products:
e Premium Plus Edition

e Activation Server[=license (to run an own server)
o Automatic USB flash drive duplication| sl
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2.7.7

2.7.8

2.7.8.1

Check out the feature comparison matrix which provides you with all the details to
decide, which version is right for you.

How TOs and FAQ

You find Frequently Asked Questions as well as tips and tricks in Part Il, chapter How TOs

and FAQ[ .

TAB - File

You can open a project, create a new project,| .zl copy a project/ s or just select a project
from the list of recently used projects. If a project is displayed in red, it is no longer
available on the folder.

Publish Keys Activation Server Extras Help

g Save Project ‘ Recently used Projects

|u Open Project PDF Sample

ata\all-In-One Protectoridemodata‘\pdf-demo.mme
= Recently used
Projects

L CloseProjet | | : e Protector\demodata'\videoprojed.mme

| Create Project
,_Lil_ Copy Projed

B et

-
You can remove a file from the recent file list with right mouse click, Remove file from this
list.

The Project Folder

We recommend creating a folder per project. The project files are:

Project File .AIPPROJECT
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This file contains all the data and definitions - it is the name you used when you created

This file should be included in a backup. All subsequent files can be created from the
project file.

Project Folders

After creating the files to deploy[ =), a project subfolder with the Project Filename is
created. This subfolder includes additional folders.

Sample:
..\Publish Office-Files

This folder consists of several sub folders
\Config

\Work

\Publish All Media

\Publish USB

\Publish Download

\Publish HDD

Folder Config

Holds a configuration file with the extension .XML. This file is only for internal use and
should not be changed. The Config folder has subfolders with configuration information for
the Activation Server [s2land Shop Integration. | «:!

Folder Work
This folder holds all necessary files for distribution. However, this is an internal folder. Only
use the folders Publish All Media, USB, EXE.

Folder Publish All Media
Includes all files for a CD / DVD delivery. Details how to create the folder|zs)..

Folder Publish USB
Includes all files for a delivery on a USB flash drive. Details how to create the folder/ 2.

Folder Publish Download
Includes one single EXE file for delivery via download link. Details how to create the folder

256,

For details see chapter Distribute the Project/soL.[ 2
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2.7.8.2 Create a new Project

Select the option Create Project in the TAB Start in the start screen to create a new

project.

SRS

Start

Publish Keys Activation Server Extras Help

d Save Project

|i_‘ Open Project

= Recently used

Projects

L CloseProject

PDF Sample

.......

| CreateProject

;[j Copy Projed

B Bt

‘ Recently used Projects

-In-0ne Protector\demodata‘pdf-demo.mme

Start - Create Project

A new screen appears

RENEN

File Start  Publish Keys  Activation Server

All-In-Cne Protector

d Save Project

[* Open Project

Recently used
o Proiects

;& Close Project

k' Create Project
_a DeleteProject
a Copy Projed

B it

Create new project

Mame of new Project

Path for storing the new project

Extras | Help
|OFﬁceTrair1ing| |
|C:‘|.I\"I5|I Projects |
(®) Windows Platform (") Mac Platform
[ video/audio Project
Create
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2.7.8.3

Name of new Project

Type in a project filename. This is a short name for the project. You can later assign a full
product name/ s,

Path for storing new project

Select a folder, where to save the project. A good idea is to save it together with the
original files

Example
...\My Projects\Office Training\Protected (you save the project on this folder)
...\My Projects\Office Training\Unprotected (all files which should be protected)

Platform for the protected files

Select a platform/operating system (Windows or MAC) for the protected version of your
files. The option MAC is only available with the Multi-Platform Edition.

Video / Audio Project

If your project is a Video / Audiol 41 project, check this option.

|
(Q The project name must not contain any special characters like . &%$8" , space or
umlauts like a6u

2 You could also copy an existing project/ = with all settings.

Copy a Project
You can copy an existing project with all settings. Select Copy Project in the TAB File.

In the file dialog, select now the project you want to copy. You get now a new screen
where you can type in a new project name and select a new folder.
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B EHE | pdf-demo.mme - All-In-COne Protector
Start | Publish Keys  Activation Server Extras Help

'Lé Save Project .-, Copy aProject
% Open Project This project will be copied
Recently used
= Proiects pdf-demo
"A Close Projec Ci\Users\test\Documentspdf-demo.mme

L. CreateProject Chose another project to be copied

_Ll Copy Projed
B it

This will be the new project

Mame of new Project |pdf—mmrial| |

Fath for storing the new project |C:\JJsers\,test\,Documents\, |

[ Praject is & Sub Project of the Master Project
[ Project requires new Serial Numbers

[ video/audio Project

Copy now!

Project is a Sub Project of the Master Project

If you plan to deliver multiple projects, which belong together and which should use
one license, check this option. This would e.g. be required if you split the project into
several Sub Projects| s

The new project is saved in the same folder as the master project. The sub project may
not be uploaded to the Activation Server|ss), as the Serial Numbers from the Master
Project are used. The sub project will not appear in the server statistic.

Some options like Registration Options o], Activation Screens| ), Licenses|zs or all
Activation Server/ 2l options are deactivated in a Sub Project. These options can only be
changed in the main project.

Project requires new Serial Numbers

If the new project requires new Serial Numbers for the product activation, check this
option. The result is identical like using the option: Create a new Projectl s but all settings
of the master project are copied and you don't have to do all the settings again.

Should the customer be able to use the same Serial Number for multiple projects,
uncheck this option.
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The project has to be uploaded to the Activation Server|s), as it is an independent
project. This project will appear in the server statistic.

Video / Audio Project

If your project is a Video / Audiol s project, check this option.

¥
{ -

The project name must not contain any special characters like . &%$8" , space or
umlauts like a6u

2.7.8.3.1 Sub Projects - split a project

Splitting a project into multiple sub projects is recommended or necessary, if

e the project includes EXE files and the database size would be more than 250 MB
o different file formats are mixed in one project, e.g. PDF and Video

 Windows and MAC projects| ] should share the same Serial Number

e you want to ‘bundle’ multiple products on one CD

The following steps are necessary to built a project, which is split into one or several sub
projects

Copy / Duplicate the main project

First create a main project of the application. Then copy the project/ .l (select TAB File:
Copy Project)
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BB H [ ppt.mme - All-In-Cne Protector
Start | Publish Keys  Activation Server Extras  Help
|y Save Project || Copy aProject
[* Open Project This project will be copied
= Recently used
Proiects pdf-demo
.J_I‘.I.I Close Projed C:\Wsers\Public\Documents \pdf-dema. mme

.| CreateProject Chose another project to be copied

.j:_l Copy Projed

B et

This will be the new project

Name of new Project |bundle-product2 |

Path for storing the new project |C: \Wsers\Public\Documents), | [

Project is a Sub Project of the Master Project
Project requires new Serial Mumbers

[ videofaudio Project

Copy now!

Check - Project is a Sub Project of the Master project

The important option is: Project is a Sub Project of the Master project . Check this
option. This creates a new database which uses the same encryption and same Serial
Numbers like the original database. You can have one license file and one Serial
Number for all project files.

Example
e Main project name: english-course

e Copy project 1: english-course-lessonl
e Copy project 2: english-course-lesson2

The sub project gets the extension .aipsubproject. A sub project cannot be copied and
serve as a master project
Copy all databases in a new folder

Each project will create a Publish All Media folder with the encrypted files only (no
license file or player application).
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2.7.8.4

Create a new folder, e.g. ..\complete project. Copy all files from your main project and
the files from the sub projects into this folder. The folder content would be as follows:

english-course.exe
english-course.lic
english-course.aipfile
english-course-lessonl.aipfile
english-course-lesson2.aipfile

Launch files

Launching or opening a file depends on the type of the main application.

Start by user
The user can just click on the EXE file or .AIPFILE file

Menu

The best solution is to use a menu application, which allows to start Lesson 1, Lesson 2
separately. This menu would be outside the All-In-One Protector project. the See
Menus.|s:1l

The start command within the menu is:

e englisch-course.exe -f englisch-course-lessonl.aipfile to start lessonl
e englisch-course.exe -f englisch-course-lesson2.aipfile to start lesson2

List of all start options|se:]

Delete a Project

You can delete a project including all sub projects. This will delete the project files on
the computer but the project is still available on the Activation Server so that you can still
create Serial Numbers or activate a product.

/1

[ =

e Once a project is deleted, it can never be rebuilt with the same encryption. Without
using the Activation Server, Serial Numbers or Unlock Keys can never be created for
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2.7.9

already delivered products

B2

Start | Publish Keys  Activation Server

;‘é Save Project

|.* Open Project

Recently used
= Proiects

'J_d. Close Projedt

| CreateProject

1 Delete Project

,_[:L Copy Projed

[x Q=

TAB - Start

Delete Project

pdf-demo

Extras  Help

¢ Never delete a project using the File Explorer (Windows) or Finder (MAC)

pdf-demo.aipproject - All-In-Cng

C:\All-In-One Protector projects\pdf-demo.aipproject

Choose another project to be deleted

Delete Project

This is the first screen which appears after a project is opened or created. All important
project settings are done here.

- All-In-One Protector

MName of EXE file
Company Name
Default Customer Name

Version:

pdf-demo
Mirage Computer Systems GmbH
Evaluation

4.0

B ¥ K | pdf-demo.mme
Start | Publish Keys  Activation Server Extras  Help

] @3 Flash = i‘ Images
o FDF Flash g S L] e

$ ] @ U V dj_ o
- . v —== =4

. 123 BXE Wi Video
Basic Data J R Activaticn Screens WA Languages Licences
Basic [F} Data ] Secreens F} License F}
Product Name All-In-Cne Protector - PDF Demo
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2.7.9.1 Basic Settings

The basic project settings are defined here.

@B HE pdf-demo.aipproject - Al
Start | Publish Keys  Activation Server Extras  Help h
i ! @ PDF u Flash ldall PowerPoint [y Wor
- i -
- ; Videol/ VA
Basic Data Import l&ld Windows WL videoftudio ] Bxcel Llad MAC
Data Import

Basic

Product Name |
Application Name My PDF Viewer

Company Mame Mirage Computer Systems GmbH
Default Customer Name Evaluation

Version 5]

Project File Information

Internal Project ID pdf-demo201408290652

File Mame C:\Usersidieterhaerle\Documents All-In-0One Protector \pdf-demo. aipproject
File created 2012-07-21 16:49:35

File last saved 2014-08-30 13:44:03

Project Type Windows Platform

Product Name

This name is displayed in the registration screens and in the title bar of the All-In-One
Player.

Application Name
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This is the name which is assigned to the All-In-One Player (EXE / APP file). It can be
different from the product name. The application name must not include the extension
.exe or .app as it will be added automatically.

Example:

Product name: All-In-One Protector - PDF Demo
Apprlication Name (EXE file): My PDF Viewer.exe

A

The name must not contain any special characters like . &%$8" , space or umlauts like
oad.

Company Name
The company name is displayed in the registration screens.

Default Customer Name

Name that is displayed in the License Viewer, before the product is registered. After
registration the real customer name is saved in the license information.

Default: Evaluation

Version

The version number of your product like 2.3 or 2014. The version number is displayed in
the Splash Screenl 20l and also sent to the Activation Server.

Project File information

This information cannot be changed.

The Internal Project ID is a unique identifier, which allows saving projects with the same
project name multiple times (although this is not recommended). The Internal Projekt ID is
automatically generated when a project is created.
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Select the data which needs to be protected. This can either be one single file or multiple

files with sub folders.

M @ H | flash-demo.mme - All-In-Cne Protector
Start | Publish Keys  Activation Server Extras  Help
— _ ren il
] [T PoF @ Flash {yf, == || Images =1

- - ! L & —7 =N

. i3 BEXE WY Video i
Basic Data s Activation Screens A Languages Licences
Basic F] Data (] Screens (] License F}

Data

Enter the path of the folder or dick on Select Data Folder

Read Files from Folder

Define acstarding file

Select Data Folder Refrash.selactad Files ‘ l Delete

Media File State
How to protect? & 004busi.jpg ok

& 005law . jpg ok
Audio [ Music & 005tech jpg s
EXE Files & autorun.inf ok
Images { Photos @ businessi8. swf ok
PDF Files & cdpresentation.swf ok
i & communication_007.swf ok
REAE L @ content.swf ok
Videos & introinitial.swf ok
Word Documents @ mp-size3.jpg ok
HIML @ pinv015.swf ok
How to use a menu?

See also

About Data Import/ 1]

Import Files| ol

Protect Excel files| 1)

Protect EXE Files| s

Protect SWF files| i

Protect PDF Files /1)

Protect PowerPoint (PPT) Files| sl
Protect Video / Audio files] 9
Protect Word files| )

2.7.9.2.1 About Data Import

All your files[ . are imported and stored in a single, encrypted database file (.AIPFILE or
.MPVIDEO for video files) - for details see chapter The Basics| sl

You can select files to import from one folder and all its subfolders. All selected files
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are imported into the project file and are stored in an encrypted format.

If you import multiple files, you have to define a main (=start) file of the project. .

What is a start file?

The start file is the file that is opened first from the All-In-One Player. It can be a SWEF[42]
(flash) , .PDF[ w1 (Adobe PDF), EXE[=7 (executable) or video / audiol s file., which loads
other files. Select the file and press the button Define as starting file| 14

== 3 - A
Start | Publish Keys  Activation Server Extras Help
—— =
i POF o~
l : [POF Risl; @ Flash ‘y_
: B B {[E] Video/Audio Registration
Basic Data Import Options
Data Import

flash-demo.mme - All-In-One Protector

Iﬂl Images e

Activation Screens A Languages Licenses

Screens

Data Import

Enter the path of the folder or dick on the button Select Data Folder

| | Read files from folder

Define as starting file

Select Data Folder Refresh selected files Delete
Media File State

How to protect . 004busi.jpg ok
Audio | Music : gg::’;']?gg ::
EXE Files & autorun.inf ok
Images / Photos v 2 husinessi. swf ok
POF Files @ cdpresentation. swf | ok

: @ communicaton_00 75wt ok
fatla & content.swf ok
Videos & introinitial. swf ok
Word Documents & mp-size3.jpg ok
HTML & pinv015.swf ok

How to use & menu

Define a start file

Data File

All your files are imported in one single data file and stored in an encrypted format
(AIPPROJECT). If you make changes on the original files, you have to reimport the files.
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/ Distribution Package

Oniginal Files (PDF , PPT,
Word, Videa, Audio...)

Converter

e

Files with native support
SWF
FLV
JPG

Distribute

Dratabase can contain
hundreds of files

E = 1_'_1
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2.7.9.2.2 Import Files

Press the button: Select Data Folder and select a folder with the files you want to use for
your project. All files from the folder and its subfolders are imported automatically. It is
not possible to import files in different folders.

1 .
B HE
Start | Publish Keys  Activation Server Extras
|
{ R roF
]
-« = n
313 EXE ]
Basic Data Bl =
Basic ] Data

6 Flash

Video

Help

Opt_lons

flash-demo.mme - All-In-Cne Protector

T

= d Images —

—_— =
Activation Screens (A Languages Licences

Screens (] License ]

Data

Enter the path of the folder or dick on Select Data Folder

Select Data Folder

How to protect?

Audio | Music
EXE Files
Images / Photos
PDF Files

PPT Files

Videos

Word Documents

HTML

How to use a menu?

Read Files from Folder

Define acstarding file l

Refresh SelectadFiles ‘ l Delete ‘
Media File State
& 004busi.jpg ok
& 0052w .jpg ok
& 005tech.jpg ok
& autorun.inf ok
@ business0g.swf ok
& cdpresentation. swf ok
& communication_007.swf ok
@ content.swf ok
& introinitial swf ok
& mp-size3.jpg ok
& pinv015.swf ok

Data Import

Now select a Start file[ 7 press the button: Define as starting file. The file is indicated
with a red icon. This file is the file that is played after the start of the All-In-One Player and
must be a .SWF[42) (flash) , .PDE[:n] (Adobe PDF), EXEls (executable), Word|_zoyz'1,
PowerPoint| ., Excell .2l or video / audiol s file.
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SENEE | | flash-demo.mme - All-In-One Protector
Start | Publish Keys  Activation Server Extras Help
3 [ POF @ Flash v = H Images e
4 f V == L =
- i o —F =N
: B B W[ Video/Audio Registration AL )
Basic Data Import Options Activation Sereens kg —afigUiages Licenses
Data Import Screens

Data Import

Enter the path of the folder or dick on the button Select Data Folder

| | Read files from folder Define as starting file
Select Data Folder Refresh selected files Delete

Media File State

How to protect & 004busi.jpg ok
& 005law.jpg ok

Audio | Music & 005tech.jpg ok

EXE Files & autorun.inf ok

Images / Photos 4 businessE swf ok

POF Files @ cdpresentation. swf | ok

] F communication_007.swT ok

BPT Files & content.swf ok

Videos & introinitial. swf ok

Word Documents & mp-size3.jpg ok

HTML & pinv015.swf ok

How to use a menu

Define a start file
You can delete files by selecting one ore more files and press the button: Delete

Only files, which are supported by the installed All-In-One Protector Edition, can be
imported (e.g. Excel requires the Premium Plus| 3| Edition).

1
{ -

The files are only deleted in the encrypted data file. The original files on the file
system are never deleted.

If you have new files on the file system, press the button: Read files from Folder to
import all files again.

If the files on the files systems have been modified, select these files and press the
button: Refresh Selected Files to synchronize the files between the folder and the data
file.

/1
2= Modifying a file, adding a file or deleting a file on the file system does not affect the
imported data in the encrypted data file. You have to Refresh the data, Read all files again

or Delete the files manually in the data file by pressing the corresponding buttons.
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2.7.9.3 APP Files (MAC OS X)

All-In-One Protector protects MAC OS X application files with the extension .APP. MAC
OS X 10.6 to 10.10 (Yosemite) is supported.

How does the APP protection work?

The unprotected main APP file is wrapped into the All-In-One Player application. The All-In-
One Player application is launched instead of the unprotected main APP file.

Depending on the selected protection level, the main executable (Unix EXE) inside the
APP file retrieves an additional layer of protection. This already very high protection level
can be increased if a few lines of codes are changed.

All other files inside the APP file have a basic protection depending how they are used:

e files which are displayed inside the main app (like images, videos) are hidden
e files which are launched outside the main app (e.g. PDF files launched in a PDF
Reader) are not protected

After selecting an APP file in the data import screen, you can configure the APP options.

3

Click on the icon to open the configuration screen for the APP protection options| ). If

this option is grayed out , then no APP file was selected in the Data import/ 7 screen.

As APP protection is very complex, different protection options are available. Check the
following chapters to find the best settings for your application:

e APP files - protection options|:«
e MAC OS X projects| ] -special features
e Multi-Platform projects| 7]

2
The protection for APP files requires at least 2 times an Internet connection to the
Activation Server

¢ During the first program start, the license file is downloaded from the Activation Server
to the local computer
e The product activation with the Serial Number is only available online

Delivering the application on a USB flash drive[s=! does not require any Internet
connection.
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Supported operating systems
The APP protection is available for [Mac

t This feature is available only in the All-In-One Protector Multi-Platform Edition.

2.7.9.3.1 APPfiles - protection options

There are different options you can use, depending how your application is structured.

BB K IBooks.aipproject - All-In-Cne Protector
Start | Publish Keys  Activation Server Extras Help L\B.
- | @& FoF Flash PowerPaoint [ Word
- = “ - - 3
) 124 windows | video/Audic  [ETE] Excel [ mac Regis!
Basic Data Import opt
Data Import

APP Build Options

Command line parameters for APP file ||

Encoding Parameters |1'99‘:'J | |1"5"5"5l Delete

Transfer File

Path

License file
Felder for license file
() application folder
() Inside the application (should be used only if application is not updated)

(®) Library folder

Protection Level
(®) High Protection level

() Medium Protection level (select this option if the application does nat run with Maximum Protection level enabled

() standard Protection level {select this option if application does not run with Medium Protection level enabled

Hide Main Application
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Command Line Parameter for APP file

A hard coded command line can be passed to the APP file.
The command line can also include encoding parameters (see below).

Transfer file and Encoding Parameter

This feature should be used if the APP runs only with the option: Standard Protection
level or if you want to add an additional layer of security.

Encoding Parameters
Select random 3 digit numbers. The numbers should be different per project

Path
Path and file name of the text file. Instead of hard coding a path use one of the following
variables

%1% = user documents folder - e.g. /users/admin/documents
%2% = library folder - e.g. /users/admin/library/application support

The path could also be a relative path to the .APP file like /data/swp.txt.

BB H| eboolk.aipproject - All-In-One Protector
Start | Publish Eeys  Activation Server Extras Help
i_h: [Ed PoF u Flash |dad PowerPoint [iLE Ward V
W L W
(]
- i = .
) [Z0d Windows Video/Audio Excel MAC Registral
Basic Data Import = = Option
Data Import

APP Build Options

Command line parameters for APP file |

Encoding Parameters |‘3‘EIZ | |?53 Delete

Transfer File

Path %.2% fnyprog/swp. bet

Example configuration
= Details about the encoding parameter protection
The main application, which should be protected, can be invoked either by passing a

command line parameter or an additional text file is provided. Both include encrypted
values. The values change during each program start as they are calculated based on
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the system time. The main application has to validate the values and should only start, if
the validation is correct.

Using the command line with the encrypted parameters is an alternative if reading a text
file is not possible. If no path / file name is specified, the values are provided using the
command line.

How it works

e The All-In-One Player application does the license and copy protection check

e If everything is OK, It creates the text file (if configured) and launches the main
application (start file) using a command line (if configured)

e The values in the text file or command line are calculated every time when the
application launches based on the system time and the defined encoding parameters

e The main application reads the text file, deletes it and analyzes the values (formula see
below) from the text file or from the command line

e The main application only starts when the values are valid

Encrypted Values

The text file or the command line contains two encrypted values (timel and time2). The
values are separated with spaces.

Example: 1897 1996

The two values are calculated during the program start based on the values of two
encoding parameters.and the system time. As each project has its own encoding
parameters, the results can never be calculated without knowing the encoding
parameters. Two values are required as the launch of the application can take time - e.g.
the application is launched at 8:15 AM but it takes 30 seconds until the text file can be
analyzed and the time is then 08:16. The value timel is calculated based on the time
when the text file is created and value time2 is one minute later.

You have to calculate the value for the validation using the following formula
Trunc((MMHH * Encoding Parameter1)/ Encoding Parameter?2)

MM = Minute (must be double-digit)
HH = Hour (must be double-digit)

Trunc = truncate position after decimal point

Compare the result with the value of timel and time2 from the text file or command line .
Either timel or time2 must be identical with the calculated value.

Example
The time is 8:16 AM

(1608 * 892) / 763 = 1879,86369...

© 2016 Mirage Computer Systems GmbH



146

All-In-One Protector

Truncated value is 1879

Now compare the value your application calculated with both values provided by the text
file or command line. One value has to match the value your application calculated.

-

If your application typically takes longer than one minute to launch, make a second
calculation where you subtract one minute - e.g. time is 8:16 AM - calculate the values for
8:16 AM AND for 8:15 AM

License file

The license file is downloaded during the first application start from the Activation
Server. You can select the folder where to store the license file.

¢ Application folder - stores the license file in the folder of the main application. This is
only recommended if your application is stored on a USB flash drive or on an own folder
like documents folder

e Inside the application - stores the license file inside the All-In-One Player application.
This is perfect if you want to have all files in one location but updating the All-In-One
Player would overwrite the license file and require a new product activation

o Library folder - this is the recommended folder for download versions. The file is stored
on the user library folder\application support\your company namel ::s\product namef

Protection level

An additional layer for the main executable (Unix EXE) is added. Depending on the
application, you would have to change the protection level

¢ High Protection level - this is the default option. Only change it if your application does
not work properly. The app file is protected against decompiling.

e Medium Protection level - select this option if your application does not run with High
Protection level enabled. The app file is protected against decompiling.

e Standard Protection level - select this option if your application does not run with
Medium Protection level enabled. If possible, change your source code and use the
Encoding Parameters (see below)

Hide Main Application

If checked, the main APP file is wrapped into the All-In-One Player (recommended)

If unchecked, the main app file would be on the same folder like the All-In-One Player but
still protected depending on the selected protection level. However all additional files inside
the app file would be visible.
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2
If your APP application needs additional data outside the APP file, then you probably have
to uncheck the option as otherwise path information would be wrong if the main app would
be wrapped inside the All-In-One Player.

Example
E-Learning Made Easy.app (All-In-One Player)

My Main.app (your application)
/Data/images

If possible, store all data inside your app and check this option.

2.7.9.3.2 Multi-Platform projects

If your Windows project and the MAC project should share the same Serial Number (the
user can decide to use the Serial Number for the Windows or MAC version or both), the
following steps are required

¢ Create your Windows project. This will be the main project
e Select Copy a Project| . with the following options (the MAC project must be the sub
project)
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BB E

Start | Publish Keys  Activation Server

MotepadforWindows.aipproject - All-In-One Protector

Extras  Help

\§y Save Project Copy a Project

[* Open Project This project will be copied

= Recently used

Proiects Motepadforiindows

4 CloseProjed
| CreateProject Chao
__é Delete Project

.L_'l_ Copy Projed

B ot

Mame of new Project

Path for storing the new project

C:VAll-In-One Protector projects\MotepadforWindows. aipproject

se another project to be copied

This will be the new project

[NotepadrarMac |

|C: \all-In-0One Protector projectsy

() Windows Platform

| [#]Projectis a Sub Project of the Master Project

Project reguires new Serial Numbers

Video/Audio Project

Copy now!

¢ Import the MAC app and specify th
¢ Load the Windows project

Copy a Sub Project

e APP file protection options|:«!. Publish the project

e Tick the option: Serial Number can be used for Windows and MAC/s0] within the

Activation Server Settings

« Update the project on the Activation Server|zos)

2.7.9.4 Excel files

All-In-One Protector protects Excel files (extension XLSX or XLSM) either by displaying
the files in Excel 2007 / 2010 / 2013 / 2016 / Office 365 or using the free Excel Viewer in
case the user does not have Excel installed. In case the file is opened within Excel,
options like save or print are removed.

Excel Protection
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4

e Supports the full feature set of Excel 2007, 2010, 2013 and 2016 - 32bit and 64bit
Excel

¢ The level of protection can be individually configured - e.g. do not allow printing or don't
allow copy using the clipboard

o If the user does not have Excel installed the free Excel Viewer is automatically
downloaded

e The user can change and save the Excel content

o Amenu applications1] can directly open one protected Excel file

e High Security using strong encryption

¢ All-In-One Player can be distributed for free

e Excel, Word, PowerPoint and PDF files can be mixed within one All-In-One Protector
project

e Does not need any installation and does not require administrator rights if Excel
is already installed on the end user machine

o Works with a network licensel szl

¢ Hyperlinks from one Excel file to another Excel file are only supported with limitations

After selecting one or multiple Excel file(s) in the data import screenlss7), you can configure

the Excel options. Click on the icon , to open the configuration screen . If this option is

grayed out , then no Excel file was selected in the Data import| s/l screen.

e Configure Excel protection| sl

Supported operating systems
r

L
The Excel file protection is available for o

& This feature requires the All-In-One Protector Premium Plus| 5 or Multi-Platform
Edition.

2
= Shrink your files

If you distribute files via download link, you try to make the file size as small as

possible. Especially when you encrypt the files with All-In-One Protector, having a
smaller file size decreases the time needed to decrypt the file. We have tested one
tool - NXPowerLite - in combination with All-In-One Protector.
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NXPowerLite reduces PDF, PowerPoint, Word, Excel and JPEG files without quality
loss up to 95%. Optimized files remain in their original format and don’t need to be
unzipped. Thus the files can be protected with All-in-One Protector without any
modifications.

Home Page NXPowerLite - more information and evaluation version

P4 BN

MIRAGE MAKES NO REPRESENTATION, WARRANTY, OR GUARANTY ASTO
THE RELIABILITY, TIMELINESS, QUALITY, SUITABILITY, TRUTH,
AVAILABILITY, ACCURACY OR COMPLETENESS OF THE SOFTWARE
MENTIONED IN THISTUTORIAL. MIRAGE DOESNOT REPRESENT OR WARRANT
THAT (A) THE USE OF THE SOFTWARE WILL BE SECURE, TIMELY,
UNINTERRUPTED OR ERROR-FREE OR OPERATE IN COMBINATION WITH ANY
OTHER HARDWARE, SOFTWARE, SYSTEM OR DATA, (B) THE SOFTWARE WILL
MEET YOUR REQUIREMENTS OR EXPECTATIONS, (C) ERRORS OR DEFECTS
WILL BE CORRECTED, OR (D) THE SOFTWARE IS FREE OF VIRUSES OR OTHER
HARMFUL COMPONENTS. YOU ARE RESPONSIBLE TO ENSURE THAT THE
SOFTWARE ISUSED WITHIN THE LIMIT OF THE LICENSE AGREEMENT OF THE
SOFTWARE.

THE SOFTWARE ISPROVIDED TO YOU STRICTLY ON AN "ASIS'BASIS. ALL
CONDITIONS, REPRESENTATIONS AND WARRANTIES, WHETHER EXPRESS,
IMPLIED, STATUTORY OR OTHERWISE, INCLUDING, WITHOUT LIMITATION,
ANY IMPLIED WARRANTY OF MERCHANTABILITY, FHFTNESSFOR A
PARTICULAR PURPOSE, OR NON-INFRINGEMENT OF THIRD PARTY RIGHTS,
ARE HEREBY DISCLAIMED TO THE MAXIMUM EXTENT PERMITTED BY
APPLICABLE LAW BY MIRAGE.

2.7.9.4.1 Excel - protection options

Excel protection options

The Excel file has to be saved as XSLX or XLSM (Excel files with Visual Basic Script /
Macros).

This screen allows you to configure the Excel protection.
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(=R |l Office-Files.mme - All-In-Cne

Start | Publish Keys  Activation Server Extras Help

- — ]

@ PDF g rash E PowerPoint q,y_‘

- =3
: {33 EXE 1 Video/Audio Excel Registration
Basic Data Impart E Options Ac

Data Import

il

«

Settings for Excel

Excel Build Options
Save each Excel file as single encrypted file

Security Options
[] allow Printing
[ Allow Select and Copy

Runtime Options
Extract all files

Excel Viewer

[ allow Excel Viewer
Download Link if Excel Viewer is missing http: ffwww . microsoft, comfen-us/download /details. aspx?ic

Mote - Printing cannot be disabled if the file is opened with the Viewer

Advanced Options
[ allow to modify and save the Excel file

Excel Build Options

e Save each Excel file as single encrypted file - this should be the default if you want to
protect multiple Excel files or a combination of Excel, PPT and PDF files.

2 When should you uncheck this option?
e If you have Excel files which have links to other Excel files, you have to uncheck this

option

e Check: Extract all files (see runtime options)

o If Allowto modify and save the Excel file is checked, only the file marked in red in the
import screen (start filel =) can be saved
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Security Options

¢ Allow printing - check this option if you want to allow printing
¢ Allow Select and Copy - check this option if you want to allow that the Excel content can
be copied using the clipboard

AN

If Select and Copy is not possible, the clipboard is locked for all applications as long as
the protected Excel file is opened

Shortcuts which would allow to open or manipulate a file (like ALT + F8 or ALT + F11) are
disabled. F12 (save) will terminate Excel

Runtime Options

Extract all files - see Excel build options above!st)

Allow multiple Word / Excel / PPT files to be open at the same time
Select this option if there should be no limitations how many office files are open at the
same time

Excel Viewer

If you allow to use the Excel Viewer, the user will get a message to download the Viewer if
Excel is not installed on his computer. The download link should go to the latest Excel
Viewer. You can change the link in case there is a new Excel Viewer available.

AN

¢ Printing cannot be disabled when the Excel Viewer is used
¢ Not yet supported on Windows 10

Advanced Options

¢ Allowto modify and save the Excel file

The user can modify the Excel content or add data - when the file is closed the
modifications are saved.

Unchecking this option allows to modify values but all changes are lost when the Excel file
is closed.

File Save - Password

AN

You have to remove all passwords (open and modify password) from the office file before
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it can be protected.

Error Messages

Error messages which can appear during loading of the protected file

= The file xy.xlsm does not seem to have the Office format 2007 or newer (Office Open
XML file format, Excel-Workbook). Open the document in Office 2007 or newer and
save it again.

The file was either just renamed to xlsm or the file was created with Office 2003 and
saved with Office 2007. Load the file in Office 2010 or 2013 and save it again using Save
As. The file will then be converted into the correct format.

= The Excel file can not be opened because Excel is already running. Please close all
instances of Excel.
A protected Excel file can only be opened when PowerPoint is not running.

= This document can only be viewed because you don't have permission to save / modify
the file.
The user does not have a write permission to save changes made on a protected file

Protect Sheet

The password protection for the sheet or workbook should be activated. You can select
which modification options are allowed.
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DATA REVIEW VIEW

¥ Show/Hide Comment I:c | “:c | | Protect and Share Workboo
B

Mext Protect Protect Share

Password to unprotect sheet:

PDr Allow all users of this worksheet to:

E Select locked cells
E Select unlocked cells
EFnrmat cells
EFnrmat columns

[+| Format rows

] Insert columns

] Insert rows

(] Insert hyperlinks
EDelete columns

Bd| Delete rows W

| Ok | | Cancel |

Protect Sheet

Visual Basic Projects / Macros
Visual Basic Projects or Macros should be additionally protected using password.

Allow Users to Edit Ranges

. Show Ink Sheet Workbook Workbook | Track Changes

Changes
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! File Edit View

EME--d L amaalg v
roject - VBAProject X

= = (@] B

=-&% VBAProject (My financia
-5 Microsoft Excel Objects
] Sheetl (PORTFOLIC
1 sheet? (calculations)
@ ThisWorkbook

= T T A

Format Debug Run | Tools | Add-lns  Window Help
Il B4 References.. ol 1

Additional Controls...

Insert

Macros...

Options...

.

[ VBAProject Properties... ]

Sub

M

Digital Signature...

' Macrol Macro
VB protection - step 1

Microsoft Visual Basic for Applications - My financial portfolio

Tools  Add-lns  Window Help

B 3% F %% @ n2col

General Protection
lacrol ()

—Lock project —
:rol Mac

¥ Lock project for viewing

wctivelCe
iange ("C
ub

—Passward to view project properties
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2.7.9.5

EXE files

How does the EXE protection work?

All-In-One Protector supports copy protection and complete licensing for stand-alone EXE
files including files on folders. It wraps the EXE file and additional files into the encrypted
database. It is a very strong protection, as the files are completely hidden from
decompilers.

¢ The exe file and all other files on the directory are imported into the encrypted database.
They are not visible to the end user and they are completely protected

« During runtime, all files are extracted to a virtual zonel«:\. They are completely protected
as there is no access to the virtual zone. The EXE file is started on the virtual zone and
could invoke other files on the virtual zone or on the real directory

/1

[ -

e The size of all files together should not exceed 250 MB. Otherwise the loading time
would be too long. The loading time varies depending on the hard disk, available
memory and processor of the PC

e 64bit EXE files or EXE files compiled for any CPU running on 64bit operating systems

are running in 64bit mode
For a complete background information see chapter: Virtual Zone[ o2

After selecting an EXE file in the data import screen, you can configure the EXE options.

Click on the icon — to open the configuration screen for the EXE configuration options

121, If this option is grayed out =, then no EXE file was selected in the Data import..7]
screen.

As EXE protection is very complex, different protection options are available. Check the
following chapters to find the best settings for your application:

e EXE configuration options|ss)

e Troubleshooting with EXE files| )

o Decompile Protection only - no licensing/ «7]
e Java protection| ss)

e Concept with 2 versions| )

e Virtual Zone/ «3)

e Works with a network licensel sl

“  You can start EXE files from flash applications| «l or secure standalone EXE|:ss]
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files. Also menu applications[«:] could be used to start other EXE files.

Supported operating systems

Py
The EXE protection is available for A

See also

Exe file is menu application| )

Flash application using exe file[ «a]

Read Configuration Data and license information| )
Define Password for EXE file[:se)

157
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2.7.9.5.1 EXEfiles - protection options

There are different options you can use, depending how your application is structured.

BBl 3dexe.aipproject - All-In-One Protector
Start | Publish Keys  Activation Server Extras  Help
— % . . -
i ! (POF =iy g Flash &l PowerPaoint I Word ‘{
-« — .
. Windows Video/Audio Exicel MAC Registration
Basic Data Import = = = = Options
Data Import
Command line parameters for EXE file ||
Encoding Parameters |1-999 | |1-999 Delete
Transfer File
Path |

(®) Run EXE in secure Virtual Zone

() Run EXE file in temporary folder on hard disk

In case the EXE file does not work as expected using the secure Virtual Zone, try the temporary folder,

For more information about security considerations didk here

Extract all files
Delete all files when the application terminates

[ ]register DLLs (use this option only if required)

Compatibility Mode (Unchedk only in case of errars)

[] advanced Protection

EXE Build Options
[]save each EXE file as single encrypted file

Run EXE in unprotected mode on installation directory

[]pecompile protection only - do not use licensing / copy protection
[ cisplay animation during program start to signal waiting time

Command Line Parameter for EXE file

A hard coded command line can be passed to the EXE file. If you use the variable %path
%, the path where the EXE file starts is inserted.

The command line can also include encoding parameters (see below).
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Transfer file and Encoding Parameter

This feature should be used if the EXE runs only with the option: Run EXE file in
temporary folder on the hard disk or if you want to add an additional layer of security.

Encoding Parameters
Select random 3 digit numbers. The numbers should be different per project

Path
Path and file name of the text file. Instead of hard coding a path use one of the following
variables

%1% = user documents folder - e.g. c:\users\admin\documents
%2% = appdata roaming folder - e.g. c:\users\admin\AppData\Roaming

B2l texeditor.aipproject - 4ll-In-
Start | Publish Keys  Activation Server Extras Help
. ot = . o =
ko A4 roF ¥ rlash |&dl PowerPaint [ word «
- = -
) Windows L] video/Audio  EIE] Bxcel MAC Registration
Basic Data Import = = Options Ac
Data Import

EXE Options

Command line parameters for EXE file |

Encoding Parameters |892 | |?63 Delete

Transfer File

Path |':-‘n2‘}‘n’~,myprog‘,swp.t!ct

(®) Run EXE in secure Virtual Zone
Example configuration

= Details about the encoding parameter protection

The main application, which should be protected, can be invoked either by passing a
command line parameter or an additional text file is provided. Both include encrypted
values. The values change during each program start as they are calculated based on
the system time. The main application has to validate the values and should only start, if
the validation is correct.

Using the command line with the encrypted parameters is an alternative if reading a text
file is not possible. If no path / file name is specified, the values are provided using the
command line.

How it works

e The All-In-One Player application does the license and copy protection check
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o If everything is OK, It creates the text file (if configured) and launches the main
application (start file) using a command line (if configured)

e The values in the text file or command line are calculated every time when the
application launches based on the system time and the defined encoding parameters

e The main application reads the text file, deletes it and analyzes the values (formula see
below) from the text file or from the command line

e The main application only starts when the values are valid

Encrypted Values

The text file or the command line contains two encrypted values (timel and time2). The
values are separated with spaces.

Example: 1897 1996

The two values are calculated during the program start based on the values of two
encoding parameters.and the system time. As each project has its own encoding
parameters, the results can never be calculated without knowing the encoding
parameters. Two values are required as the launch of the application can take time - e.g.
the application is launched at 8:15 AM but it takes 30 seconds until the text file can be
analyzed and the time is then 08:16. The value timel is calculated based on the time
when the text file is created and value time2 is one minute later.

You have to calculate the value for the validation using the following formula
Trunc((MMHH * Encoding Parameter1)/ Encoding Parameter?2)

MM = Minute (must be double-digit)
HH = Hour (must be double-digit)

Trunc = truncate position after decimal point

Compare the result with the value of timel and time2 from the text file or command line .
Either timel or time2 must be identical with the calculated value.

Example
The time is 8:16 AM

(1608 * 892) / 763 = 1879,86369...
Truncated value is 1879

Now compare the value your application calculated with both values provided by the text
file or command line. One value has to match the value your application calculated.

2
If your application typically takes longer than one minute to launch, make a second
calculation where you subtract one minute - e.g. time is 8:16 AM - calculate the values for
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8:16 AM AND for 8:15 AM

Runtime Options

e Details Run EXE on secure Virtual Zone )
e Details Run EXE on temporary folder on hard disk] <)

Additional Options

The options are available depending on the selected protection type (Virtual Zone /
temporary folder).

Extract all files

All files are extracted to the Virtual Zone / temporary folder. After the file are extracted, the
EXE file, which was marked as the start file, is started. If this option is not selected, only
the start file is extracted.

Delete all files when EXE is terminated

After the file, which was marked as start file, is terminated, all files are deleted on the
temporary folder. If the Virtual Zone is used, this is done automatically as the Virtual Zone
is removed in the memory when the program terminates.

Run EXE unprotected on installation directory

This option extracts all files to the folder, from which the All-In-One Player was started.
Then the file is unprotected.

One possibility for this option would be to protect an installer. The customer has to

activate the software. Then the installer is extracted and starts. The files are unprotected
after the installation.

Register DLLs

The Virtual Zone allows to register DLLs before the application starts. The registration is
done in a virtual registry, which needs no administration rights. After the program
terminates, the registry entries are removed.

This function does not work with all DLLs and should be used only, if DLLS have to be
protected which have to be registered.

If the registration does not work, you have to remove the DLLs from the project and
register + install it unprotected with an installer.
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Compatibility Mode (Uncheck only in case of errors)

If the protected EXE file does not start, uncheck this option. In case the EXE file comes
with a .config file, this option has to be checked.

Example: Myapp.exe and Myapp.exe.config

Decompile protection only -do not use licensing / copy protection

In case a single EXE file should only be protected against decompilation and no licensing
should be used or the licensing is done by Licence Protector (www.Licence-
Protector.com), then use this option. All licensing settings are ignored and no license file

(.lic) is created.

Display animation during program start to signal waiting time

As the loading of a huge project can take a little bit longer, the display of an animation with
text indicates the user, that the application will start soon.

Advanced Protection

This option checks, if the All-In-One Player file was modified (e.g. a hacker patched the
file). In this case the protected application will not be started.

EXE Build Options

Save each EXE file as single encrypted file
Use this option only if you have multiple EXE files in the project but no additional files like
DLLS, images etc. Each EXE file will use the same license file.

2.7.9.5.2 License file and configuration information

If the main application is an EXE file, the application should work without any
modifications. Only if the EXE files writes configuration files, which should be available
after the next program start, a modification could be necessary.

Test your application. If the application writes configuration files typically on the installation
folder, this folder is not visible any more to the EXE file while it is running. The folder name
can be retrieved reading a text or XML file. The name of the folder, where the EXE file is
stored, can be found in the variable <Install-Path-Player>.

The configuration file also provides additional information like the registered customer
name, time limitation or whether the product is activated or not.

The All-In-One Player provides a file mp-config.xml| and mp-config.txt. This file is
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generated during runtime. If you application runs in the Virtual Zone the file is not visible.
Both files have the same content. Just read the file with the format your application can
handle. The files are created in the same folder, where the EXE file is located.

The files provide a lot of information. Some are for future use and are not explained in this
documentation. You can download a sample of each file. Download Now!

= mp-config.xml
It is an XML file and you need an XML parser to read it.

<Default>

<Install-Path-MMF> - path where the .aipfile (database) can be found
<Install-Path-Player> - installation path of the application

<Player-Name> - name of the All-In-One Player (application name/:s), e.g. myapp.exe
<MMF-Name> - name of the .aipfile, e.g. myappdata.aipfile

<SerialNumber> - the Serial Number used to activate the product

<StartExe> - name of the start file, e.g. yoursource.exe

<AppVersion> - version number|:s of the application

<Licencelnfo>

<Customer> - license holder name. This is the name which was type in during the
product activation

<OEM> - company namel =4 of the software vendor

LicFile - Path and name of the license file

<Modulel>

<TotalLicences> - number of maximum network licenses define in the screen -
License Informationl s or in the Serial Number/2)

<RemainingLicences> - licenses available in a network installation

<ExpiredOn> - Expiry date of the license - if expired on is 30.12.1899 then it is a
version without any time limitation

<RemainingDays> - Days left to evaluate the product or to run the full version. If the
value is -1 then there is no time limitation

<LicenceType> - S - license per Computer, U = license per User, R = license per
concurrent user - defines in the screen - License Information 2z

<DemoMode> - true = Demo/evaluation version, false = Full Version (product is
activated)

<WebActivation> - 0 = status after program start. No Serial Number was applied, 1 =
Serial Number was applied, 2 = product is activated, 3 = erroneous activation

= mp-config.txt
It is standard Windows INI file.

[Default] - Section Name you have to specify if you read an parameter
Install-Path-MMF - path where the .aipfile file (database) can be found
Install-Path-Player - installation path of the application

Player-Name - name of the All-In-One Player (application namel:s), e.g. myapp.exe
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MMF-Name - name of the mmf file, e.g. myappdata.aipfile
SerialNumber - the Serial Number used to activate the product
StartExe - name of the start file, e.g. yoursource.exe
AppVersion - version number| sl of the application

[Licencelnfo]

Customer - license holder name. This is the name which was type in during the
product activation

OEM - company name/ s of the software vendor

LicFile - Path and name of the license file

[Modulel]

TotalLicences - number of maximum network licenses define in the screen - License
Information[ ! or in the Serial Number] 27

RemainingLicences - licenses available in a network installation

ExpiredOn - Expiry date of the license - if expired on is 30.12.1899 then it is a version
without any time limitation

RemainingDays - Days left to evaluate the product or to run the full version. If the value
is -1 then there is no time limitation

LicenceType - S - license per Computer, U = license per User, R = license per
concurrent user - defines in the screen - License Information s

DemoMode - true = Demo/evaluation version, false = Full Version (product is
activated)

WebActivation - O = status after program start. No Serial Number was applied, 1 =
Serial Number was applied, 2 = product is activated, 3 = erroneous activation

The variable Install-Path-Player provides you with the installation path of the application.
This would be the folder where your application previously stored configuration files.

It is possible that the protected EXE file (variable Player-Name) has a different name like
your original EXE file (variable StartExe.)

& Use the name of the EXE file you want to protect in the field: Application Name[ szl
Then the name of the protected EXE file has the same filename like your original
application.

Where should you place your configuration files

As a configuration file needs a read and write access, you cannot place it to c:\program
files folder as there is no write access on this folder for Vista.

Although we found no recommended procedure from Microsoft how to share a file on one
PC for all users, the following installation process will work.

Retrieve folder names
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You can retrieve the folder name via the registry.

Windows Vista
HKLM\SOFTWAREWMicrosoft\Windows\CurrentVersion\explorer\Shell Folders
Common AppData C:\ProgramData\

Windows XP

HKLM\SOFTWAREWMicrosoft\Windows\CurrentVersion\explorer\Shell Folders
C:\Documents and Settings\All Users\Application

Common AppData Data

Create a folder

Save the configuration file to

e Windows Vista - C:\ProgramData\lyourcompany name\appname\app.dat
e Windows XP - C:\Documents and Settings\All Users\Application Data\yourcompany
name\appname\app.dat

By default, standard users on Vista have only Read access and the folder is not visible.
See below how to set write access to this folder.

= Setting Write Access to a folder during installation.

Some installers have built in options to change rights on folders. You cannot use the
standard Windows tool cacls.exe or icacls (Vista) because you have to address the
user / group name you want to change in the language of the operation system - e.qg.
‘'users' or '‘Benutzer'.

There is a tool SetAcl.exe which allows using SID to change the permission. The tool
can be downloaded here: http://setacl.sourceforge.net/html/examples.html .
Documentation for the SID can be found here (only German): http://www.grurili.de/
index.htm|?/Grundlagen/WellKnown_SIDs.htm

Your installer could use the following sequence

e Copy setacl.exe to the installation directory

e Execute Setacl.exe e.g. "maindir\SetAcl.exe" -on "maindir" -ot file -actn ace -
ace "n:S-1-5-32-545;p:full;s:y" - This will set full rights to the group users. The SID
S-1-5-32-545 is used instead of the name users

(note: maindir is the folder name like c:\ProgramData\yourcompany name\appname)
¢ Delete setacl.exe
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2.7.9.5.3 Troubleshooting with EXE files

In case the EXE file does not start or you get unclear error messages, check:

e If the protected EXE file does not start, check the option: Compatibility Mode! <!

e If you get a message: xy.exe could not be found and xy.exe is the name of your
protected application, check the option: Compatibility Mode[ 2

¢ The protected EXE file must not require administration rights when it is running - e.g. it
may not be an installer EXE file or a file which has words like setup or install in the file
name (e.g. elearningsetup.exe). Also if a manifest file is delivered, the manifest file
may not have a definition, that the EXE requires administration rights. For more details
about EXE names and Vista / Windows 7 / Windows 8 read this blog.

e Virtual Zone requires Windows XP to Windows 8

2.7.9.6 Flash (SWF) files

All-In-One Protector comes with an own SWF player, which supports almost all SWF
functions. There are practically no limitations on the file size.

+

e The file size per project (all SWF files together) can be up to 1 GB

¢ Files in SWF format play on all Computers always as the format is integrated in All-In-
One Player

e Protection against video recording - the video cannot be captured using video
capture tools - the unique All-In-One Protector Snapshot Protection|[ 4

e The SWFfile is protected against decompiling and is never visible on the hard disk
while the SWF file is played

¢ All-In-One Player can be distributed for free

e Does not need any installation and does not require administrator rights

e Supports Flash 11

e Works with a network license s«

e The SWF application must be developed to run in a standard flash player. SWF
applications, running only in a Browser, are not supported

e SWF applications, which invoke FLV files, are not supported. The FLV file 331 must be
encrypted separately.

After selecting one or more SWF file(s) in the data import screen, you can configure the
SWF options. Click on the icon @ to open the configuration screen for the SWF

configuration options|:s. If this option is grayed out 4, then no SWF file was selected in
the Data import[: screen.
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See also chapter: Flash Development/«s] how to use special commands or access
license information within the flash application.

=2
Some flash tools create FLASH EXE files which can also be protected - see EXE files| s

Supported operating systems

Py
The Flash file protection is available for o
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2.7.9.6.1 SWFfiles - protection options

=R | | flash-projectmme - All-In

Start | Publish Keys  Activation Server Extras Help
| BT ohE “ | PowerPoint
: (@ Por @ Flash (@] PowerPoint

[EXE§= i i) VideofAudio it Bocel

Basic Data Import
Data Import

)

™

Registration
Options

Flash Options

Display Options

oo

[Smrt with maximized size -

[] Enable Flash Configuration (right mouse dick)

Show Control Bar [nune -

Conversion Options

[7] converting hyperlinks after SWF ending
[ Always use relative paths
[T run in installation directory

Security Options
Prevent Screenshots

Flash Build Options
[7] szve each SWF file as one single encrypted file

Display Options

There are different options to start the All-in-One Player.

Run with Full Screen
This option starts the All-In-One Player in full screen mode.

Otherwise the All-In-One Player uses the screen size defined in the start .swf file.

Start with maximized size
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This option is similar to Run with full screen. It starts with the maximum usable size,
while a title bar to close the All-In-One Player stays at the top of the screen.

Start with default size
The All-In-One Player uses the screen size defined in the start .swf file.

Start with customized size
You can define the width and height of the screen in pixel.

Enable Flash configuration (right mouse click)
This enables the user to use right mouse click within the All-In-One Player and then
print the current page or modify flash settings.

Show Control Bar

Activates a control bar with a Home button. This allows the user to start the main file
(Start fiIe|Tsﬁ) at any time again. Use this feature if you have multiple flash files
connected with hyperlinks and the flash files does not provide a home or any other
navigation feature. Select none if no control bar should be displayed.

@ Home button - activates the Start file[:1]

The control-bar can be placed:

o left

¢ bottom
e right

e fOp

Conversion options
These options allow to automatically make corrections for files which would normally not

run in the standard flash player.

Converting hyperlinks after SWFE ending

If documents like PDF[39) or PPT[ 41) are converted and they have links to other PDF or
PPT files, All-in-One Player can automatically convert the hyperlinks to .swf extension.

Sample
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Original files: filel.pdf and file2.pdf. Filel.pdf links to file2.pdf
Converted files: filel.swf and file2.swf. Filel.swf links to file2.pdf. This link would not work
and is automatically corrected to file2.swf

|
(Q Use this option only if needed. Hyperlinks e.g. using a xml configuration file will not
work because they are also converted.

Always use relative paths

If documents like Word link to other documents in subfolders with these documents linking
back, it is often necessary to use a relative path to link back like ...\filel.doc (instead of .
\folder1\filel.doc).

Sample

c:\program files\folder1\filel.doc U links to \subfolderl\file2.doc

c:\program files\folder1\subfolder1\file2.doc U links to ...\filel.doc instead using .\folder1l
\filel.doc

Using the option Always use relative path will support this kind of hyperlinks.

& If the application loads but the configuration text provided via an XML file is missing,
try again using the Option Always use relative path.

Run in installation directory

This options can be used if EXE files[ss are started. The All-In-One Player provides the
path where the encrypted database is stored as the path where the EXE file is started.
This option can be used if the EXE file has problems with configuration files.

Security Options

Prevent Screenshots

Check this option to get a protection against video recording - the video cannot be
captured using video capture tools - for more details see All-In-One Protector Snapshot
Protection|

Flash Build Options

By default, the option: Save each SWF file as one single encrypted file is UNchecked. All
flash files and the complete folder including subfolders will be saved in one, singe
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2.7.9.7

encrypted database (.aipfile file). This is always required if you want to protect a flash
application which consists of multiple files

Only if you have several single flash files which are not linked together, check this option.
Each encrypted SWF file is then visible as a separate file and can be opened with a
double-click.

PDF files

All-In-One Protector comes with an own PDF Viewer |+ which allows a native protection
of PDF files. Most features of the standard PDF Reader are supported and the PDF
Viewer is highly configurable.

Using the All-In-One Protector PDF Viewer/.

+

o Nearly the full feature set of PDF is supported including thumbnails, bookmarks, search
pane, zoom or different navigation options

e Supports hyperlinks within a PDF file

e Basic form fields are supported

e The All-In-One Protector PDF Viewer can be individually configured - e.g. allow
searching but no printing and no thumbnails

e No conversion required - PDF can be used as it is

A menu application/s:] can directly open one protected PDF file

¢ Printers like PDF, Flash, XPS or file printers can be blocked - only paper printers are
allowed

e Limit number of prints

e Protection against screen recording - the PDF file cannot be captured using capture
tools - the unique All-In-One Protector Snapshot Protection| s

e High Security using strong encryption

e Supports PDF 1.7 (Adobe 8)

¢ All-In-One Protector PDF Viewer can be distributed for free

e Does not need any installation and does not require administrator rights

o Works with a network licensel szl

e Own PDF Viewer for MAC OS X:s3!

¢ Hyperlinks from one PDF file to another PDF file are only supported with limitations
¢ Adobe Portfolio files are not supported
¢ Video files, embedded in the PDF file, are not supported

After selecting one or multiple PDF file(s) in the data import screenl 7], you can configure

the PDF options. Click on the icon @, to open the configuration screen for the All-In-One

POF |

Protector PDF Viewer[ w3\, If this option is grayed out , then no PDF file was selected in
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the Data import|:s7] screen.

« Configure the [sAll-In-One Protector PDF Viewer

/A
& The PDF file may not be password protected (open or save) - all security
settings must be set to none for the PDF file before you import it.

There are also other ways to protect a PDF file. More Information[ ss).

Supported operating systems

The PDF file protection is available for #= and [Mac

-
= Shrink your files

If you distribute files via download link, you try to make the file size as small as

possible. Especially when you encrypt the files with All-In-One Protector, having a
smaller file size decreases the time needed to decrypt the file. We have tested one
tool - NXPowerLite - in combination with All-In-One Protector.

NXPowerLite reduces PDF, PowerPoint, Word, Excel and JPEG files without quality
loss up to 95%. Optimized files remain in their original format and don’t need to be
unzipped. Thus the files can be protected with All-in-One Protector without any
modifications.

Home Page NXPowerLite - more information and evaluation version

F

B
A
MIRAGE MAKES NO REPRESENTATION, WARRANTY, OR GUARANTY ASTO
THE RELIABILITY, TIMELINESS, QUALITY, SUITABILITY, TRUTH,
AVAILABILITY, ACCURACY OR COMPLETENESS OF THE SOFTWARE
MENTIONED IN THISTUTORIAL. MIRAGE DOES NOT REPRESENT OR WARRANT
THAT (A) THE USE OF THE SOFTWARE WILL BE SECURE, TIMELY,
UNINTERRUPTED OR ERROR-FREE OR OPERATE IN COMBINATION WITH ANY
OTHER HARDWARE, SOFTWARE, SYSTEM OR DATA, (B) THE SOFTWARE WILL
MEET YOUR REQUIREMENTS OR EXPECTATIONS, (C) ERRORS OR DEFECTS
WILL BE CORRECTED, OR (D) THE SOFTWARE IS FREE OF VIRUSES OR OTHER
HARMFUL COMPONENTS. YOU ARE RESPONSIBLE TO ENSURE THAT THE
SOFTWARE ISUSED WITHIN THE LIMIT OF THE LICENSE AGREEMENT OF THE
SOFTWARE.
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THE SOFTWARE ISPROVIDED TO YOU STRICTLY ON AN "ASIS'BASIS ALL
CONDITIONS, REPRESENTATIONS AND WARRANTIES, WHETHER EXPRESS,
IMPLIED, STATUTORY OR OTHERWISE, INCLUDING, WITHOUT LIMITATION,
ANY IMPLIED WARRANTY OF MERCHANTABILITY, FHITNESSFOR A
PARTICULAR PURPOSE, OR NON-INFRINGEMENT OF THIRD PARTY RIGHTS,
ARE HEREBY DISCLAIMED TO THE MAXIMUM EXTENT PERMITTED BY
APPLICABLE LAW BY MIRAGE.

See also
All-In-One Protector PDF Viewer options| 7|
Menu application|s)

2.7.9.7.1 PDFfiles - protection options

PDF Options

This screen allows you to configure the All-In-One Protector PDF Viewer options.

BB H office.aipproject - All-In-One Protector
Start | Publish Keys  Activation Server Extras  Help

E,: ) :} & Flash |gd] PowerPoint [ Word LY r

eo/Audio g ; Excel Registration
Options Activation Screens A Languages Licenses
Data Import Screens

.!. Images

A
L

IEE Data Import

PDF Options

PDF Build Options Show Panes

Save each PDF file as single encrypted file Page Layout [[Inavigation Pane

Security Options Page Navigation Allow Snapshot Tool of the PDF Viewer
Prevent Screenshots Bookmarks [Istart in Fullscreen mode

Allow Printing [ bisplay Bookmarks on open [[]5how dose button

Allow printing only on paper printers Thumbnails

[C] allow Select and Copy [ nisplay Thumbnails on open

[[] oo NOT encrypt FOF files [ Search Pane

[ Limit number of print copies {per project)

Number of print copies l:l -

Show Toolbar

Menu Bar

Rotate View

Zoom

Find

Large PDF file (over 100 MB)

Use fast standard encryption

Premium Plus Options
Allow Markups
| Allow to modify and save the PDF file

Limit number of pages in trial version =

PDF Build Options
By default, the option: Save each PDF file as one single encrypted file is checked. Each
encrypted PDF file is visible as a separate file and can be opened with a double-click.
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If this option is unchecked, all PDF files are stored in one single .aipfile file and a menuls:)
is required, to display the files.

@ Security Options

e Prevent Screenshots - Protection against screen recording - the PDF file cannot be
captured using capture tools - for more details see All-In-One Protector Snapshot
Protection| sl

¢ Allow Printing - enable or disable the print button

¢ Allow printing only to paper printers - If printing is allowed, it can be restricted to paper
printers. All-In-One Protector filters out PDF, Flash, XPS and file printers.

There is a new printer icon ﬁ in the All-In-One Protector PDF Viewer if this option is
enabled.

¢ Allow Select and Copy - this enables the option to copy and paste text from the PDF
document

e Do NOT encrypt PDF files - The PDF files are stored without encryption. If PDF files
are invoked from PowerPoint, EXE or flash, they cannot be protected. Do not encrypt
the PDF files or don't import it. ( For flash see start PDF fiIesEﬁ)

If this option is changed you have to reimport the files using the button: Read Files from
Folder

¢ Limit number of print copies. If printing is allowed, the number of print copies can be
specified. If no print copies are left, an Activation Key can be sent to the user to allow

more prints. Details see chapter: Additional License|zs:[There is a new printer icon 5@ in
the All-In-One Protector PDF Viewer if this option is enabled.
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Select Printer @ .

Select Prinker

HF Desklet 970Cx [redirected 2]
HF Desklet 970Cse [redirected

MIBAGE-02-01%HP Desklet 370Cse

Mumber of copies: A
[3 print copies pogsible]
Fage Fange

o Al

" Current Page

(" Pages:

Enter either a single page number or a single page range.
For example, 512

Prirt Cancel

Y \

e If the project includes several PDF files, then the option is valid for all files. Example:
Number of Copies = 1 allows to print only one document but you cannot select which
one

e Every print counts, even if only one page is printed

e If you change this option, you have to select Read files from folder[ ! in the Import
Screen again

e If this option is selected, a reinstallation on the same PC is not possible.

= Show Toolbar

Allows to enable a toolbar like zoom or find or to display a menu bar.

%] PDF Viewer
— Toolbar
File Edit View Document Tools Window Help

¢ Open... = L =1 y ' \'? ﬂ\: -J?&Z:mmlnv 11 _1:'-‘: * d 100%: - J *® - %D'& I

e Menu Bar - enable or disable the menu bar (File, Edit, View etc.). This option is
necessary if you activate a pane window like thumbnails. If the user closes this
window he can open it again using the menu
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Rotate View - enable or disable the option to rotate a PDF file

Zoom - enable or disable the zoom

Find - enable or disable the search functionality

Navigation Pane - enable or disable additional navigation options

¢ Allow Snapshot Tools - The snapshot tool allows to make a photo of the screen (print
screen functionality). Enable this option with care. Note: This is an inbuilt functionality
of the All-In-One Protector PDF Viewer. Other snapshot tools could capture the
screen, even if this option is disabled. To prevent screen shots, check this option[ 2.

= Show Panes

A pane is a small window on the left or right side (sometime on the bottom) of a PDF
document.

File  Edit

- & Open... ~

Pages

@ Q|5 i

e Page Layout - enables multiple page viewing or continuous page viewing

¢ Page Navigation - adds an option to browse through the document, displays the
number of pages and allows to jump directly to a page

M| 1+ o= p W

e Bookmarks - adds a window to display the bookmarks. If Display Bookmarks on
open is selected, this screen appears when the document is loaded. Otherwise it can
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be selected using the menu bar.

5 Open...*l_—ﬂ? |J___,i
x

Bookmarks
'@% e |(_ NE'.-’-.'|
i E|:|it| e |§

ﬁ Using this Tutorial
j& video Tutorial
. PartI -Learning the
= hﬁ* Basics
ﬁ About Part I
jy Latest Updates

Installation -
ﬁ Windows Vista -

System

Requirements

Multimedia

. Protector -
= ﬁ Background

Information

Favored

% Flash/HTML/Co

nversion Tools
'l% Getting started

.. PartII - Enhanced
ﬁ Features

e Thumbnails - adds a window to display a small preview of each page. If Display
Thumbnails on open is selected, this screen appears when the document is loaded.
Otherwise it can be selected using the menu bar.
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Fages ®

@ @ |5 i

e Search Pane - adds a window with extended search features

B

Search PDF

x

What word or phrase would you like to search for?

’@: Search Mow

Where would you like to search?

fﬁ Options

E Dokumente

Search summary: 0 documents, 0 entries

=
ol

¢ Allow Snapshot Tool of the PDF Viewer
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Enables a snapshot tool within the PDF Viewer which allows the user to make a
snapshot of the PDF file. The tool can be accessed within the menu Tools, Basic

Tools, Snapshot Tool

e Start in full screen mode

The PDF document is opened in full screen mode (without a menu). Using the ESC
key displays the menu. F10 switches back to full screen mode.

e Showclose button
Adds a close button. Recommended in combination with Start in full screen mode

] fiyer-aip-en.pdf

o

File Edit View

Docurr

Pages

@ Premium Plus Option

¢ Allow Markups
See Allow Markups, comments and notes| 2|

¢ Allowto modify and save the document
The user can modify the PDF content (e.qg. fill out a form) - when the file is closed the

modifications are saved.

A Save button and Save As button is added. Using Save As allows to save the PDF file
encrypted with a new name.
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J

i

=]
5 Open.. ~| bl ad G ™
@ Rages R

&

File Edit View Document

e Limit number of pages in trial version

If the product is in evaluation mode/«), you can limit the number of pages which are
displayed. This option is not available if markups are allowed or the pdf file can be
modified

* This feature requires the All-In-One Protector Premium Plus| 5 or Multi-Platform
Edition.

% All-In-One Protector PDF Viewer uses the language of the operating system and not
the language, which is defined for the All-In-One Player in the screen - Player Options [Leel.

Example: The registration dialogues of the All-In-One Player are in English, the operating
system is in Russian, then then All-In-One Protector PDF Viewer will start with Russian
user interface.

Use Audio and Video inside a PDF file

It is not possible, to use an embedded audio or video file inside the PDF file but it is
possible, to make a link to an audio or video file.

¢ Add a hyperlink in the PDF file to the audio or video file
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o Import all files (PDF, Audio, Video) and make the PDF file the start file
e Check the Runtime Option, Extract all files

The Audio and Video files will not be protected. They run in the default player of the
system.

Large PDF files

If a PDF file has more than 250 MB file size, select the option: Use fast standard
encryption . This option only uses the PDF default encryption. the PDF file can only be
opened using the <%MPPDFVIEWER%.

The user gets the following files in the file explorer

I!J flyer-cdc-salesforce-de. pdf b ;
&, office.aippdf t
15 office.exe

|| efficelic

The file can only be opened using the All-In-One Protector PDF Viewer or with a double-
click on the .AIPPDF file.

If you use the Installation Manager| s, you have to additionally copy the file with the
extension PDF.

2
e This option can only be used if the project consists of one single PDF file. If the project

includes additional office files, a sub project[ i has to be created for the single large
PDF file

e If your PDF file has links to audio files, then you have to provide the audio file on the
same folder. If you additionally select Extract all files, then all other files will be placed on
the temporary folder.

Error Messages

Error messages which can appear during loading of the protected file

= This document can only be viewed because you don't have permission to save / modify
the file.
The user does not have a write permission to save changes made on a protected file
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2.7.9.7.1.1 Allow Markups, Comments and Notes

The option: Allow Markups and save PDF[ 7l

allows the user to add notes to a protected PDF file or highlight text. Acomment
toolbar is added In the All-In-One Protector PDF Viewer.

E 8.6 TEI X 2A/00900CK £ H0owar]-,

With the comment toolbar the user can:

e Add a note

e Add own text

e Highlight or underline text

e Add arrows or lines

e Use a pencil to draw

¢ Add a stamp like confidential

After changing the document, the PDF file is encrypted again and saved. The file must
be on a hard disk or USB flash drive. Files on a CD / DVD cannot be modified.

)

Markup and notes can be exported and imported in another PDF file again. This allows
you sending an updated PDF file to a customer where the customer could then import
notes from an older version of the PDF file.
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flyer-aip-en.f
Comments | Tools Window  Help
.| & Flatten Comments... o @v
Summarize Comments... 1
] | £ & | % Comrr )

Show Comments ¥

Import Cornments...

Export Comments to Data File...

Show Comments List AI I-l n-on .

Show Comments Styles Palette

Office Documents, POF, PPT, Fla

Multimedia- & Suftuﬁn

All-in-One Protector protects in

conference materials, e-learnin
M, | prosentaions, (=] against

t This feature requires the All-In-One Protector Premium Plus/ 5 or Multi-Platform
Edition.

2.7.9.7.2 PDF files for MAC OS X

Coming soon. Contact sales@mirage-systems.com for a beta version.

Projects for MAC OS X do have some differences to Windows projects. Find out more in
the chapter: MAC OS X projects - special features| .l

If PDF files are protected, an own All-In-One Protector PDF Viewer.APP file is added as
well as a license file for MAC. The All-In-One Protector PDF Viewer is digitally signed
(mandatory requirement for downloads on MAC OS X) and therefore cannot be
customized with an own icon.

The following options for PDF files on MAC OS X are supported. Options not listed will
only work for PDF files on Windows

¢ Allow Select and Copy

¢ Allow Printing

e Prevent Screenshots

e Show Panes. Thumbnails

To create protected files for Windows and MAC just check the option: Create MAC
compatible PDF files
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RS
File Start | Publish Keys  Activation Server Extras Help
— G ot
o - & Por &
] 1
. |24q Windows L) Video/Audio
Basic Data Import : f
Data Import

PDF Options

PDF Build Options

Save each POF file as single encrypted file
Create MAC compatible PDF Files

Security Options
Prevent Screenshats

[ Bllrwss Primtinn

When the project is published, it includes the Windows and MAC All-In-One Protector

PDF Viewer and also additional configuration files.

o Office Viewer.app (MAC All-In-One Protector PDF Viewer)

o Office Viewer.exe (Windows All-In-One Protector PDF Viewer

¢ Office Viewer.aipmacfile (MAC configuration file)

o Office Viewer.aipfile (Windows configuration file)

¢ Office Viewer-mac.lic (MAC license file)

o Office Viewer-win.lic (Windows license file)

o XY.aippdf (protected PDF file for Windows and MAC)
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AW =
Home Share Wiew
T ;) ¥ ThisPC ¢ Documents » All-ln-One Protector » P
o P
- Favorites Name

B Desktop | . Office Viewer.app
4. Downloads &1, Flyer-CDC-salesforce-en.aippdf
= Recent places &1, Flyer-CDC-zalesforce-en-thumbnail .aippdf
£ iCloud Drive (Ma [ 3§ Office Viewer.aipfile
e Box Sync (Mac) || Office Viewer.aipmacfile
% iCloud Drive 12 Office Viewer.exe
% iCloud Photos || Office Viewer-mac.lic
# Photo Library (M || Office Viewer-win.lic
& Dropbox for Busi

,flz
{ -

The beta version has the limitation, that the project can only contain PDF files but no other
files (like PPT or Excel). If you need to protect additional files, create a Sub Project/ w1l

& This feature is available only in the All-In-One Protector Multi-Platform Edition.

2.7.9.7.3 Information missing in PDF file

The All-In-One Protector PDF Viewer will display the PDF file nearly in the same way like
the Adobe PDF Reader. There could be slight differences.

e Images - if an image is missing or slightly different and you are using Adobe Acrobat /
Distiller for PDF creation, try to change the settings for the images. Otherwise use the
PDF converter, which comes with Office 2007 or a freeware PDF converter (like http://
www.pdfforge.org/products/pdfcreator/). They have simpler image conversion.

e Forms are supported only in a limited way

e Embedded videos are not supported
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2.7.9.8 PowerPoint files

All-In-One Protector protects PowerPoint files (extension pptx) either by displaying the
files in PowerPoint 2007 / 2010 / 2013 / 2016 / Office 365 or using the free PowerPoint
Viewer in case the user does not have PowerPoint installed. In case the file is opened
within PowerPoint, options like save or print are removed.

PowerPoint Protection

+

« Supports the full feature set of PowerPoint 2007, 2010, 2013, 2016/ sl - 32bit and
64bit PowerPoint. PowerPoint 2003| sl files can be protected with less options.

¢ The level of protection can be individually configured - e.g. do not allow printing or don't
allow copy using the clipboard

e If the user does not have PowerPoint installed the free PowerPoint Viewer is
automatically downloaded

e The user can change and save the PowerPoint content d"

« Amenu application[s:1 can directly open one protected PowerPoint file

¢ High Security using strong encryption

¢ All-In-One Player can be distributed for free

e PowerPoint, PowerPoint and PDF files can be mixed within one All-In-One Protector
project

e Does not need any installation and does not require administrator rights if
PowerPoint is already installed on the end user machine

o Works with a network license[ szl

¢ Hyperlinks from one PowerPoint file to another PowerPoint file are only supported with
limitations

After selecting one or multiple PowerPoint file(s) in the data import screenl =7, you can

configure the PoerPoint options. Click on the icon E, to open the configuration screen . If

this option is grayed out **, then no PowerPoint file was selected in the Data import[ =1
screen.

e Configure PowerPoint protection| |
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Supported operating systems

Py
The PPT file protection is available for A

2
= Shrink your files

If you distribute files via download link, you try to make the file size as small as

possible. Especially when you encrypt the files with All-In-One Protector, having a
smaller file size decreases the time needed to decrypt the file. We have tested one
tool - NXPowerLite - in combination with All-In-One Protector.

NXPowerLite reduces PDF, PowerPoint, Word, Excel and JPEG files without quality
loss up to 95%. Optimized files remain in their original format and don’'t need to be
unzipped. Thus the files can be protected with All-in-One Protector without any
modifications.

Home Page NXPowerLite - more information and evaluation version

Ek\
MIRAGE MAKES NO REPRESENTATION, WARRANTY, OR GUARANTY ASTO
THE RELIABILITY, TIMELINESS, QUALITY, SUITABILITY, TRUTH,
AVAILABILITY,ACCURACY OR COMPLETENESS OF THE SOFTWARE
MENTIONED IN THISTUTORIAL. MIRAGE DOES NOT REPRESENT OR WARRANT
THAT (A) THE USE OF THE SOFTWARE WILL BE SECURE, TIMELY,
UNINTERRUPTED OR ERROR-FREE OR OPERATE IN COMBINATION WITH ANY
OTHER HARDWARE, SOFTWARE, SY STEM OR DATA, (B) THE SOFTWARE WILL
MEET YOUR REQUIREMENTS OR EXPECTATIONS, (C) ERRORS OR DEFECTS
WILL BE CORRECTED, OR (D) THE SOFTWARE IS FREE OF VIRUSES OR OTHER
HARMFUL COMPONENTS. YOU ARE RESPONSIBLE TO ENSURE THAT THE
SOFTWARE ISUSED WITHIN THE LIMIT OF THE LICENSE AGREEMENT OF THE

SOFTWARE.

THE SOFTWARE ISPROVIDED TO YOU STRICTLY ON AN "ASIS'BASIS. ALL
CONDITIONS, REPRESENTATIONS AND WARRANTIES, WHETHER EXPRESS,
IMPLIED, STATUTORY OR OTHERWISE, INCLUDING, WITHOUT LIMITATION,
ANY IMPLIED WARRANTY OF MERCHANTABILITY, FITNESS FOR A
PARTICULAR PURPOSE, OR NON-INFRINGEMENT OF THIRD PARTY RIGHTS,
ARE HEREBY DISCLAIMED TO THE MAXIMUM EXTENT PERMITTED BY
APPLICABLE LAW BY MIRAGE.
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Known Problems

e PPT with hyperlinks to other PPT files| o]

2.7.9.8.1 PPT files - protection options

PowerPoint protection options

The PowerPoint file has to be saved as PPTX, PPTM file. For PPT files with hyperlinks to
other PPT files click herel s\

This screen allows you to configure the PowerPoint protection.

T15F -Ei - .
= B{ =2 | Office-Files.mme = All-In-Gn

Start | Publish Keys  Activation Server Extras Help
- 0 W3 Fasn i A
— EE roF & Fast @ PowerPaoint %_
@' - =

15 EXE T video/Audio @ Excel Registration

Fasi Data Import Options 2

Data Import

Settings for PowerPoint

PowerPoint Build Options
[¥] save each PowerPaint file as single encrypted file

Security Options
[ allow Printing
[ Allow Select and Copy

Runtime Options

[T 5tart Presentation automatically
Extract all files

PowerPoint Viewer

[ Allow PowerPoint Viewer
Download Link if PowerPoint Viewer is missing http:ffwww.microsoft. comfen-us/download/details. aspx?id=13

Mote - Printing cannot be disabled if the file is opened with the Viewer

Premium Plus Options

[ allow to modify and save the PowerPaint file
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PowerPoint Build Options

e Save each PowerPoint file as single encrypted file - this should be the default if you want
to protect multiple PowerPoint files or a combination of Excel, PPT and PDF files. Only
if you have PowerPoint files which have links to other PowerPoint files you have to
uncheck this option

Security Options

¢ Allow printing - check this option if you want to allow printing
¢ Allow Select and Copy - check this option if you want to allow that the PowerPoint
content can be copied using the clipboard

AN

If Select and Copy is not possible, the clipboard is locked for all applications as long as
the protected PowerPoint file is opened

Shortcuts which would allow to open or manipulate a file (like ALT + F8 or ALT + F11) are
disabled. F12 (save) will terminate PowerPoint.

Runtime Options

e Start presentation automatically - this option will automatically launch the presentation
(only relevant when opened in PowerPoint). The user cannot change the presentation.
e Extract all files - see PowerPoint build options above s

Allow multiple Word / Excel / PPT files to be open at the same time
Select this option if there should be no limitations how many office files are open at the
same time

PowerPoint Viewer

If you allow to use the PowerPoint Viewer, the user will get a message to download the
Viewer if PowerPoint is not installed on his computer. The download link should go to the
latest PowerPoint Viewer. You can change the link in case there is a new PowerPoint
Viewer available.

AN

¢ Printing cannot be disabled when the PowerPoint Viewer is used
e PowerPoint Viewer is not yet supported on Windows 10
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Premium Plus Options #

¢ Allowto modify and save the PowerPoint file

The user can modify the PowerPoint content or add data - when the file is closed the
modifications are saved.

File Save - Password

AN

You have to remove all passwords (open and modify password) from the office file before
it can be protected.

Error Messages

Error messages which can appear during loading of the protected file

= The PowerPoint file can not be opened because PowerPoint is already running. Please
close all instances of PowerPoint.
A protected PPT file can only be opened when PowerPoint is not running.

= This document can only be viewed because you don't have permission to save / modify
the file.
The user does not have a write permission to save changes made on a protected file

2.7.9.8.2 PPT 2003, PPT with hyperlinks

PPT 2003 requires to add the PowerPoint Viewer within the project. You cannot select
options| =4 like it is possible with newer PPT Versions. Links von einer PPT Datei zur
anderen PPT Datei werden unterstitzt.

All-In-One Protector uses the PowerPoint Viewer to play the protected files. By default, the
PowerPoint Viewer is installed when you install PowerPoint, so that you can use the
Viewer with the Package a Presentation for CD option. Otherwise you can download the
Viewer from the Microsoft Website. Just search in the Online help of PowerPoint how to
download the Viewer.

There are 2 steps to protect the PowerPoint presentation.

Create a Presentation for CD (requires PPT 2003, 2007)

The following description refers to PowerPoint 2003
¢ On the Microsoft file menu, select Package for CD

e In the Package for CD dialog box, in the Name the CD box, type a name for the CD
presentation
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e Click Options. Under Package type, you must select: Viewer Package (update file
formats to run in PowerPoint Viewer), and then select an option in how presentations
will play in the viewer list

e To ensure that files that are linked to your presentation are included in the package,
select the Linked files check box

e Specify a password for modify/edit (password to open the file should be empty ). This
adds just additional security

¢ Click OK to close the Options dialog box

¢ Click Copy to Folder, enter a folder name and location, and then click OK.

& Create a new folder where you only store the files for this project

Import the files in All-In-One Protector

Now import/ = all the files from the project folder you created and mark pptview.exe as
startfile using the button Define as starting file. Ared icon signals the start file.

The import screen would show the following files if you are using PowerPoint 2003.

=Bl | ppt2003. mrne All-ln-One Protectar

Start | Publish Keys  Activation Server Extras Help

- @ FoF @ Flash () PowerPoint ¥ = || mages
- = =3
Basi E EXE [ video/Audio (5] Excel Registration BTG o
asic Data Import Options Activation Screens Ao guag
Diata Import Screens

Data Import

Enter the path of the folder or click on the button Select Data Folder

|e||ungen'|,.°.lle'|,Eigene Dateienipresentation | Read files from folder I Define as starting file l
Select Data Folder [ Rafrach calactad filee l I Delete l
Media File State
How to protect & autorun.inf ok
) . @ cti-data-connector.ppt ok
Audio ! Music & odiplus.di ok
Excel Files & intldate.di ok
EXE Files & play bat ok
Imanes | Phokos & playlst bxt ok
PDF Files & Dpt"iewl' :Tle 0:
wlintl, o
PPT/PPT: Files . PR
- & pvreadme htm ak
Wideos & saext.dl ok
“wiord Documents & unicows.dl ok
HTML
How ko use & meny

Import Screen - PPT Viewer selected

The PowerPoint file and the PowerPoint Viewer are stored in one single, encrypted file.
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The user does not need to have PowerPoint on his computer. While the PowerPoint
presentation is playing, it cannot be modified, saved or copied.

= Make sure, that you select the folder with the file pptview.exe. If you would import a
folder like ..presentation\pptview.exe you get an error message during runtime: playlist.txt
can not be found.

Tips & Tricks

Use a menu if you have multiple PPT files

“  The project can contain multiple PPT files as long as they are linked - e.g. PPT filel
has a link to PPT file 2

If you have multiple PPT files, which are not linked, we recommend making a menu in
PowerPoint (just a presentation with one slide) and link to each presentation.

Example
e Menu.ppt links to coursel.ppt and course2.ppt

e In course2.ppt you add a link to menu.ppt
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E-Learning
made Easy

e

=
4

1 : : FuBzeile
I A

PPT Menu

You can then pack all presentations in one database. The menu slide must be the slide
you use when you select Package for CD (see above) - all other slides will be added
automatically.

If the size of all presentations exceed 250 MB, you have to split the project into several
databases/.x] (one project for each PPT file) and use a different menul sl Otherwise, the
time to load the presentation would take too long.

Compress large PowerPoint files

To significantly reduce the size of a PPT presentation, use a tool like http://
WWWw.pptminimizer.com
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2.7.9.9 Video / Audio files

All-In-One Protector comes with an own video player, which is capable of playing almost
all video formats, which are available on the end user system. There are practically
no limitations on the file size.

All video files are converted to the special All-In-One Protector video format with the
extension .MPVIDEO

The file format supports

e File size per video can be up to 1GB

e Protection against video recording - the video cannot be captured using video
capture tools - the unique All-In-One Protector Snapshot Protection[ .

e Can play audio files

e A user can just click on a video file to play it

¢ The video is streamed - only small parts of the video are loaded into the memory and
the video plays instantly

o SWF[42) format is not supported as this file format is covered with the inbuilt flash player
of All-In-One Protector

e Works with a network license s«

Important information about the video / audio formats

To play a specific video / audio format (e.g. WMV, AVI, MOV, MP3 etc.) a codec for this
format must be installed on the end user PC. All-In-One Protector Video Player does not
include any codec. It uses the one which is available on the end user system. If you
deliver a video or audio file in a format which is not included in the default Windows
installation, you need to provide a download link to the end user for the codec you need.

e For MOV files (Quicktime) it is not sufficient to install the Quicktime Player, as this
player does not install the codec for other players (see codec download below)

e AVlfiles are a container format which can contain video and audio files in different
format. You have to check which formats are used

e Files in Mrssﬁ format require an installed flash version

e Although MP4 is ideal for high resolution videos it has the disadvantage, that the user
would often have to download the codec. It is therefore more user friendly to use WMV
or FLV

Depending on the Windows Operating System and service pack, there are different

codecs installed by default but you could always use WMV, FLV for video and WMA for

audio. MP3 was included in Media Player 10.

e List of codecs included with XP and Media Player 9 / 10 and advanced information
about codecs in Windows
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Codec Download

If you use other video formats, include a link to download a free codec, e.g. from
www.shark007.net or www.codecs.com or . Always the 32bit codec has to be
downloaded (even on a 64bit operating system) as All-In-One Protector Video Player is a
32bit application.

A good strategy is to place a codec package installer on the CD you deliver or offer the
user a direct link to such a codec pack (check the copyright note of the publisher how you
may deliver it). There are packs which contain a lot of codecs like:

e http://www.mediacodec.org/download

e http://www.codecs.com/download/K_Lite Codec_Pack.htm

o http://www.shark007.net/vistacodecpackage.html

e http://www.xpcodecpack.com

e Some software vendors like Camtasia have own codecs (e.g. compressed MP4) -
Codec download

For the very rare situation that a user does not have the flash player installed, you can add
the following link for FLV files: http://get.adobe.com/flashplayer/

File Names

All protected files will get the extension .mpvideo

Example: The video coursel.wmv will have the name coursel.wmv.mpvideo

courseluwmy.mpviden coursedwvmy.mpviden courseduvmyimpvideo
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Supported operating systems
Py
The video file protection is available for A

See also

Video / Audio options| sl
Video - Online Streaming] zo0)
Video - Encryption Error| zo2)

Note: The internet pages of third parties to which we refer via hyperlinks are the
responsibility of those providers.

2.7.9.9.1 Video / Audio options

Step 1 - Create a special video / audio project

When you create a project, you have to select the option: Video / Audio Project

Create new project

Mame of new Project |uidenprujer:t |
Path for storing the new project |D:‘|,Drnpbnx'|,Deuelnpment‘y5.ID Prnter:b:ir‘|
IEi Video Audio Project I
Create

Step 2 - Import video or audio files

Select a folder with video or audio files. Then select the file, which should be loaded as
default file when the player starts and press the button: Define as starting file. The file is

marked with a green icon €
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BB H |
Start | Publish Keys  Activation Server Extras

G FoF & Fiash
=

Basic

Data Import

(EXE B3 Video/Audio

videoproject.mme - All-In-One Protecior

‘Vf _:l_JI i Images
Options — =
Registration Activation Screens \AJ Languages
Screens

Data Import

Enter the path of the folder or didk on the button Select Data Folder

Read files from folder

Define as starting file

Select Data Folder Refreshselectad files Delete
Media File State
How to protect 4 20110528 wmvy ok
: . 4 525_lektion_01.09.flv ok
Audio | Music P wildife-hdvideo. wmy | ok

EXE Files
Images [ Photos

Step 3 - Define Video / Audio options

Click on the icon - to open the configuration screen for the Video / Audio options. If this

option is grayed out , then no video files are selected or it is not a video/audio project

(see create project|sss)).
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BB K videoprojectaipproject - All-in-Cne Frotector
Start | Publish Keys  Activation Server Extras  Help k
—— = . . —
Lo (POF ol g Flash &l PowerPoint [ Word v ="
- = =3
Basi |20 windows ([ Video/Audio | [ Excel [ mac Registration
asic Data Import Options Activation Screens
Data Import Screens
Security Options
[#Prevent Screenshots

|:| Remove screenshot protection if operating system does not support it

URL for online streaming

Download link if video codec is missing www.shark007.net

Codec Name divx

|:| Use own encryption key
Play video only once
[ pisable menu

[ Disable timeline

Security Options

Prevent Screenshots

Enable the unique All-In-One Protector screenshot protection features. For details click
here.

Remove screenshot protection if operating system does not support it

The option is only available, if the prevent screenshots option is selected.

This option is relevant for Windows XP with older graphic cards, that do not allow to
enable the screenshot protection. As a result, the video would not play at all as capturing
of the video file can not be prevented. If you check the option - Remove screenshot
protection if operating system does not support it - the video will play but without any
protection against screen capture.

URL for Online Streaming

If the video file should not be downloaded but directly streamed from a web server, type in
the URL here - details see Online Streaming

Example: http://www.myserver.com/myvideo.wmv.mpvideo

See also: Video - Online Streaminqm
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# This feature requires the All-In-One Protector Premium Plus/ 25 or Multi-Platform
Edition.

Download Link if video codec is missing

Specify the download link and the name of the required codec/ =1 here.
If a video cannot be played on the PC of the user because the required Codec is missing,

an error message appears with the option, to download the missing codec. If this field is
left empty, a default download link is used.

Use own encryption key

This option is only for backward compatibility in case you have used an own encryption
key with Multimedia Protector.

Play video only once

Once the video has ended, the All-In-One Protector Video Player will terminate.

This option is not supported with FLV files.

Disable Menu

Disables the menu of the All-In-One Protector Video Player. Also right mouse click is
disabled which would allow to open a new video.This e.g. prevent that a new video can be
loaded using the menu option.

Disable timeline

Disables the timeline of the All-In-One Protector Video Player including shortcuts like
forward / backward. This prevents that a video can be played multiple times.

This option is not supported with FLV files.

Step 4 - Open a protected video / audio file
A protected video/audio file can be opened in 4 ways:

¢ Click on the file with the extension.mpvideo

¢ Start the EXE file ((All-In-One Player)) and then select a video in the file open dialogue

e Use a menu application[=:21 which opens the mpvideo file with an hyperlink like it would
open a document with the extension pdf or doc

e Use a menu application[s: which starts the All-In-One Player with the command line -f
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filename.mpvideo - see Open a database] s

2.7.9.9.2 Video - Online Streaming

The All-In-One Protector Video Player supports streaming a video through an Internet
server.

Step 1 - Create a Video Project
Create a video project as described here[ s

The result should be similar like in the screen below (select: Publish for CD[ )

£k | autorun.inf

#; lessonl flv.mpvideo
&, lesson2 wmv.mpvideo
¥, lessond.avi.mpvideo
#; lessonS.wmv.mpvideo
&, lessonb.avi.mpvideo
&, leszor3.flv.mpvideo

§ videoproject.exe

|| videoproject.lic

[E videoproject.rmmf

¢ Videoproject.exe - this is the All-In-One Player application

e videoproject.lic - this is the license file

¢ Videoproject.aipfile - this is the project file which is distributed

o Several files with extension .mpvideo - these are the encrypted video files

Step 2 - Publish

e As publish option, check: Version for online streaming/ 2=
e Select Publish for Download! s

Step 3 - Upload video files to the server
Upload the video files (all files in the folder Server) to your server.

& The server has to support the file extension .mpvideo

= Configuration

Add the following configuration setting in the file web.config on the server.
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<staticContent>

<mimeMap fileExtension=".mpvideo" mimeType="application/octet-stream" />
</staticContent>

Step 4 - Video Player
The user needs to install the EXE, LIC and AIPFILE file on his local computer. Upload
the folder Player to your server. It includes the file as self extracting EXE file.

Step 5 - Stream the video

There are multiple options to stream a video

Automatically play a video

If there is only one file to stream, place the URL in the project (@ options|e7)

Video/Audio Options

Security Options
[]Prevent Screenshots

Remove screenshot protection if operating system does not support it

URL for online streaming hfn:ls:.,uf,.’u\'u\'w.myser\ter.mmﬂessonl.ﬁv.mp\rideo

Download link if video codec is missing

Codec Name

Hyperlink on a website

The most common way probably is to add a hyperlink on your website. If the user clicks
on the hyperlink, the video stream starts.
A special hyperlink is required. It must begin with mpvideo:// instead of http://

<a href="mpvideo://www.myserver.com/lessonl.flv.mpvideo">Play Lesson 1</a
The user has to start the All-In-One Protector Video Player only once (normally to activate
the product). This enables the special link option on the computer. Clicking on the

hyperlink then starts the All-In-One Protector Video Player and automatically starts playing
the video.

Select a video file in the All-In-One Protector Video Player menu option

Start the All-In-One Protector Video Player. In the menu File, select Load from URL
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This is useful if you e.g. have one video per month. Just e-mail the link to the user.

& This feature requires the All-In-One Protector Premium Plus| s or Multi-Platform
Edition.
2.7.9.9.3 Video - Encryption Error

If you get the following error after selecting a folder: The import of the following files
failed then the video encryption could not be processed.

Possible reasons for the error are:

e Some files in the folder, you selected for import, are not video or audio files
e You try to import video / audio files with a codec/[:s4, which is not installed on this
computer. Install the required codec pack as described here| !

/1

Q Your customer cannot play the video, if the codec is missing on his computer.
Either specify a download link for the codec|sslin the video/audio options or convert your
files to a video / audio format, which is included in the Windows operating system.

List of codecs included with XP and Media Player 9 / 10 and advanced information about
codecs in Windows

2.7.9.10 Word Files

All-In-One Protector protects Word files (extension DOCX, DOCM) either by displaying
the files in Word 2007 / 2010 / 2013 / 2016 / Office 365 or using the free Word Viewer in
case the user does not have Word installed. In case the file is opened within Word,
options like save or print are removed.

Word Protection

+

e Supports the full feature set of Word 2007, 2010, 2013 and 2016 - 32bit and 64bit
Word

¢ The level of protection can be individually configured - e.g. do not allow printing or don't
allow copy using the clipboard

e If the user does not have Word installed the free Word Viewer is automatically
downloaded

e The user can change and save the Word content

« Amenu application[s:1 can directly open one protected Word file

¢ High Security using strong encryption
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¢ All-In-One Player can be distributed for free

e Word, Excel, PowerPoint and PDF files can be mixed within one All-In-One Protector
project

e Does not need any installation and does not require administrator rights if Word
is already installed on the end user machine

e Works with a network license szl

e Hyperlinks from one Word file to another Word file are only supported with limitations

After selecting one or multiple Word file(s) in the data import screen[us), you can configure

the Word options. Click on the icon @, to open the configuration screen . If this option is

grayed out =, then no Word file was selected in the Data import| :s71 screen.

e Configure Word protection/zo)

Supported operating systems

Py
The Word file protection is available for o

& This feature requires the All-In-One Protector Premium Plus/ 5 or Multi-Platform
Edition.

2.7.9.10.1 Word files - protection options

Word protection options

The Word file has to be saved as DOCX or DOCM.

This screen allows you to configure the Word protection.
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ANl office.aipproject - All-In-C

Start | Publish Keys  Activation Server Extras  Help

I
E FDF I.U Flash E PowerPoint @ word |t
o 5 U

Basic Data Import

|2 Windows W video/Audio @ Bxcel L mac

Data Import

Settings for Word

Word Build Options
Save each Word file as single encrypted file

Security Options
[ ] Allow Printing
[ ] Allow Select and Copy

Runtime Options
Extract all files

Word Viewer

Allow Word Viewer
Download Link if Word Viewer is missing

.microsoft,com/en-us,

u Mate - Printing cannot be disabled if the file is opened with the Viewer

Advanced Options
[ ] Allow to modify and save the Word file

Word Build Options

e Save each Word file as single encrypted file - this should be the default if you want to

protect multiple Word files or a combination of Word, Excel, PPT and PDF files.

& When should vou uncheck this option?

e If you have Word files which have links to other Word files, you have to uncheck this

option
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e Check: Extract all files (see runtime options)
o If Allowto modify and save the Word file is checked, only the file marked in red in the
import screen (start filel =) can be saved

Security Options

¢ Allow printing - check this option if you want to allow printing
¢ Allow Select and Copy - check this option if you want to allow that the Word content can
be copied using the clipboard

A

If Select and Copy is not possible, the clipboard is locked for all applications as long as
the protected Word file is opened

Shortcuts which would allow to open or manipulate a file (like ALT + F8 or ALT + F11) are
disabled. F12 (save) will terminate Word

Runtime Options

Extract all files - see Word build options above!z]

Allow multiple Word / Excel / PPT files to be open at the same time
Select this option if there should be no limitations how many office files are open at the
same time

Word Viewer

If you allow to use the Word Viewer, the user will get a message to download the Viewer if
Word is not installed on his computer. The download link should go to the latest Word
Viewer. You can change the link in case there is a new Word Viewer available.

A

¢ Printing cannot be disabled when the Word Viewer is used
¢ Not yet supported on Windows 10

Advanced Options

¢ Allowto modify and save the Word file

The user can modify the Word content or add data - when the file is closed the
modifications are saved.

Unchecking this option allows to modify values but all changes are lost when the Word file
is closed.
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2.7.9.11

File Save - Password

A

You have to remove all passwords (open and modify password) from the office file before
it can be protected.
Error Messages

Error messages which can appear during loading of the protected file

= The Word file can not be opened because Word is already running. Please close all
instances of Word.
A protected Excel file can only be opened when PowerPoint is not running.

= This document can only be viewed because you don't have permission to save / modify

the file.
The user does not have a write permission to save changes made on a protected file

Registration options

Define Basic options for the product registration and activation.

CD and Download Version
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“ENAE | pdf-demo.mme - All-In-Cne Protector
Start | Publish Keys  Activation Server Extras  Help

E::: @ PDF u Flash <v/ = I!j Images
: [EXE RS ) Videofaudio Options e .
B Data Import Registration Activation Screens \G# Languages Licenses
Data Import Screens

Options Registration

Link to order the product http: ffwww.allinone-protector.com
Link to Help http: ffwww.helpserver.biz/onlinehelp/lpmme/4.0/player fhelp findex. html
Select Registration Options
[T Mo Activation {content protection only)
Use E-Mail for registration [¥] Use Online Activation for registration
() Use as default option @) Use as default option
E-mail address register @registerserver.net URL to Activation Server http:/fwww.mydomain lpweb lpws.asm:
Subject of e-mail Registration request for PDF Demo [ allow changing of URL
Use Phone for registration [ Use Fax for registration
(71 Use as default option Use as default option
Phone number to register +487525529339 Fax number to register

Text for e-mail and fax
The unlock key will be sent within 1-2 business days.

Link to order the product

If a link is specified, a'BUY a Serial Number' button will be displayed in the registration
and activation screens. This link should move you directly to the order page.
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7 Activation of All-In-One Protector - PDF Demao e

Welcome to All-In-One Protector - PDF
Demo

I have a Serial Number and I want to
Youdit e e et actwate All-In-One Protector - PDF Demo

Enter the Serial Mumber to activate All-In-One Protector - PDF Dema,

Buy a Serial Mumber

To get a valid Serial Mumber, you
have to buy the product. You can
activate it any time.
T s o I want to evaluate All-In-One Protector -
yoichamiee e ' PDF Demo (there are 10 day(s) left to
evaluation version, E\fﬂlllﬂtE)

You can evaluate All-In-One Protector - PDF Demo for another 10 day(s).

After that you have to activate All-In-One Protector - PDF Demao to further
use the product.

Mext End
@ English =

Button to buy a Serial Number

Link to Help

If this hyperlink is specified, a Help Icon @ will be displayed for all product activation
screens. The link should direct to a website that offers help during the registration
process.

Default: http://www.helpserver.biz/onlinehelp/lpmme/6.0/player/help/index.html . This
offers a generic help for the registration process including a Video Tutorial. You can
alternatively use your own online help.

=2

Start Video Tutorial for product Activation

USB flash drive version

The USB flash drive version does not require a product activation process or a Serial
Number. See chapter: USB-Stick (flash drive)| ss2
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See also
Content Protection Only[ 20!
About Activation| 2l

Online Activation[ 1)
Activation by E-Mail[ 23]
Activation by Fax| sl
Activation by Phone| 271

2.7.9.11.1 Content Protection Only

If only the content [s7lis to be protected and no screen with licensing] «:s), time limitation[ 7]
or copy protection|uslis to appear, select the option No activation (content protection
only). The user does not have to type in a Serial Number to use the product. This allows
the user to copy the project (no copy protection).

B2 H | pdf-demo.mme - All-In-One Protector
Start | Publish Keys  Activation Server Extras Help
;: | [ PoF @ Flash ¥ "“—-—_j || Images =
@ - I l____,—_HI =
- EXE 512 WG Video/Audio Registration AL
Basic Data Import Options Activation Screens s -anatiages Licenses
Data Import Screens

Registration Options

Link to order the product http: /fwww.alinone-protector.com

Link to Help http:/fwww.helpserver.bizfonlinehelplpmme /4. 0/player helpfindex. html

Select Registration Options Motice! The option <No Activation> has been selected. The following activation settings are
ignored!

Mo Activation {content protection only)

= Tip
If you need a version just with content protection, which runs for an unlimited time, select:

¢ No activation (content protection only)
e Number of Days = O - screen License Information| 2ol

For testing a project check - No Activation - this allows testing without the need to
browse through the activation dialogs.
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2.7.9.11.2 About Activation

To activate a product means turning on Copy Protection| . and running the software with
the specified license options| 2.

There are 4 options to activate a product

e Online Activation[:1] via Web Activation Server
e Activation by E-Maill s3]

o Activation by Fax]zs)

e Activation by Phonelz:7)

Which activation method to choose depends on the line of business and the number of
copies sold. The activation options can be combined, e.g. use 3 out of the 4 options. You
can define a default activation method with the option Use as default option.

Online Activation

Preferred option for medium and large sales.

+ Allow automating the delivery process

+ No administration personnel needed

+ works 24 hours - customer can activate any time
- Internet connection required

- Could be blocked by application firewalls

- Web Activation Server needed

Activation by E-Mail

Preferred option if Online Activation is not available. Should be used as an second option
in combination with Online Activation

+ Almost available on any PC

+ No firewall problems

+ Can be automated using the E-Mail Activator Service (requires the Activation Server)
- Internet connection required

- Customer has to wait for the Unlock Key

- Administration personnel needed

- Automation of delivery process not possible

Activation by Fax

Alternative option if Online Activation is not available.

+ Good option as an alternative activation method
- Fax required
- Customer has to wait for the Unlock Key
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- Administration personnel needed
- Automation of delivery process not possible

Activation by Phone

Alternative option if Online Activation is not available.
+ Almost everybody has a phone

- Only available during business hours

- Administration personnel needed

- Automation of delivery process not possible

2.7.9.11.2.1 Online Activation

Enables Online Activation. For Activation details see About Activation. [ 2l

Select the checkbox: Use Online Activation for Registration.
If this is to be the default activation method, select: Use as default option

URL to Activation Server

The URL is automatically created for hosting customers|[zssl. Customers using an own
Activation Server specify the URL to the server.

Example
http://myserver.net/9999999/Ipweb/lpws.asmx

4 |
g The URL has to end with Ipws.asm

Allow changing of URL

Allows changing the URL during the activation process. This makes sense if you have a
backup server running.

To use Online Activation the Activation Server[s= is required.

Screens and Workflow for Online activation

Below find the user screens and workflow during online activation.

The Online Activation requires the Serial Number, company name and e-mail address.
Then the license will be verified online and activated. No additional step will be required.
Details of the workflow[ -]

This activation option is defined in the screen - Settings |21
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4% Activation of E-Learning made Easy

Online Activation

Enter Your Serial Number

IBNQPk—lE[FS—‘}?’IQ)(—EXQwZ—ZNTBN—B)CFD 3

where to find your Serial Mumber?

Serial Number Enter Your Name/Company

In order to receive a valid Serial
Mumber, you must purchase the
product.

Buy It

ITom Hanks

Enter Your E-Mail Address

|tom.hanks@smarﬁnc.com

Please enter all information that is
reguested in order to start the
activation process.,

The activation process is transparent for the customer.

Web Activation

A module has to be activated online.
m Please provide a connection to the internet and activate it.

Proxy settings

[ Activate now l ’ Cancel

Web Activation

Activation in progress..
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Web Activation

Online Activation was successful.

*4

The screen: Activation Successfull==lis displayed

2.7.9.11.2.2 Activation by E-Mail

Enables Activation by E-Mail. For Activation details see About Activation.| 2wl

Select the checkbox: Use E-Mail for Registration
If this is to be the default activation method, select: Use as default option

E-Mail address

A valid E-Mail address to receive the registration data.

Subject of e-mail

The subject line of the registration E-Mail.

Example: Registration of my E-Book

Text for e-mail and fax

Additional text which is used in the registration E-Mail. The text is restricted to 1500
characters.

Sample: The Unlock Key will be sent within 1-2 business days.

Screens and Workflow for e-mail activation

Below find the user screens and workflow during e-mail activation.

The e-mail activation requires the Serial Number, company name and e-mail address.
After filling out the screen, an e-mail with the hardware IDs and license information will be
generated. You have to send one key back to the customer to activate the copy protection
(see screen Enter Unlock Key[=7). Details of the workflow. [ ss:]

This activation option is defined in the screen - Settingsm
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Screen - E-Mail Activation

After filling out the screen, select: Request Unlock Key by E-Mail - send E-Mail. This
will open your default e-mail client. An e-mail with the hardware IDs and license
information will be created. Press send to send the e-mail to our activation center. You
will get an Unlock Key back within 2-3 business days.

v -A-FEU

E-Mail Activation -
Send E-Mail

Create Unlock Key

The Unlock Key is generated in the TAB Administration, Create Unlock Key with Copy
Protection ] or Create Unlock Key without Copy Protection.| 2 If you are using the
Activation Server, then see Create Unlock Key using the Web Activation Server. | zcs]
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Enter Unlock Key

After requesting the Unlock Key by E-Mail, the screen shown below will appear during
each start of the program. Type in the Unlock Key you got back by e-mail or fax. Press the
button Next. If the Activation is successful, the screen Activation finished[=s! is displayed.

P Actvation ofE-Learning made Easy

Back Next

Enter Unlock Key

= Tip
The E-Mail activation can be automated using the E-Mail Activator Service. This service
comes with the Activation Server.

2.7.9.11.2.3 Activation by Fax

Enables Activation by Fax. For Activation details see About Activation. | z:l

Select the checkbox: Use Fax for Registration
If this is to be the default activation method, select: Use as default option

Fax number to register
A valid fax number to receive the registration data. You should use an international format
like +49 721/151599638.

Text for e-mail and fax

Additional text which is used in the registration Fax. The text is restricted to 1500
characters.

Sample: The Unlock Key will be sent within 1-2 business days.
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Screens and Workflow for Fax activation

Below find the user screens and workflow during fax activation.

The Fax Activation requires the Serial Number, company name and e-mail address. After
filling out the first screen, a print page with the hardware IDs and Serial Number will be
generated. You have to send one key back to the customer to activate the copy protection
(see screen Enter Unlock Key[ 7). Details of the workflow. [ ss:]

This activation option is defined in the screen - Settingsm

> Action o  earing e Euy
Request Unlock Key by Fax

Enter Your Serial Number

Enter Your Name/Company

o —

Enter Your E-Mail Address

Fax Activation

Request Unlock Key

After filling out the screen, select: Request Unlock Key by Fax - print Fax. This will open
a report with the hardware IDs and license information. Press print to print the report and
then fax it to the number provided in the report. You will get an Unlock Key back within 2-3
business days.

[ =] 2042006
Fax-Registration for Multimedia Edition - Flash Demo

Send this fax to +49 721/151599638

Name/Company: Tom Hanks
Serial Number: 678U0-31CC9-9AF7m-AZ87n-Dd18N-0Q1FH

In block 1 at position 5 there is the digit 0
In block 6 at position 1 there is the digit 0

E-Mail-Address: Tom.Hanks@smartinc.com

Instcodes:
01: 6F7B20C8
02: 72BCADIC
03: BBSOA2BD
04: BBSOA2ED
05: 9F530D83
06: 2ACAFD2C
07: 2D818C98
08: 06BOSECB
09: BAR3248A

The unlock key will be sent within 1-2 business days.
Project: flash-demo - MCRO01

Fax Activation - Print Fax

Create Unlock Key

The Unlock Key is generated in the TAB Administration, Create Unlock Key with Copy
Protection[ss] or Create Unlock Key without Copy Protection.| s If you are using the
Activation Server, then see Create Unlock Key using the Web Activation Server. [z
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Enter Unlock Key

After requesting the Unlock Key by E-Mail, the screen shown below will appear during
each start of the program. Type in the Unlock Key you got back by e-mail or fax. Press the
button Next. If the Activation is successful, the screen Activation finished[=s! is displayed.

Back Next

)

Enter Unlock Key

2.7.9.11.2.4 Activation by Phone

Enables Activation by Phone. For Activation details see About Activation. |2zl

Select the checkbox: Use Phone for Registration
If this is to be the default activation method, select: Use as default option

Phone number to register
A valid phone number to receive the registration data. You should use an international
format like +497525529339

Screens and Workflow for activation by phone

Below find the user screens and workflow during phone activation.

The Phone Activation requires the Serial Number and company name. After filling out the
first screen, a screen with the phone number and also displaying the hardware IDs and
Serial Number will pop up. The Unlock Key can be entered directly in this screen. Details
of the workflow.[s=:)

This activation option is defined in the screen - Settings /=)

Pl nte o e o

Enter Name / Company

=

Enter your E-Mail Address
[——

sk Next o

Phone Activation - Step 1
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Request Unlock Key

Now call the phone number which is displayed. First specify the Serial Number. You will
then be asked for one Installation code. Type in the Unlock Key you get and press the
button Apply Key.

2

Create Unlock Key

The Unlock Key is generated in the TAB Administration, Create Unlock Key with Copy
Protection[ss] or Create Unlock Key without Copy Protection. [ If you are using the
Activation Server, then see Create Unlock Key using the Web Activation Server.|zss]
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2.7.9.12 Images
Define the images to be used in your project.

BB HE pdi
Start | Publish Keys  Activation Server Extras  Help
- [ POF @ Fiash 4{
@' | .
: 24 exE ] Video/Audio Options
Basic Data Import Registration
Data Import

Images

AT R e T E

Splash Image

0w

Registration Image

0w

Icon Image

" ciia

These images can be assigned:

e Splash-Imagel =0l - image which is displayed during program start
« Registration Image -1 - image which is displayed in the registration screen

e Icon[=31- small image in the title bar of the All-In-One Player and All-In-One Protector
PDF Viewer

© 2016 Mirage Computer Systems GmbH



220 All-In-One Protector

Click on the icon \Eto add an image.
Click on the icon \Eto delete an image

2.7.9.12.1 Splash Screen

You can define a splash image to be displayed during the program start of the All-In-
One Player. A good size is 500 x 300 pixels.

Click on the icon \Eto add an image.

Click on the icon Bto delete an image

The screen includes the license information. If the product is in trial mode, it is the default

customer namel s and version number| . Once the product is activated, the name used
to register the product is displayed.

Who is

calling?

ou know
the answer
instantly! mage

Licensed to Tim Martins

Sample Splash Screen

A
Image must be in JPG format

i

Mac

ry

Image must be in PNG format
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2.7.9.12.2 Registration Screen

You can define an image to be displayed during the registration process.

Click on the icon mto add an image.

Click on the icon gto delete an image

'
Ag

e The ideal image size is 175x110 pixel
¢ Image must be in JPG format

7 Activation of All-In-One Protector - PDF Demo %

Welcome to All-In-One Protector - PDF

Demo
% Regiztration Image
— have a Serial Number and I want to
You don't have a Serial Mumber? EICt“i'EItE All-In-One Protector - PDF Demo

Enter the Serial Mumber to activate All-In-One Protector - PDF Demo.

Buy a Serial Mumber

To get a valid Serial Mumber, you
have to buy the product, You can
activate it any time.
If you don't have a Serial Number. I want to evaluate All-In-One Protector -
T continue with the ' PDF Demo (there are 10 day(s) left to
evaluation version, E\fﬂll.lﬂtE)

You can evaluate All-In-One Protector - PDF Demo for another 10 day(s).

After that you have to activate All-In-One Protector - FOF Demo to further
use the product.

@ English -
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i

Mac

e The ideal image size is 128x128 pixel
e Image must be in JPG format

800 Activation of E-Learning made Easy

Welcome to E-Learning made Easy

Reqiztration ==
Image

You can try this product for 30 day(s)

You can continue to use E-Learning made Easy after your trial period
by purchasing the product.

Buy a Serial Number

Remaining Days

@ License This Software Start Trial

-
There are sample images in the folder ..images\registration (typically c:\program files
(x86)\All-In-One Protector 6\images\registration)
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2.7.9.12.3 Icon

You can define an ICON to customize the application file or title bar.

Click on the icon Eto add an image.

Click on the icon Bto delete an image

The following icons are used if no own icon is selected. Depending on the protected file
content the icon indicates which file types can be opened by the <%PLAYER%.

e |con must be in ICO format
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e The icon can include multiple resolutions (from 256x256 to 16x26) but it must include a
32x32 pixel image

&
Mac

e |con must be in ICNS format

What will change if you specify an own icon?

Depending on the file type, the icon will be used in different places.

e The title bar of the All-In-One Protector PDF Viewer, All-In-One Protector Flash Player
and All-in-One Protector Video Player will change. The title bar of an application will use
the original icon of the application

Example - Video Player title bar

=) Video Player - lesson1.flv.mpvideo A

File Media Presentation ¥

e If the option: Minimize All-In-One Protector Player file size[zlis checked, then EXE and
office projects (Excel / Powerpoint / Word) will have this icon in All-In-One Protector
Application Viewer. The icon is visible in the file explorer

2
In combination with the Installation Manager.[+ol you can also define a desktop icon and
program manager group icon. The icon which is displayed in the file explorer cannot be
changed.
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2.7.9.13 Activation Screens

Define the properties of the activation screens| sl

B B2 M| pdf-demo.aipproject - 1}[
Start | Publish Keys  Activation Server Extras  Help =
& & ror & Fiash (@ PowerPoint (I word ;f =2 || meges —
- | = =3 s
. 4 windows VideofAudio Excel [LE mac Registration A) L .
Basic Data Import Options Activation Screens N~/ Languages Licenses
Data Impart Screens

Activation Screens

Configuration of the product activation screen dialogs
Address Information

(®) Address Screen 1
() Address Screen 2

() Address Screen 3
Details
License Viewer Options
[ Hide License Transfer Button
[[Hide Info Button
[ Hide netwark license deactivate button
Define Custom Shortcut

Ctrl + Alt +L Delete

Design

Background Image for
registration

L -]

Address Information

Select between 3 different screens to collect address information during the product
activation.
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7 Activation of All-In-One Protector - PDF Demo | 2 ]

Please enter the activation data

Enter Serial Number
Please enter all required information

for the activation process. Ichne—S?le—CBch—z}{h?C-an 1G-AdCz

fhere do you find your Serial Murmb

Enter Name / Company

Eart Inc.

Enter your E-Mail Address

I tom. hanks @smartinc. ocm

Badk MNext End
@ Endlish -

Address Screen 1
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7 Activation of All-In-One Protector - PDF Demao

Serial Mumber

Please enter all required information
for the activation process.

Customer Mumber
Company

Salutation
First Mame

Last Mame
Country

E-Mail Address

@ English -

Please enter the activation data

I Mooe-37dK 3-CEGcg-2Xh 7C-bPn1Q-AdCz

vou find vour Seria mber?

I Smart Inc.

Tom

Hanks

l United States hd

I tom.hanks @smartinc. ocm

Badk ‘ Mext

Address Screen 2
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7 Activation of All-In-One Protector - PDF Demao

Serial Mumber

Customer Mumber

First Name Tom

Salutation Academic Tite
Address 1 E.ﬁ.bbey Road

Address 2

Postal Code IE"B gAY

State

Phaone

E-Mail Address m.hanks @smart.inc

Remark I'm interested in a training

@ English -

Please enter the activation data

I Mooe-37dK 3-CEGcg-2Xh 7C-bPn1Q-AdCz

ou find vour Serial Murnber?

Company

Last Mame

City
Country

Mabile

Website

ot

I Smart Inc.

Hanks
Job Title

Ig'udnn

mted Kingdam -

Mext End

Address Screen 3

License Viewer option

Certain options of the License Viewer[s? can be deactivated.

Hide License Transfer button

If the customer should not have the possibility to transfer the license to a new computer

[+:s], then you can activate this option

Hide Info button

The Info button provides Copy Right information.

Hide network license deactivate button

If you do not want to allow, that a license can be deactivated using the License Viewer] 2,
check this option. It prevents to deactivate a license within the network and for USB flash

drives| sl
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Define custom shortcut

By default, the shortcut to invoke the License Viewer[s7is CTRL+ALT+L. You can
change the shortcut, e.g. if your application uses the same shortcut for another purpose.

Design

The default background image of the registration dialogues can be replaced with a
customized image. The image requirements are:

1. Size: 640 x 480 pixel
2. Format: PNG

The default background image is light blue

7 Activation of All-In-One Protector - PDF Demao | 2

You don't have a Serial Mumber?

Buy a Serial Mumber |

To get a valid Serial Mumber, you
have to buy the product. You can
activate it any time.

If you don't have a Serial Mumber,

you can continue with the
evaluation version,

@ English

" PDF Demo (there are 10 day(s) left to

Welcome to All-In-One Protector - PDF
Demo

I have a Serial Number and I want to
actwate All-In-One Protector - PDF Demo

Enter the Serial Mumber to activate All-In-One Protector - PDF Dema,

I want to evaluate All-In-One Protector -

evaluate)

You can evaluate All-In-One Protector - PDF Demo for another 10 day(s).
After that you have to activate All-In-One Protector - PDF Demao to further
use the product.

Mext End

2 Tips
e Use only light colors

Default Screen
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« If your logo should be transparent on the background, don't use a Splash Image[«» and
add the logo on the background image

Your registration screen could look like this

e vt O

s I have a Serial Number and I want to
— activate Office-Files

Screen - Sereen - Line  Screen - Screen - Blue !

Green Color Dye Vintage Sunbeam
Hatch

Enter the Serial Number to activate Office-Fies,

' I want to use Office-Files without registration

You can use the product without registration. If you register, you il be
informed about updates and special promotion offers.

e - |

- Screen - Blue Snow

Sample Background Images

Select from a wide variety of ready-to-use background images

e Download all background images

Left click on an image below to enlarge it

Vintage White
Forms Gray Line Dye Sepia Background

Variations of Green

© 2016 Mirage Computer Systems GmbH
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[N = »

Green  Green  Green

Green  Green  Green

. & 4

Green  Green  Green
Mirror — Noise Pin
Wheel

Green .
Brick Bug Eye Clamb "”/// /

Green
Glass Halo Hexagon Honey

Comb

Green ‘
Pixelate

Green Insect

Green Pointillize

231
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AL

Green  Green  Green Green
Rain  Random Shutter Snow

k

Green  Green Green  Green

Sun  Triangle Twilight Windmill

Beam

Variations of Blue

Blue Blue Blue Bug Blue

Brick Eye Clamb

-

Green Star Shine

T W%E' //’%
7, G 4

/ Blue Color Hatch
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Blue Blue Halo Blue

Blue
Glass Hexagon Honey
Comb

Blue  Blue Blue Pin
Mirror  Noise  Wheel

B/u_e Blue Blue
Rain  Random Shutter

Blue
Pixelate

Blue
Snow

Blue Insect

Blue Pointillize

Blue Star Shine

233
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S

Blue Sun  Blue Green Blue
Beam  Triangle Twilight Windmill

# This feature requires the All-In-One Protector Premium Plus| 25 or Multi-Platform

Edition.

2.7.9.14 Laguage selection

Bl EHE |
Start | Publish Keys  Activation Server Extras Help

- PDF
-« = o

Basic Data Import

U Flash
[EXEQS(S L] videofAudio

Data Import

pdf-demo.mme - All-In-One Protector

Registration
Options

I!_‘l Images —

!
L

Activation Screens \‘ﬁ/ Languages Licenses

Screens

Languages

FllBuigarian A
i/ Cestina B
/| Chinese simple
/! Chinese traditional =
¥ Dansk
¥ Deutsch | 4
/| English
/| Espaiial
/| Frangais
W/ Greek
7| Italiano -
=

I

Language

Default Language

Select Language

Select one or multiple languages for the registration and activation dialogs. The user can
select the language within the first registration dialog[ =zl

Default Language

You can define a default language. The default language is used if the language of the
Windows operating system of the user is not selected in the option above.
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2.7.9.15 Licenses
Define the options for a trial version, network license and configure security settings.

R

Start | Publish Keys  Activation Server Extras  Help

— -
|- | [POF RS &) Flash
-« =

. 124 windows L] video/Audio
Basic Data Import ' -

Data Import

pdf-demo.aipproject - All-In-Cne Protector

&2 PowerPoint [ word V = |!I| Images | | [=

Lt Bxcel

g -
Sl =
=3 =
Lisd MAC Registration

Options Activation Screens A Languages Licenses

Screens

Licenses

Type of license per
User

Concurrent Users
Number of program starts

Mumber of network licenses per Computer during evaluation 1
(5ingle-Position System = 1)

Evaluation Time

Mumber of days to evaluate 10
[CInumber of minute(s) for evaluation 0
Expiry Date

[INo evaluation version - Serial Mumber needed to start

License Options

Subscription with an expiry date

Security Options

Check for system date modification
Don't allow to run on a Virtual Machine
[C] Check if USB flash drive was remaved

[]Do not allow to reinstall or restore the license file (Tamper Detection)

2.7.9.15.1 License Type

v [4r

B

Warn x minutes before time expires 0 =

Clear Expiration Date

For information about licensing see available license options| s\

Select one of the 4 possible license types. Licence per:

PC

User / Person

Concurrent user

Number of program starts
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== | pdf-demo.mme - All-In-Cne Protector
Start | Publish Keys  Activation Server Extras  Help

i PDF @3 Flash f = | 1mages =
) !r_,l [POF| LF ] 4 = L] =
) | : Vi A udi Options
= & BE Video/Audio
Basic Data Impart Registration Activation Screens \&/ HEENE Licenses

Drata Import Screens

Licenses

Type of license per

LUser

Concurrent Users
Mumber of program starts

Mumber of network licenses per Computer during evaluation |1 ﬂ
(Single-Position System = 1)

Evaluation Time

Mumber of days to evaluate |10 jl
[~ Mumber of minute(s) for evaluation IIII j Warn x minutes before time expires I'Il j

Expiry Date I vl Clear Expiration Date

[~ Mo evaluation version - Serial Number needed to start

License Options

[~ Time limited version after activation is done

Security Options

¥ Check for system date modification
¥ Don't allow to run on a Virtual Machine
[~ Check if USB flash drive was removed

License Type

Non-network license

If the application is a non-network application (installation on a single PC), choose license
per PC and number of PCs during evaluation = 1. This is the only option in the Standard
version. For details about the user license see Licence per PClssi.

Non-network license / single user installation

If the application is a non-network application (installation on a single PC) AND you want to
limit it to one user, choose license per User and number of users during evaluation = 1.
For details about the user license see Licence per User / Person[s=!.

Network license

You have to select license per PC, per User or Concurrent user. See also How to
distribute a network version. s

& This feature requires the All-In-One Protector Premium Plus| 5 or Multi-Platform
Edition.
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Number of program starts

This option limits the number of the program starts. It is valid for the evaluation version
and also for the full version. You can create additional Keys|zslto add more program
starts.

Example - Evaluation version
The evaluation version should allow only 5 program starts.

e Set the Number of program starts during evaluation to 5

e Number of days to evaluate or End of Evaluation can be combined. Then the event
which happens first terminates the evaluation version - either the expiry date or the
number of program starts.

e If no time limitation is needed, set Number of days to evaluate = 0

Example - Full version
The user should be able to start the product only with a valid Serial Number and the
license for the full version is 5 program starts:

e Set the number of program starts to 1

e Check the option: No evaluation version - Serial Number needed to start

o Create a Serial Number/[2 with the number of program starts = 5

¢ As you want to prevent, that a user can just reinstall the product after the number of

program starts is 0, check the option: Advanced Protection against Reinstallation
(Tamper Detection).
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| @ Multimedia Protector - flash-demo [C:\Program Files\...3.0\demodata\flash-dema.mme] 06

License Information ©

Type of license per

User
Computer
Concurrent User

MNumber of program starts

D)

Mumber of program starts 1

Evaluation Time

Mumber of days to evaluate
f
Expiry Date =L

g Mo evaluation version - Serial Mumber needed to start

[C] Check for system date modification

License Options
[ Time limited version after Activation

= i)

i
=L Clear Expiration Date

g Advanced Protection
[ Mo Activation (content protection only)

g Advanced Protection against Reinstallation (Tamper Detection)

« Y I 4 .Y F 4 .Y F 4 Y
Settings 3 | Image . i Flayer Options Administration .
- - Y 4 2 Y 4 Y
Data Import b Save ®

Screen - Limit number of program starts

If this option is selected, a reinstallation on the same PC is not possible.

& for all options
e The number of users / PC's or program starts for the full version can be changed with

an Activation Keyfzso)

e For network installations, the number of users / PCsl .l has to be set to 99999 if no
limitation is required.
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Q Multimedia Protector - audiotest [D:\tmp\heffleyiDemo\portectediaudiotast. mme] 0O '
. = i =
License Information ©
Type of license per
Liser
T
Concurrent User

Mumber of program starts

Mumber of network licenses per Computer during evaluation 1 =
(Single-Position System = 1)

Evaluation Time

Mumber of days to evaluate 0 .r-:;

[ Mumber of minute(s) for evaluation 0 ‘Warn x minutes before time expires il
F Y

Expiry Date i 18 Clear Expiration Date

[ Mo evaluation version - Serial Number needed to start

License Options

[C] Time limited version after Activation

Security Options
[T Prevent screenshots
[ Check for system date modification

‘ ¢ Y ¢ » p Y
Settings \ Image X Player Options \ Administration
% » 4 5

Data Impert [ Save @
Screen - License Information

A |

= If a user connects through a remote connection using a tool like Remote Desktop,
Citrix, Terminal Server or gotomypc, it depends on the tool if the remote connection
counts as a separate license. For most tools, All-in-One Protector retrieves the PC name
of the remote PC and counts the connection as a new license.

* This feature requires the All-In-One Protector Premium Plus| 5 or Multi-Platform
Edition.
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2.7.9.15.2 Evaluation Time

HlEHE
Start | Publish Keys

Defines whether the application is available for evaluation or not. During each program
start the days left for evaluation are displayed.

pdf-demo.mme - All-In-One Protector

[~ Mumber of minute(s) for evaluation

Expiry Date

[~ Mo evaluation version - Serial Number needed to start

IIII j Warn x minutes before time expires

I jv

Activation Server Extras  Help
|| PDF Flash c¥ = i Images =
$ l.! ; @ U | =la - :_hil
- { . S Options
x |EXE #5543 WL video/Audio .
Basic Data Import Registration Activation Screens A Languages Licenses
Drata Import Screens

Type of license per
LUser
Concurrent Users
Mumber of program starts
Mumber of network licenses per Computer during evaluation |1 ﬂ
(Single-Position System = 1)
Evaluation Time
Mumber of days to evaluate |10 jl

C—

Clear Expiration Date

License Options

[~ Time limited version after activation is done

Security Options

¥ Check for system date modification
¥ Don't allow to run on a Virtual Machine
[~ Check if USB flash drive was removed

Configure evaluation version

Number of days to evaluate

Days for evaluation, beginning with the first start of the All-in-One Player. Setting days to O
allows using the software without time limitation but offers an option for registration.

Number of minutes for evaluation
For some applications (like games) an evaluation version limited by number of minutes
is better like number of days. The user would get a warning, that the application is
terminated. This is specified with the option: Warn x minutes before times expires.

After selecting this option, another option appears: Advanced Protection against
Reinstallation (Tamper Detection). This option prevents a reinstallation which would
grant again time for testing. The setting is also valid for a full version and also doesn't

allow a reinstallation of a full version.
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/1

g As All-In-One Protector has to terminate your application, you have to test this
option if the application crashes or terminates open files or database connections
correctly

Expiry Date

This can be used as an alternative to number of days for specifying a final expiry date.
The button Clear Expiry Date deletes an expiry date.

/1
g You can combine both values - e.g. allow 15 days after installation but end the trial
at the latest on 31.12.2006. The date occurring first is used.

& Atrial / evaluation version can be prolonged with an Activation Key - Chapter: How
to prolong an evaluation / trial version?| sz

No evaluation version — Serial Number needed to start

There is no evaluation period. The All-In-One Player can be started only after activation| 2ol
of the software. The first screen the user will get (see screen No evaluation version 329)
requires to enter a Serial Number.

= Test time limitation

To test how the time limitation is working, do not turn back the system date. Make a time-
limited version which runs for one day (number of days to evaluate = 1) or set a final
expiry date (End of Evaluation) to tomorrow. Create a CD|s), start the All-In-One Player
today and start it tomorrow.
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== | pdf-demo.mme - All-In-Cne Protector
Start | Publish Keys  Activation Server Extras  Help
3 g = =)
- G PoF @ Flash V = || Images =
- = = — =N
: [EXE [543 ] video/Audio Options )1 i
Basic Data Import Registration Activation Screens - NaLagEs Licenses
Drata Import Screens

Type of license per
LUser
Concurrent Users

Mumber of program starts

Mumber of network licenses per Computer during evaluation
(Single-Position System = 1)

I =

Evaluation Time
Mumber of days to evaluate
[~ Mumber of minute(s) for evaluation

Expiry Date

[~ Mo evaluation version - Serial Number needed to start

£ =

!D j Warn x minutes before time expires

I jv

—

Clear Expiration Date

License Options

[~ Time limited version after activation is done

Security Options

¥ Check for system date modification
¥ Don't allow to run on a Virtual Machine
[~ Check if USB flash drive was removed

Screen - License Information - settings for evaluation version

See also

How to make a time limited evaluation / trial license?] s

How to prolong an evaluation / trial vers

ion?[ el

2.7.9.15.3 License Options

2.7.9.15.3.1 Subscriptions - Time limited full version

A subscription is a license of the full version, which expires after some time. The
counterpart of a subscription is a perpetual license which will never expire.

There are 2 options to handle subscript

ions

Using Serial Numbers (Windows only)

The expiry date or number of days is coded in the Serial Number. Once the license
expires, the user will need a new Serial Number with a new expiry date.

© 2016 Mirage Computer Systems GmbH



Part | - Learning the Basics 243

+ An online connection is not mandatory

+ Process could be automated. No manual interaction for the software vendor required
- License transfer and using a Serial Number with days instead of an expiry date would
result in starting the subscription again

- Customer has to type in a key every time the subscription is prolonged

- Needs an e-commerce inteqration[%a for automation to send out Serial Numbers
automatically

2
Best option for yearly subscriptions

Using regular online checks (Windows and MAC)

The user gets a perpetual license. Regular online checks are required to detect if the
license was terminated. The user never has to type in a new key when the subscription is
prolonged.

+The regular online checks is convenient for the customer as he does not have to type in
a key

+ License transfer possible

- The software vendor has to manually lock the license

- An online connection is required

2
Best option for monthly or quarterly subscriptions and if no e-commerce integration is
used

Subscriptions using a Serial Number

'
44

Check: Subscription with an expiry date

© 2016 Mirage Computer Systems GmbH



244 All-In-One Protector

CRNEN
Start | Publish Keys  Activation Server
—
- {3 Por
- =
. £ Windows
HEE Data Import

pdf-demo.aipproject - All-In-Cne Protector

Extras  Help

@ Fiesh (G PowerPoint [T Word i

L videofAudio B Excel Lid MAC Registration
Options

Data Import

=
= I —
Activation Screens WA Languages Licenses

Screens

Licenses

Type of license per

User

Concurrent Users
Number of program starts

(Single-Position System = 1)

Mumber of network licenses per Computer during evaluation

Evaluation Time
Mumber of days to evaluate
[ Humber of minute(s) for evaluation

Expiry Date

[INo evaluation version - Serial Mumber needed to start

v [4r

Warn x minutes before time expires

E~ Clear Expiration Date

License Options

Subscription with an expiry date

Security Options

Check for system date modification
Don't allow to run on a Virtual Machine
[] Check if USB flash drive was removed

[[]bo not allow to reinstall or restore the license file (Tamper Detection)

Subscription with an expiry date

The time limitation is done either by number of days or using an expiry date.

When you create a Serial Number[7 you can define, how many days after applying the
Serial Number the license should be valid (field: Number of days until the full version
expires) or you can specify an expiry date. This allows you to work with different expiry
dates, e.g. sell a version which runs for 1 year or 2 years.
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== | | pdf-demo.mme - all-In-One Protector
Start  Publish Keys | Activation Server Extras Help
@5 Serial Number 85 Unlock with Copy Protection =1 ,;‘;-%
= Additional Licenses 8% Unlock without Copy Protedion @ 2& E Save Key List
Desaiptions
@= Tamper Detection Onfghff Analyze Key
Keys
Mumber of days until full version expires 365 =
[ Expiry Date 23.09.2011
Mumber of Licenses: 1 :
) Create Serial Number
Mumber of desired Serial Numbers 1 =

Serial Number for a subscription license

When the version expires, the user needs a new Serial Number, to continue working with
the product.

/1l
LQ This time limitation is independent of the time limitation of the evaluation version|z«\.

Subscriptions using regular online checks

o

& | Mac

When using regular license checks, you would deliver a version which does not expire
(perpetual license). An online check is either done per day, per week or per month
depending on the duration of the subscription. If the user cancels the subscription you
would lock the license on the Activation Server. The next online check would then lock the
license on the local computer. If the user wants to continue with the subscription, just
remove the license lock on the Activation Server.

UnCheck: Subscription with an expiry date. This will result in a perpetual license

© 2016 Mirage Computer Systems GmbH



246

All-In-One Protector

e HE

Start | Publish Keys  Activation Server

- | [ PoF
L 1
|3 windows
BEE Data Import

Office-Files.aipproject - All-In-One Protector

Extras Help

u Flash E PowerPoint @ Word ‘V e I!I Images

5
=)
==

eoftudio  EIE] Excel L3 mac (i A Languages
Options Activation Screens N/ Languag Leres

Data Impart Screens

Licenses

Type of license per

User

Concurrent Users
Mumber of program starts

Mumber of network licenses per Computer during evaluation
(Single-Position System = 1)

Evaluation Time

Number of days to evaluate

[ Humber of minute(s) for evaluation
Expiry Date

[“INo evaluation version - Serial Number needed to start

License Options

[[] subscription with an expiry date

Security Options

Check for system date modification
[CJoon't allew to run on a Virtual Machine
[l check if USB fiash drive was removed

[i] 2 Warn x minutes before time expires i) =

[Ehdl|] Clear Expiration Date

[[1Do not allow ta reinstall or restore the license file {Tamper Detection)

Perpetual License

e Activate reqular online checks| s
If the subscription expires, lock the license on the Activation Server
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2.7.9.15.4 Security Options

SRS Hl pdf-demo.aipproject - All-In-Cne Protector
Start | Publish  Keys Activation Server Extras  Help
[ {am ror U Flash [l PowerPoint  [TH word V S | mages
- = L4 =0 =
L | o —7
Basi B3 windows I videofaudio  [IE] Excel LG mac Registration aaly
=E Data Import Options Activation Screens = Languages Licenses
Data Import Screens

Type of license per

User
Concurrent Users
Number of program starts

Mumber of network licenses per Computer during evaluation 1
(5ingle-Position System = 1)

Evaluation Time

Mumber of days to evaluate 10
[CInumber of minute(s) for evaluation ] < Warn x minutes before time expires 0
Expiry Date B Clear Expiration Date

[INo evaluation version - Serial Mumber needed to start

License Options

Subscription with an expiry date

Security Options

Check for system date modification
Don't allow to run on a Virtual Machine
[C] Check if USB flash drive was remaved

[]Do not allow to reinstall or restore the license file (Tamper Detection)

Check for system date modification

Enables a check, if the system date is modified back more than 1 day. This option will
stop the application if the date was turned back.

You have to send the user a special key to turn off this lock.

= Create key to turn off system date lock

If the user gets an error screen that the system date was modified, you have to
send him an Unlock Key with or without copy protection

e Unlock Key with Copy Protection| zs)
e Unlock Key without Copy Protection| -]

Don't allow to run on virtual machines

The application will not start if it is used on a virtual machine like VMware, Parallels etc.

Check if USB flash drive was removed
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If you plan to publish a project on USB flash drives| =), then this option prevents, that
somebody can remove the USB-flash drive during the application is running. The check is
done every 60 seconds.

Advanced Protection against Reinstallation (Tamper Detection)

This options prevents a reinstallation or restore of a backup. This option should be
selected cautiously as every time the license file is copied the application will stop. The
option makes sense for:

e Evaluation version with limitation by number of minutes
e Evaluation or full version with number of program starts

If this option is enabled and you do a test of a project| ., use Prepare Publishl .= after
each test to prevent a tamper detection error.

If the user restores the license file, the application will stop. You have to send out a key to
reset the tamper detection locklzss].

2.7.9.15.5 Regular Online Checks

Why do | need regular online checks?

A regular online check is necessary if you want to revoke or lock alicense - e.g.
because of a credit card chargeback or in case the customer returns the software. The
regular online check identifies that the license is locked on the Activation Server and it will
then lock the license on the local computer. You even can specify a grace period in case
no Internet connection is available.

Example

Alicense check would be due today but the user is traveling. There is no Internet
connection. The grace period now prolongs the time where the user can start the
application without the online check being done. Once the grace period is over, an Internet
connection is mandatory to validate the license.
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BB H videoprojectaipproject - All-In-One Protector

Start  Publish Keys | Activation Server Extras Help

5] & & 8

Settings Qwn Server Hasting Administration Update producton theActivation Server

Adtivation Server

Settings

Primary Hardware ID (Installation Code) Windows-1D(13) v
Alternative Hardware ID (Installation Code) Volume ID + Path(5) v
How often can a Serial Number be used? 1 =

Prevent Reinstallation
Do not automatically update the Activation Server

Premium Plus Options

Enable reqular online check
[ online check when an application is started or when opening a file
Validation interval in days 10

EHLIRETY

Grace period if no Internet connection is available 5

[J1gnore check if no Internet connection is available

Multi-Platform Options
[ serial Mumber can be used for Windows and MAC

“ If you enable the online check or change the values, you have to publish the project again and update the project on the Activation Server
A regular online check causes additional fees

Configure regular online checks

Validation interval

Specify how often the regular online check should be done.

online check when an application is started or when opening a
file
This option does a validation during each launch of an application or every time when a file

is opened. It can be used to protocol, how often files are opened. To protect data privacy,
the name of the file is not transferred.

Py
This is available only for Al

in days
This option does a validation every x days.
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Grace period if no Internet connection is available

If the online check is due but no Internet connection is available, the grace period starts.
The user can still work with the product without an Internet connection until the grace
period expires. Then an Internet connection is mandatory.

Ignore check if no Internet connection is available

2
If you don't want to terminate the application in case an Internet connection is never
available, tick this option. This allows you to always enable regular online checks but the
application would still work even if an Internet connection is never available.

Revoke or lock a license

The key has to be locked on the Activation Server. When the next online check is done,
All-In-One Protector finds out that the key is locked and will lock the license on the local
computer or network. During the next product start, All-ln-One Protector will go online
again to check if the lock was removed.

Details how to lock a license

2
You can also handle subscriptions using the regular online check. If the user does not
prolong the subscription, the license is just locked on the Activation Server.

AN

e Once the regular online checks are enabled, products delivered on USB flash drives| el
or published for hard disks|z will also make regular online checks. If you don't want to
have online checks, disable the option before you publish the product to the USB flash
drive

e To use the regular online check, you need a hosting packagels or an own Activation
Server. Each online check is journalized and counts as a transaction

* This feature requires the All-in-One Protector Premium Plus/ -3 or Multi-Platform
Edition.
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2.7.10 TAB - Publish

=2 e pdf-demo.mme - All-In-Cne Protector
Start | Publish Keys  Activation Server Extras Help

s % | % | ol 3
I I : \
TEST'] L | el 'EAL | =l l
v Publish - -
Prepare Publish Process Test Drive Publish CD Publish USB D:.L:T'-Ilc.al'l Publish Harddisk Publish options
Publish

E Select this option to save the project and prepare the publishing process

The first step is to prepare the publish process. This creates the project files, which
can then be distributed via CD or using your own installer[zss), USB flash drivelzs1],
Download version[ssl or hard diskl .. Depending on the project size, this step could take
several minutes. The other options are available as soon as the prepare publish process
has finished.

The icon indicates, that the prepare process has been completed.

Possible error messages

= The files could not be copied to the.....

There is a limitation with the length of a folder structure. Copy your project file
(\AAIPPROJECT) to a folder structure with less characters, e.g. to :c:\myproject instead of
using the document folder (default folder).

All-In-One Protector m

.-"'_"“-.I The files could not be copied to the \Work and .\Config folder. Check
‘S if the protected application is already running.
~ Check the length of path including filename for the project file
(.aipproject) or the files you import. The limit is 130 characters.
Error Code 501,

oK
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2.7.10.1 Publish Options

2 M

Start | Publish Keys  Activation Server

it
ar

I
eI )

Prepare Publish Process Test Drive

| EAE Fe==] G5
Publish Publish USE Publish Harddisk Publish optiong
Download

pdf-demo.aipproject - All-In-One Protector %

Publish options

Minimize All-In-One Protector fille size

Publish Download Options
(®) Create EXE file extracting files into the same folder
(O Create ZIP File

Version for online streaming

() Create EXE file extracting flles into the document folder

Minimize All-In-One Protector Player file size
By default, the All-In-One Player includes different viewers and players:

e PDF Viewer for PDF files
e Flash Player for SWF files

¢ Application Viewer for EXE and office files (PowerPoint, Excel, Word)

¢ Video Player for all video files

Thus the file size of the All-In-One Player is large.

If the option: Minimize All-In-One Protector Player file size is checked, a Player will be
included, which can only open the file types used within the project. The advantage
is that this player is significantly smaller than the full player.

There are 6 different players

¢ Full Player - can open all supported file types. The protected files have the extension

.aipfile

e PDF Viewer - can open PDF files, Office files and applications. The protected files
have the extension .aippdf (PDF), .aipppt (PPT), .aipword (Word), .aipexcel
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(Excel), .aipexe (EXE files)

¢ Application Viewer - can only open EXE and office files (PowerPoint, Excel, Word).
The protected files have the extension .aipppt (PPT), .aipword (Word), .aipexcel
(Excel), .aipexe (EXE files)

e Flash Player - can only open SWF files. The protected files have the extension .aipswf

e Video Player - can only open video files. The protected files have the extension
.MPVIDEO

e MAC Player - can only open MAC OS X app files. The protected files have the
extension . APP (original file extension is not changed)

The application viewer is the only player which gets a new iconl:if specified. This player
is not signed| sl

2
This option is not available in case there are Windows sub projects| .11 linked to the main
project.

Publish Download Options

If you create a download version (Publish downloadmﬂ) then 3 options how to package the
files are available

Create EXE file extracting files into the same folder

This option creates a self extracting ZIP file with the extension of an EXE file. The
advantage is, that it will automatically unzip after download on the same folder where
the download file was saved and start the All-In-One Player application. The
downloaded EXE package is deleted once the files are unzipped. It saves all unzipped
files in a new folder which gets the same name like the download file.

Download file

= officefiles.exe

Once the files are unzipped, a new folder with the same file name is created.

|  officefiles

Create EXE file extracting files into the document folder

This option creates a self extracting ZIP file with the extension of an EXE file. The
advantage is, that it will automatically unzip after download on the user document
folder and start the All-In-One Player application. The downloaded EXE package is NOT
deleted. It saves all unzipped files in a new folder within the user documents folder.
The new folder gets the same name like the download file.

Download file
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T officefiles.exe

Once the files are unzipped, a new folder (within the users documents folder) with the
same file name is created.

This PC #| Documents » officefiles h

-~

2 Mame

&, cti-data-connector-enterprise-version.pp...
&, cti-data-connector-oem-version-engl.pp...

&k cti-data-connector-saleforce.com-editio...

2

e The user can now launch the application from the download location AND from the
documents folder. This is typically the best publish option.

¢ You can also copy the EXE file to a CD. Starting the EXE would extract all files to the
hard disk.

Create ZIP file

This option creates a ZIP file, which the user can unzip manually to any folder.

2
If your download package gets wrong virus messages while downloading, use a ZIP file
instead of an EXE file.

Version for online streaming

This option is only available in a video Froiectm. Check this option if the video content
should be offered for online streaming| zoo.

The publish for download| s option creates 2 folders

e Player
e Server

The folder Player includes the download EXE file for the video player and the license file.
The folder Server contains all encrypted video files.

For more information see Video - Online Streaminqm

© 2016 Mirage Computer Systems GmbH



Part | - Learning the Basics 255

2.7.10.2 Publish for All-Media
After the Prepare Publish Process| i has finished, more options are available.

BB H pdf-demo.aipproject - All-In-One Protector b

Start | Publish Keys  Activation Server Extras  Help

2 & 4 4 4 8 i

Frepare Publizh Process Test Drive Publish_ALL Publish Publish USBE Publish Harddisk Publish options
Media Download
Publish

Select this option to save the project and prepare the publishing process

Select this option to test the project before you publish it

Select this option if you want to publish the project to a CD / DVD or if you want to package itinto an own installer

Select this option if you want to publish the project as a download version as one single EXE/ZIP file

Select this option if you want to publish the project on a USE flash drive

Select this option if you want to publish the project on a Harddisk

= 0= 0= = = B

Publish Options

Click on the icon to start the publishing process for all media including CD. Once it

is done, the icon changes to

Click on: Open Folder . This opens the File Explorer. You can just copy the complete
folder content to the CD or use the files in an own installer.
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=B H pdf-demo.aipproject - All-In-One Protector

Start | Publish Keys  Activation Server Extras Help

2 &4 8/ 4 48 4 @

Prepare Publizh Process Test Drive P”bliSh_ALL Fublish Publish USB Publish Hard disk Publish aptions
Media Download
Publish

Publish ALL Media

E'_‘f Open folder
Open folder with the protected files. Al files can be copied to & CD/OVD.

Y
-

You cannot start the All-In-One Player on this folder, because the _license file[ 7 is
modified with each start and cannot be used any longer for distribution.

If you want to make a life test, copy the complete Publish All Media folder to another

directory.
Mac
This option is not available
See also
Distribute a CD / DVD 4

Adding an installer! szl

2.7.10.3 Publish for Download
After the Prepare Publish Process| .« has finished, more options are available.

Publish for Download creates a self-extracting EXE file or ZIP file, which can be used
as a download version. The details for the download version are configured within Publish
Options| zs2.
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BB H pdf-demo.aipproject - All-In-Cne Frotector lr}

Start | Publish Keys  Activation Server Extras Help

2 @& 4 8448 @

Prepare Publish Process Test Drive P”bliSh.ALL Publish Publish USB Publish Harddisk Publish options
Media Download
Publish

Select this option to save the project and prepare the publishing process

Select this option to test the project before you publish it

Select this option if you want to publish the project to a CD / DVD or if you want to package it into an own installer

Select this option if you want to publish the project as a download version as one single EXE/ZIF file

Select this option if you want to publish the project on a USE flash drive

Select this option if you want to publish the project on a Harddisk

iz 0= 0= = B B

Publish Options

Click on the icon to start the publishing process as an EXE file. Once it is done,

the icon changes to @ .

Click on: Open Folder . This opens the File Explorer. You can then upload the EXE file to
your Internet Server.

You should sign the installer and application. sl

”~
g

The download file (package with all protected files) has the icon . Once
downloaded, all protected files are automatically extracted on a folder. Find more details
about the installer package within Publish Optionlz=2!.
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&
Mac

The download file is always a ZIP file

BB e pdf-demo.aippraject - All-In-One Protector
Start | Publish Keys  Activation Server Extras Help
Prepare Publish Process Test Drive P”bliSh_ALL Publish Publish USE Publish Harddisk Publish options
Media Download

Publish

Publish Download

k'_‘f Cpen folder
Open folder with the EXE/ZIP file.

“ The file should be distributed using a download link. In case you do not have a download server, use www.dropbox.com

= In case you do not have a download server, use Drogboxm

See also

How can | share my files using a download link?| )
Create files for CD/zss]

Adding an installer| sss!

2.7.10.3.1 Sign installer and application

Using a digital code signing certificate confirms the code’s origin and assures users that a
malicious third party has not inserted malware. The signature is also analyzed from the
operating system when a file is downloaded.

r
‘1

If a signature is missing for the download package, the user probably gets a warning
message in case the download file is an EXE file. If the download file is a ZIP file, the
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download mostly works without displaying an error but is most often checked by an
antivirus program once the file is unzipped. To prevent the warning message , you can
sign the installation package (an antivirus program can still report a false warning even if
the file is signed).

You can buy a code signing certificate from different vendors like www.digicert.com,
www.comodo.com, http://www.thawte.com or https://www.symantec.com/

All Windows All-In-One Player applications|zsl are already signed except for the All-In-One
Protector Application Viewer. This is because you can change the icon of the All-In-One
Protector Application Viewer and therefore a signature is not possible. To check, if the All-
In-One Player you use is signed, right mouse click on the EXE file, Properties, TAB Digital
Signature. If the All-In-One Player is not signed, this TAB is missing. Some companies
only allow to run signed EXE files. If you want to be on the save side, either sign the file
with your own certificate or uncheck the option: Minimize All-In-One Protector Player file
size[ 221, This will include the full player application which is signed but the icon cannot be
changed and the file size is larger.

i

Mac

Starting from the latest Mavericks version (10.9.5) you need to sign the .APP file and in
case you have an own installer package, the installer package too. To get a certificate, you
have to register as an Apple Developer - https://developer.apple.com and request a
certificate for: Developer ID Application

This applies only for download versions and for .APP protection. USB flash drive
versions| .l work without a signature and the All-n-One Protector PDF Viewer for MAC is
already signed.

If you do not sign the files, the user would get the following message:

“Font3forMAC" can't be opened because it |
g p g is from an unidentified developer.

Your security preferences allow installation of only
apps from the Mac App Store and identified
developers.

Safari downloaded this file today at 13:45 from
www.dropbox.com.

? [ OK

The user would then have to change the security setting (allow apps downloaded from
Anywhere), to allow to run your APP
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@ < HE Security & Privacy o}

FileVault  Firewall  Privacy

A login password has been set for this user | Change Password...

A

Require password 5 seconds O after sleep or screen saver begins

Allow apps downloaded from:

“Font3forMAC™ was blocked from opening because it is Open Anyway
not from an identified developer.

] Glick the lock to make changes. ?

Signing the files

The following steps require that you are familiar with the MAC code signing. For details
check this article

¢ You have to sign your .APP file and the All-In-One Player application, as your .APP
file is merged with the All-In-One Player

¢ Sign your .APP file before you add the protection (e.g. with codesign -s 'Developer ID
Application: Your Company (YOUR ID)' /projects/Font3unprotected.app)

¢ Create the protected version

e Copy the files created with Publish for Download| -l or the file from Publish for All-Media
[2s51to a MAC computer with OS X 10.9.5 or newer

e Unzip it only on the MAC computer (never on Windows)

Now you are ready to sign the All-in-One Player app

e Start the Terminal application
e codesign -f -s 'Developer ID Application: Your Company (YOUR ID)' /projects/
Font3forMAC.app
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2.7.10.4

In this example the name of the protected application would be: Font3forMAC
To test if the file signature is OK
e codesign --verify --verbose /projects/Font3forMAC.app

Now you can ZIP the file or create a download package, which you would have to sign with
an installer certificate.

Protected file is visible on the folder

If you unchecked the option: Hide Main Application[:s], your APP file will be visible on the
folder. You have to sign the file again as it was modified (only required with protection
levell ! - high and medium).

e codesign -f -s 'Developer ID Application: Your Company (YOUR ID)' /projects/
Font3unprotected.app

Publish for USB flash drive distribution

All-In-One Protector supports using a standard USB flash drive to copy protect a product.
For details how this works see USB flash drive as a dongle replacement]se)

After the Prepare Publish Process| il has finished, more options are available.
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BB H

Start | Publish Keys  Activation Server

pdf-demo.aipproject - All-In-One Frotector

2

Prepare Publish Process

Extras Help
Test Drive P UL Publish PublishUSE  Publish Harddisk
Media Download
Publish

@

Publish options

iz 0= 0= = B B

Click on the icon

Select this option to save the project and prepare the publishing process

Select this option to test the project before you publish it

Select this option if you want to publish the project to a CD / DVD or if you want to package it into an own installer

Select this option if you want to publish the project as a download version as one single EXE/ZIF file

Select this option if you want to publish the project on a USE flash drive

Select this option if you want to publish the project on a Harddisk

Publish Options

to prepare the publishing process for the USB flash drive. Once it

is done, the icon changes to

© 2016 Mirage Computer Systems GmbH



Part | - Learning the Basics 263

M2 H [ pdi-demo.mme - &ll-In-One Prc

Start | Publish [ Keys  Activation Server Extras  Help

s A 4 & 4

Prepare Publish Process Test Drive Publish CD Publish USE Publish EXE
Publish

Publish USB

(@) Files should be copied to the USE flash drive
(") Files are already on the USE flash drive - activate Copy Protection

() Files are already on the USBE flash drive - use the following values

Mumber of Computers where the USE 2 [=]
flash drive can be used

i

Time limited version
(@) Limit by Expiry Date B~ Clear Expiration Date

() Limit by number of days 0
Licensed to

Switch on Copy Protectionon USB flash drive

Files should be copied to the USB flash drive

This is the default option. All files will be copied to the USB flash drive. You can change
the values explained below (like number of computers).

Files are already on the USB flash drive - activate Copy
Protection

The files have already been copied to the USB flash drive (e.g. using a USB duplicator)
and the default license options|-s| are used.

Files are already on the USB flash drive - use the following
values

The files have already been copied to the USB flash drive (e.g. using a USB duplicator).
You can change the values explained below (like number of computers).
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= Click here for a detail explanation about the license options

To deliver a USB flash drive with a ready to go license, there are only a few steps
necessary.

o Py
Limit usage &

The customer can use the license always only on the computer, where the USB
flash drive is attached. The limitation by PC / user is an additional configuration
setting to limit the usage.

e Use a license per Computer/PCl2s - this limits the usage to the defined number of
computers (recommended option). To define an unlimited usage, just configure a
license with 9999 computers.

¢ Use a license per @@1— this limits the usage to the defined number of users

The default value is retrieved from the project settings in the screen - License
Information[ »s\. If you want to change the default settings, define the new value in the
field Number of Computers where the USB stick can be used.

2
e Alicense per concurrent user is not supported with a USB flash drive
e The deactivation of a license[ 2+ can be prevented

. : Py
Limit by Expiry Date &3

Adds an expiry date when the product will expire.

| &
Limit by Number of Days &7

Instead of using an expiry date, you can specify how many days the product can be
used. The days count starts with the first program start.

2
To ensure, that the user cannot turn back the system date, check the security option:
Check for system date modification]

Licensed to

This should be the company name or the user name. The information is displayed in
the License Viewer[ s or below the splash screen.[zx!
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Activate protection on USB flash drive

If you want to copy the files to the USB flash drive and automatically activate the copy
protection, select the option: Files should be copied to the USB flash drive press
the button Switch on Copy Protection on USB flash drive. This opens a file dialog to
select the USB flash drive, copies the files and adds the protection. You can specify the
number of computers, where the USB flash drive can be used, and an expiry date in
the fields below.

If you already copied the files to the USB flash drive and you want to use default values,
select the option: Files are already on the USB flash drive - Activate Copy
Protection and press the button Switch on Copy Protection on USB flash drive. This
opens a dialog, where you can select the license file on the USB flash drive. The copy
protection is then activated.

If you already copied the files to the USB flash drive and you want to change the default
settings, select the option: Files are already on the USB flash drive - use the
following values and press the button Switch on Copy Protection on USB flash drive.
This opens a dialog, where you can select the license file on the USB flash drive. The
copy protection is then activated. You can specify the number of computers, where the
USB flash drive can be used, and an expiry date in the fields below.

If the USB flash drive does not support copy protection, an error message is
displayed:There is no valid instcode for file filename.lic. You have to use another USB
flash drive.
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(== | | pdf-dema.mme - All-In-Cne Prc

Start | Publish Keys  Activation Server Extras  Help

a4 4 8 | ¥ &

Prepare Publish Process Test Drive Publish CD Publish USE Publish EXE

Publish

Publish USB

(@) Files should be copied to the USB flash drive

() Files are already on the USE flash drive - activate Copy Protection

() Files are already on the USB flash drive - use the following values
Mumber of Computers where the USB 3 [=]

flash drive can be used

Time limited version
(@) Limit by Expiry Date @~ Clear Expiration Date

() Limit by number of days 30
Licensed to

Switch on Copy Protectionon USE flash drive

Publish on USB flash drive

Automated process for large quantities

If you need large quantities of USB flash drives with a license file already activated, the
automated USB flash drive duplication[s)is the right choice. It allows USB flash drive
duplication in a batch process.

&
Mac

Only available option is: Licensed to. The copy process to the USB flash drive could take
more time as a .APP file could consist of hundreds or thousands of single files.

2
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2.7.10.5

If you get the error message: This USB flash drive can not be used as there is no unique
ID, try Publish for hard diskl -7 and select there the drive letter for the USB stick. More

Information|ss what you have to consider.

See also
Security option - Check if USB flash drive was removed| 2«1

USB flash drive - more details| s

Deliver the USB flash drive with Copy Protection already activated|se:|

Publish for Hard Disk

Select this option if you need copy protection for the following use cases:

e Store content on a server hard disk within your own company network. This makes
sense if documents should be accessible from a central server

¢ Deliver your content on an external hard disk

e For USB flash drives which mount as a hard diskl s and not as a removable media

e For pen drives / flash disks / memory cards / SD cards|s

After the Prepare Publish Process| il has finished, more options are available.
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BB H

Start | Publish Keys  Activation Server

pdf-demo.aipproject - All-In-One Frotector

2

Prepare Publish Process

Extras Help
Test Drive P UL Publish PublishUSE  Publish Harddisk
Media Download
Publish

@

Publish options

iz 0= 0= = B B

Click on the icon

Select this option to save the project and prepare the publishing process

Select this option to test the project before you publish it

Select this option if you want to publish the project to a CD / DVD or if you want to package it into an own installer

Select this option if you want to publish the project as a download version as one single EXE/ZIF file

Select this option if you want to publish the project on a USE flash drive

Select this option if you want to publish the project on a Harddisk

Publish Options

to prepare the publishing process for the USB flash drive. Once it

is done, the icon changes to
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AN pdf-demo.mme - All-In-Cne Protector

Start | Publish Keys  Activation Server Extras  Help

¥ a4 A48 8y =

Publish

Prepare Publish Process Test Drive Publish CO Publish USB TR Publish Harddisk Publish options

Publish

Publish Harddisk

(@ Files should be copied to the Harddisk
() Files are already on the Harddisk - activate Copy Protection

(1 Files are already on the Harddisk - use the following values

Mumber of Computers which can access  5g =]
the product 5

Time limited version

(@ Limit by Expiry Date B~ Clear Expiration Date
() Limit by number of days |30

Copy Protection: Volume ID{1) =

Licensed to

SwitchonCopy ProtectiononHarddisk

r—* Open folder
Open folder with the protected files.

Files should be copied to the hard disk

This is the default option. All files will be copied to the hard disk. You can change the
values explained below (like number of computers).

Files are already on the hard disk - activate Copy Protection

The files have already been copied to the hard disk and the default license optionsl| z:s| are
used.

Files are already on the hard disk - use the following values

The files have already been copied to the hard disk. You can change the values explained
below (like number of computers).
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deliver a USB flash drive with a ready to go license, there are only a few steps necessary.

Limit usage

The limitation by PC / user is an additional configuration setting to limit the usage.

e Use a license per Computer/PClzs - this limits the usage to the defined number of
computers (recommended option). To define an unlimited usage, just configure a
license with 9999 computers.

e Use a license per M@ this limits the usage to the defined number of users

The default value is retrieved from the project settings in the screen - License Information
251, If you want to change the default settings, define the new value in the field Number of
Computers which can access the product

@
e The deactivation of a license[ = can be prevented

Limit by Expiry Date

Adds an expiry date when the product will expire.

Limit by Number of Days

Instead of using an expiry date, you can specify how many days the product can be used.
The days count starts with the first program start.

2
To ensure, that the user cannot turn back the system date, check the security option:
Check for system date modification 2«

Licensed to

This should be the company name or the user name. The information is displayed in the
License Viewer| s or below the splash screen. /2!

Copy Protection

Select one of the copy protection option| . Volume ID (1) should be used in larger
networks as it can be always retrieved.

2
USB flash drives which mount as a hard disk and not as a removable media and pen
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drives / flash disks / memory cards / SD cards need a unique ID -more details[ !

Switch on Copy Protection on hard disk

This opens a file dialog. Select the hard disk (network drive) or license file (depending on
the options above).

Mac
This option is not available

t This feature requires the All-In-One Protector Premium Plus| 5 or Multi-Platform
Edition.

2.7.10.6 Test Project

After creating the files for deployment you can test your project (Testdrive). The Testdrive
simulates the deployment. It is only available if you selected the option Prepare
Publish Process|zs.

“H S | | pdf-demo.mm

Start | Publish keys  Activation Server Extras  Help

a4 & 4 4 &

Prepare Publish Process Test Drive Publish CD Publish USE Publish EXE

Publish

E ! Select this option to save the project and prepare the publishing process

| g ! Select this option to test the project before you publish it

Mac
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This option is not available

2.7.10.7 Update Project on the Activation Server

The Activation Server needs information about your project. If this information is missing a
Serial Number is not accepted. Click on this option every time a setting@ has changed or
configure it for automatic updatelsool

BB K | pdf-demo.mme - All-In-One Protector
Start  Publish Keys | Activation Server Extras  Help
g % e i i}
Settings Owin Server Hosting Administration Update projecton the Activation Server
Activation Server

This option is only available if:

¢ The login data to the Activation Server is configured - see screen Hosting Settings|sos| or
Own Server Settings|zo)

Only information like project name and encryption information is sent to the Activation
Server . Your original files and the protected files are stored only on your local PC.

2
If the uploading fails or the system hangs, see Error during uploading files/ s

Test Server

Your projects and test activations are deleted after 2 days on the pre-configured test
Activation Server.

See also
Error during uploading files|sor)
Manually upload Files] sl
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2.7.10.8 Adding an installer

The Premium Plus|+3 or Multi-Platform|::] Edition comes with a ready to go installation
manager. It allows installing the files from CD or download link to the hard disk. It also
offers a network installation for Client PC's. The installer files can be found on the folder
\All-In-One Protector\6\installer .

The installation manager includes the following features:

e Copies all files i3 Setup - My Program 2.1 S - =)
to a specified
directgr Welcome to the My Program 2.1
. y Setup Wizard
e Displays a
license This will install My Program 2.1 on your computer.
agreem ent It is recommended that you close all other applications before
e Adds the continuing.

Click MNext to continue, or Cancel to exit Setup.
necessary user

rights to the
specified
directory

e Copies the
player,
database
(.aipfile) file and
the license file [ Ned> | [ Cancel
to the specified
directory,
including an
icon file

e Adds a
program
manager group
and an entry
within the
program
manager group
to start the All-
In-One Player

e Define a
different start
application, e.g.
amenu
program

e Copy additional
files, e.g. files
needed by a
menu program

e Display a
readme file at
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the end of the
installation

e Option to install
the files on a
USB flash drive
instead of the
hard disk

e Adds uninstall
information

e Installation
dialogs are
available in
multiple
languages

= You can change the icon on the desktop and in the program manager group with an
own bespoke icon.

The installer consists of 2 files:

e setup.exe - (installer file for single user installation) or setup-sign.exe (digitally signed
with Mirage credentials)
e setup.ini - (configuration file for installer)

Copy these 2 files from the main installation folder ..\All-In-One Protector Premium Plus\6
\installer to a new folder, eg. Master CD

¢ Publish the project with the option for CD[2s)

e Copy the files from the folder - Publish All Media - to the new Master CD folder

e Then modify the setup.ini file[ o with any editor. The name of the installer can be
renamed, e.g. to setup-abc.exe. The name of the ini file must be setup.ini.

= If you want to start the installer directly after a CD is inserted, modify the file
autorun.inf.

[autorun]

icon=flash-demo.exe

open=setup.exe

Name=All-In-One Protector - Flash Demo

& This feature requires the All-In-One Protector Premium Plus| 5 or Multi-Platform
Edition.
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2.7.11

i

Mac

This option is not available

)

« Allfiles of the installation manager can be delivered as a self extracting EXE file[ s

e You should sign the installer and application. | »s:!

See also

Configuration File - Setup.inil «so!

Single User Installation| sool

Network Installation] sos)

TAB - Keys
BB H i pdf-demo.mme - All-In-Gne Protector
Start  Publish Keys | Activation Server Extras  Help

G55 Serial Number
@ Additional Licenses

@5 Tamper Detection

@ Unlock with Copy Protection

8= Unlock without Copy Protedion

Keys

'\j' & I8 e Key List
Desaiptions Analyze Ke
onfoff u u

Create Serial Numbers, Unlock Keys or additional Activation Keys like a key to prolong a

trial version.

i

Mac

Any key for a MAC project or a Windows project, where the Serial Number can be used on
Windows and Mac|=s), can only be created using theActivation Server.| 1]
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27111

2.7.11.2

Format of a Key

All keys used by All-in-One Protector are unique and have the same format.
dO8uc-G1liC9-jOGeA-BqgEX-U71ID-0V1VX

There are 6 blocks each with 5 characters. The blocks are separated by a hyphen for
better readability.

The option Use extended description adds additional information information to clarify
letters which could be misinterpreted (like 1and 1 or O and 0). This is only necessary
when transmitting a key by fax. The extended description is only available if you make one
single key.

Example:
dO8uc-G1iC9-jOGeA-BqgEX-U71ID-0V1VX

In block 1 at position 2 there is the capital letter O
In block 3 at position 2 there is the capital letter O
In block 5 at position 4 there is the small letter |

In block 6 at position 1 there is the digit O

K
/1
(o =

All keys are project-specific. You have to load the project before you create the
keys. It is not possible to create a Serial Number for project A when project B is loaded.

Create Serial Number Key

After having bought the product, the customer is provided with a Serial Number which is
the 'proof of purchase' and is unique. To get a better idea of the workflow, see Basics
about Workflow[ -\

The design of a key is described in Format of a Key[zs.

There are different ways to create a Serial Number

e Create one single Serial Number|27]
e Create a Key List]|zs0l
e Dynamically create a Serial Number within an Online Shog@

&
Mac

Any key for a MAC project or a Windows project, where the Serial Number can be used on
Windows and Maclswl, can only be created using theActivation Server.[ 2
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2.7.11.2.1 Create one single Serial Number

To manually create a Serial Number switch to the TAB Keys, Serial Number

BB H [ pdf-demo.mme - All-In-One Protector
Start  Publish Keys | Activation Server Extras  Help
@5 serial Number @4 Unlock with Copy Protection — .:5:]
@ Additional Licenses 8= Unlock without Copy Protedion @ é& E Save Key List
2 Desaiptions
@S Tamper Detection Dn‘rztﬁ Analyze Key
Keys
Mumber of days until Unlock Key has to be used 3 s
Mumber of computers for network license 1 =
Create Serial Number
Mumber of desired Serial Mumbers 1 =

A Serial Number can be created with different options.

Number of days until Unlock Key has to be used
If an activation by e-mail, fax or phone is used, there is a time difference between applying
the Serial Number key and sending the Unlock Key@. To allow the customer to use the

product after applying the Serial Number, add a few days (typically 2-5 days) which are
included in the Serial Number.

Number of days until full version expires (Subscription)

If you selected the license option: Subscription with an expiry date[ -l then the day value
has a different meaning. You can either define:

e Number of days until the full version expires - the time counter starts when the user
types in the Serial Number
e Expiry Date when the full version expires
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WO E

Start  Publish Keys | Activation Server

@5 Serial Number
G Additional Licenses

Extras
2% Unlock with Copy Protection
8% Unlock without Copy Protedion

@= Tamper Detection

pdi-demo.mme - All-In-One Protector

E Save Key List

Help

Analyze Key

Desaiptions

onfoff

Keys

Administration

Mumber of days until full version expires 355 =
[T] Expiry Date 23.08.2011

Mumber of Licenses: 1 :
Mumber of desired Serial Mumbers 1 =]

Create Serial Number

Serial Number for a subscription license

Number of Computers/Users/Licenses

If a network license[z:is used (more then 1 license per PC / user / concurrent user), the
number of PCs / users / concurrent users can be defined in the Serial Number. If the user
buys later more licenses, send him an Additional Keyl zsol.

Keys | Activation Server Extras  Help

BB HE O
Start  Publish

@ Serial Number
@ Additional Licenses

@25 Unlock with Copy Protection
@% Unlock without Copy Protedion

0% Tamper Detection
Keys

pdf-demo.mme - All-In-One Protector

*
Desaiptions
onfoff

Save Key List

Analyze Key

Administration

Mumber of days until Unlodk Key has to be used 1 =

Mumber of computers for network license

Number of desired Serial Mumbers

Create Serial Number

Network license or USB flash drive usage

A

This value overwrites the existing value in the license. If you have an evaluation version

© 2016 Mirage Computer Systems GmbH



Part | - Learning the Basics 279

with 5 users and the Serial Number includes 1 user, this results in a license for one user
after applying the Serial Number.

For a single user installation always set this value to 1.

For a USB flash drive licenselss! the number of Computers defines, on how many PCs the
USB flash drive can be attached.

Number of desired Serial Numbers

Either generate one key per customer or generate a complete key list with hundreds of
keys. For details see Create a Key List.| 20

Create and Save Key

After pressing the button Create Serial Number, the key(s) including the extended
description is/are copied into the text box. If only one key is generated, it is also copied into
the clipboard.

The content of the text box can be saved to a file by clicking on the icon E :

Descriptions On / Off

You can add an additional description when a key is generated. This is useful when the
user gets the key on paper.

GPcoX-35dA8-C8Gch-2Xd7C-5Pn1Q-AfiCL

In block 1 at position 4 it reads the small letter o

The button is a toggle which is turned on or off
@ description is on

description is off
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See also

Create a Key List]ze0]
How often can a key be used?| »ss|

2.7.11.2.2 Key List/ Save keys in afile

If you have only a few installations to manage, it is sufficient to generate the Serial Number
on a one-by-one basis manually. In case of a large volume delivery like hundreds of CD's,

a key list is necessary. The key list file would then be sent to the CD duplication company.
Online Shops that do not support an integrated generator often support the upload of a key
list.

Enter the desired number of Serial Numbers, press button Generate Serial Number and

then click on the icon E . The key list is saved as a text file.

Sample:
Generating 3 Serial Number(s)...

RZ9UZ-11CC9-9Ah7v-GZ97n-gd18N-a21Fa
6F9UA-I1CC9-9Ah7e-GZ97n-1d18N-a71FJ
S79Uf-11CC9-9Ah7a-GZ97n-Qd18N-ak1FP
Key(s) generated.

2

The key list can e.g. be sent to e-commerce providers|:sl or can be printed on the cover of
the CD/DVD.

The option: Descriptions On is not possible. Only keys without additional explanation text
can be created.
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=R = | | pdf-demo.mme - All-In-Cne Protector
Start  Publish Keys | Activation Server Extras  Help
@5 serial Number 84 Unlack with Copy Protection ] :é) -
@ Additional Licenses 8= Unlock without Copy Protedion l\_g) Q% H Save Key List
= Tamper Detaction De:‘;}gh#m Analyze Key
Keys

Administration

Mumber of days until Unlock Key has to be used 365 =
Number of Licenses: 1 =

Create Serial Number
Mumber of desired Serial Mumbers 1000 =

4

O0coV-37dAB-CaGcQ-2Xh7C-yPn1Q-A2C4
87c0Q-37dAB-CBGo-2Xh 7C-EPN 1Q-AniCj
e6coB-37dAB-C8Gea-2xXh7C-hPn1Q-ACICR.
33cok-37dAB-C8Gca-2Xh7C-gPn1Q-ALIC L
wGCop-37dAB-CBGCh-2Xh7C-mPn1Q-AZC3
wZcom-37dAB-CaGCT-2Xh 7C-gPn 1Q-AkiC2
Dncof-37dAB-CaGov-2Xh7C-UPn1Q-AFICH
Tdcou-37dAB-CEGCS-ZXh7C-uPn1Q-AFICT
QScon-37dA8-CBGAI-2Xh7C-DPn 1Q-AVICN
G2c01-37dAB-CBGov-2Xh7C-TPNn 1Q-ACICO
QkcoQ-37dAB-CEGCd-2Xh7C-vPn 1Q-AMICS
ZKro9-37dAB-CBGov-2Xh7C-QPn1Q-AfiCa
FZrot-37dAS-CEGc0-2%Xh7C-fPn1Q-AbiCx
HDcol-37dAB-CBGU-2Xh7C-SPn1Q-ASICz
tGroc-37dAB-C8Gc 1-2Xh 7C-vPn 1Q-ABIC]
uqeol-37dAB-CaGCT-2Xh7C-ZPn 1Q-AlCE
OecoZ-37dAB-CBGCT-2Xh7CFPn1Q-AsiCX
Mcof-37dAB-C8Gcz-2Xh 7C-8Pn 1Q-AgIC3
bicoF-37dA8-C8GcH-2Xh7C-WPn 1Q-ApiCt
Macod-37dAB-C8GK-2Xh7C-gPn1Q-ASIC1

See also

Create one single Serial Number/ -1
How often can a key be used?| 2|

2.7.11.2.3 Create Serial Number on the Activation Server

If you use the Activation Server, the recommended way to create a Serial Number is the
browser based administration interface of the Activation Server. This offers several
advantages

e Multiple users can create keys from different locations
e You can assign a key to a customer or areseller
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2.7.11.3

e Anote can be attached to a key

e The maximum key usage can be changed

e The key is already stored and it can be changed or locked
e You can create one single key or a key list

Log into the Activation Server Administration Interface and select Keys, Create a Serial
Number.

Create a Serial Number for your customers

Create a Serial Number Serial Number Key Options

Product Name " Easy-Go Application + Is Locked

Module ID E-Learning Made Easy (QHDOO1) & Maximum Key f ID Usage 1

Registered Customer Name & & External Group
Number of days until Unlock Key External ID
has to be used
Reseller &
Number of Computers for 1
network license: Note

Number of desired Serial 1
Numbers

Generate key details

Ecreate Key Ecreate Key List xcancel

For more details change to Activation Server help

Unlock Key

Generating an Unlock Key is only necessary if the customer registers via e-mail,[s2s] fax[s2:]
or phonel =2l It unlocks the version by activating the copy protection. To get a better idea of
the workflow, see Basics about Workflow[ szl

The Unlock Key is either generated

e Using the All-In-One Protector Application|zss)

or if the Activation Server is used

e Within the Activation Server Administration Interface| zss|

If copy protection is not necessary, select Unlock [Wwithout/z7] Copy Protectionl 2]
instead.

Requesting Unlock Key by E-Mail, Fax or Phone

The customer fills out the screen for e-mail activation[ =23l or fax activation=: and sends to
you an e-mail or fax with the activation request or calls you to activate by phone. You use
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the installation codes provided to generate an Unlock Key.

=ISenden | Konten~ | (] ~ [ & =& ¥ B ¥ & [:] Optionen... = | HTML

G An... reqgisterflashdemo @mirage-systems.de
G4 ce...
(G Bec...
Betreff: Artivation-Request for Multimedia Edition - Flash Demao,
H S &, | Arial » 10 -A- F XU

Activation-Request for Multimedia Edition - Flash Demo (22.04.2006 22:29:05)
Please do not change the following information
Mame/Company: Tom Hanks

Serial Number: 678U0-31CC9-9AFTm-AZZ7n-Dd18N-0Q1FH
E-Mail-Address: Tom.Hanks{@smartinc.com

Instcodes:

01 6FTB20CH

02: Y2BCADIC

03: BB8DAZBD

04: BBEDAZBD

05: 9F530D83

g 2ACAFD2C

07: 2D818C25

08: DEBOLECE

09: BAAIZ4BA

The unlock key will be sent within 1-2 business days.
Project:flash-demo - MCRO{1

User Info:

(here you can write comments to the Activation Center)

E-Mail Activation Request
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i S 22042006
@ Fax-Registration for Multimedia Edition - Flash Demo
Send this fax to +49 721/151599638

Name/Company: Tom Hanks
Serial Number: 678U0-31CCY9-9AF Tm-AZ87n-DAd18N-0Q1FH

In block 1 at position 5 there is the digit 0O
In block 6 at position 1 there is the digit 0O

E-Majil-Address: Tom.Hanks@smartinc.com

Instcodes:

01l: G6F7BZ20CSE
02: TZBCADSC
03: BBBOAZBD
04: BBB8OAZBD
05: 9F530DE83
06: ZACAFDZC
07: 2DB18C98
08: O06BOSECB
09: BAA3Z48A

The unlock key will be sent within 1-2 business days.
Project: flash-demc - MCROO1

Fax Activation Request
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7 Activation of All-In-One Protector - PDF Demao

)

Please contact our customer service
by phone. We wil assist you with
the activation process,

@ English =

Flease dial the number +497525529339 to activate All-In-One Protector - PDF
Demo. When asked please communicate your Serial Mumber and an &-digit

Request Unlock Key by Phone

code.

Mo Installation Code

01 OF 773531

02 BEEAF451

03 9D23D451

04 1D675C53

05 91FE3CH0

06 BSBG46TE

o7 339458AE

03 SF16CFF3

09 E21C0472

R il CoODTC/— A A

1 | m

Badk Mext

| »

Phone Activation Request

For details see workflow - Activation by e-mail, phone, fax/ s

i

Mac

Any key for a MAC project or a Windows project, where the Serial Number can be used on

Windows and Mac/(l, can only be created using theActivation Server. | zs]

2.7.11.3.1 Create Unlock Key with Copy Protection

To manually create an Unlock Key switch to the TAB Keys, Unlock Key with Copy

Protection

You have to open the project]:s] before you can create an Unlock Key. This is necessary

as every project has a different encryption to ensure, that an Unlock Key from product A

cannot be used on product B.
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BB H | pdf-demo.mme - All-In-Cne Protector
Start  Publish Keys | Activation Server Extras  Help
% Serial Number @5 Unlock with Copy Protection — | ,’Q
| =40 = :
@< Additional Licenses 8= Unlock without Copy Protedion @ é& E Save Key List
Desaiptions
@S Tamper Detection onf?:tFF Analyze Key
Keys
Copy Protection: ’Neibios MName (local) (4) v] Installation Code: 1DE75C53

Create Unlock Keywith Copy
Protection

Key(s) to activate Copy Protection and unlock application. Can be applied only on the computer with InstCode 1D675C53 at protection type 4.
P09 2f-G 1UF0-MEHYR-3MdPZ nKeeG-AK 152

In block 1 at position 2 it reads the small letter o

In block 2 at position 5 it reads the digit 0

Copy Protection

In the picklist select type of copy protection (Volume ID, MAC Address, Hosthame etc.)
you want to use.

For single user installations or CD distribution, the hardware ID 13 (Windows ID| ss) is
recommended. For network installations use installation code 5 (Volume ID + UNC Path
[36s]) or 6 (MAC Address + UNC Pathlse)). If the user installs the product on an own usb
flash drivelssl the code 11 is required.

Installation Code

Enter the Hardware ID (8 digit ID) which is transmitted from the customer. It is case
sensitive.

2
If a hardware ID can not be retrieved (e.g. there is no network adapter) then the code is
empty. You have to use a different installation code then.

Create and Save Key

After pressing the button Create Unlock Key with Copy Protection, the key including
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the extended description is copied into the text box. It is also copied into the clipboard.

The content of the text box can be saved to a file by clicking on the icon E :

Descriptions On / Off

You can add an additional description when a key is generated. This is useful when the
user gets the key on paper.

GPcoX-35dA8-C8Gch-2Xd7C-5Pn1Q-AfiCL
In block 1 at position 4 it reads the small letter o

The button is a toggle which is turned on or off

i

®)

il

description is on

description is off

Send Unlock Key to customer

Send the Unlock Key to the customer who will use the key in the screen Enter Unlock Key

327,

See also

The design of a key is described in Format of a Keyl )
To better understand the Hardware ID see chapter Hardware ID [ e,

2.7.11.3.2 Create Unlock Key without Copy Protection

To manually create an Unlock Key switch to the TAB Keys, Unlock Key with Copy
Protection

If the product should be unlocked with copy protection, select Unlocking with Copy
Protection[ss! instead. Unlocking without Copy Protection will just protect the content, but
the user could copy the product and use it on multiple PCs.
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You have to open the project]:s] before you can create an Unlock Key. This is necessary
as every project has a different encryption to ensure, that an Unlock Key from product A
cannot be used on product B.

After pressing the button Generate Key, the key including the extended description is
copied into the text box. It is also copied into the clipboard. The content of the text box can
be saved to a file with the button Save generated keys to file.

i
(g If you have unchecked - Remove time limitation after Unlock Key is applied! 1 you
will get 2 keys. Both keys have to be applied.

@ Multimedia Protector - flash-demo [C:\Program Files\...1.3\Demodata\flash-demo.mme] 06
fSeriaI Mumber 1rUnladcing with Copy Prot. 1I Unlocking without Copy Prot. ) Additional Licences | =
@
{ Generate Key ] z
(al
=
Key to unlock application without Copy Protection.
nJoPx-1EIES-47F%i-EXewZ - INCBN-B2FD] m
C] use extended description [ Save generated keys to fle ]
[ Settings ] [ Image ] [ Player Options ] [ Administration ]
[ Licence Information J [ Data Import J [ Save J @

Send the Unlock Key to the customer who will use the key in the screen Enter Unlock Key

3271,

See also

The design of a key is described in Format of a Keyl )
To better understand the Hardware ID see chapter Hardware ID [ o).
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2.7.11.3.3 Create Unlock Key using Activation Server

Using the Activation Server to create the Unlock Key ensures that the Serial Number
cannot be used twice (e.g. customers sends the Serial Number key by fax and uses the
key on another PC with Online activation).

Log into the Activation Server Administration Interface and select Tools, Manual
Activation.

Select your project and the main module ID. Use the Serial Number and installation code

from the e-mail, fax or phone. After pressing the button Send, the data is stored and the
Unlock Key is created.

Create Copy Protection und Unlock Keys |Required 1

Type: | Module Activation ]

Customermame: |Peter Hanks
Projektname: | demo-easygo ]
Serial Number Key / EntryKey: |ESDEv- 5CP0O3-9E410- 3tKEX-LQDSk- 6M14f
Module ID: | QHDOO1 ]
Installation Code:|6 |v|c7pB7158
OEM-Name: |
E-Mail: |peter.hanks@smartinc.com

Send Cancel

For more details change to Activation Server help

2.7.11.3.4 Create Unlock Key using E-Mail Activator Service

The e-mail Activator Service is a service, which scans an e-mail account for activation
requests and automatically performs the product activation. The end user will instantly
get an Unlock Key back.

The main features are:

e Scan an e-malil

e Decide, if it is an e-mail for product activation or another type of e-mail

e Perform an activation or reactivation using the Activation Server server

e Send back an e-mail to the end user with different e-mail content for: successful

activation, denied activation ( in case the Serial Number / ID was already used or
locked), Erroneous Activations

¢ Reply messages can be defined in all languages supported by All-In-One Protector
¢ Notification message for every successful or erroneous e-mail
e Send all e-malils to an archive e-mail account

Click here for more information about the service.

© 2016 Mirage Computer Systems GmbH


http://www.helpserver.biz/onlinehelp/lpmme/was/admin/4.0/help2000/index.html?tools_manual_activation.htm
http://www.helpserver.biz/onlinehelp/lpmme/was/admin/4.0/help2000/index.html?e_mail_activator_service.htm

290 All-In-One Protector

2.7.11.4 Additional Licenses
To manually create a Key switch to the TAB Keys, Additional Licenses

This option allows to create an Activation Key, which changes the license information
after the product is delivered. The Activation Key can be applied:

¢ During the trial period or when an error occurs, using the option Show License
Information szo!
« After the product is activated using the License Viewer| s

The design of a key is described in Format of a Key[zs.

=2 H [ pdf-demo.mme - All-In-One Protector
Start  Publish Keys | Activation Server Extras  Help
% Serial Number @25 Unlock with Copy Protection =1 ,;"QJ
@< Additional Licenses @5 Unlock without Copy Protedion I@ & : TerE S
@< Tamper Detection Desﬂgh#ns Analyze Key
Keys
Administration
Select Modul [All-In-One Protector - PDF Demao (ZBMN001) -
Copy Protection: lNone VI Installation Code:
MNumber of computers for network license 5 = Qverwrite value in license file
MNumber of days to evaluate a =
Expiry Date g Create Key for additional licenses
¥ Dnline validation required :
Removes time limitation
Number of desired keys 1 =

Increase Network Licence

If a network licenselzslis used (more then 1 license per PC / user / concurrent user), the
number of PCs / users / concurrent users can be increased or decreased by sending an
Activation Key to the customer.

& This feature requires the All-In-One Protector Premium Plus| 5 or Multi-Platform
Edition.

4 |

[+ =
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This key adds the selected number of licenses to the existing value in the license file. If
you have an existing license with 5 users and the additional license includes 2 users, this
results in a license for 7 users after applying the key. If the existing value should be
replaced by the new key then select the option: Overwrite value in license file

Prolong Evaluation Version

Another option is to prolong an existing trial period. Make an Activation Key with:

e Number of computers for network license =0
e either select: Number of days to evaluate or Expiry Date

Remove time limitation

The option removes time limitation removes the expiry date of a license

Change number of Print Copies

If the PDF option: Limit number of print copies| . for PDF files is selected, an Activation
Key can be generated, which allows the user to add additional print copies for his license.
Select the module: Prints. The number of licenses field then includes the number of
print copies you add.

=N | | pdf-demo.mme - All-In-Cne Protector
Start  Publish Keys | Activation Server Extras  Help
&% Serial Number &% Unlock with Copy Protection =In [Q]
@ Additional Licenses &% Unlock without Copy Protedion \‘%} @ E SaveKey Lis
@ Tamper Detection De;ﬂpoh#rs Analyze Key
Keys
Administration
Select Modul |Prints (kRFO02) -
Copy Protection: [None - Installation Code:
Mumber of Licenses: 3 : . Overwrite value in license file
Mumber of days to evaluate a :
Expiry Date g Create Key for additional licenses
Orline validation required
Removes time limitation
Mumber of desired keys 1 =

Change number of print copies
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Security option for Activation Keys

To ensure that this Activation Key is not used many times, there are 2 options

With Activation Server

Online Validation Required

Use this options, if you have an Activation Server running. The Activation Key is sent to the
Activation Server before it is applied. It is stored in the database. If the Activation Server
detects that the key was already used, it will block the key. This ensures, that the key can
only be used once.

Without Activation Server

You have to include the Hardware ID[s=1lin the Activation Key. This ensures that the
Activation Key can only be used on the machine with the specified Hardware ID.

= Settings
Copy Protection

In the picklist select type of copy protection (Volume ID, MAC Address, Hostname etc.)
you want to use.

For single user installations or CD distribution, the hardware ID 13 (Windows ID| sel) is
recommended. For network installations use installation code 5 (Volume ID + UNC
Pathlse)) or 6 (MAC Address + UNC Pathls). If the user installs the product on an own
usb flash drivelssl the code 11 is required.

Installation Code

Enter the Hardware ID (8 digit ID) which is transmitted from the customer. It is case
sensitive.

2
If a hardware ID can not be retrieved (e.g. there is no network adapter) then the code is
empty. You have to use a different installation code then.

Number of desired keys

Either generate one key per customer or generate a complete key list with hundreds of
keys. For details see Create a Key List.| 20
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2.7.11.5

Create and Save Key

After pressing the button Create Key for additional licenses, the key(s) including the
extended description is/are copied into the text box. If only one key is generated, it is also
copied into the clipboard.

The content of the text box can be saved to a file by clicking on the icon E :

Descriptions On / Off

You can add an additional description when a key is generated. This is useful when the
user gets the key on paper.

GPcoX-35dA8-C8Gch-2Xd7C-5Pn1Q-AfiCL
In block 1 at position 4 it reads the small letter o

The button is a toggle which is turned on or off

il

§r

O
description is on

description is off

Mac

Any key for a MAC [g%)ject or a Windows project, where the Serial Number can be used on
Windows and Mac(l, can only be created using theActivation Server. | zs:]

Tamper Detection

If the option Advanced Protection against Reinstallation (Tamper Detection)[ 2« is used
and the customer restores a backup or tries to manipulate the license, the application will
not start.

To allow using the application again, create a Tamper Reset Key and sent it to the
customer.
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BB E Office-Files.aipproject - All-in-Cne Protector
Start  Publish Keys | |Activation Server Extras Help

@5 Serial Number @5 Unlack with Copy Protection QI

" | @ 3 Save Key List
@ Additional Licenses @= Unlock without Copy Protedion \__s./ ¥
{055 Tamper Detection Degrimfgi#ms Analyze Key
Keys
Copy Protection: Mone v | Installation Code:

Which activation key do you want to generate?

() Deactivating Tamper Detection Online validation required
() Activating Tamper Detection Unlimited installation

@ Reset Tamper Detection on single user system

) peset Tamper Detection on network system

Number of days within which a work station

has to use the application to reset tamper Create Key for Tamper Detection
detection:

(=]
L4

e Select Deactivating Tamper Detection if you want to disable Tamper Detection for a
product was already installed on the end users computer

e Select Activating Tamper Detection if you want to activate Tamper Detection for a
product was already installed on the end users computer

e Select either Resetting Tamper Detection on a single user or network system to just
reset the lock. The user can then start the application again but Tamper Protection is
still active

2

Use Online validation required to ensure, that the key cannot be used on multiple PCs
Uncheck Unlimited installation to ensure, that the key cannot be used twice on the same
license file

Within a network, the key has to reset all Computers. Therefore a time frame has to by
defined (Option: Number of days within which a work station has to use the application to
reset tamper detection). Within that time frame each computer has to start the application
to remove the lock. That means that during these days the Tamper Detection functionality
is virtually deactivated.

You should select the value for number of days large enough to allow all computers to
start the application within the time frame to reset the lock. Tell your customer to start the
application on all computers.

© 2016 Mirage Computer Systems GmbH



Part | - Learning the Basics 295

&
Mac

Any key for a MAC project or a Windows project, where the Serial Number can be used on
Windows and Mac/(sol, can only be created using theActivation Server. |z

2.7.11.6 How often can a key be used?

Use ONE Serial Number on MULTIPLE PCs

Typically one Serial Number is valid for one PC, so that each PC has its own Serial
Number. It is possible to hand out one single Serial Number to a company or offer a family
license and allow, that this Serial Number can be used on multiple PCs.

This setup requires the Activation Server.

The default usage of a key is 1. It can be changed in different ways.

Accept all Serial Numbers on multiple PCs

You can set a default value, how often a Serial Number can be used. This definition is
valid for all Serial Numbers of the product. The setting is done in the TAB Activation
Server, Settingsl| zel.

Change the maximum key usage only for ONE SINGLE key

Create a new Key

When a key is created using the Activation Server Administration Interface, the maximum
key usage can be defined. You also have to check the option: Store key in Activation
Server
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Create a Serial Number for your customers

Create a Serial Number

I=req

Product Mame:

Additional days after applying Serial Mumber:

Nurmber of Computers:
Store Key in Activation Server

Murnber of desired Serial Numbers:

Serial Mumber Key Options:
1s Locked:

Maximum Key / 1D Usage:

External Group:
External ID:

Reseller:
MNote:

Registered Customer Mame:

this key can be used on 3 different machines -

8 &)

E Create kKey

®oone

Create Key - change Maximum Key / ID Usage

Change a key which is unused

In case a key was already created but never used, you can add this key on the Activation

Server.

Select: Add a Key on the Activation Server , add the key and define the maximum Key / ID

usage

Select a Tool

Create a Serial Number
Create an Activation Ke
Manage Addresses
Manual Product Activation

This page allows you to save an Activation Key or 1D, This is necessary if default parameters like Maximum Usage shauld be set to a special value for the specified Act
used.

Save a single Activation Key or ID

I=required Inf

Product Marne:

Key Type:

Key /ID:

Is Locked:

Maximum Key /1D Usage:
Rregular license check (days):
External Group:

External ID:

Reseller:

Note:

Registered Custamer Name:

]

Saris Nuber/ 10/ Product Actvaton
SOGEqVE\PbErQEﬂBrﬁ(GEXrOGUEkrEO\4FV
0

E1

lEasyan Application

this key can be used on 3 different FCs

4 &

Hzave

S

a

8 cancel

ve and display key details

Add Key - change Maximum Key / ID Usage

Change a key which was already used

If a key was already used, you search for the key and modify it (TAB Manage Activations,
Key List or Activation Requests)
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Product: demo-easygo License D! a1

E-mail: tom_hanks @smartinc.com Key / 1D: 39GE6-5IPe6-9Eq1G-3tOBX-7QUSk-6Wid2
Registered Customer Name; Smart Inc. Module 1D: QHDOO1

IP-Address 79.236.14.89 Request Type Product Activation

Result: ne error Request Date/Time: 18/02/2011 17:51:51

reseller: o version:

Activation done by: Application

The Key / ID Details for this Activation Request:

Effective Key / ID Usage
Maximurn Key / 1D Usage:

Regular license check (days):
Reseller
Note

External Group
Customer Name:
Wodified

1

E]

this key ean ke used on 3 different PCs
«

Smart Inc,
18/02/2011 17:51:51

& &

Key Type
Is Locked:

Cancel Regular License Verification

External 1D
E-mail:
Created:

Product Activation

o

tom.hanks®smartinc.com
18/02/2011 17:50:20

Change Maximum Key / ID usage

Multiple usage of a key on the same PC

If a Serial Number is used again on the same PC, it does not count as a new key usage.

2.7.11.7 Analyze Key

If you need to know, which values are included in a key, click on Analyze Key &

Then type in the key. You get the exact composition of the key.

Q

BB E

Start  Publish Keys | Activation Server

8% serial Number
= Additional Licenses

Extras Help
8% Unlock with Copy Protection

8% Unlock without Copy Protedion

!

pdf-demo.mme - All-In-One Protector

Q

&

E Save Key List

_ Desaiptions
@ Tamper Detection on)‘zhff Analyze Key
Keys
Activation Key weco3-35dA8-C8GcQ-2Xd7C-dPn 1Q-AxiC
Analyze Key
Activation Key weco3-35dAB-CaGeQ-2xd7C-dPn1Q-AxiCF
Serial Mumber Yes
Maodule ZBMOO1 - All-In-One Protector - POF Demo
Mumber of Licenses 1 (absolute)
Unlimited installation Mo
Online validation required Ma
Demo Version Unchanged
Mew Expiry Date Unchanged
Mumber of Days 365 (absolute)
Activation required

Copy Protection:

Universal key - applyable on all systems
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2.7.12 TAB - Activation Server

=B I pdf-demo.mme - All-In-One Protector

Start  Publish Keys | Activation Server Extras Help

5 & 3 & 3

Owin Server

Settings Hosting Administration Update projecton the Activation Server

Activation Server

Configure here the settings for the product activation, configure your Activation Server and
access the Activation Server Administration Interface.

The Activation Server is the central point for administration of licenses - create keys, lock
licenses, change activations or generate reports.

¢ Activate copy protection
e Change a license, e.g. from demo mode to full version mode
o Verify Serial Numbers and Activation Keys

The Activation Server ensures that each license can be registered only once. Every
transaction is logged to a database.

Optionally, keys can be transmitted to the activation server before they are applied to the
license file. It is checked, whether the key was already used or not. This is to ensure that
the key cannot be passed on and used multiple times.

See workflow[ sl for default options of activation.

Hosting

The Activation Server is provided via a hostinglss:l model. Mirage provides installation and
maintenance of the server. The hosting has to be ordered separately and there is a fee
per activation. Order Hosting.

Running an own Activation Server

You can run your own server without any fee per activation.
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* This feature is available only in the All-In-One Protector Enterprise@ Edition.

Click here for system requirements of the Activation Server

See also

Enable Online Activation [ 2]

Online Activation Workflow/ s
Administration Interface] s

Hosting of the Web Activation Server] s

2.7.12.1 Settings

BB H Notepadforwindows.aipproject - All-In-One Protector

Start  Publish Keys | Activation Server Extras  Help

Settings Own Server Hosting Administration Update product on theActivation Server

Activation Server

Settings

Primary Hardware ID (Installation Code) Windows-ID(13) e
Alternative Hardware ID (Installation Code) Violume ID + Dir(5) ]
How often can a Serial Number be used? 1 =

-

[Crrevent Reinstallation
Do not automatically update the Activation Server

Premium Plus Options

Enable regular online check
Validation interval in days 10

LRI

Grace period if no Internet connection is available 5

Ignare check if no Internet connection is available

[ Serial Mumber can be used for Windows and MAC

U If you enable the online chedk or change the values, you have to publish the project again and update the project on the Activation Server

A regular online check causes additional fees

Primary / Alternative Harware ID

The primary hardware ID[1)is used as the main criteria to activate copy protection. Only if
this criteria is not retrievable the Alternative Hardware ID is used.
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For single user installations or CD distribution, the Windows ID[ 0] (13) is recommended.
For network installations use installation code 5 (Volume ID + UNC Pathl ) or 6 (MAC
Address + UNC Pathls7)).

If you |_o%‘f)er a USB flash drive installation, the Primary Hardware ID must be 11 (USB flash
drive| sss)).

Theses values are automatically assigned to each new project.

Mac
The hardware ID cannot be changed for MAC projects. It is always 13.

How often can a Serial Number be used?

It can be defined, how often a Serial Number can be used. The default value is 1. If you
want to allow, that the product is installed e.g on 3 different PC's, then change here the
value to 3.

Prevent Reinstallation

Typically a customer can uninstall a product and reinstall it on the same computer. The
Serial Number is accepted again. Some settings (e.g. time limited version after activation
is doneEﬁ) require to prevent a reinstallation. This setting is automatically done but you
can individually change it.

Do not automatically update the Activation Server

Every time a setting is changed, the information has to be updated on the Activation
Server. This is done by clicking on Update Project on the Activation Server|sesl. This can be
done automatically every time a project is published, if this option is unselected. If your
firewall allows the access to the Activation Server it is sensible to select the automatic
update.

Serial Number can be used for Windows and MAC

If you want to create a Multi-Platform project| ., tick this option.

Details about regular online checks/.l

After changing the settings, you have to update the project on the Activation Server| s
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again. Only then the new settings will become operative.

)

You can customize the project settings in more detail on the Activation Server within the
product configuration.

2.7.12.1.1 Regular Online Checks / Revoke license

Why do | need regular online checks?

A regular online check is necessary if you want to revoke or lock alicense - e.g.
because of a credit card chargeback or in case the customer returns the software. The
regular online check identifies that the license is locked on the Activation Server and it will
then lock the license on the local computer. You even can specify a grace period in case
no Internet connection is available.

Example

A license check would be due today but the user is traveling. There is no Internet
connection. The grace period now prolongs the time where the user can start the
application without the online check being done. Once the grace period is over, an Internet
connection is mandatory to validate the license.
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BB H

Start  Publish Keys | Activation Server

i &

Settings Own Server

videoproject.aipproject - All-In-Cne Protector

Extras  Help
|
[ 1)
. . (o}
Hasting Administration Update producton theActivation Server

Adtivation Server

Settings

Prevent Reinstallation
Do not automatically update the Activation Server

Primary Hardware ID (Installation Code) Windows-1D(13) v
Alternative Hardware ID (Installation Code) Volume ID + Path(5) v
How often can a Serial Number be used? 1 =

Premium Plus Options

Enable regular online check

Validation interval in days
Grace period if no Internet connection is available

[J1gnore check if no Internet connection is available

[ online check when an application is started or when opening a file

10

EHLIRETY

5

Multi-Platform Options
[ serial Mumber can be used for Windows and MAC

A regular online check causes additional fees

“ If you enable the online check or change the values, you have to publish the project again and update the project on the Activation Server

Configure regular online checks

Validation interval

Specify how often the regular online check should be done.

online check when an application is started or when opening a

file

This option does a validation during each launch of an application or every time when a file
is opened. It can be used to protocol, how often files are opened. To protect data privacy,
the name of the file is not transferred.

Py
This is available only for Al

in days

This option does a validation every x days.
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Grace period if no Internet connection is available

If the online check is due but no Internet connection is available, the grace period starts.
The user can still work with the product without an Internet connection until the grace
period expires. Then an Internet connection is mandatory.

Ignore check if no Internet connection is available

2
If you don't want to terminate the application in case an Internet connection is never
available, tick this option. This allows you to always enable regular online checks but the
application would still work even if an Internet connection is never available.

Revoke or lock a license

The key has to be locked on the Activation Server. When the next online check is done,
All-In-One Protector finds out that the key is locked and will lock the license on the local
computer or network. During the next product start, All-ln-One Protector will go online
again to check if the lock was removed.

Details how to lock a license

2
You can also handle subscriptions using the regular online check. If the user does not
prolong the subscription, the license is just locked on the Activation Server.

AN

e Once the regular online checks are enabled, products delivered on USB flash drives| el
or published for hard disks|z will also make regular online checks. If you don't want to
have online checks, disable the option before you publish the product to the USB flash
drive

e To use the regular online check, you need a hosting packagels or an own Activation
Server. Each online check is journalized and counts as a transaction

* This feature requires the All-in-One Protector Premium Plus/ -3 or Multi-Platform
Edition.
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2.7.12.2 Own Server - configuration

Bl | pdf-demo.mme -

Start  Publish Keys | Activation Server Extras Help

g | & I

Settings - Hosting Administration

T

Activation Server

Configure Own Server

Link to Activation Server |t/ fwwww. mydomain lpweb

IEI use my awn Activation Server

FTP Server address |registerserver.net |
FTP Account fpaassass |
FTP Password |==========“* |
Installation Path |f: wwwrootpweb |
Path on FTP Server |||:|web |

If you run the Activation Server on your own computer, you can also use the automatic
uploading of the configuration files| sl . This requires a special configuration of the server.

If the configuration is not possible, you can always manually upload the configuration files

308,

To use an own server check: | use my own server

Step 1 - Link to the administration interface of the Activation Server

Type in the link to open the Activation Server Administration Interface
https://www.mydomain.com/lpweb

Step 2 - Configure the settings for the FTP access

For an automatic upload of your All-In-One Protector configuration files to the Activation
Server you have to provide an FTP access. Install an FTP-Server with access on FTP-
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port 21. Provide an FTP-account which has full read/write access to the Activation
Server installation including all subfolders (like ..\bin, \alg).

Now configure the FTP account in the All-In-One Protector Generator.

e FTP-Server address: name of the FTP Server like registerserver.net

e FTP Account: FTP account user name

e FTP Password: password - always use a password with this FTP account (anonymous
login is not supported)

e Installation path - path where the Activation Server was installed

e PATH on FTP Server - path to the Activation Server server directory, relative to the
home directory

Example:
The installation path is on f:\wwwroot\lpweb. The FTP user's home directory is f:

\wwwroot .

The installation path would be f:\wwwroot\Ipweb. As the home directory of the FTP user is
already f:\wwwroot, the relative path to specify would be: Ipweb.

& This feature is available only in the All-In-One Protector Enterprisel 2] Edition.

Click here for system requirements of the Activation Server

2.7.12.3 Hosting - configuration

B2 HE | pdf-demo.mi

Start  Publish Keys | Activation Server Extras Help

4 8 (i &

Settings O e res Hosting Administration

Activation Server

Configure Hosting Server

Hosting Mumber 9999999 |

Hosting Password | ““““ * |
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2.7.12.4

2.7.12.5

Type in your Hosting Number and Hosting password as well. Deleting the Hosting
Number will reset the project settings to values for the Test Server. The hosting details are
provided after order the hosting service.

2
After adding the hosting data you have to publish[z: a project again to save the new
settings in a project.

Administration
EH B H | pdf-demo.mme - All-In-One Protector
Start  Publish Keys | Activation Server Extras  Help
Settings Own Server Hosting Administration Update projecton the Activation Server

Activation Server

The Activation Server comes with an browser-based Web administration interface. You
can monitor each activation, allow reactivation or detect fraudulent usage of Activation
Keys.

Have a look at the administration interface on the demo Web Activation Server or browse
the tutorial of the Web Activation Server.

The user name is demo-en, the password is protector.

Update Project on the Activation Server

The Activation Server needs information about your project. If this information is missing a
Serial Number is not accepted. Click on this option every time a setting@ has changed or
configure it for automatic update|oo].
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=B H | pdf-demo.mme - All-In-One Protector
Start  Publish Keys | Activation Server Extras  Help
Settings Qwin Server Haosting B et = Update projecton the Activation Server
Activation Server

This option is only available if:

e The login data to the Activation Server is configured - see screen Hosting Settings|sos| or
Own Server Settings| o]

Only information like project name and encryption information is sent to the Activation
Server . Your original files and the protected files are stored only on your local PC.

2
If the uploading fails or the system hangs, see Error during uploading files|so7]

Test Server

Your projects and test activations are deleted after 2 days on the pre-configured test
Activation Server.

See also
Error during uploading files /o7l
Manually upload Files] sl

2.7.12.5.1 Error during uploading files

If an error occurs during uploading of the files, check:

e Check your hosting ID and your password - see screen Hosting Settings/ss or Own
Server Settings| o]

Is Online Activation selected in the screen Options Activation[z::)

Do you have a firewall enabled? - Disable the firewall and try again

Do you have an antivirus software installed? - Disable the antivirus software and try
again

If you are using an own server check your FTP server settings
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If you are using a MAC computer in combination with Parallels change the following
configuration setting:

8o0o Win 7 - Demosystem — Hardware

- Q

Hardware

General Options

S‘EEW Search

i* Boot Order
- Some of the settings on this page cannot be changed until the virtual machine
B Video is shut down.

== Mouse & Keyboard

#= Print ™ Connected

m Floppy Disk

) cp/DvD 1 NIC Type: | Intel(R) PRO/1000 MT
£2 Hard Disk 1

D Neworkl | Type: | Im Default Adapter *

@ sound MAC address: 00:1C:42:A7:E3:D9 Generate
B USB & Bluetooth

[+1-]

li] Click the lock to prevent further changes. |'.r|

Parallels - configure network adapter

If the upload still generates an error, upload the files manually - see chapter Manually
Upload Files. s

2.7.12.5.2 Manually upload Files

If the automatic upload(soslis not working (probably because firewall limitations) you can
manually upload your files to the Activation Server.

You have to copy your files to the Activation Server with an FTP software (using the File
Explorer will not work).

Using the popular FTP Tool FileZilla Client (http:/filezilla-project.org/) the settings would be
as follows:

User: This is Ip+hosing number - e.g. if hosting number is 9999999 then the user would

be: 1p9999999
Password: Your hosting password
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General |Aduanc\ed I Transfer settings

I Charset |

Host: registerserver.net

Port:

Servertype: [FI'F‘ - File Transfer Protocol v]

Logontype: [Narmal

z)

Y'our hosting

Uzername

| Jser: [p11462923
Passwnrd: IOOII"'II-"I
Account:

Comments:

It is important to set the transfer mode to Active

=

| General | Advanced | Transfer Settings

| Charset

Transfer muode:
(71 Defaull] @ Active | () Passive

Maximum number of connections:

[ Limit number of simultaneous connections

1

309

After login you will see a directory structure on the Activation Server similar to this one:
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. bin

db

J export

| languages

| logs

| pagecontent

| reports

Copy files from local PC to the Activation Server

On your local PC, select the project folder. It includes 2 sub folders (config and work).
Select the config folder and then the folder Web Activation Server.

Organize * Include in library « Share with = Burn Mew folder
. flash-demao m MName i
, Config
J alg

. shop-integration

ST | pconfig
; Web Activation Server

|| readme.tet
, Deploy

¢ Select the folder ..alg and copy the files to the same directory \alg on the Activation
Server

¢ Select the folder ..pconfig and copy the files to the same directory \pconfig on the
Activation Server

¢ Only the files from a master project can be uploaded
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2.7.13 TAB - Extras

SHEEN .
Start  Publish Keys  Activation Server Extras | Help
‘&.. |@ . __fs -_._w
Language —u —
Logaging onjfoff Backup License RestoreLicense
Extras

e Select Language[=u)
e Enable Error Tracking/s:)
e Backup / Restore Licensels:]

2.7.13.1 Select Language

=T - |
Start  Publish Keys  Activation Server Extras | Help
e . = =
Language | |
Logaing onfoff Backup License RestoreLicense
Extras

Language

|English -

You can change the language of the All-In-One Protector application. After changing the
language, All-In-One Protector will quit and restart.

2
The language of the All-In-One Player can be selected in the TAB Start, Languages| 2
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2.7.13.2 Enable Error Tracking

W B
Start  Publish Keys  Activation Server Extras | Help
‘-VA_F’ ! -—%Q‘ . -_-‘_.ﬂ.-’g -_-‘_v.-ﬁg
Language == "1 "
Logaing onfoff Backup License Restore License
Extras

In case there is an error within the All-In-One Protector application, Mirage support may
advise you to turn on an error log.

Click on the arrow and select a folder to save the log files with Select Path for Log files.
The button is a toggle which is turned on or off

@ description is on

description is off

/1l
g Do not forget to deselect this option after the problem has been solved.
2.7.13.3 Backup / Restore License

SR " . ]
Start  Publish kews  Activation Server Extras | Help
& 2 .| = =
Language —u l_ﬂ
Logaing onfoff Backup License
Extras

Restore License

and you can then restore it.

You can make an online backup of your license. Mirage support can change your license
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2.7.14 TAB -Help

Start  Publish Keys  Activation Server Extras | Help

. = -
@ @ e —

Online Help Quick Introductionhelp
Help [

% 7 ﬁ =
@ All-In-One Protector on the Web buy All-In-One Protector =N

License Viewer

Online ] Info

313

About

2.7.14.1 Display quick introduction help / Welcome Screen

Start  Publish Keys  Activation Server Extras | Help

= @ @ Check for Update

Online Help Quick Introductionhelp

Help L]

" 7Y ﬁ =
@ All-In-One Protector on the Web buy All-In-One Protector =K

License Viewer

Online F] Info

o

About

The option E!—H Quick Introduction Help allows to enable or disable the Welcome
Screenl 21 at startup. A yellow background indicates, that the Quick Introduction Help is

on.
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S | Al n-One Protector : | =

Thank you wvery much for using the All-In-Cne Protector, the most powerful and safest tool for protecting your files,

And go! Check for updates
Quick Introduction Your version is 4.0,3. 1084

Which files can be protected?

How to create a bootable CO /DVD Chedk for updates online

How to convert Ward files

How to protect PDF files

How to protect PPT files

How to aeate a timeimited license

How to distribute a network version

How to activate All-In-One Protector

If you have any questions which are not answered by this
tutorial, search in the

Online Knowledge Base www.AlllnOne-Protector.com

Do not display this Quick Introduction anymore when starting Cloze

2.7.14.2 Check for Updates

Start  Publish  Keys  Activation Server Extras | Help |

e @A @Q Checkfor Update @ All-In-One Protector on the Web ﬁ buy All-In-One Protector == @

OnlineHelp  Quick Introductionhelp

License Viewer About

Help [ Online & Info &
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The option 8& checks if an update is available:

The update check is done in the background and informs you if an update is available. It
downloads the update and installs it automatically. This is the recommended way to install
updates.

You can configure how often an automated updated check is done within the program

P

manager group, All-In-One Protector, A o Configure Updates.

To compare the latest update with the installed version, retrieve the version number with

the ﬁ button.

2.7.14.3 Show License Information
Start  Publish Keys Activation Server Extra: Help

s
- 7 : =
- Check for Update -.) All-In-One Protector on the Web buy All-In-One Protector =N

icens

Online Help  Quick Introductionhelp

Help [ Online & Info

The option License Viewer opens the Licence Viewer to display your license for
All-In-One Protector.

Additional details about your License, Demoversion and License Agreement can be found
in the chapter YourAll-In-One Protector License]ss:.

To apply an Activation Key(like key for update subscription) see Apply Activation Keylassl.
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B} License Viewer

s

P Manufacturer: Mirage Computer Systems GmbH
----- Company: Mirage Office 1

Version: 4.0

[> - ¢ Installation Codes - Copy protection activated(13)
4 - g Modules

i 4 Activation Keys

WINDOWSONMAC

o System

4 ’a All-In-One Protector Premium Plus (Mumber of licenses per Computer: 1 (thereof 0 are available), Activation (done))
. EmFDN-2eW6H-D3F8F-6lQar-gkT2c-24iEa (Serial Number)

g’ Update Subscription (available, License is valid until: 28.01.2013)

Deactivate || Activation Key || Transfer License

| Refesh |

2.7.14.4 About All-In-One Protector

Start  Publish Keys  Activation Server Extras | Help

e e Ve g~

Online Help  Quick Introductionhelp

Help [

@ All-In-One Protector on the Web E buy All-In-One Protector =5 6

Online

License Viewer About

(1 Info (1

The button

displays a screen with the version information (version number and
date) and copyright information. You need the version number to check for updates| s:.
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Info about All-In-One Protector | 22 |

About All-In-One Protector

v, AlllNOne-Protector .. com

Version 4.0.3 Build 1034 / 10.12,2011
2001 to 2011, All rights reserved

This product is licensed to Mirage Office 1

MIOTE: This program is protected by international copyright
laws. Any unauthorized reproduction or distribution of this
program or a part thereof is a punishable act which will be
prosecuted both under criminal and dvil law and may result in
severe penalties and daims for damages.

Portions of this product were created using PDOF-XChange _
Image-XChange SDK's From Tracker Software Products Ltd
©2001-6, ALL RIGHTS RESERVED.

0K
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3 Part Il - Enhanced Features

3.1 About Part i

These lessons explore All-In-One Protector features that will enhance your projects even
more. After completing them, you'll have experience with these tasks:

e Activation an Registration Screens|=s)

e Add an Installer for hard disk and Network Installation[ ]
Add-Ons| s (Photo Album)

Details about Copy Protection sl

Distribute the Project/ ]

Executables(=7] (exe file)

Files which can be protected| 27) (SWF, FLV, MP3, EXE, MPEG, JPG, PDF, PPT, Word,
Visio, AVI, WAV, Other formats)

e Flash Development] )

e Shop Integration] «zs!

How TOs and FAQ/ 1)

All-In-One Player] s

Network License - how it works| s

Problems - Trouble Shooting - Error Messages/ss)

3.2 Activation and Registration Screens

This chapter describes all relevant screens of the All-In-One Player during the licensingl 1)
and activation -] process.

Tutorial - Product Activation

This tutorial demonstrates, how the user activates the product - using Online, E-Mail, Fax
or phone activation.

e

=

Start Video Tutorial for product Activation

2
The dialogs need at least a screen resolution of 800 x 480 pixel
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3.2.1 Dialogs for Windows

Summary of all Windows dialogs

e Start screen of the All-In-One Player| szl
e Online Activation| ]

e Activation by E-Maill s3]

e Activation by Fax] sz

e Activation by phone/ |

e Enter Unlock Key[=]

e Successful Activation[=s)

e Evaluation Period Expired [ sl
« Copy Protection Violation[
e No free license available| s

e Show license information|ss]

3.2.1.1 Start Screen of the All-In-One Player

This is the initial screen which pops-up as long as the software has not been activated. It
depends on the selected customization options.

The following configuration settings are possible:

Product Name/ 1=l

Link to Web Shopl s

Registration Image/ 221l

Activation Options| .=l and Default Activation Option
Number of days to evaluate| 2l

o Available Activation Options| il

e Link to Helg@
¢ Dialog to choose a Ianquaqem

It allows either continuing unregistered or typing in the Serial Number|s=l. The version can
be used x days for evaluation before the activation has to be done.
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% Activation of CTI Data Connector =3

Praoduct Mame /_//—'

—1 have a Seria] Number and I want to activate CTI Data
Fregistration Connector Defaul
Image Activation Option

Enter your Serial Mumber ko activate CTI Data Connector.

Serial Number ¥ou dont have a Serial Mumber?

In order ko receive a valid Serial
Mumber, wou must purchase the

product, Lirk, to
web
Shop
Buy It
I want to evaluate CTI Data Connector (there are 10 day(s)
Davs left
“fou can activate the product within left to eualuate) a'r; =
the evaluation period. IF wou don't Evaluation
want to activate, vou can use the

evaluation version in a time limited ‘ou can evaluate CTI Data Connector For another 10 dawis). After that wou have ko activate CTI Data
mode. Connectar ta further use the product,
List with — _
selected language Activation Options
options
V Licenze
Wigwer

Choose a language

English / j Lm:léo Next
[=F 4
]

3.2.1.2 Online Activation

The Online Activation requires the Serial Number, company name and e-mail address.
Then the license will be verified online and activated. No additional step will be required.
Details of the workflow/ s\

This activation option is defined in the screen - Settingsm.
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4% Activation of E-Learning made Easy

Online Activation

Enter Your Serial Number

IBNQP‘k—lE[FS-4?I’9x-EXQwZ-ZNTBN-BxFD5

Where to find your Serial Number?

) Enter Your Name/Company
Serial Number
In order to receive a valid Serial ITom Hanks
Mumber, you must purchasze the
product.

Enter Your E-Mail Address

Buy It

Itom.hanks@sﬂarﬁnc.com

Please enter all information thatis
requested in order to start the
activation process,

Activate the product by e-mail

Activate the product by fax

Activate the product by phone

Show License Information @

The activation process is transparent for the customer.

Web Activation

A module has to be activated online.
a Please provide a connection to the internet and activate it.

Proxy settings

[ Activate now ] [ Cancel

Web Activation

Activation in progress...
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Web Activation

Online Activation was successful.

*4

The screen: Activation Successfull==lis displayed

3.2.1.3 Activation by E-Mail

The e-mail activation requires the Serial Number, company name and e-mail address.
After filling out the screen, an e-mail with the hardware IDs and license information will be
generated. You have to send one key back to the customer to activate the copy protection
(see screen Enter Unlock Key[ ). Details of the workflow. [ ss:]

This activation option is defined in the screen - Settingsm

2 Actation of £ Learning made Easy =

Request Unlock Key by E-Mai

g Enter Your Serial Number
) Z 3

EE ——

mmmmmmmmmmmmmmmmmmmmmmm

)

Screen - E-Mail Activation

After filling out the screen, select: Request Unlock Key by E-Mail - send E-Mail. This
will open your default e-mail client. An e-mail with the hardware IDs and license
information will be created. Press send to send the e-mail to our activation center. You
will get an Unlock Key back within 2-3 business days.

g e < @83 0 8 v BB ommen. <
. s

08 06BOSECB
iy

o
s
4
us
oo you

E-Mail Activation -
Send E-Mail

© 2016 Mirage Computer Systems GmbH



324 All-In-One Protector
Create Unlock Key
The Unlock Key is generated in the TAB Administration, Create Unlock Key with Copy
Protection[ss] or Create Unlock Key without Copy Protection. [ If you are using the
Activation Server, then see Create Unlock Key using the Web Activation Server.|zss]
Enter Unlock Key
After requesting the Unlock Key by E-Mail, the screen shown below will appear during
each start of the program. Type in the Unlock Key you got back by e-mail or fax. Press the
button Next. If the Activation is successful, the screen Activation finished[=s! is displayed.
Enter Unlock Key
= Tip
The E-Mail activation can be automated using the E-Mail Activator Service. This service
comes with the Activation Server.
3.2.1.4 Activation by Fax

The Fax Activation requires the Serial Number, company name and e-mail address. After
filling out the first screen, a print page with the hardware IDs and Serial Number will be
generated. You have to send one key back to the customer to activate the copy protection
(see screen Enter Unlock Key[ ). Details of the workflow. [ ]

This activation option is defined in the screen - Settings/z7)
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Enter Your Name/Company

s —

Enter Your E-Mail Address

Fax Activation

Request Unlock Key

After filling out the screen, select: Request Unlock Key by Fax - print Fax. This will open
a report with the hardware IDs and license information. Press print to print the report and
then fax it to the number provided in the report. You will get an Unlock Key back within 2-3
business days.

2002006
Fax-Registration for Multimedia Edition - Flash Demo

Send this fax to +49 721/151599638

Neme/Company: Tem Hanks
Serial Number: €78U0-31CCY9-9AF7m-AZ87n-Dd18N-0Q1FH

In block 1 at position 5 there is the digit 0
In block 6 at position 1 there is the digit 0

E-Mail-Address: Tom.Hanks@smartinc.com

Instcodes:

01: 6F7B20C8
02: 72BCADYC
03: BBSOA2BD
04: BBSOA2BD
05: 9F530D83
06: 2ACAFD2C
07: 2D818C98
08: 06BOSECE
09: BAR3248A

The unlock key will be sent within 1-2 business days.
Project: flash-demo - MCROOL

Fax Activation - Print Fax

Create Unlock Key

The Unlock Key is generated in the TAB Administration, Create Unlock Key with Copy
Protection[ 5] or Create Unlock Key without Copy Protection. |z If you are using the
Activation Server, then see Create Unlock Key using the Web Activation Server. [ )
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3.2.15

Enter Unlock Key

After requesting the Unlock Key by E-Mail, the screen shown below will appear during
each start of the program. Type in the Unlock Key you got back by e-mail or fax. Press the
button Next. If the Activation is successful, the screen Activation finished[=s! is displayed.

P Actvation ofE-Learning made Easy

Back Next

Enter Unlock Key

Activation by Phone

The Phone Activation requires the Serial Number and company name. After filling out the
first screen, a screen with the phone number and also displaying the hardware IDs and
Serial Number will pop up. The Unlock Key can be entered directly in this screen. Details
of the workflow.[ss]

This activation option is defined in the screen - Settings|a_zﬂ

mmmmmmmmmmmmmmmmmmm

®© ==

Phone Activation - Step 1

Request Unlock Key

Now call the phone number which is displayed. First specify the Serial Number. You will
then be asked for one Installation code. Type in the Unlock Key you get and press the
button Apply Key.
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© =

Phone Activation - Step
2

Create Unlock Key

The Unlock Key is generated in the TAB Administration, Create Unlock Key with Copy
Protection s or Create Unlock Key without Copy Protection. |z If you are using the
Activation Server, then see Create Unlock Key using the Web Activation Server.[ )

3.2.1.6 Enter Unlock Key

After requesting an unlock key via e-maill =23, fax] s or phone@ this screen will appear
with the next program start. Typing in the unlock key activates the software copy
protection. The registration process is completed. The screen Activation Successfull == is

displayed.

© 2016 Mirage Computer Systems GmbH



328

All-In-One Protector

3.2.1.7

7 Activation of All-In-One Protector - PDF Demo | 2 |

Apply Unlock Key

Enter all received keys to unlodk the

product, If you have received information to unlodk All-In-One Protector - PDF Demo,
please enter the Unlock Key(s). If there is more than one key, enter ane key
after another in the correct order. Make sure to enter keys in a case-sensitive
manner.

Apply Key

¥ou requested an Unlock Key on 23.10.2011 12:50 for the Serial Mumber
rdcoe-37dK3-C8GcM-2XhFC-0Pn10-ASICY, Activation Method: Activation by
Phone.

Activate again Mext End
@ English -

Successful Activation

After Online Activation or successfully entering an Unlock key, this screen will appear to
indicate that the activation process is finished. The next start of the All-In-One Player will
display a screen only in case of an error.
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42 Activation of Allin_One-Protector—PDE. Dema L= |
Activation completed
We hope you enjoy warking with
this product.
You have successfully activated All-In-One
Protector - PDF Demo
Mext
il @ Endlish -

3.2.1.8 Evaluation Period Expired / No evaluation version

If the evaluation period defined in the screen - Licence Information[z«) - has expired or the
option , No evaluation version - Serial number needed to start/.a was selected, this
screen will appear. It is not possible to continue.
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. Activation of Multimedia Protector Premium 2.0

Sorry, it is not possible to continue

At start of Multimedia Protector Premium 2.0 the following problem has
occurred

The license of module Multimedia Protector Premium has expired

Troubles?

Please make sure that the product is Show license information
installed correctly, Make sure that

the product is registered. If you

cannot solve this problem, please

contact our support.
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3.2.1.9 Copy Protection Violation

If the version is installed on another PC after activation, the copy protection| sl will be
violated. It is not possible to continue.

Flash Demo

Activation of Multimedia Edition -

Troubles?

Please make sure that the software
is installed correctly. Make sure that
the software is registered. If you
cannot solve this problem, please
contact our suppart.

Sorry, it is not possible to continue

At start of Multimedia Edition - Flash Demo the following problem has

occurred

The Installation Code of the licence file does not match with Code 1. Please contact your system administrator

Show licence information

-

3.2.1.10 No free license available

If the All-In-One Player is used with a network license and more users / Pcs then defined
in the screen - Licence Information| ! - try to start the All-In-One Player. Then this error

message will appear. It is not possible to continue.
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3.2.1.11

Activation of Multimedia Edition - Flash Demo

Sorry, it is not possible to continue

At start of Multimedia Edition - Flash Demo the following problem has
occurred

There is no free licence of module flash-demo available

Troubles?!

Flease make sure that the software Show licence information
is installed correctly. Make sure that

the software is registered, If you

cannot solve this problem, please

contact our support.

End

& A user / PC license can be deactivated from the end user within the Licence Viewer

332,

See common reasons for this error. [ =]

Show License Information

The License Viewer is part of the All-In-One Player and is a complete administration
interface for the end user. It can be accessed from any screen during the activation and
registration process with the link Show License Information.

The License Viewer can be invoked in different ways:

e starting the All-In-One Player with the parameter -v (see Start Options|z1)

e Using the key combination CTRL+ALT+L (only for Flash, PDF, PPT, Excel, Word and
EXE files) - can be changed to a different shortcut/ s,

e It can be added in the program manager group using the installer| 1 (parameter
ShowLicenselnfo).

You can also use a standard text file with the extension .BAT (e.g. viewer.bat), which has
only one line with the command:
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Xy-player.exe -v

whereas xy-player.exe is the name of your All-In-One Player of your product. You can
download a sample here.

Features

« Basic license information[se! like manufacturer, company, copy protection status and
system information
e License information per modulel=] (number of licenses, time limitation, demo version,

activation status)

e List of users, PCs and concurrent users for each module. Allows to remove / deactivate
[s21a user / PC / item

e Option to apply Activation Keys

« Option to activate log file[ s

" License Viewer E@g

= Manufacturer: Mirage Computer Systems GmbH
. Company: Evaluation
@ Installation Codes
- am Modules
E’a Multimedia Protector - Flash Dema (Number of licenses per Computer: 1 (thereof O are available), License is valid until: 14.04,2008)
Lo ™ MIRAGE-02-01
ystem
License File: C:\Program Files\Multimedia Protector Premium\2.0\Demodata\flash-demo'\Deploy-1\ash-demo.lic
License File - ID : 64
License File Version : 2600
License File Date : 10.04,2008 19:27:00
b Advanced Security Level

Deactivate | | Activation Key Refresh || Info | | Options Close

See also

All-In-One Player - Start Options|ze]
Basic license information| sss|
Module Information/ s~

Deactivate a network licensel 7]
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3.2.2 Dialogs for MAC OS X
Summary of all MAC OS X dialogs

e Start screen in evaluation mode/ s
Enter activation datalss)

Activation was successfull s
Evaluation version expired| )
Freeware version| !

Transfer a license[ sl

Error messages)| s«

3.2.2.1 Start screen in evaluation mode

This is the initial screen, which pops-up as long as the software is not activated and the
version is a trial version. It depends on the selected customization options.

It allows either to continue unregistered or to type in the Serial Number.[=s The version
can be used x days for evaluation before the activation has to be done.
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800 Activation of E-Learning made Easy

Welcome to E-Learning made Easy

You can try this product for 30 day(s)

You can continue to use E-Learning made Easy after your trial period
; e by purchasing the product.

Buy a Serial Number

Remaining Days

License This Software Start Trial

Day Count

The day count is calculated in the way, that x.5 days are rounded up.
Example:

e 25.4 - 25 days are displayed
e 24.6 - 25 days are displayed
e 24.1 - 24 days are displayed
e 0.6 - 1day

e 0.5-hours are added

Starting with 12 hours left, the days are displayed with 0 days and 12 hours.
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800 Activation of E-Learning made Easy

Welcome to E-Learning made Easy

You can try this product for|0 day(s) and 11 hours(s)

You can continue to use E-Learning made Easy after your trial period
by purchasing the product.

Buy a Serial Number

Remaining Days

License this Product Start Trial

When the trial expires, the screen changes - details[!

3.2.2.2 Enter activation data

If the user clicks on the button License this product, the screen to type in the Serial
Number and customer data appears.
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800 Activation of E-Learning made Easy

Welcome to E-Learning made Easy

Please enter the activation data

Enter Serial Number
pgFdS-171CC-A1185-9Wk7X-LemDQ-DC38c
Enter Name | Company

AllAbout Software Inc.

Enter your E-Mail Address

Ryan@allaboutsoftware.co m|

@ Back Activate

2
¢ The button Activate only appears if all required fields are filled out

Successful Activation

If the activation is successful, the following screen appears
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Activation of E-Learning made Easy

Welcome to E-Learning made Easy

Congratulations! You can now use E-Learning made Easy.

Done

Possible error messages

A Serial Number is used, which does not exist on the Activation Server
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® 00 Activation of .E.—Learning made Easy

Welcome to E-Learning made Easy

Please enter the activation data

Enter Serial Number

prdz—l?ICC—A]|8M—9Wk?)(—DemDQ—D4388|

Enter Name / Company
AllAbout Software Inc.

Enter your E-Mail Address
ryan@allaboutsoftware.com k

Activation failed

The entered key / ID is not a valid Serial Number for E-Learning made Easy.

Back Activate
Invalid Serial Number

The Serial Number was locked on the Activation Server
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800 Activation of E-Learning made Easy

Welcome to E-Learning made Easy

Please enter the activation data

Enter Serial Number
prdz—1?ICC—A]ISM—QWR?K—DemDQ—Dﬂ8?|
Enter Name / Company

AllAbout Software Inc.

Enter your E-Mail Address

ryan@allaboutsoftware.com

Activation failed

The license is locked or was returned. The following options are available:

You may transfer the license of E-Learning made Easy, which is used on another computer, and

activate it on this computer.

You may buy a new Serial Number.

Serial Number is locked

Serial Number was already used on another computer

Back Activate
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800 Activation of E—Leaming made Easy

Welcome to E-Learning made Easy

Please enter the activation data

Enter Serial Number
RfFdn-17ICC-ALlIBP-9Wk7X-cemDQ-Da38k
Enter Name / Company

AllAbout Software Inc.

Enter your E-Mail Address

ryan@allaboutsoftware .com|

Activation failed

The maximum allowable number of activations for this copy of E-Learning made Easy has been
reached. The following options are available:

You can deactivate the copy of E-Learning made Easy, which was installed on another computer,
and activate it on this computer.

Back Activate
Serial Number was already used

See how often can a key / ID be used?[ 2 to allow a new activation
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3.2.2.3 Activation was successful

If there was no error with the product activation, then the following screen appears.

800 Activation of E-Learning made Easy

Welcome to E-Learning made Easy

Congratulations! You can now use E-Learning made Easy.

@ Done

3.2.2.4 Evaluation version expired

If the Serial Number is not entered until the end of the evaluation period, a special
message screen with the option to activate the license AND a button to buy is displayed. It
is not possible to continue without activating the product.

Screen - evaluation expired

This screen appears if the trial period expires and no Serial Number Key has been
applied.
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‘800 Activation of E-Learning made Easy

Welcome to E-Learning made Easy

Trial period expired
To further use this product you have to activate it by entering a Serial Number.

You don't have a Serial Number?

Buy a Serial Number

License this Product End
- ]
e The Buy a Serial Number button only appears when a Link to order the product| 27l was
specified
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3.2.2.5 Freeware version

This option allows using the product without a registration (freeware version) or register
and get a full version. You have to set Number of days to evaluate = 0.[«l

Activation of E-Learning made Easy |

Welcome to E-Learning made Easy

Freeware Version

You can continue to use the Freeware Version or buy the full Product.

Buy Now

@ License this Product Continue
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3.2.2.6 Transfer a license

This option allows to transfer the license from one computer to another computer.

8 00 Activation of E-Learning made Easy

Welcome to E-Learning made Easy

Transfer License

The license is transferred to another computer and will be deactivated on this computer.
After deactivation, you can install E-Learning made Easy on another computer and activate
it again.

To process the deactivation, an Internet connection is necessary.

@ Deactivate now End
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800 Activation of E-Learning made Easy |

Welcome to E-Learning made Easy

The license on this computer was deactivated and can be used on another computer. If you
restart the application on this computer again, the license has to be activated online.

You can use the Serial Number 1CFde-17I1CC-AlI8Y-9Wk7X-HemDQ-DM38S on the new
computer. It is in the clipboard and can be copied with CTRL + V.

@ Done

Details how to transfer the license to a new com putermﬂ

3.2.2.7 Covering problems - Error Messages

During program start, typical problems and error situations are tracked. Most common
errors are:

Copy Protection Violation| sl
Damaged license file] =)
License is locked) s

No Internet Connection|ssol
Reinstallation not possiblel sl
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3.2.2.7.1 Copy Protection Violation

If the license file is copied to another MAC or the the System ID (Serial Number) of the
MAC computer| o] changed, then a copy protection error occurs. It is not possible to
continue.

1800 Activation of E-Learning made Easy

Welcome to E-Learning made Easy

Sorry, it is not possible to continue

At start of E-Learning made Easy the following problem has occurred A

This license is invalid as settings of the Computer/Server have changed. The problem cannot be
solved automatically.

Contact support@mirage-systems.de. The error code is: 1024

@ End
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3.2.2.7.2 Damaged license file

If the license file is damaged

8 00 Activation of E-Learning made Easy

Welcome to E-Learning made Easy

Sorry, it is not possible to continue

At start of E-Learning made Easy the following problem has occurred

File fusers/MACDEMO/documents/myapp.lic is not a valid license file

End

3.2.2.7.3 License is locked

In case the license was locked (either because of a license transfer[s! or because of a
manual license revokelsoil on the Activation Server), the user has 3 options

¢ Free alicense by making a license transfer on another computer (only possible if the
license was locked because a license transfer was made on this computer)

e Try to activate again with the same Serial Number. This would only work if the license
lock is removed on the Activation Server

¢ Activate with a new Serial Number
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800 Activation of E-Learning made Easy

349

Welcome to E-Learning made Easy

Sorry, it is not possible to continue

At start of E-Learning made Easy the following problem has occurred

The license is locked or was returned. The following options are available:

You may transfer the license of E-Learning made Easy, which is used on another computer, and

activate it on this computer.
You may buy a new Serial Number.

You may try to activate it again in case the license was returned and not used on another
computer,

® License this Product

End
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3.2.2.7.4 No Internet Connection

In case that no Internet connection could be established, the following error message
appears.

800 Activation of E-Learning made Easy

Welcome to E-Learning made Easy

Sorry, it is not possible to continue

At start of E-Learning made Easy the following problem has occurred

X

An online connection could not be established.
Check your Internet connection and your firewall settings. Port 80 has to be opened.

End

=
e The error would also occur if the project was not uploaded to the Activation Server| o] or

if the hosting ID[ =051 is wrong or in case of using an own Activation Server| zi, the URL to
the server is wrong.

3.2.2.7.5 Reinstallation not possible

The error occurs when the the product was already installed on the computer and the
user deleted the license file. When the application is started again, a new license file
would be download from the Activation Server and the counter for the maximum number
of installations is increased. If the maximum number of installations per computer is
reached, the error message is displayed.
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800 Activation of E-Learning made Easy

Welcome to E-Learning made Easy

Sorry, it is not possible to continue

At start of E-Learning made Easy the following problem has occurred

The product was already installed on this computer and cannot be installed again. Contact
support@mirage-systems.de. The error code is: 3010

@ End

-

e The number of installations per computer is set within the product configuration -
Maximum number for reinstallations

¢ You can allow a new installation for this machine - Search for the = computer
name
Choose Apple menu > System Preferences, and then click Sharing.

@enon Sharing
<> | [ Showan | Q

Computer Name: l[}fﬁce MAC

Computers on your local network can access your computer at: | Edit |
Office-MAC.local

On Servics A Srraan Sharinn: Nin

or Serial Number of the MAC@ on the Activation Server and increase the Maximum Key /
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3.3
33.1

ID usage

Activation Server

About Online Activation

The Web Activation and Registration module is an out of the box solution for activating a
license and changing license information online. The All-In-One Playerconnects to the
registration server and performs the following operations:

¢ Activate copy protection
e Change a license, e.g. from demo mode to full version mode
¢ Verify Serial Numbers and Activation Keys

The registration server ensures that each license can be registered only once. Every
transaction is logged to a database.

Optionally, keys can be transmitted to the activation server before they are applied to the
license file. It is checked, whether the key was already used or not. This is to ensure that
the key cannot be passed on and used multiple times.

See workflow[ s+l for default options of activation.
The Web Activation Server is provided via a hostingl=ssl model. Mirage provides installation

and maintenance of the server. The hosting has to be ordered separately and there is a
fee per transaction.

Running an own Activation Server
You can run your own server without any fee per activation.

* This feature is available only in the All-In-One Protector Entergrise@ Edition.

Click here for system requirements of the Activation Server

See also

Enable Online Activation [211]

Online Activation W orkflow[ s

Administration of the Activation Server] o

Hosting of the Activation Server ss|
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3.3.2 Online Activation - Step by Step

To use the Online Activate feature, perform the following steps:

One time configuration

¢ You need a valid hosting account - Order Hosting.
e Type in you hosting data in the screen Administration, Web Activation Server
Administration] zss)

Configuration per project

e Select Online Activation in the screen - Settingsm and also set correct URL to Web
Activation Server

e Save your project - (TAB Publish, Prepare Publish Process)|z1l

e Upload configuration files[ sl to the Activation Server

Now you can start using a Serial Number and activate the product online.

Retrieve Statistics

e Log into Activation Server Administration Interface using the Link for Web Activation
Server Administration|zs]
e Browse the tutorial of the Web Activation Server

3.3.3 Hosting of the Activation Server

Mirage provides the Web Activation Server as a hosting service, which allows you to start
without worrying about running an own server, applying updates or any firewall issues.

You pay per number of activations. For details including used hardware and pricing, see
hosting service on our website.

3.3.4 Activation Server for Testing

We provide a Test Activation Server, which allows you to make real activations with your
product before you order the hosting service. After the installation, All-In-One Protector is
configured to access the Test Server.

In case you have to reconfigure it, open the screen Screen - Administration[ s and delete
the Hosting Number. This will reset the project settings to values for the Test Server.

© 2016 Mirage Computer Systems GmbH


http://www.mirage-systems.de/licence-protector/mme/order-hosting.html
http://www.helpserver.biz/onlinehelp/lpmme/was/admin/4.0/help2000/index.html
http://www.mirage-systems.de/licence-protector/mme/hosting.html

354 All-In-One Protector

B2 HE | pdf-demo.mi

Start  Publish Keys | Activation Server Extras Help

i & (3] 8

Settings O e res Hosting Administration

Activation Server

Configure Hosting Server

Hosting Mumber 9999999 |

Hosting Password |

Hosting Settings

e Save the project - (TAB Publish, Prepare Publish Process)[z]

e Upload configuration files[ sl to Activation Server

¢ Log into Activation Server Administration Interface using the Link in the Web Activation
Server Administration|zs!

The user name is demo-en, the password is protector.

Now you can start using a Serial Number and activate the product online.

Retrieve Statistics

e Log into Activation Server Administration Interface using the Link in the Web Activation
Server Administration| )

The user name is demo-en, the password is protector.

e Browse the tutorial of the Activation Server

(b As this is a testing environment the projects are removed from time to time and the
activations are deleted.
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3.4 Add-Ons

Add-On tools are provided to cover specific requirements. They are provided on an 'AS IS'
basis. These tools must never be used and distributed without the All-In-One Player.

Photo Album[ s

P4 BN

MIRAGE MAKES NO REPRESENTATION, WARRANTY, OR GUARANTY ASTO THE
RELIABILITY, TIMELINESS, QUALITY, SUITABILITY, TRUTH, AVAILABILITY,
ACCURACY OR COMPLETENESS OF THE SOFTWARE MENTIONED IN THIS
TUTORIAL. MIRAGE DOES NOT REPRESENT OR WARRANT THAT (A) THE USE OF
THE SOFTWARE WILL BE SECURE, TIMELY, UNINTERRUPTED OR ERROR-FREE OR
OPERATE IN COMBINATION WITH ANY OTHER HARDWARE, SOFTWARE, SY STEM
OR DATA, (B) THE SOFTWARE WILL MEET YOUR REQUIREMENTS OR
EXPECTATIONS, (C) ERRORS OR DEFECTSWILL BE CORRECTED, OR (D) THE
SOFTWARE IS FREE OF VIRUSES OR OTHER HARMFUL COMPONENTS. YOU ARE
RESPONSIBLE TO ENSURE THAT THE SOFTWARE ISUSED WITHIN THE LIMIT OF
THE LICENSE AGREEMENT OF THE SOFTWARE.

THE SOFTWARE ISPROVIDED TO YOU STRICTLY ON AN "ASIS'BASIS. ALL
CONDITIONS, REPRESENTATIONS AND WARRANTIES WHETHER EXPRESS,
IMPLIED, STATUTORY OR OTHERWISE, INCLUDING, WITHOUT LIMITATION, ANY
IMPLIED WARRANTY OF MERCHANTABILITY, HTNESS FOR A PARTICULAR
PURPOSE, OR NON-INFRINGEMENT OF THIRD PARTY RIGHTS, ARE HEREBY
DISCLAIMED TO THE MAXIMUM EXTENT PERMITTED BY APPLICABLE LAW BY
MIRAGE.

3.4.1 Photo Album

To protect images, you need a flash poto album.

e If you need animations and a slide show, use Adobe Lightroom or the freeware tool
from Airtight[ sl (Simple Viewer, PostCardViewer, AutoViewer)

e To just click image by image use the SWF Generator Slide Show

e For Foto Albums with multiple designs and professional effects use A4Desk Flash Foto

Gallery Builder| 47)

The most flexible option is to create a slide show, save it as a video and use the video
Qrotectionm.
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See also

Other Photo Albums|ss)
Include Photo Album in Project
How to edit an XML file «ss)

3.4.1.1 Airtight

There are great photo albums, which you can download from Airtight - http://
www.airtightinteractive.com/viewers/

e SimpleViewer
e PostcardViewer
e AutoViewer

You find there also a description, how you can create the photo album using a popular tool
like PhotoShop, Picasa, Porta, iPhoto, RapidwWeaver, Aperture, Adobe Lightroom| 9] -
details

For protecting files with Airtight, the following steps are necessary.

= Airtight AutoViewer

Import [wALL 1l files:o (swf, html, js..) and make viewer.swf the start file
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Q Multimedia Protector - lightroom [C:\tmplightroom 1.3.1\gallerytest\lightroom-test\lightroom.mme] 06
Enter the path of the folder or dick on Select Data Folder
|C:\,h'np‘n,ighh'oom 1.3 1\gallerytest\,lightroor| [ Read Files from Folder ] [ Define as starting file ]
[ Select Data Folder ] [ Refresh Selected Files ] [ Delete ]
Media File | State |
How to protect? & flashobject.js ok
@ gallerydata. xml ok
Audio  Music & images\dsc02377.jpg ok
EXE Files @ images\dsc02379.jpg ok
Images | Photos & ?mages\dscDZSSU Jpg ok
] & images\dsc02381.jpg ok
FDF Files & images\dsc02382.pg ok
PPT Files 4 images\dsc02383.jpg ok
Videos @ images\dsc02384.jpg ok
ey e & images\dsc02441.jpg ok
& images\dsc02442.jpg ok
Al & index. html ok
iewer. swf k
How to use a menu? ’ VIeWersw o
Advanced Menu
Basic Menu
[ Use advanced menu
[ Settings [ Image ] [ Player Options ] [ Administration ]
[ License Information [ Data Import ] [ Save ] @

= Airtight PostcardViewer

Import [ALL [0l files[ ) (swf, html, js..) and make viewer.swf the start file
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@ Multimedia Protector - lightroom [C:\tmplightroom 1.3.1\gallerytest\lightroom-test\lightroom.mme] 06

Data Import

Enter the path of the folder or dick on Select Data Folder

|C:‘\h11p1njghh'oom 1.3.1‘gallerybest‘|,lighh'oor| [ Read Files from Folder ] [ Define as starting file ]
[ Select Data Folder J [ Refresh Selected Files J [ Delete ]
Media File State |
How to pratect? & fiashobiject j ok
& imagedata. xml ok
Audio [ Music @ images\dsc02377.jpg ok
EXE Files @ images\dsc02379.jpg ok
i 02380, ke
Images { Photos & fmages\ds J_pg °
] @ images\dsc02381.jpg ok
PDF Files @ images\dsc02352.5pg ok
PPT Files pimages\dsc02383.ipg ok
Videos @ images\dsc02384.jpg ok
e e @ images\dsc02441.jpg ok
& images\dsc02442.jpg ok
LG & index.himl ok
& viewer.swf ok

How to use a menu?

Advanced Menu

Basic Menu

[[] Use advanced menu

—
L

Settings ] [ Image ] [ Player Options ] [ Administration

[ License Information ] [ Data Import J [ Save J @

= Airtight Simple Viewer

Import [«ALL [10] files[ 10 (swf, html, js..) and make viewer.swf the start file
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Q Multimedia Protector - lightroom [C:\tmp\ightroom 1.3.1\gallerytest\lightroom-test\lightroom.mme] 06
Enter the path of the folder or dick on Select Data Folder
|C:\tmp\ightroom 1.3 1\galleryhest‘]ightroor| [ Read Files from Folder Define as starting file J
[ Select Data Folder ] [ Refresh Selected Files Delete ]
Media File | State | i]
™
How to protect? & gallery.sml ok
& images\dsc02377.pg ok
Audio { Music @ images\dsc02379.jpg ok
EXE Files & images\dsc02380.jpg ok
Imaces | Photos @ !mages\ﬂsc[)BSl.leg ok
] & images\dsc02332.pg ok
PDF Files & images\dsc02333.jpg ok
PPT Files 4 images\dsc02384.jpg ok
Videos @ images\dsc02441.jpg ok
e . & images\dsc02442.jpg ok
& index.html ok
all. b @ swiobject.js ok
& thumb\dsc02377.jpg ok
How to ?
O 10 LSS & menu & thumbdsc02379.jpg ok
Advanced Menu : iumtxsgjig 'J.pg D:
- umb'ds .jpg ol
Hasc M & thumb'dsc02382.jpg ok
@ thumb'dsc02383.jpg ok
& thumbdsc02384.jpg ok
& thumb'\dsc02441.jpg ok -’
& thumbldsc02442.jpg ok _
& viewer.swf ok It
[[] Use advanced menu
[ Settings ] [ Image ] [ Player Options ] [ Administration ]
[ License Information J [ Data Import J [ Save J @

3.4.1.2 A4Desk Flash Photo Gallery Builder

For protecting images using A4Desk Flash Photo Gallery Builder (http://
gallery.addesk.com/ ) the following steps are necessary.

Step 1 - Create Flash Photo Album

Create the Flash Photo Album within AdDesk Flash Foto Gallery Builder and select File,
Publish. Save the files to a new folder.

Step 2 - protect application with All-In-One Protector

e Now import [0ALL [« files[ ) (select the folder adgallery) and make index.swf the
start file
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Data Import hEJ

Enter the path of the folder or dlick on Select Data Folder

|C: Ykundendaten\MP-Projekte\sigens hestp|| Read Files from Folder

™ & £
Select Data Folder Options
Media File State -
How to protect? @ a4gallery_thumbs'in_beachs.jpg ok
@ a4gallery_thumbs\in_beachs.jpg ok
Audio § Music @ a4gallery_thumbs'\in_braun-anzug1.jpg ok
EXE Files @ a4gallery_thumbs'\in_braun-anzug?.jpg ok
Fates [ Fhiokns @ adgallery_thumbs'in_braun-anzug3-komp.jpg ok
Images [ Photos .
] @ adgallery_thumbs'\in_braun-anzug3.jpg ok
PDF Files @ adgallery_thumbs'in_braun-anzug4.jpg ok
PFT Files @ adgallery_thumbs\in_building 1.jpg ok
Videos @ adgallery_thumbs\in_building2.jpg ok
N @ adgallery_thumbs\in_building3.jpg ok
@ adgallery_thumbs'in_building4.jpg ok
HTML @ adgallery_thumbs'\in_building5.jpg ok -~
@ adgallery_thumbs'in_buildingé.jpg ok
How to 2 3 L
ow 1o UsE a menu @ adgallery_thumbs\in_plant1.jpg ok
At Meia @ adgallery_thumbs'in_plant2.jpg ok
) @ a4gallery_thumbs'\in_plant3.jpg ok
Basic Menu @ adgallery_thumbs'\in_plant4.jpg ok
Other Menu 4 adgallery_thumbs'in_plant5.jpg ok
@ adgallery_thumbs'in_plants.jpg ok
& data.xml ok
o index.swf ok -
-
P » F F
Settings Image Player Cptions Administration
» s ™ Py -..
License Information Save ®

(This sample w as tested with AdDesk Flash Photo Gallery Builder 2.35)

+ Disclaimer

& E "y

MIRAGE MAKES NO REPRESENTATION, WARRANTY, OR GUARANTY ASTO
THE RELIABILITY, TIMELINESS, QUALITY, SUITABILITY, TRUTH,
AVAILABILITY, ACCURACY OR COMPLETENESS OF THE SOFTWARE
MENTIONED IN THISTUTORIAL. MIRAGE DOES NOT REPRESENT OR WARRANT
THAT (A) THE USE OF THE SOFTWARE WILL BE SECURE, TIMELY,
UNINTERRUPTED OR ERROR-FREE OR OPERATE IN COMBINATION WITH ANY
OTHER HARDWARE, SOFTWARE, SY STEM OR DATA, (B) THE SOFTWARE WILL
MEET YOUR REQUIREMENTS OR EXPECTATIONS, (C) ERRORS OR DEFECTS
WILL BE CORRECTED, OR (D) THE SOFTWARE IS FREE OF VIRUSES OR OTHER
HARMFUL COMPONENTS. YOU ARE RESPONSIBLE TO ENSURE THAT THE
SOFTWARE ISUSED WITHIN THE LIMIT OF THE LICENSE AGREEMENT OF THE
SOFTWARE.
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3.5

3.5.1

THE SOFTWARE ISPROVIDED TO YOU STRICTLY ON AN "ASIS'BASIS ALL
CONDITIONS, REPRESENTATIONS AND WARRANTIES, WHETHER EXPRESS,
IMPLIED, STATUTORY OR OTHERWISE, INCLUDING, WITHOUT LIMITATION,
ANY IMPLIED WARRANTY OF MERCHANTABILITY, FHITNESSFOR A
PARTICULAR PURPOSE, OR NON-INFRINGEMENT OF THIRD PARTY RIGHTS,
ARE HEREBY DISCLAIMED TO THE MAXIMUM EXTENT PERMITTED BY
APPLICABLE LAW BY MIRAGE.

All-In-One Player

The All-In-One Player which is delivered with each product, is royalty free. This means
that you can distribute the All-In-One Player to end users without any additional costs.

The basic options of the All-In-One Player are configured in the screen - Player Options el
. There are additional command line parameters (Start Options) and a build in end user
interface for the license - the License Viewer.

o Start Options|
e License Viewer - Windows| =7

e License Viewer - MAC/s

All-In-One Player - Start / Command Line options

The All-In-One Player supports the following start options

e Invoke the License Viewer[ss7] -v
e Open a database (aipfile file)[ sl -f "path\filename.aipfile" or -mpvideo
"path\filename.mpvideo"
e Invoke the Player with a specified file[se! -load "path\file.swf" (must be .swf, PDF
or .exe file)
e Use a different license file or path for the -If "path\file.lic" (lowercase letter | like
license file[ sss] license, f like file)
e Reqister file extension AIPFILE and -reg
MPVIDEO! s+
e Transfer a license[ss! -transfer

You would start the All-In-One Player and use one or more command line parameters:
"c:\programs\myapp\mycourse.exe" -f "c:\programs\myapp\courses\coursel.aipfile"

% Always use " if you specify a path to cover spaces in the path or filename
"c:\programsithis is my application\mycourse.exe" -load "l01/lession1.swf"
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3.5.1.1

You can combine options, e.g. specify database/aipfile file and load a specific flash
mycourse.exe -f lession.aipfile -load "101\lession1.swf"

(Q The maximum number of characters for a command line is 256

Start a specific file inside the database

If you have a menu application as an EXE file, it might be useful, to start a specific flash
file inside the database. The menu.exe file would be on the CD/disk (outside the database)

and start each flash file individually.

Example - Start files are in the main folder

You have 3 flash files inside the database. All start files are in the main folder.

Q Multimedia Protector - courses [C\temp\courses.mme]

0@

Data Import

Enter the path of the folder or dick on Select Data Folder

|C:\temp\ﬂashproject | [ Read Files from Folder

Define as starting file J

[ Select Data Folder ] [ Refresh Selected Files

Delete J

Media File

| State |

How to protect? 4 file Lawf

@ file2.swf

Audio [ Music @ fle3.snf

EXE Files

Images { Photos
PDF Files

PPT Files

Videos

Word Documents
HTML

How to use a menu?

Advanced Menu

Basic Menu

new
new
new

[ Use advanced menu

—

)

Settings ] [

Flayer Options ] [ Administration ]

[ License Information J [ Data Import J [

Save J ®

Import - 3 flash files - all in one folder
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You have to specify one start file. This would be the file which is loaded when you start the
All-In-One Player without any command.

The menu application could invoke each flash file individually. If the menu has an option

Lesson 1, Lesson 2, Lesson 3 then selecting option Lesson 1 one would directly load file
1.

The command to load a file would be
"mycourse.exe" -load "filel.swf"

Note: mycourse.exe is the name of the All-In-One Player. You could also specify a path
"c:\programs\myapps\mycourse.exe" -load "filel.swf"

Example - Start file is in a sub folder
You have 3 flash files inside the database. The files are in separate folders.

g Multimedia Protector - courses [C\templcourses.mme] O 8

Data Import

Enter the path of the folder or dick on Select Data Folder

|C:‘|,temp‘|,ﬁashproject | [ Read Files from Folder ] [ Define as starting file ]
[ Select Data Folder ] [ Refresh Selected Files } [ Delete ]
Media File | state |
How to protect? @ course 1\file Lswf new
& course2Vfile2.swf new
Audio | Music @ course file3.awf new
EXE Files

The filez
are in a subfolder

Images / Photos
PDF Files
PPT Files

Videos
Word Documents
HTML

How to use a menu?

Advanced Menu

Basic Menu

[ Use advanced menu

—
S

Settings ] [ Image ] [ Flayer Options ] [ Administration

[ License Information J [ Data Import :I [ Save :I @

Import - 3 flash files - files are in sub folders

If you start a flash file in a sub folder and this flash file also starts other flash files, you
have to specify the option: Always use relative Paths in the screen - SWF Options| ).
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3.5.1.2

The command to load a file would be
"mycourse.exe" -load "coursel\filel.swf"

2 You can also specify an EXE file as the start file

See also
All-In-One Player - Start Options|s:)
Open a database (aipfile file)m

Open a file (aipfile / mpvideo file)

It is possible to have just one All-In-One Player installed and use this All-In-One Player
with different .aipfile (data) files or MPVIDEO! 4] (video files).

If you have a menu application as an EXE file, it might be useful, to start a specific
database. The menu.exe file would be on the CD/disk (outside the database) and start
each database individually.

Example
The project has been divided into several databases|:x). A menu application now invokes

for each menu item another database.

Start the the All-In-One Player with the parameter -f filename.aipfile
Sample: c:\programs\myapp\flash-demo.exe -f c:\\programs\app2\powerpoint.aipfile

The license file can either be stored on the folder of the aipfile file (recommended), but
also on the folder of the All-In-One Player.

Sample for video files: c:\programs\myapp\flash-demo.exe -mpvideo c:\programs\app?2
\myvideo.wmv.mpvideo

License File

By default, the All-In-One Player will search for a license file with the name of the database
file. If this license file is not available, a license file with the name of the All-In-One Player is
used.

This is necessary to cover the following scenarios.

¢ You deliver one All-In-One Player, several database files and one license file. All
database files will use the same license. The license file should have the name of the
player - Example: flash-demo.exe, flash-demo.lic , a.aipfile, b.aipfile, c.aipfile
The license file should be stored on the folder of the All-In-One Player

¢ You deliver one All-In-One Player, severial database files and for each database a
license file. Each database requires an own license. The license file should have the
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3.5.1.3

name of the database file - Example: flash-demo.exe, a.aipfile, a.lic, b.aipfile, b.lic,
c.aipfile, c.lic
The license file should be stored on the folder the database

Click on afile to open it

You can also open a database by clicking on the file in Windows file explorer. A database
file has the extension AIPFILE or video file the extension MPVIDEO.

File Icons

o |
o

. i)

o All data files ((AIPFILE) ==

Ll

&80
 Video files (MPVIDEQO) =

See also
All-In-One Player - Start Options|ss:)
Start a specific file inside a database/ |

Use a different license file

By default, the license file (extension .lic) is expected on the same path like the database
(extension .aipfile) and with the same name. If the license file is missing, a file with the
same name like the All-In-One Player is searched. Only if the license file is on a different
folder or has a different name, you have to specify the license file name with a start option

3611

-If "path\file.lic" (lowercase letter | like license, f like file)

You can also use a configuration file[s7 to specify a license file.
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3514

3.5.1.5

Register file extension APIFILE/AIPVIDEO
During the first start of the All-In-One Player the file extension .AIPFILE and .MPVIDEO

[1e21is automatically registered. This is signaled in the file explored with the icon .8
|

%
O

(AIPFILE) / 8288 (MPVIDEO) . The effect of the registration is that a user can click on
the database or video file and the file is automatically opened.

For some special cases the registration has to be done manually using the command line
parameter -reg.

Example

A CD includes multiple databases without a menu. When the CD is inserted in a new PC,
the autorun.inf file starts the All-In-One Player and registers it. After the registration the
user can click on single database files on the CD.

[autorun]
open=player.exe -reg

Transfer a license during uninstallation of the product

It is a good idea that the license is automatically transferred during an uninstallation of an
application. The user could then use the Serial Number on a new computer again.

If you use an own installer, add in the uninstall script the following command:

Player APP Name.exe -transfer (Player APP Name is the name of your application)[ !

The license transfer is done without displaying any screens.
If you want to display screens use

Player APP Name.exe -transfer -dialog

2
¢ The transfer is only done when the product was already activated
o More details[ - about the license transfer functionality
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3.5.2

3.5.3

All-In-One Player configuration file

Instead of starting the All-In-One Player with a command line parameter|ssl to specify a
license file, you can use a configuration file. The configuration file must be on the same
folder like the All-In-One Player application.

Name of the configuration file: allinone.config

Possible configuration options

[Files]
Lic-Path = full path to the license file (Example: Lic-Path=c:\my company\my app)
Lic-Filename = license file name (Example: Lic-Filename=myapp.lic)

2

This is especially handy if

¢ the All-In-One Player and the data is on a local hard disk where the license file is on a
shared folder on the server - see network licensefss!

e the All-In-One Player and the data is on a local hard disk and the license file is on a USB
flash drive[ e

License Viewer - Windows

The License Viewer is part of the All-In-One Player and is a complete administration
interface for the end user. It can be accessed from any screen during the activation and
registration process with the link Show License Information.

The License Viewer can be invoked in different ways:

e starting the All-In-One Player with the parameter -v (see Start Options|1])

¢ Using the key combination CTRL+ALT+L (only for Flash, PDF, PPT, Excel, Word and
EXE files) - can be changed to a different shortcut/ 229

e It can be added in the program manager group using the installer[«i (parameter
ShowLicenselnfo).

You can also use a standard text file with the extension .BAT (e.g. viewer.bat), which has
only one line with the command:

xy-player.exe -v

whereas xy-player.exe is the name of your All-In-One Player of your product. You can
download a sample here.

Features

« Basic license information[ss! like manufacturer, company, copy protection status and
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system information
e License information per modulels] (number of licenses, time limitation, demo version,

activation status)

e List of users, PCs and concurrent users for each module. Allows to remove / deactivate
[s21a user / PC / item

e Option to apply Activation Keys

e Option to activate log file s+l

™ License Viewer E=EE N>

e Manufacturer: Mirage Computer Systems GmbH
----- Company: Evaluation
( Installation Codes
[=}- gm Modules

,a Multimedia Protector - Flash Demo (Number of licenses per Computer: 1 (thereof 0 are available), License is valid until: 14.04.2008)

v System
License File: C:\Program FilesMultimedia Protector Premium\2.0'Demodata\flash-dema'\Deploy-1\flash-demo.lic
License File - ID : 64
License File Version : 2600
License File Date : 10.04.2008 13:27:00
Advanced Security Level

Deactivate | | Activation Key Refresh | | Info | | Options Close

See also
All-In-One Player - Start Options|ss:)

Basic license information| sss|

Module Information| )

Deactivate a network licensel 7|
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3.5.3.1

Basic license information

Basic license information is structured in 3 sections.

B License Viewer L] - ad = | B |

g Manufacturer: Mirage Computer Systems GmbH
----- Company: Evaluation

i

----- Code 01: 170D3F7C

----- Code 02: CB433287

----- Code 03: E1266C60

----- Code 04: E1266C60

----- Code 05: AFB00341

----- Code 06: 726154AC

----- Code 07: DE273BD3

----- Code 08: 95709609

----- Code 09: 7706DC23

----- Code 10: 72ETATAA

----- Code 11:

----- Code 12: E1266C60

= Modules

'@ Multimedia Protector - Flash Demo {Mumber of licenses per Computer: 1 (thereof 0 are available), License is valid until: 26.02.2008)
v System

Activation Key Refresh Info Close

Basic license information - Copy Protection turned off

Manufacturer and License Holder

e Manufacturer. The company namel:), defined in the Basic Settings screen

« Company: Before applying the Serial Number, this is the Default Customer Name]sss!
(e.g. Evaluation Version). After applying the Serial Number key, the customer name,
entered during the activation (Online[ 1], E-Mail[ =51, Fax{ +2s), Phonel=¢)) is displayed. This
is the license holder
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Installation Codes

All available installation codes| (hardware IDs) are displayed. If copy protection is not
activated, then the folder has this icon . After activation of the copy protection, the icon
switches to <& and the criteria, which is used for copy protection, is marked with v

B License Viewer = | E |

Manufacturer: Mirage Computer Systems GmbH
i Company: Smart Inc
=8  Installation Codes - Copy protection activated(4)
----- Code 01: 170D3F7C

----- Code 02: CB433287
----- Code 03: E1266CE0
- Code 04: E1266C50
----- Code 05: AFB00341
----- Code 06: 726154AC
----- Code 07: DE278BD8
----- Code 08: 95709609
----- Code 09: 7706DC23
----- Code 10: 72EFATAA
----- Code 11:

----- Code 12: E1266C60
= mm Modules

E’a Multimedia Protector - Flash Demo (Number of licenses per Computer: 1 (thereof 0 are available), Activation (done))
17, Activation Keys
/™ MIRAGE-02-01
[#-{ b System

Deactivate | | Activation Key | | Refresh | | Info | Close

Basic license information - Copy Protection turned on

If a customer has a problem with copy protection, just use another installation code and
create a new Unlock Key@, which can be applied in the License Viewer.

System information

This information is helpful for support and depends on selected options.

License File path and name

License File - ID: Each time you save a project the ID is increased

License File Version: Internal file version

License File Date: Date and time when the license file was created

Security level - with All-In-One Protector always Advanced Security Level

e Concurrent user option (Heartbeat, Light) - with All-In-One Protector always Heartbeat
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El-{ i System
----- License File: C:'\Program Files\My Program'bin'\flash-demo.lic
----- License File - ID : 44
----- License File Version : 2600
----- License File Date : 12.02,2008 19:21:20
- Advanced Security Level

3.5.3.2 Module Information

Each module is listed with additional information (depending on the license typelz:).

Demo version

Expiry date or time limitation

Activation Status (required, erroneous, done)

Number of licenses (module type license per user, PC, concurrent or item counter)
¢ All keys, which have been used for a module

o Allusers T concurrent users M2, Pcs ™ or items &7 per module. If a license is
deactivated] =, this is indicated with the icon ®

B License Viewer . | (S

----- Manufacturer: Mirage Computer Systems GmbH
----- Company: Smart Inc Numbe_r of licenzes
(- @ Installation Codes - Copy protection activated(4 Marimum and
Available
= mm Modules
En Multimedia Protector - Flash Demo (Mumber of licenses per Computer: 4 (thereof 4 are available), Activation (done))

. Activation Keys Serial Mumnber
ey
and additional
016PI-1EIES-4719R EXxwZ -TNCEN-BNFDr

s69Pd-1EIF8-4719Y-EXOwZ-WNTSN-BSFDO0

¥ vursceozon)]

[/ 0 System Deactivated PC

Activation
Statuz

Activate Activation Key Refresh Info Close
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3.5.3.3 Deactive a network license

If an application uses a license per PC[sst or per User /sl then a single license can be
deactivated within the License Viewer| ). This is not necessary for concurrent user| sl
because the license is automatically removed when the application terminates.

= Deactivate a license within License Viewer
Alicense (per PC / User / ltem) can be deactivated by

¢ selecting the license
e press button Deactivate

The deactivated license is now displayed in brackets and the icon changes to ®. The
license can be used again by another PC / User / ltem

) License Viewer - = | 12 |

-

e Manufacturer: Mirage Computer Systems GmbH
----- Company: Smart Inc

© Installation Codes - Copy
E| m Modules

. B9 Multimedia Protector -
: 7 Activation Keys

: (. J IR AGE-02-01

[-{ @ System

Select PC / User
ta deactivate

licenses per Computer: 4 (thereof 3 are available), Activation (done))

Press
Deactivate

Deactivate Activation Key Refresh Info Close

= Activate a deactivated license again
A license which was deactivated, is displaced in brackets. It can be activated again by

¢ selecting the license
e press button Activate
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3.5.34

B License Viewer =] ]

----- Manufacturer: Mirage Computer Systems GmbH

----- Company: Smart Inc

- ¢ Installation Codes - Copy protection activated(4)

- mm Modules

219 Multimedia Protector - Flash Demo (Mumber of licenses per Computer: 4 (thereof 4 are available), Activation (done))
E| Activation Keys

,,,,,,,,,,,,, Select PC / User
016PI-1EIES-47] to activate 2
s69Pd-1EIF5-471 ho

- SUEEEm 4

Press
Activate

Activate Activation Key Refresh Info Close

/1

[+ =

¢ Deactivation of a concurrent user is only necessary, if the user is not automatically
removed. It is not a deactivation of the license - it is a removing of the user. The user will
get the license again with the next program start again.

e The deactivation is done when you press the OK button. If the user has already started
the application, the next start of the All-In-One Player will return an error

¢ You cannot deactivate a computer with a USB-flash drive license

Enable a log file

In case of an unknown error on the end user system, the user can enable a log file and
sent it to you. You could then send this file to support.

e Press the Options button within the License Viewer[ s
e Select - Error tracking enabled
e Select a path for the logfile

Restart the application until the error appears and then open a support ticket. ZIP all files
with the extension .log and attach it to the ticket. The user can then disable the error
tracking.
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™ License Viewer E=EE N>

e Manufacturer: Mirage Computer Systems GmbH
- Company: Evaluation
145 Installation Codes

[=I- sm Modules
E'a Multimedia Protector - Flash Dema (Number of licenses per Computer: 1 (thereof 0 are available), License is valid until: 14.04,2008)
o [ MIRAGE-02-01

E| o System

License File: C:\Program FilesMultimedia Protector Premium\2.0'Demodata\flash-dema'\Deploy-1\flash-demo.lic

License File - ID : 64

License File Version : 2600

License File Date : 10.04, 2008 19:27:00

Advanced Security Level

| Deactivate | | Activation Key | Refresh | | Info | | Options | Close

354 License Viewer - MAC

The License Viewer displays basic license information

¢ Registered to (customer name)
e Serial Number
e License expiry date

The License Viewer can be invoked using the key combination CTRL+ALT+L

License Viewer - Trial mode

During trial period, the default customer] =l name defined in the Basic Settings screen is
displayed. The field Serial Number is empty.
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800 License Information

Registered to Evaluation Version

Serial Number
License expires on 2014-05-28 21:52:34

Close

License Viewer - Full version

Once the product is activated, the name of the license holder and the Serial Number is
displayed.

800 License Information

Registered to AllAbout Software Inc.
Serial Number PGGEj-5IP93-9E7Ir-3tQ8X-bQUSk-6014|
Licence Type Perpetual license

Close

License Viewer - Transfer a license

Once alicense is activated, a new button Transfer License appears. The user will be
quided through the license transfer(ss\.

License Information

L
Registered to Tom
Serial Number OSFds-17ICC-AllI8t-9Wk 7X-wemDQ-Dn38v
Licence Type Perpetual license
Transfer License | | Close
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3.5.5

Find more details in the chapter Transfer / Move a license to a new computer]srs)

Transfer / Move the license to a new computer

The end user can transfer the license to a new PC. The option is available within the
License Viewer| s

To enable the license transfer, the following requirements are necessary:

¢ the product must be activated (not a trial version)
e anonline connection is necessary
¢ the product must be installed on the hard disk

(USB flash drives|z« and internal network disks( s will have no transfer option)

Disable license on PC 1
e Open the License Viewer[s! (e.g. using CTRL+ALT+L)

e Select the button Transfer License

S T

Manufacturer: Mirage Computer Systems GmbH
Company: Tank Hanks
¢ Installation Codes - Copy protection activated(4)
m Modules
'a Edearning made Easy (Mumber of licenses per Computer: 1 {thereof 0 are available), Activation (done))
o System

Deactivate | | Activation Key Transfer License | Refresh | Options J

i

Open License Viewer

The following screen will appear

© 2016 Mirage Computer Systems GmbH



Part Il - Enhanced Features 377

._.r.\" Activation of All-In-One Protector - POF Demo

[ 22

@ English

Transfer License

The license is transferred to another computer and will be deactivated on this
computer. After deactivation, you can install All-In-0One Protector - PDF Demo
on another computer and activate it again.

To process the deactivation, an Internet connection is necessary.

Deactivate now End

Start license transfer
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3 Activation T E-leamm ey — |

To process the activation, data has
to be sent to the Activation Service.

Deactivate license online

E-earning made Easy is about to be deactivated online.

Please make sure that an Internet connection is available,

Change Proxy Settings {only for expert users)

Badk ‘ Mext ‘ End

License transfer in progress
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S At E—Iearr'ur\gmwy_lﬁll

Deactivation finished

We hope you enjoy warking with

this product. The license on this computer was deactivated and can be used on another
computer. If you restart the application on this computer again, the license has
to be activated online.

License transfer is done

Installation on a new PC = PC 2

The old Serial Number will be accepted on the new PC.

Reactivate onthe old PC=PC 1

If the product is used on the old PC again, the following screen will appear.
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.2 Activation of E-learning made Easy | % |

Sorry, it is not possible to continue

At start of E-learning made Easy the following
problem has occurred

Make sure that the product is The license is locked or was returned, The following options are available:

installed correctly and that the
product is registered. If you cannot ~ You may transfer the license of EJearning made Easy, which is used on anather

salve this problem, contact our computer, and activate it on this computer,
support.

You may buy a new Serial Mumber.

Activate again

Reactivate license

In case the Serial Number was not used on another PC, the license will be reactivated on
this PC.

2

o After the license was deactivated, you can reactivate it during the next program start as
long as the Serial Number was not used on another computer

e The license can be transferred multiple times between computers - Example: Transfer
license from PC Ato PC B. Then deactivate on PC B and activate again on PC A

See also

Transfer your All-In-One Protector license to another computer|ses]
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3.6
3.6.1

3.6.2

Details about Copy Protection
The Basics about Copy Protection

This feature prevents that the application can be run on different machines. It binds the

license filelss:] to a hardware specific item.

The user cannot move the All-In-One Player from computer A to computer B, because the
hardware identifiers that are used for Copy Protection will be different on any other
machine - Copy protection does not prevent the copy process, but starting the All-In-One
Player on non-licensed machines.

The place where the license file is stored is used to determine the hardware information of
the machine.

e If the license file is stored on a local machine, the hardware of the local machine will be
used.

« If the license file is stored on a server, then the server hardware is used (Volume ID[ =),
MAC Address|ssl, Hostnamel[ss)). When starting the application on a local machine
within a network, All-In-One Player retrieves the server hardware even if the application
is running on the local machine

o If the license file is stored on a NAS drive (Network attached storage), then the hardware
of the NAS is used (Volume ID[s:], MAC Address| s, Hostnamel ). When starting the
application on a local machine within a network, All-in-One Player retrieves the NAS
hardware even if the application is running on the local machine

e If the license file is on an USB flash drivel s, then a criteria of the USB flash drive is
used to provide copy protection

e If the product is started from a CD/DVD then the license file is copied to the local PC
hardware and the local PC hardware is used for copy protection

Copy Protection can be used as an option. You can create a license without Copy
Protection by just sending out an Unlock Key without Copy Protection] zs.

Hardware IDs

Hardware IDs are often referenced as installation codes, because the codes are only
available after the installation of the

application on a machine. The hardware IDs are referenced with installation code
numbers to prevent that the user knows the criteria which are used. The installation code
numbers are itemized in brackets after the name of the hardware ID.

For protection of privacy, the hardware ID is always an 8 digit code. This is very important
because some countries do not allow to transfer personal data like hostname. The
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hardware ID is additionally hashed with a project specific code to ensure, that each All-In-
One Protector application creates different installation codes.

The following hardware IDs are supported:

Volume ID[ss31 (1)

MAC Address of the network adapter| =3 (2)

Hostname/ 1 (3)

NetBIOS Computer Name[ss! (4)

Volume ID and UNC Pathnamel=#! (5) - recommended for network installations
e MAC Address and UNC Pathnamel: (6)

* IP Address[+1(7)

 Combination code 1+2+3 and UNC Pathnamel =1 (8)

Combination code 1+2+3[ss] (9)

Hostname and UNC Pathnamel s (10)

USB flash drivese (11)

Domain[ss(12)

o Windows ID[=l (13) - recommended for single user installations
o System ID - MAC OS X (14)[s)

Installation codes which work only for single PC installations

o Netbios Name/ s
e USB flash drive []
e Domain|ss]

e Windows ID[so]

F g

/1
= For a server license only use an installation code combined with the UNC
pathname.

If a hardware ID can not be retrieved (e.g. there is no network adapter) then the code is
empty.
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3.6.3 Sending Hardware IDs

Using the Online Activation, the hardware IDs are automatically sent to the Activation
Server. Using activation by e-mail, fax or phone, the codes have to be sent to you and you
have to send and unlock key back.

The complete process is described in the chapter: Worflow - from Distribution to
Activation| !

2
Customers, using the Activation Server can use an automated e-mail activation servicel s

3.6.4 VolumelD (1)

Each hard disk drive (even a USB flash drive) has a volume ID (like a Serial Number). To
view the current Volume ID of a drive, you can just perform a dir <drive>: and the volume
ID is shown on the second line down, e.g.

Volume in drive E is system
Volume Serial Number is BC09-8AE4

The Serial Number can be changed using tools, and if a drive is imaged, the volume ID will
be imaged as well.

Pros/Cons

+ Always available and always working

+ Works in single user and network environment

- After reinstallation of Windows, the volume ID changes

- Volume ID’s are always the same whenever a image tool is used to set up a drive
- Allows to install the application multiple times on the same server / computer

Recommendation

e Good for applications used with a network license where it does not matter when the
license file could be duplicated on the same server. Duplication on the same server is
prevented using code 5/l (Volume ID + UNC Pathname)

3.6.5 MAC Address (2)

This is a good criteria for single user installations, because it is still available after a
reinstallation of a machine and is independent of disk imaging. There are a few things to
be considered in a server environment.

Server with 2 network adapters

If a server has more than one adapter, with some PCs accessing the server through
adapter 1, some through adapter 2, a copy protection violation will occur. In this case we
recommend switching to the criteria Volume ID + UNC Pathnamel s\

© 2016 Mirage Computer Systems GmbH



384 All-In-One Protector

Server with subnets

In a subnet portioned network environment the MAC address should not be used. All PCs
in outer subnets cannot retrieve the MAC address. Switch to Volume ID or Hostname in
combination with UNC path as means of copy protection.

Novell Server

All-In-One Protector can be used on a Novell server for licensing, but the Software Copy
Protection will not work, because the hardware information like Volume ID or MAC
address cannot be retrieved from the server.

W-Lan Adapter

Some W-Lan Adapters are 'invisble' for Windows, whenever the network cable is
unplugged or a notebook is in battery mode. Switch to hostnamel s\

PDA with network adapter

If a PDA with an in-built network adapter is connected to the PC during the activation,
it could happen that this network adapter is used, because the network adapter of the PDA
is added to the PCs network adapters. The PDA should be disconnected, and then the
MAC address can be used for copy protection.

Windows 98 /NT

The software copy protection with installation code 2 cannot be used, whenever using
Windows 98 / NT with the license file being on the server. AWindows 98 / NT system
cannot retrieve this information from the server.

Recommendation: Use installation code 5, 1 or 3 within a network installation with
Windows 98 / NT machines.

The installation code 2 works with Windows 98 / NT, whenever the license file is on the
local machine.

Note:
e There will be no future support for Windows 98 and All-In-One Protector with the
complete functionality.

e AMAC address can be faked with tools
e If All-In-One Protector cannot retrieve a MAC address the instcode 2 is empty

Pros/Cons
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3.6.6

3.6.7

+ After reinstallation of Windows, the MAC address does not change

+ If an image tool is used, the MAC address is still different

+ Good within a network, because the MAC address must be unique

- See considerations above for multiple network cards

- Restricted use in network environment with Windows 98 / NT machines

- Allows to install the application multiple times on the same server / computer

Recommendation
Should be used for enterprise users because disk imaging is often used to set up multiple
machines and a reinstallation of Windows does not need a new licensing.

Hostname (3)

A Windows machine's NetBIOS name is not to be confused with the computer's host
name. Each computer running TCP/IP (whether it's a Windows machine or not) has a
host name (also sometimes called a machine name). You can view/change it on the DNS
tab in Control Panel -> Network -> TCP/IP -> Properties Host names are used by
applications such as telnet, ftp, web browsers, etc. In order to connect to a computer
running the TCP/IP protocol using its HOST name, the host name must be resolved into
an IP Address (the host name or FQDN (Fully Qualified Domain Name)-IP address
resolution is typically done by something called DNS - Domain Name System/Service).
Changing a computer's Host name DOES NOT change its NetBIOS name.

Note

If a local PC does not have a network adapter and uses a dial-up connection for
registration then the hostname could change between 'localhost' and the hostname used
for the dial-up connection. The only solution for this scenario is to use the NetBIOS
computer name.

Pros/Cons

+ Works in single user and network environment

+ Good within a network because the hostname must be unique

- After reinstallation of Windows, the hostname changes

- See considerations above with dial-up connections

- Allows to install the application multiple times on the same server / computer

Recommendation
¢ Should be used for enterprise users who have problems using the installation code with
the MAC address

NetBIOS Computer Name (4)

This is the recommended installation code for single user.

Each computer running Windows has a NetBIOS name; you can view/change it on the
identification tab in Control Panel -> Network. Various services & client tools, including
Network Neighbourhood and NET USE, use NetBIOS names. The NetBIOS name is
specified when Windows networking is installed/configured. In order to connect to a
computer running TCP/IP via its NetBIOS name, the name must be resolved to an IP
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3.6.8

Address (the NetBIOS name-IP address resolution is often done by WINS - NetBIOS
Name Server). A computer's NetBIOS name is often the same as that computer's host
namel=ss), but it doesn't have to be.

Pros/Cons

+ Works always in single user environment

+ See considerations regarding hostnamelss] with dial-up connections

+ Works even in Notebooks with W-Lan adapter when disconnected from the local
network

- After reinstallation of Windows, the NetBIOS computer name changes

- Only usable for single user installations

- Allows to install the application multiple times on the same server / computer

Recommendation
e If you do have only single user installations then use the NetBIOS name

/1

[ -

This ID can only be used as a single PC / single user license. A network license is not
supported.

Volume ID + UNC Pathname (network license) (5)

This Installation Code combines the Volume ID with UNC pathname (details).

Pros/Cons

+ Always available and always working

+ Works in single user and network environment

+ Allows only one installation on one machine

- After reinstallation of Windows, the volume ID changes

- Volume ID’s are always the same whenever a image tool is used to set up a drive

Recommendation
¢ Should be used for enterprise users who have problems using the installation code with
the MAC address and who want to make sure that the application is only installed once

2
This code is ideal for a network license as it prevents multiple installations on the same
server and will most often work - also in complex network environments

,flz
{ -

This code results in a copy protection error if you work on the server AND on the
workstation. It only works if the server is used as a dedicated server. Use code 1-3 in
case of a problem.
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3.6.9

3.6.10

3.6.11

MAC Address + UNC Pathname (network license) (6)
This Installation Code combines the MAC address with the UNC pathname (details)

Pros/Cons

+ After reinstallation of Windows, the MAC address does not change

+ If an image tool is used, the MAC address is still different

+ Good within a network, because the MAC address must be unique

+ Allows only one installation on one machine

- See considerations above for multiple network cards

- Restricted use in network environment with Windows 98 / NT machines

Recommendation
e Should be used for enterprise users because disk imaging is often used to set up
multiple machines and a reinstallation of Windows does not need a new licensing.

Fi
,flz
[ =

This code results in a copy protection error if you work on the server AND on the
workstation. It only works if the server is used as a dedicated server. Use code 1-3 in
case of a problem.

IP Address (7)

Every computer running TCP/IP needs an IP address. This address has to be unique
inside a sub network but it is not worldwide unique.

Pros/Cons

+ Works in single user and network environment

+ Ideal for a server with an static IP address

- Only unique in a subnet, not unique worldwide

- Allows to install the application multiple times on the same server / computer

Recommendation
e Can used as an alternative for the hostname|ss)

Combination Code 1+2+3+UNC Pathname (8)

This Installation Code combines the Volume ID, MAC address and Hostname with the
UNC pathname (details).

The combination of the several installation codes makes it significantly more difficult to
configure virtual machines with identical hardware IDs.

Pros/Cons

+ Cheating is extremely difficult due to the 4 used parameters
+ If an image tool is used, the MAC address is still different
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3.6.12

3.6.13

+ Good within a network because the MAC address must be unique

+ Allows only one installation on one machine

+ Works in single user and network environment

- Needs more often a re-licensing because of hardware changes

- See considerations for multiple network cards|s:1 and subnets

- Restricted use in network environment with Windows 98 / NT machines

Recommendation

e Should be used for environments were heavy copy protection is needed and several
installations on one machine should not be possible. Otherwise use installation code 9.

388

K
/1
(o =

This code results in a copy protection error if the applications is started on the server AND
on the workstation. It only works if the server is used as a dedicated server. Use code 1-3
in case of an problem.

Combination Code 1+2+3 (9)

This Installation Code combines the Volume ID, MAC address and Hostname. The
combination of the several installation codes makes it significantly more difficult to
configure virtual machines with identical hardware IDs.

Pros/Cons

+ Cheating is extremely difficult due to the 3 used parameters

+ If an image tool is used, the MAC address is still different

+ Good within a network because the MAC address must be unique

+ Works in single user and network environment

- Needs more often a re-licensing because of hardware changes

- See considerations above for multiple network cards| |

- Restricted use in network environment with Windows 98 / NT machines
- Allows to install the application multiple times on the same server

Recommendation

¢ Should be used for environments were heavy copy protection is needed and several
installations on one machine should be possible. Otherwise use installation code 8[=s7\.

Hostname + UNC Pathname (server licence) (10)

This Installation Code combines the Hostnamelss5 with the UNC pathname (details).

Pros/Cons

+ Works in single user and network environment
+ Good within a network because the hostname must be unique
+ Allows only one installation on one machine
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3.6.14

- After reinstallation of Windows, the hostname changes

Recommendation

e Use it when you have a server application

¢ Should be used for enterprise users which have problems using the installation code
with the MAC address + UNC path (code 6[z7)

2
This code is ideal for an application, which only runs on the server as it prevents multiple
installations on the same server and seldom causes a problem

This code results in a copy protection error if the applications is started on the server AND
on the workstation. It only works if the server is used as a dedicated server. Use code 1-3
in case of an problem.

USB Stick (11)

All-In-One Protector offers a unique technology to use a standard USB flash drive as a
'‘Dongle replacement'. Now the times are over where you have to decide whether to use a
software copy protection or a Dongle.

The big advantage compared with a dongle is, that nearly any standard USB flash drive
can be used. You can send out the USB flash drive with your project files already loaded
on the stick or the customer can use his own USB flash drive. If a USB flash drive can be
used or not depends on the fact, if the manufacturer has added a special information like a
kind of a Serial Number of the USB flash drive.

If a module with a license per PC is used, the usage of the USB flash drive can be limited
to a specified number of PCs.

Pros/Cons

+ Works always in single user environment

+ Customer can use a single user license on different machines

+ The number of machines, where the USB flash drive can be used, can be limited
- Only usable for single user installations

- Hardware is involved

- Not all USB flash drives will work

For details how to use the USB flash drive see chapter: Using an USB flash drive as a
Dongle replacement/ s,

A

e This ID can only be used as a single PC / single user license. A network license is not
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supported.

e The USB protection works only with Windows XP and newer Windows versions like
Vista / Windows 7 / Windows 8. Windows 2000, Windows 98 and Windows 95 are not
supported.

¢ All-In-One Protector also works on USB flash drives with Microsoft BitLocker drive
encryption

3.6.15 Domain (12)

This installation code is a very good criteria if you need a company wide (unlimited)
license with single user installations.

After a user logs in his Windows account, the Windows-Domain name is used for copy
protection. This also works for notebook users which are offline, as you can always log in
using the domain-name.

The same license file can be copied to any machine. No additional activation is
necessary after the first user has activated the product.

Step 1 - Product Activation

One user activates the product and makes a backup of the license file (.LIC file).

Step 2 - Installation on multiple PCs

The .lic file can now be copied to any number of machines within the same network.

AN

e Every workstation has to specify the same domain for login like domainname
\username

e This ID can only be used as a single PC / single user license. A network license is
not supported.

3.6.16 Windows ID (13)

The Windows ID includes Windows operating system information combined with
hardware used on a computer system and is similar to a Windows UUID (Universal
Unique Ildentifier). The Windows ID will be different even on virtual machines (if you clone
one Windows copy and run it on a virtual machine on another computer).

The advantage of this ID is, that it will seldom change and cannot be faked. Changing
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3.6.17

the hostname, volume ID or MAC address will not affect this installation code.

2
This is the recommended installation code for single user installations

AN

This ID can only be used as a single PC / single user license. A network license is not
supported.

System ID - MAC OS X (14)

The copy protection works in the way that the license file is linked to the Serial Number
of the MAC OS X.

To display the Serial Number,

e Choose About This Mac from the Apple Menu ( Apple logo on the Menu Bar))
e Double-click the version text, for example "Version 10.7"

ADOUT 1 NS mac

A

| |

I'. -.\I

(W
vViac U H

Serial Number DGEKFPOUTDHIW

| Software Update... |

Processor 3,4 GHz Intel Core i7
Memory 8 CB 1333 MHz DDR3

Startup Disk Macintosh HD

[ More Info... [

TM and & 1983-2012 Apple Inc.
All Rights Reserved. License Agreement

or click on More Info on this screen

© 2016 Mirage Computer Systems GmbH



392 All-In-One Protector

800 About This Mac
(Overview | Displays Storage Memory Support Service

iMac
27 Zoll, Mitte 2011

Processor 3,4 GHz Intel Core i7

Memory 8 GB 1333 MHz DDR3

Graphics AMD Radeon HD 6970M 1024 MBE
Serial Number DGKFPOUTDHIW

Software Mac 05 X Lion 10.7.4 (11E53)

| System Report... | | Check for Updates... |

2

To distinguish a Serial Number Key and the Serial Number of the MAC computer it is
referenced as System ID - MAC OS X in this documentation.

3.7 Distribute the Project
3.7.1 The Basics about Distributing a Project

After a project has been created successfully and Distribute / Save[ = has been selected,
a folder with all necessary files for distribution will be generated.

The folder name is ..\Publish All Media and is a subfolder of the project folder| 126
Example: ..\Office-Files \Publish All Media

& Never store other files in this folder (on the hard disk). The files in this folder are
deleted when the project is saved.

The folder contains 4 files. All files are named according the Application Name/ =1 . You
can copy these files to a CD/DVD or USB flash drivelses2l. Never use a folder name Publish
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All Media on the CD/DVD or USB flash drive as the product does not start then.

The All-In-One Player

The All-In-One Player has the extension .EXE and is the main application which includes
all the necessary functionality to display the file and monitor copy protection and licensing.

Example: flash-demo.exe

/1l

g You cannot start the All-In-One Player in this folder, because the _license filel 7]
is modified with each start and cannot be used any longer for distribution. If you want to
make a life test, copy the complete Publish All Media folder to another directory.

The Data File(s)

The data file contains all the files selected in the Data Import section[ ! in an encrypted
format. It has the extension .AIPFILE.

Example: flash-demo.aipfile

4 |
Lg Never deploy the project file with the extension .AIPPROJECT

The License File
The license file contains all licensingl .+l and copy protection| sl information. It has the
extension .LIC

Example: flash-demo.lic

A

e The license file needs a write access. This is especially important if you install the
files in the program files folder and not in the user documents folder

e To be 100% sure that you have a new license file, just create the Publish All Media folder
again before you distribute the project.

2

All necessary components are included in the All-In-One Player. No installation or
administrator permissions will be required and the protected application can even be
started directly from CD.
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3.7.2

3.7.3

Distribute a CD/DVD

To deliver a CD/DVD, just copy all files from the folder Publish All Medial ! to the CD/
DVD. If you want to install the files from the CD to a hard disk drive, use the ready to go

installer. [ )

/1
=2 Never start the All-In-One Player for testing before you make the CD/DVD, as the

license file[ 17 is modified with each start and cannot be used any longer for distribution.

The CD/DVD must be finalized (no modification is possible after the CD/DVD is
burned) and it must be a Read Only CD/DVD. Don't use a Live File System (CD/DVD
can be used like a hard disk) like Vista offers. The best option is to use a CD/DVD burning
software which makes sure, that the CD cannot be modified after burning.

Using a RW CD/DVD would result in an error because the All-In-One Player would try to
modify the license file. When the All-In-One Player is directly started from a CD/DVD, then
the license file is automatically copied during the first program start to a folder on the hard
disk, where each user has a read and a write access.

See also
Adding an Installer] s

Distribute via a download link

To distribute via a download link, the file from the folder Publish Download] 25l has to be
uploaded on a Web Server.

2
In case you do not have an e-commerce provider or website, where the user can
download your files, see chapter: How can | share my files using a download link?[ )

See also
Adding an Installer] sl
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3.74

Using All-In-One Protector Installer

The Premium Plus| = or Multi-Platform[::] Edition comes with a ready to go installation
manager. It allows installing the files from CD or download link to the hard disk. It also
offers a network installation for Client PC's. The installer files can be found on the folder
\All-In-One Protector\6\installer .

The installation manager includes the following features:

e Copies all files i5) Setup - My Program 2.1 — =
to a specified :
directgr Welcome to the My Program 2.1
) y Setup Wizard
e Displays a
license This will install My Program 2.1 on your computer.
agreem ent It is recommended that you close all other applications before
° Adds the continuing.

Click MNext to continue, or Cancel to exit Setup.
necessary user

rights to the
specified
directory

e Copies the
player,
database
(.aipfile) file and
the license file ( Neds | [ Cancel
to the specified
directory,
including an
icon file

e Adds a
program
manager group
and an entry
within the
program
manager group
to start the All-
In-One Player

e Define a
different start
application, e.qg.
amenu
program

e Copy additional
files, e.qg. files
needed by a
menu program

e Display a
readme file at
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the end of the
installation

e Option to install
the files on a
USB flash drive
instead of the
hard disk

e Adds uninstall
information

e Installation
dialogs are
available in
multiple
languages

= You can change the icon on the desktop and in the program manager group with an
own bespoke icon.

The installer consists of 2 files:

e setup.exe - (installer file for single user installation) or setup-sign.exe (digitally signed
with Mirage credentials)
e setup.ini - (configuration file for installer)

Copy these 2 files from the main installation folder ..\All-In-One Protector Premium Plus\6
\installer to a new folder, eg. Master CD

¢ Publish the project with the option for CD[2s)

e Copy the files from the folder - Publish All Media - to the new Master CD folder

e Then modify the setup.ini file[ o with any editor. The name of the installer can be
renamed, e.g. to setup-abc.exe. The name of the ini file must be setup.ini.

= If you want to start the installer directly after a CD is inserted, modify the file
autorun.inf.

[autorun]

icon=flash-demo.exe

open=setup.exe

Name=All-In-One Protector - Flash Demo

& This feature requires the All-In-One Protector Premium Plus| 5 or Multi-Platform
Edition.
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&
Mac

This option is not available

2
« Allfiles of the installation manager can be delivered as a self extracting EXE file[ s
e You should sign the installer and application. [z

See also

Configuration File - Setup.inil «so!
Single User Installation| sool
Network Installation] sos)

3.8 Executables (exe file)

All-In-One Protector supports a protection of .EXE files.

How does the EXE protection work?

All-In-One Protector supports copy protection and complete licensing for stand-alone EXE
files including files on folders. It wraps the EXE file and additional files into the encrypted
database. It is a very strong protection, as the files are completely hidden from
decompilers.

¢ The exe file and all other files on the directory are imported into the encrypted database.
They are not visible to the end user and they are completely protected

e During runtime, all files are extracted to a virtual zone|«s\. They are completely protected
as there is no access to the virtual zone. The EXE file is started on the virtual zone and
could invoke other files on the virtual zone or on the real directory

/

e The size of all files together should not exceed 250 MB. Otherwise the loading time
would be too long. The loading time varies depending on the hard disk, available
memory and processor of the PC

e 64bit EXE files or EXE files compiled for any CPU running on 64bit operating systems
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are running in 64bit mode

For a complete background information see chapter: Virtual Zonel .3

As EXE protection is very complex, different protection options are available. Check the
following chapters to find the best settings for your application:

 EXE configuration options|ss)

e Troubleshooting with EXE files| sl

o Decompile Protection only - no licensing/ «7]
e Java protection] 33)

e Concept with 2 versions| ]

e Virtual Zone/ )

% You can start EXE files from flash applications[«2 or secure standalone EXE/ )
files. Also menu applications[«:] could be used to start other EXE files.

See also

Exe file is menu application|«s)

Flash application using exe file[ ]

Read Configuration Data and license information| |
Define Password for EXE file[.ss)
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3.8.1 EXE file - configuration options

There are different options you can use, depending how your application is structured.

BB M 3dexe.aipproject - All-In-Cne Protector
Start | Publish Keys  Activation Server Extras  Help
— P ay @
i ] @@ rPoF L F ] Flazh |l PowerPoint [ Word V
-« — =
) Windows 0 video/tudic  EIE] Bxcel MAC Registration
Basic Data Import ) = Options
Data Import

EXE Options

Command line parameters for EXE file ||

Encoding Parameters |1-999 | |1-999 Delete

Transfer File

Path |

. Run EXE in secure Virtual Zone

() Run EXE file in temporary folder on hard disk

In case the EXE file does not work as expected using the secure Virtual Zone, try the temporary folder.

For more information about security considerations didk here

Extract all files

Delete all files when the application terminates

Run EXE in unprotected mode on installation directory
[Iregister DLLs {use this option only if required)
Compatibility Mode (Uncheck only in case of errors)

[ ] Decompile protection only - do not use licensing / copy protection

[ ] Display animation during program start to signal waiting time

[] advanced Protection

EXE Build Options
[]save each EXE file as single encrypted file

Command Line Parameter for EXE file

A hard coded command line can be passed to the EXE file. If you use the variable %path
%, the path where the EXE file starts is inserted.

The command line can also include encoding parameters (see below).
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Transfer file and Encoding Parameter

This feature should be used if the EXE runs only with the option: Run EXE file in
temporary folder on the hard disk or if you want to add an additional layer of security.

Encoding Parameters
Select random 3 digit numbers. The numbers should be different per project

Path
Path and file name of the text file. Instead of hard coding a path use one of the following
variables

%1% = user documents folder - e.g. c:\users\admin\documents
%2% = appdata roaming folder - e.g. c:\users\admin\AppData\Roaming

B2l texeditor.aipproject - 4ll-In-
Start | Publish Keys  Activation Server Extras Help
. ot = . o =
ko A4 roF ¥ rlash |&dl PowerPaint [ word «
- = -
) Windows L] video/Audio  EIE] Bxcel MAC Registration
Basic Data Import = = Options Ac
Data Import

EXE Options

Command line parameters for EXE file |

Encoding Parameters |892 | |?63 Delete

Transfer File

Path |':-‘n2‘}‘n’~,myprog‘,swp.t!ct

(®) Run EXE in secure Virtual Zone
Example configuration

= Details about the encoding parameter protection

The main application, which should be protected, can be invoked either by passing a
command line parameter or an additional text file is provided. Both include encrypted
values. The values change during each program start as they are calculated based on
the system time. The main application has to validate the values and should only start, if
the validation is correct.

Using the command line with the encrypted parameters is an alternative if reading a text
file is not possible. If no path / file name is specified, the values are provided using the
command line.

How it works

e The All-In-One Player application does the license and copy protection check
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o If everything is OK, It creates the text file (if configured) and launches the main
application (start file) using a command line (if configured)

e The values in the text file or command line are calculated every time when the
application launches based on the system time and the defined encoding parameters

e The main application reads the text file, deletes it and analyzes the values (formula see
below) from the text file or from the command line

e The main application only starts when the values are valid

Encrypted Values

The text file or the command line contains two encrypted values (timel and time2). The
values are separated with spaces.

Example: 1897 1996

The two values are calculated during the program start based on the values of two
encoding parameters.and the system time. As each project has its own encoding
parameters, the results can never be calculated without knowing the encoding
parameters. Two values are required as the launch of the application can take time - e.g.
the application is launched at 8:15 AM but it takes 30 seconds until the text file can be
analyzed and the time is then 08:16. The value timel is calculated based on the time
when the text file is created and value time2 is one minute later.

You have to calculate the value for the validation using the following formula
Trunc((MMHH * Encoding Parameter1)/ Encoding Parameter?2)

MM = Minute (must be double-digit)
HH = Hour (must be double-digit)

Trunc = truncate position after decimal point

Compare the result with the value of timel and time2 from the text file or command line .
Either timel or time2 must be identical with the calculated value.

Example
The time is 8:16 AM

(1608 * 892) / 763 = 1879,86369...
Truncated value is 1879

Now compare the value your application calculated with both values provided by the text
file or command line. One value has to match the value your application calculated.

2
If your application typically takes longer than one minute to launch, make a second
calculation where you subtract one minute - e.g. time is 8:16 AM - calculate the values for
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8:16 AM AND for 8:15 AM

Runtime Options

e Details Run EXE on secure Virtual Zone )
e Details Run EXE on temporary folder on hard disk] <)

Additional Options

The options are available depending on the selected protection type (Virtual Zone /
temporary folder).

Extract all files

All files are extracted to the Virtual Zone / temporary folder. After the file are extracted, the
EXE file, which was marked as the start file, is started. If this option is not selected, only
the start file is extracted.

Delete all files when EXE is terminated

After the file, which was marked as start file, is terminated, all files are deleted on the
temporary folder. If the Virtual Zone is used, this is done automatically as the Virtual Zone
is removed in the memory when the program terminates.

Run EXE unprotected on installation directory

This option extracts all files to the folder, from which the All-In-One Player was started.
Then the file is unprotected.

One possibility for this option would be to protect an installer. The customer has to

activate the software. Then the installer is extracted and starts. The files are unprotected
after the installation.

Register DLLs

The Virtual Zone allows to register DLLs before the application starts. The registration is
done in a virtual registry, which needs no administration rights. After the program
terminates, the registry entries are removed.

This function does not work with all DLLs and should be used only, if DLLS have to be
protected which have to be registered.

If the registration does not work, you have to remove the DLLs from the project and
register + install it unprotected with an installer.
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3.8.2

Compatibility Mode (Uncheck only in case of errors)

If the protected EXE file does not start, uncheck this option. In case the EXE file comes
with a .config file, this option has to be checked.

Example: Myapp.exe and Myapp.exe.config

Decompile protection only -do not use licensing / copy protection

In case a single EXE file should only be protected against decompilation and no licensing
should be used or the licensing is done by Licence Protector (www.Licence-
Protector.com), then use this option. All licensing settings are ignored and no license file

(.lic) is created.

Display animation during program start to signal waiting time

As the loading of a huge project can take a little bit longer, the display of an animation with
text indicates the user, that the application will start soon.

Advanced Protection

This option checks, if the All-In-One Player file was modified (e.g. a hacker patched the
file). In this case the protected application will not be started.

EXE Build Options

Save each EXE file as single encrypted file
Use this option only if you have multiple EXE files in the project but no additional files like
DLLS, images etc. Each EXE file will use the same license file.

VIRTUAL ZONE

The All-In-One Player creates a VIRTUAL ZONE in the memory of the computer, where
the EXE file and all other files in the database are copied. After copying the files, the EXE
file is started.

The VIRTUAL ZONE simulates a disk. If the EXE file opens another file or starts another
application, the file is first searched in the VIRTUAL ZONE. If the file is not found on the
VIRTUAL ZONE, it is searched in the real file system. This technique ensures, that an
application runs without modification. An access to the VIRTUAL ZONE from outside
is not possible - all files are completely protected during runtime. This also offers a
perfect protection for .NET and Java.
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VIRTUAL ZONE

e EXE runs in VIRTUAL
EXE ZONE and can use files

from VIRTUAL ZONE or

from real file system

All-In-Cne Protector
encrypted application,
DLLs and other files

Real File System

The All-In-One Player technology is much better than a wrapper:

¢ No chance to decompile the database or analyse the EXE file or change/patch a file in
the database

¢ Protects multiple files (e.g. DLLs and all files which are read only) and not only one EXE
file

¢ All-In-One Protector always loads your original files from the database into the Virtual
Zone

The bundle of unique features offers a perfect decompile protection and is more
effective than obfuscation of the code.

Protect a single EXE file

Place the EXE file on a separate folder. Import/ssl only this EXE file. Use In the screen -
Settings. Name of the All-In-One Player[:ss] the original EXE file name. Save the project
and copy from the Publish All Media folder] ss2l the files .EXE, .LIC, .aipfile to your
application folder. The new EXE file is the All-In-One Player while your real EXE file is
inside the database (aipfile file).
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Protect EXE file and additional files

Place the EXE file and all additional files on a separate folder. Import[:s:l the complete
folder. The protected application including all files is on the Publish All Media folder| 21

Decompile Protection only - no licensing

If Licence Protector (www.Licence-Protector.com) or another tool is used for licensing /
copy protection and All-In-One Protector is used to protect the code, then see chapter:
Decompile Protection[ ]

Command line parameters

Command line parameters are supported. They are passed to the protected EXE file

Known limitations

o Multiple EXE files in the project work only, if the start EXE file starts EXE 2 and waits,
until EXE 2 terminates

e If you want to protect a complete folder structure which includes a mix of files like EXE,
PDF, Flash, PPT and the files need an own Viewer, it is not working.

Example 1
The EXE file invokes a PDF file. As the file extension PDF is perhaps linked to Acrobat

Reader, the Acrobat Reader will start but it cannot open the PDF file, as it is in the Virtual
Zone.

Solution A
Place the PDF file unprotected on the installation directory.

Solution B

Protect the PDF file with All-In-One Protector using an own project. The EXE file must
then invoke the All-in-One Player and not the PDF file. For more details see - Split project
into several databases| ]

Example 2
The EXE file invokes a FLV file but the EXE file includes a FLV player. This works as the

EXE file and the FLV file are in the virtual zone.

¢ An ActiveX EXE, which has to be registered, cannot be protected

A

See troubleshooting for EXE files| ) in case of an error.
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3.8.3 Temporary folder on hard disk

If your EXE file is not running in the Virtual Zonels), then you could select to run the file on
the temporary folder on the local hard disk.

How does it work?

¢ The exe file is imported into the encrypted database and not visible. It is completely
protected

¢ When the exe file is invoked, it is extracted to the hard disk to a hidden place and
started. The file could be found there

If Source Code is available, the protection can be improved significantly by using
encoding parameters| sl

As the file runs on a different folder, you have to retrieve the real folder name reading the
configuration datal :\

BB M cpautomationg.aipproject - All-In-One Protector
Start | Publish Keys  Activation Server Extras  Help
i___‘: [ FOF 'U Flash |y PowerPoint [ Word V
- — =
) Windows | video/Audio |15 Excel MAC Registration
Basic Data Import = = Optians
Data Import

EXE Options

Command line parameters for EXE file |

Encoding Parameters |1-999 | |1-999 Delete

Transfer File

Path |

() Run EXE in secure Virtual Zone

(®) Run EXE file in temparary folder on hard disk

In case the EXE file does not work as expected using the secure Virtual Zone, try the tempaorary folder.

For more information about security considerations dick here

Extract all files

Delete all files when the application terminates
|| Run EXE in unprotected mode on installation directory
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3.84

3.85

= Extract all files

This option extracts the EXE file AND all other files in the database to a temporary
folder. Import only additional files if they should be protected. During runtime, the
additional files are not protected.

= Delete all fles when EXE is terminated
This option deletes all files on the temporary folder after the EXE file is terminated.
Only uncheck this option if the main EXE file invokes other EXE files. If the application
is one EXE file then always check this option.

= Run EXE unprotected on installation directory
This option would extract the EXE file to the folder, where the All-In-One Player is

located. You could use this option if you have no source code and the EXE file must be
on the same folder like the other files.

Troubleshooting with EXE files

In case the EXE file does not start or you get unclear error messages, check:

« If the protected EXE file does not start, check the option: Compatibility Mode[ 2]

o If you get a message: xy.exe could not be found and xy.exe is the name of your
protected application, check the option: Compatibility Model s

e The protected EXE file must not require administration rights when it is running - e.g. it
may not be an installer EXE file or a file which has words like setup or install in the file
name (e.g. elearningsetup.exe). Also if a manifest file is delivered, the manifest file
may not have a definition, that the EXE requires administration rights. For more details
about EXE names and Vista / Windows 7 / Windows 8 read this blog.

e Virtual Zone requires Windows XP to Windows 8

Decompile Protection only - no licensing

If you use All-In-One Protector for decompile protection and no licensing should be used
or the licensing is done by Licence Protector (www.Licence-Protector.com) or other tools,
then use the settings described below.

Step 1 - Import EXE File

Place the EXE file on a separate folder. Import[ sl only this EXE file. Use In the screen -
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3.8.6

Settings., Name of the All-In-One Player[:s] the original EXE file name.

Select the option: Only protect EXE file - do not use licensing[ 1. All licensing settings are
ignored and no license file (.lic) is created.

Step 2 - Save Project

Save the project and copy from the Publish All Media folder[ s the files .EXE and .aipfile /
.MMAPP to your application folder. The new EXE file is the All-In-One Player while your
real EXE file is inside the database (aipfile file).

How the decompile protection works see: Virtual Zonel w3

License file and configuration information

If the main application is an EXE file, the application should work without any
modifications. Only if the EXE files writes configuration files, which should be available
after the next program start, a modification could be necessary.

Test your application. If the application writes configuration files typically on the installation
folder, this folder is not visible any more to the EXE file while it is running. The folder name
can be retrieved reading a text or XML file. The name of the folder, where the EXE file is
stored, can be found in the variable <Install-Path-Player>.

The configuration file also provides additional information like the registered customer
name, time limitation or whether the product is activated or not.

The All-In-One Player provides a file mp-config.xml and mp-config.txt. This file is
generated during runtime. If you application runs in the Virtual Zone the file is not visible.
Both files have the same content. Just read the file with the format your application can
handle. The files are created in the same folder, where the EXE file is located.

The files provide a lot of information. Some are for future use and are not explained in this
documentation. You can download a sample of each file. Download Now!

= mp-config.xml
It is an XML file and you need an XML parser to read it.

<Default>

<Install-Path-MMF> - path where the .aipfile (database) can be found
<Install-Path-Player> - installation path of the application

<Player-Name> - name of the All-In-One Player (application namel), e.g. myapp.exe
<MMF-Name> - name of the .aipfile, e.g. myappdata.aipfile

<SerialNumber> - the Serial Number used to activate the product

<StartExe> - name of the start file, e.g. yoursource.exe

<AppVersion> - version number|:s of the application
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<Licencelnfo>

<Customer> - license holder name. This is the name which was type in during the
product activation

<OEM> - company name/ sl of the software vendor

LicFile - Path and name of the license file

<Modulel1>

<TotalLicences> - number of maximum network licenses define in the screen -
License Informationl s or in the Serial Number/2)

<RemainingLicences> - licenses available in a network installation

<ExpiredOn> - Expiry date of the license - if expired on is 30.12.1899 then it is a
version without any time limitation

<RemainingDays> - Days left to evaluate the product or to run the full version. If the
value is -1 then there is no time limitation

<LicenceType> - S - license per Computer, U = license per User, R = license per
concurrent user - defines in the screen - License Information] z:s)

<DemoMode> - true = Demo/evaluation version, false = Full Version (product is
activated)

<WebActivation> - O = status after program start. No Serial Number was applied, 1 =
Serial Number was applied, 2 = product is activated, 3 = erroneous activation

= mp-config.txt
It is standard Windows INI file.

[Default] - Section Name you have to specify if you read an parameter
Install-Path-MMF - path where the .aipfile file (database) can be found
Install-Path-Player - installation path of the application

Player-Name - name of the All-In-One Player (application namel ), e.g. myapp.exe
MMF-Name - name of the mmf file, e.g. myappdata.aipfile

SerialNumber - the Serial Number used to activate the product

StartExe - name of the start file, e.g. yoursource.exe

AppVersion - version number| sl of the application

[Licencelnfo]

Customer - license holder name. This is the name which was type in during the
product activation

OEM - company namel s of the software vendor

LicFile - Path and name of the license file

[Modulel]

TotalLicences - number of maximum network licenses define in the screen - License
Information| =1 or in the Serial Number| -7

RemainingLicences - licenses available in a network installation

ExpiredOn - Expiry date of the license - if expired on is 30.12.1899 then it is a version
without any time limitation

RemainingDays - Days left to evaluate the product or to run the full version. If the value

© 2016 Mirage Computer Systems GmbH



410 All-In-One Protector

is -1 then there is no time limitation

LicenceType - S - license per Computer, U = license per User, R = license per
concurrent user - defines in the screen - License Information] z:s)

DemoMode - true = Demo/evaluation version, false = Full Version (product is
activated)

WebActivation - O = status after program start. No Serial Number was applied, 1 =
Serial Number was applied, 2 = product is activated, 3 = erroneous activation

The variable Install-Path-Player provides you with the installation path of the application.
This would be the folder where your application previously stored configuration files.

It is possible that the protected EXE file (variable Player-Name) has a different name like
your original EXE file (variable StartExe.)

2 Use the name of the EXE file you want to protect in the field: Application Name[ s\
Then the name of the protected EXE file has the same filename like your original
application.

Where should you place your configuration files

As a configuration file needs a read and write access, you cannot place it to c:\program
files folder as there is no write access on this folder for Vista.

Although we found no recommended procedure from Microsoft how to share a file on one
PC for all users, the following installation process will work.

Retrieve folder names
You can retrieve the folder name via the registry.

Windows Vista
HKLM\SOFTWAREMicrosoft\Windows\CurrentVersion\explorer\Shell Folders
Common AppData C:\ProgramData\

Windows XP

HKLM\SOFTWAREMicrosoft\Windows\CurrentVersion\explorer\Shell Folders
C:\Documents and Settings\All Users\Application

Common AppData Data

Create a folder

Save the configuration file to

e Windows Vista - C:\ProgramData\lyourcompany name\appname\app.dat
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e Windows XP - C:\Documents and Settings\All Users\Application Data\yourcompany
name\appname\app.dat

By default, standard users on Vista have only Read access and the folder is not visible.
See below how to set write access to this folder.

= Setting Write Access to a folder during installation.

Some installers have built in options to change rights on folders. You cannot use the
standard Windows tool cacls.exe or icacls (Vista) because you have to address the
user / group name you want to change in the language of the operation system - e.qg.
‘users' or 'Benutzer'.

There is a tool SetAcl.exe which allows using SID to change the permission. The tool
can be downloaded here: http://setacl.sourceforge.net/html/examples.html .
Documentation for the SID can be found here (only German): http://www.grurili.de/
index.htmlI?/Grundlagen/WellKnown_SIDs.htm

Your installer could use the following sequence

e Copy setacl.exe to the installation directory

e Execute Setacl.exe e.g. "maindir\SetAcl.exe" -on "maindir" -ot file -actn ace -
ace "n:S-1-5-32-545;p:full;s:y" - This will set full rights to the group users. The SID
S-1-5-32-545 is used instead of the name users

(note: maindir is the folder name like c:\ProgramData\yourcompany name\appname)
¢ Delete setacl.exe

Concept with 2 versions

Although All-In-One Protector does not support to license multiple modules (this is only
supported by www.Licence-Protector.com ) , you can handle 2 versions like Starter and
Basic Edition.

Create Project for Starter Edition

¢ Create the project
¢ In the EXE Options dialogue, define a command line parameter, e.g. /S
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BB e Motepad.aipproject - All-In-One Protec
Start | Publish Keys  Activation Server Extras  Help h
—— = .
[ : [{Id PDF [ F ] Flash el PowerPoint [ Word
-« =
) g A e
- g - @ Windows \[E] video/fudio [EE] Excel [lad mac
Data Import

EXE Options

Command line parameters for EXE file E

Encoding Parameters |1-999 | |1-999 Delete
Transfer File

Path |

(®) Run EXE in secure Virtual Zone

(") Run EXE file in temparary folder on hard disk

e Within your application, check the command line. If it is /S then start the application as
Standard Edition

Create Project for Basic Edition

e Select Copy a Project/ ). You must select: New project uses a different encryption
to ensure, that the Basic Edition uses Activation Keys with a different encryption. This
ensures that a Serial Number for the Starter Edition cannot be used for the Basic Edition

e Change the fields: Product Name and Application Name in the screen - Basic/ s

e Change the command line parameter in the EXE Options dialogue to /P

e Within your application, check the command line. If it is /P then start the application as
Basic Edition

Installer

The installer should have an option which lets the user decide, what product (Starter or
Basic) to install. The only difference is the .aipfile file. Depending on the selection you copy
either the AIPFILE and license file of the Starter or Basic version.

Sample for an installer
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q Select Prograrm Wersion

You can how select the program yersion to install

For evaluation versions we recammend installing the Premium Edition, IF you bought a
program version, only install the one For which vou have a Serial Mumber,

% Premium E dition

= Standard Edition

If you are unsure which version to install click on this text.

¢ Back I MNewt > I Cancel

& This function is not possible with the All-In-One Protector installation manager. If
you want to use All-In-One Protector installation manager, you have to make 2 installation
packages.

3.8.8 EXEfileis amenu application

If your EXE file is a menu application, which just invokes other files like PDF, swf, videos,
then place the EXE file outside the database. This has multiple advantages

¢ The files are not extracted to a temporary folder and are protected
e The size of the database does not matter

You can then start a file inside the database directly using a start parameter like -load. See
complete list of start options for the player| ]

Example
e Start a PDF file - mycourse.exe -load "coursel.pdf"

o Start a flash file - mycourse.exe -load "course2.swf"

You find a description of some menus in the chapter - Additional Menus| =2
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See also
Menu applications|s:)

Flash application using exe files

If you have a flash application that invokes exe files, the fscommand will be supported. It
works as follows:

¢ Extract the file from the encrypted database to the hard disk to a hidden place
e Start the file
e The file is not removed after termination

2 In case you load files in your exe file, you have to be aware that these files have to
be available on the new directory. You have to extract these files first from the database to
the directory (see below). If your exe file creates new files, you should always create it on
the same folder or subfolder - but never use a hard coded path.

If you need to control, how an EXE or BAT file is used, you can add special commands to
your flash application.

Use one of the following commands:

http://FILE:testfile.exe or http://FILE:testfile.exe$$START

This command extracts the exe file from the database to a temporary folder and starts it.
The file must be an exe file. The All-In-One Player is still activated. When the All-In-One
Player is closed, it tries to delete the exe file. This is only possible if the exe file was
terminated - if it is still running it cannot be deleted.

http://FILE:testfile.exe$$STARTKEEP

Same as parameter $$START, but does NOT delete the exe file after termination.

http://FILE:testfile.exe$$COPY

Just extracts the file from the database, but do not start it. This command can be used
with any file type like DLL or txt. If you need multiple files (e.g. not only exe files but also
dlls or configuration files), you can first extract all these files and at the end start the main
exe file using http://FILE:testfile.exe$$START . When the All-In-One Player is closed, it
tries to delete all extracted files.

http://FILE:testfile.exe$$COPYKEEP

Same as parameter $$COPY, but does NOT delete the exe file after termination

“  You can add a pathname where you want to extract the files, in case you do not
want to use the temporary folder.
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Sample: loadMovie("http://FILE:testfile.exe$$COPYKEEPS$$c:\mypath\testfile.exe",2)

would extract the file testfile.exe from the database to the folder c:\mypath

http://[FILE:testfile.exe$$SRUN

This commands starts an exe file which is already available on the CD or hard disk. It can
be used to start any external application. The file is not deleted after termination. The file
must be on the same folder like the All-In-One Player. A pathname cannot be used.

Sample: loadMovie("http://FILE testfile.exe$$RUN",2);

“  The http://FILE: command also works with HTML and BAT files.

Invoke a BATCH file

You can invoke a .BAT file to perform any type of tasks. The .bat file must be on the same
folder as the player. With a batch file you could e.g. invoke a huge AV file, which will then
be played in the default player.

Command: loadMovie("http://FILE:avistart.bat$$RUN",2)

The avistart.bat needs only the name of the avi file:

sample.avi

See also
All-In-One Player - Start Options|s1]

Java protection

All-In-One Protector offers a perfect protection for .JAR files. They are protected against
decompilation as they are not visible in the file system - See Virtual Zone/ oz,

Step 1 - Download Java Starter application

Download the Java starter application (jarstart.exe) and place it together with your .JAR file
in a new folder. The folder can contain any number of .JAR files.

Click here to download
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Step 2 - Import files
Now import all files[:« and make jarstart.exe the start file.

BBl javaapp.aipproject - All-In-One Protector

Start | Publish Keys  Activation Server Extraz Help k

— P . . -
L4 [ POF & Flash &l PowerPaint [ Word M
-« = "
) Windows Video/Audio Excel MAC Registration
Basic Data Import &S = = = Options Activation Screens

A

Data Import Screens

Data Import

Enter the path of the folder or dick on the button Select Data Folder
|L,.::\,ja\ta | Read files from folder I Define asstamting file l

Select Data Folder ( Refresheelectad files l I Delete l

Media File HESE
How to protect & jarstart.exe new
Audio | Music @ myzpp.jer
Excel Files

EXE Files
Images / Photos
PDF Files
PPT/PPTX Files

Videos
Word Documents
HTML

How to use a menu

Step 3 - Define Start Options

Simple start option

If your java application always needs the same start parameters, then you can place it in
the field: command line parameter for EXE file . Select button Options, TAB EXE Options.

There are All-In-One Protector specific variables:

e -jarrun - runs the Java Virtual machine depending on registry settings

¢ %path% - this is the complete path of the application (the path specification has to be in
quotation marks)

¢ %envpath% - this is the environment path variable of the operating system (in a batch
file the name would be %path% but it has to be replaced with this special variable %
envpath%)
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BB B javaapp.aipproject - All-In-One Protector h
Start | Publish Keys  Activation Server Extras Help

—— = -

[ : A4 FOF g Flash ldad PowerPoint [0 Word V
$ | e

. Windows ME] Videoffudio  EIE] Bcel MAC Registration
Basic Data Import & = Options
Drata Import

EXE Options

Command line parameters for EXE file jarrun "Ytpath St \myapp.jar”

Encoding Parameters |1-999 | |1-999 Delete
Transfer File

Fath |

0 Run EXE in secure Virtual Zone

() Run EXE file in temporary folder on hard disk

In case the EXE file does not work as expected using the secure Virtual Zone, try the temporary folder,
For more information about security considerations didk here
Extract all files

Complex start options
If the java applications needs complex start options (e.g. using a .bat file) then leave the
field: command line parameter for EXE file empty.

Invoke the All-in-One Player using command line parameters.

Example

The name of the All-In-One Player is javatest.exe. The following command starts
javatest.exe with a command line parameter. The Java Runtime would be loaded from the
folder .\PortableApps\CommonFiles\Java\bin\javaw.exe, a path is set with the special
variable %envpath% (means operating system variable %path%) and the jar file myapp.jar
is loaded.

application\javatest.exe .\PortableApps\CommonFiles\Java\bin\javaw.exe -
Duser.home=".." -Djava.library.path="%ENVPATH%;application\;" -jar "myapp.jar"
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3.8.11 .Net, VB, Delphi, C or other compilers

You can use All-in-One Protector EXE Protectionm, if all of the below mentioned
requirements match:

¢ No modules - only one application which has to be licensed
e Must be standalone EXE file (not a DLL, not a service, not a server application)

All other requirements are covered with Licence Protector, which is a source code
integration product - see website www.Licence-Protector.com for details and download
the trial version.

= For protection with Licence Protector you need the Source Code and development
work is necessary.

3.9 Flash Development

You can use any standard flash command in combination with All-In-One Protector. Find
below some special enhancements or tips.

o Read data from configuration files| «sl

o Start EXE or BAT files[ )

o Store datal 2]

o Start a specific file inside the databasels!

3.9.1 License File Information

If you want to display license information like the registered customer name, you can
retrieve this information via an XML file. The XML file contains a lot of fields. Some are for
future use and are not explained in this documentation.

The name of the file is mp2flash-info.xml. Just load the file with standard flash code. It is
generated on the fly and provided by the All-in-One Player.

<Default>

<Install-Path-MMF> - path where the .aipfile (database) can be found
<Install-Path-Player> - installation path of the application

<Player-Name> - name of the All-In-One Player (application namel:s)), e.g. myapp.exe
<MMF-Name> - name of the .aipfile, e.g. myappdata.aipfile

<SerialNumber> - the Serial Number used to activate the product

<StartExe> - name of the start file, e.g. yoursource.exe

<AppVersion> - version num ber] = of the application

<Licencelnfo>
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3.9.2

3.9.3

<Customer> - license holder name. This is the name which was type in during the
product activation

<OEM> - company namel . of the software vendor

LicFile - Path and name of the license file

<Modulel>
<TotalLicences> - number of maximum network licenses define in the screen - License

Information| 2] or in the Serial Number| 7]

<RemainingLicences> - licenses available in a network installation

<ExpiredOn> - Expiry date of the license - if expired on is 30.12.1899 then it is a version
without any time limitation

<RemainingDays> - Days left to evaluate the product or to run the full version. If the value
is -1 then there is no time limitation

<LicenceType> - S - license per Computer, U = license per User, R = license per
concurrent user - defines in the screen - License Information[ 2|

<DemoMode> - true = Demo/evaluation version, false = Full Version (product is
activated)

<WebActivation> - 0 = status after program start. No Serial Number was applied, 1 =
Serial Number was applied, 2 = product is activated, 3 = erroneous activation

Configuration Files

You can either have an XML file, which you include in the flash project, or you can store
customer specific configuration values in an XML file, which is on the same folder like the
protected database file (.aipfile).

The flash command is: config_xml.load("config.xml");

Start EXE, BAT files

If you have a flash application that invokes exe files, the fscommand will be supported. It
works as follows:

¢ Extract the file from the encrypted database to the hard disk to a hidden place
e Start the file
e The file is not removed after termination

2 In case you load files in your exe file, you have to be aware that these files have to
be available on the new directory. You have to extract these files first from the database to
the directory (see below). If your exe file creates new files, you should always create it on
the same folder or subfolder - but never use a hard coded path.

If you need to control, how an EXE or BAT file is used, you can add special commands to
your flash application.

Use one of the following commands:

http://FILE:testfile.exe or http://FILE:testfile.exe$$START
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This command extracts the exe file from the database to a temporary folder and starts it.
The file must be an exe file. The All-In-One Player is still activated. When the All-In-One
Player is closed, it tries to delete the exe file. This is only possible if the exe file was
terminated - if it is still running it cannot be deleted.

http://FILE:testfile.exe$$STARTKEEP

Same as parameter $$START, but does NOT delete the exe file after termination.

http://FILE:testfile.exe$$COPY

Just extracts the file from the database, but do not start it. This command can be used
with any file type like DLL or txt. If you need multiple files (e.g. not only exe files but also
dlis or configuration files), you can first extract all these files and at the end start the main
exe file using http://FILE:testfile.exe$$START . When the All-In-One Player is closed, it
tries to delete all extracted files.

http://FILE:testfile.exe$$COPYKEEP

Same as parameter $$COPY, but does NOT delete the exe file after termination

“  You can add a pathname where you want to extract the files, in case you do not
want to use the temporary folder.

Sample: loadMovie("http://FILE testfile.exe$$COPYKEEP$$c:\mypath\testfile.exe",2)

would extract the file testfile.exe from the database to the folder c:\mypath

http://FILE:testfile.exe$$SRUN

This commands starts an exe file which is already available on the CD or hard disk. It can
be used to start any external application. The file is not deleted after termination. The file
must be on the same folder like the All-In-One Player. A pathname cannot be used.

Sample: loadMovie("http://FILE:testfile.exe$$RUN",2);

2 The http://FILE: command also works with HTML and BAT files.

Invoke a BATCH file

You can invoke a .BAT file to perform any type of tasks. The .bat file must be on the same
folder as the player. With a batch file you could e.g. invoke a huge AVI file, which will then
be played in the default player.

Command: loadMovie("http://FILE:avistart.bat$$RUN",2)

The avistart.bat needs only the name of the avi file:

sample.avi
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See also
All-In-One Player - Start Options| )

3.9.4 Start PDF and PPT files

Start PDF file (unprotected)

Use in flash the same command to open a PDF file as you would use to start another
flash file. The file is displayed in the All-In-One Protector PDF Viewer but it is not
protected.

/1
LA You have to select the option: Do NOT encrypt PDF files[+31 to open a PDF file from
within flash.

Start PDF and PPT files (protected)

To start a protected PDF or PPT file within a flash application, you have to create an own
project with these files and then invoke the All-In-One Player EXE file.

« Split the project/ =1l into a second database (e.g. pdfiles.aipfile)

e Add the command http://FILE:player.exe -f filename.aipfile -| "pdfname.pdf" $$SRUN
in your flash application to start the database filename.aipfile with the pdf file
pdfname.pdf - example: http://FILE:player.exe -f pdfiles.aipfile - "flyerl.pdf* $$RUN

e If you have a PowerPoint file, it is sufficient to define just the database name

Details how to protect PDF[:7 and PPT[:ss]

Flash file converted to EXE file

In case the SWF file was converted to an EXE file, the commands with $$RUN wiill not
work. The flash application has to directly start the player.exe file using command line
parameters.

player.exe -f filename.aipfile -1 "pdfname.pdf"

© 2016 Mirage Computer Systems GmbH



422

All-In-One Protector

3.9.5

3.9.6

See also
All-In-One Player - Start Options| )

Store Data

If your application needs to temporarily store data (e.g. results of a test), use the local
shared object functionality.

Alocal A local shared-object is stored on the user's machine. Depending on the operating
system itis e.g.

o for Windows XP: Documents and Settings\userName\Application Data\Macromedia
\Flash Player\#SharedObjects

o for Vista: \Users\userName\AppData\Roaming\Macromedia\Flash Player
\#SharedObjects

Example
/I Create a shared-object named "userData"

mySharedObject=SharedObject.getLocal("userData");

Start a specific file inside the database

If you have a menu application as an EXE file, it might be useful, to start a specific flash
file inside the database. The menu.exe file would be on the CD/disk (outside the database)
and start each flash file individually.

Example - Start files are in the main folder
You have 3 flash files inside the database. All start files are in the main folder.
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Q Multimedia Protector - courses [Chtemphcourses.mme] O 8

Data Import

Enter the path of the folder or dick on Select Data Folder

|C:\,temp\,ﬁashproject | [ Read Files from Folder J [ Define as starting file ]
[ Select Data Folder ] [ Refresh Selected Files ] [ Delete J
Media File State |
How to protect? & file Lswf new
@ file2swf new
Audio | Music o file3.swf new
EXE Files
Images / Photos
PDF Files
PPT Files
Videos

Word Documents
HIML

How to use a menu?

Advanced Menu

Basic Menu
[ Use advanced menu
[ Settings ] [ Image ] [ Player Options ] [ Administration ]
[ License Information J [ Data Import J [ Save ] ®

Import - 3 flash files - all in one folder

You have to specify one start file. This would be the file which is loaded when you start the
All-In-One Player without any command.

The menu application could invoke each flash file individually. If the menu has an option
Lesson 1, Lesson 2, Lesson 3 then selecting option Lesson 1 one would directly load file
1.

The command to load a file would be
"mycourse.exe" -load "filel.swf"

Note: mycourse.exe is the name of the All-In-One Player. You could also specify a path
"c:\programs\myapps\mycourse.exe" -load "filel.swf"

Example - Start file is in a sub folder
You have 3 flash files inside the database. The files are in separate folders.
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Q Multimedia Protector - courses [C\temphcourses.mme] O 6

Data Import

Enter the path of the folder or dick on Select Data Folder

|C:\,temp\,ﬁashproject | [ Read Files from Folder ] [ Define as starting file ]
[ Select Data Folder ] [ Refresh Selected Files ] [ Delete ]
Media File | state |
How to protect? & course1ifile 1.awf new
@ course 2\file2.swf new
Audio / Music @ course file3.snf new
EXE Files
The filez
Images /Photos are in a subfolder
PDF Files
PPT Files
Videos

Word Documents
HTML

How to use a menu?

Advanced Menu

Basic Menu
[ Use advanced menu
[ Settings J [ Image ] [ Player Options ] [ Administration J
[ License Information ] [ Data Import ] [ Save ] ®

Import - 3 flash files - files are in sub folders

If you start a flash file in a sub folder and this flash file also starts other flash files, you
have to specify the option: Always use relative Paths in the screen - SWF Options|ss.

The command to load a file would be
"mycourse.exe" -load "coursel\filel.swf"

“  You can also specify an EXE file as the start file

See also
All-In-One Player - Start Options| )
Open a database (aipfile file)| ]

3.9.7 HTML Starter file

Often tools generate a default.html or index.html to start the flash application. This is not
working with All-In-One Protector, as HTML files can not be used. Just edit the HTML file
and search for a file with the extension .swf, which is the main starter file. The html file
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can then replaced with a special flash starter file.

e From .\tools\flashstarter copy the files flashstarter.swf and configstarter.xml to the
folder, where the default.html or index.html is locacted

= configstarterxml 09.04,2008 18:51

=l

[ flashstarter.swf 08.04,2008 12:32

¢ Edit the file configstarter.xml and add the folder\filename of the main flash file. You can
also specify parameters
o Now import [10ALL [« files[] (swf, html, js..) and make flashstarter.swf the start file.

Content of configstarter.xml
<!-- defines the folder and flash name the flashstarter.swf loads -->
<StartSwf>resources/gallery.swf</StartSwf>

<!-- the parameter for the flash application -->
<Parameter>flash variables - parameter</Parameter>

The flashstarter.swf would invoke the gallery.swf in the subfolder resources with
resources/gallery.swf?flash variables

3.10 Integration in Online Shops

All-In-One Protector offers a generic integration in any shop and a ready to go integration
in popular e-commerce systems.

E-Commerce integration

The following description does not cover how to make the setup for the e-commerce
system. It describes the necessary steps to combine All-in-One Protector with these
shops.

o Avangatel«s! (www.avangate.com)
e Cleverbridge[ .l ( www.cleverbridge.com )
o Element5/Sharelt[« ( www.element5.com , www.shareit.com )

Generic Shop Integration

In case you use a custom shop system or an e-commerce system which is not listed
above use the Generic Shop integration| 1
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3.10.1 Avangate

The integration into the Avangate e-commerce system (www.avangate.com) can be done
without programming - just by defining the desired action.

e Use Key Lists| «s

3.10.1.1 Working with Key Lists

These steps are necessary to integrate All-in-One Protector:

Build a key list with Serial Numbers| ]
Upload Serial Numbers| 1

Define Delivery Text| )

Upload Project Files| s

Define Delivery Option )

This workflow is intended for single user / PC license. The order process can allow
ordering multiple single user licenses at a time. Per license, one Serial Number key is
delivered.

If you sell a network licenselss) where each order can contain a different number of
licenses, it is not possible to work with uploaded keys. You have to create a Serial Number
Key which is different per order and includes the number of licenses ordered. This feature
is not supported right now.

3.10.1.1.1 Build a key list with Serial Numbers

First you have to build a list with Serial Numbers which are uploaded to the shop.
Depending on your sales, create 100 or 1000 Serial Number keys to upload.

Within the TAB - Keys create a list of Serial Numbers - for details see Create Key List[zsol.
Save the key list to a file with Save Key List
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Keys

=R = | | pdf-demo.mme - All-In-Cne Protector
Start  Publish Keys | Activation Server Extras  Help
G5 Serial Number 84 Unlack with Copy Protection L '_:3) -
@ Additional Licenses 8= Unlock without Copy Protedion l\_g) Q% H Save Key List
% Tamper Detection De:ﬁ:’rgh#m Analyze Key

Administration

Mumber of days until Unlock Key has to be used 365 =
Number of Licenses: 1 =
Mumber of desired Serial Mumbers 1000 i

4

Create Serial Number

O0coV-37dAB-CaGcQ-2Xh7C-yPn1Q-A2C4
87c0Q-37dAB-CBGo-2Xh 7C-EPN 1Q-AniCj
e6coB-37dAB-C8Gea-2xXh7C-hPn1Q-ACICR.
33cok-37dAB-C8Gca-2Xh7C-gPn1Q-ALIC L
wGCop-37dAB-CBGCh-2Xh7C-mPn1Q-AZC3
wZcom-37dAB-CaGCT-2Xh 7C-gPn 1Q-AkiC2
Dncof-37dAB-CaGov-2Xh7C-UPn1Q-AFICH
Tdcou-37dAB-CEGCS-ZXh7C-uPn1Q-AFICT
QScon-37dA8-CBGAI-2Xh7C-DPn 1Q-AVICN
G2c01-37dAB-CBGov-2Xh7C-TPNn 1Q-ACICO
QkcoQ-37dAB-CEGCd-2Xh7C-vPn 1Q-AMICS
ZKro9-37dAB-CBGov-2Xh7C-QPn1Q-AfiCa
FZrot-37dAS-CEGc0-2%Xh7C-fPn1Q-AbiCx
HDcol-37dAB-CBGU-2Xh7C-SPn1Q-ASICz
tGroc-37dAB-C8Gc 1-2Xh 7C-vPn 1Q-ABIC]
uqeol-37dAB-CaGCT-2Xh7C-ZPn 1Q-AlCE
OecoZ-37dAB-CBGCT-2Xh7CFPn1Q-AsiCX
Mcof-37dAB-C8Gcz-2Xh 7C-8Pn 1Q-AgIC3
bicoF-37dA8-C8GcH-2Xh7C-WPn 1Q-ApiCt
Macod-37dAB-C8GK-2Xh7C-gPn1Q-ASIC1

3.10.1.1.2 Upload Serial Numbers

Login in the Avangate system and select Electronic Delivery.

Type in a List Name and select the List Type: Static
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Fill in all fields marked with a red *

Electronic delivery

For digital products like software, delivery means sending an email message to th
How it works

The keys and codes can be stored in two kinds of lists:

¥ Static lists: adding a certain number of codes or keys considered large enough

* Dynamic lists: these codes are generated in real time by guerying your web =

List name

mp-premium-21 - 1 product(s)

mp-standard-21 - 1 product(s)

Test - 0 product(s)

Add New Code List

List name: = = ” List type:
demo-easygo Static -
/& Please input the list name!

Select the button: Edit. From the key list with Serial Numbers you created - see build a key
list with Serial Numbers| s - copy and paste the keys in the field Code.
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Edit list: "demo-easygo”

Codes lists management

List name: ¥ List type:
demo-easyge Static

e

i There are no products assigned to this list. In order to use the list, please assign the corresponding products.

Edit list codes

[ single Code B

[ Allow duplicates B
© Quantity sensitive B © Quantity insensitive @

Notification on codes exhaustion

Notify me when less than 10 v codes are left

Add keys to key list

Important settings are:

¢ Uncheck Single Code
e Uncheck Allow Duplicates
e Select Quantity Sensitive

3.10.1.1.3 Define Delivery Text

Edit a product and select additional delivery information. The Activation Key will be
added automatically. You can add a delivery text for multiple languages.

Current image:

[ Delete

lAdditional delivery information: @ (edit multi-language...)

Serial Number =i
=]
The Serial Number Key is your 'proof of purchase'. It can be used only once and requires an Internet connection. =

c=*|| de||es*|| fr* || it* ||n/*||pt*||ro*|{ru*|{zh*||ja*

Add Delivery Text information

You can use one of the following sample texts.
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= Serial Number Key - English
Serial Number

The Serial Number Key is your 'proof of purchase'. It can be used only once and
requires an Internet connection.

Start the application and select: | have a serial number and | want to activate (your
product name). Enter the Serial Number Key from this e-mail (you can copy it using the
clipboard), your name/company and your e-mail address. Press the button: Next. A
dialog appears which verifies the Serial Number key online and activates the
application.

If you don't have an Internet connection use the option: You can also request an unlock
key by e-mail.

Help, how to activate the software, can be found by selecting the icon ?
Backup your license file xy.lic.

= Serial Number Key - German
Seriennummer

Die Seriennummer ist ihr 'Kaufnachweis'. Diese kann nur einmal verwendet werden
und bendtigt eine Internet Verbindung

Starten Sie die Anwendung und wéhlen Sie: Ich habe eine Seriennummer und mdchte
(Ihr Produktname) aktivieren. Geben Sie die Seriennummer von diesem E-Mail (diese
kann uber die Zwischenablage kopiert werden), Name/Firma und lhre E-Mail Adresse
ein. Drlicken Sie die Schaltflache: Weiter. Es erscheint ein Dialogfenster, das die
Seriennummer online Uberprift und die Software aktiviert.

Wenn keine Internet Verbindung zur Verfiigung steht wéahlen Sie die Option: Sie kénnen
auch per E-Mail einen Freischaltschlissel anfordern.

Hilfe, wie die Software aktiviert werden kann, ist Uber das Symbol ? verfugbar.
Sichern Sie die Lizenzdatei XY.lic.

3.10.1.1.4 Upload Project Files

To distribute via a download link, the file from the folder Publish Download| 2 has to be
uploaded on a Web Server.

2
In case you do not have an e-commerce provider or website, where the user can
download your files, see chapter: How can | share my files using a download link?[ «-)
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See also
Adding an Installer] sl

Within Avangate, Select Product Files and then press the button Browse. Select your
installation package and upload the file from the Publish Download folder| s+l

lf'b View [ Edit products | You are here: Dashbeard * Product files management

‘* Add product

& Pricing options
& Import products
g Product groups
3§ Electronic delivery

/& product files

Q Backup Media
E CodeBox Mew
Integration assistant

Product licenses

Files Manager

~ = If vou like your customer to be able to quickly and easily download a ful

When the transaction is approved (after the credit card authorization), v
time and number of tries so that the risk of stolen or resold codes is avc

Your customers can instantly download your digital products from our se
How it works

First, describe your digital product file by filling its name and file version
contain the unlock code or software binary key (see the Codes Manager

You can upload any type of digital or program files.

Display name

Marketing tools

Multimedia Protector

Orders & Reports
Interface design
Affiliates network
Account settings

Resources

3.10.1.1.5 Define Delivery Details - Dow nload Link

(_) Upload file size limit: 100 MB. For larger files please contact us.

Used disk space
| | | 51.39 MB/ 100 MB

Add New Product File

Displayname: =~ File versiom:

Edit a product. In the TAB Delivery you specify that Avangate delivers your uploaded
project files[«0 by download link.

e List name: select the list with your keys - see: Upload Serial Numbers| 7]
« File: select your project file in the drop down list - see: Upload Project Files| ]
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Delivery information for Multimedia Protector Premium Edition

Overview Information Delivery Renewal Upgrade || Resources

Product ID: 2062701

Product name: Multimedia Protector Premium Edition

Codes delivery

List name:
mp-premium-21

E'_ w Click here if you want to view'edit this codes list.

-

Product file

File:
mpinstallZ12.exe -

Display name: Version:
Multimedia Protector 2.1.2

Last update:
2009-03-27 19:51:22

r_f" ‘\1 Click here to view/'edit this file.
b

. ”

Full version download:
Deliver the download link to the full version immediately after successfully placing an arder.

Backup Media option

Compilation: Type:
Backup CD = CD-ROM

3.10.2 Cleverbridge

The integration in the cleverbridge e-commerce system (www.cleverbridge.com) can be
done in multiple ways:

e Use an interactive communication with the Activation Server[ ] (recommended)
e Use Key Lists[+«

© 2016 Mirage Computer Systems GmbH


http://www.cleverbridge.com

Part Il - Enhanced Features 433

3.10.2.1

3.10.2.2

Use communication with the Activation Server

The cleverbridge shop can communicate with the Activation Server using a https request.
It generates a Serial Number / Keys and also stores the customer details on the Activation
Server.

You find a detail explanation in the Activation Server online help.

Use Key Lists
These steps are necessary to integrate All-in-One Protector:

Build a key list with Serial Numbers| !
Upload Serial Numbers| ]

Define Delivery Text| «s

Upload Project Files| s

Define Delivery Option| )

This workflow is intended for single user / PC license. The order process can allow
ordering multiple single user licenses at a time. Per license, one Serial Number key is
delivered.

If you sell a network license[s« where each order can contain a different number of
licenses, it is not possible to work with uploaded keys. You have to create a Serial Number
Key which is different per order and includes the number of licenses ordered. See
chapter: Use an interactive communication with the Activation Server].!

3.10.2.2.1 Build a key list with Serial Numbers

First you have to build a list with Serial Numbers which are uploaded to the shop.
Depending on your sales, create 100 or 1000 Serial Number keys to upload.

Within the TAB - Keys create a list of Serial Numbers - for details see Create Key List[zsol.
Save the key list to a file with Save Key List
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B H |

Start  Publish Keys | Activation Server

@5 serial Number 84 Unlack with Copy Protection
@ Additional Licenses

Extras  Help

@ Unlock without Copy Protedion

% Tamper Detection

Keys

- All-In-One Protector

H Save Key List

pdf-demo.mme

Analyze Key

D esaiptions
onfoff

Administration

Mumber of days until Unlock Key has to be used 365

Number of Licenses: i

A

Mumber of desired Serial Mumbers 1000

4

Create Serial Number

O0coV-37dAB-CaGcQ-2Xh7C-yPn1Q-A2C4
87c0Q-37dAB-CBGo-2Xh 7C-EPN 1Q-AniCj
e6coB-37dAB-C8Gea-2xXh7C-hPn1Q-ACICR.
33cok-37dAB-C8Gca-2Xh7C-gPn1Q-ALIC L
wGCop-37dAB-CBGCh-2Xh7C-mPn1Q-AZC3
wZcom-37dAB-CaGCT-2Xh 7C-gPn 1Q-AkiC2
Dncof-37dAB-CaGov-2Xh7C-UPn1Q-AFICH
Tdcou-37dAB-CEGCS-ZXh7C-uPn1Q-AFICT
QScon-37dA8-CBGAI-2Xh7C-DPn 1Q-AVICN
G2c01-37dAB-CBGov-2Xh7C-TPNn 1Q-ACICO
QkcoQ-37dAB-CEGCd-2Xh7C-vPn 1Q-AMICS
ZKro9-37dAB-CBGov-2Xh7C-QPn1Q-AfiCa
FZrot-37dAS-CEGc0-2%Xh7C-fPn1Q-AbiCx
HDcol-37dAB-CBGU-2Xh7C-SPn1Q-ASICz
tGroc-37dAB-C8Gc 1-2Xh 7C-vPn 1Q-ABIC]
uqeol-37dAB-CaGCT-2Xh7C-ZPn 1Q-AlCE
OecoZ-37dAB-CBGCT-2Xh7CFPn1Q-AsiCX
Mcof-37dAB-C8Gcz-2Xh 7C-8Pn 1Q-AgIC3
bicoF-37dA8-C8GcH-2Xh7C-WPn 1Q-ApiCt
Macod-37dAB-C8GK-2Xh7C-gPn1Q-ASIC1

3.10.2.2.2 Upload Serial Numbers

Start the cleverbridge Commerce Assistant and edit a product. In the TAB Delivery

Details you specify which keys are delivered.

Press the button Add and select Cleverbridge delivers key. Then select Key List and

press the button .
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¥ Edit Product Licence Protector Multimedia Edition Premium (13369)

Product ID 13369 |

Status |Iist in cakegories and listings M

| Main | Shopping Cart | Descriptions | Pictures | Delivery Texts | Prices | Delivery Details
Funning Mo I Delivery Type

1 cleverbridge delivers key

cleverbridge delivers Full version by download

]

cleverbridge delivers Full version by download

L]

3 Itemis) | 1 Itemis) Selected

Opkions

{1 web Key Generatar | |

() Executable Keyv Generator |a|gshu:upnu:ulin:25.exe |

(®) Key List | v

k.ey Result Type |Hl:m| H

[ ]Exerute once per purchased quantity

Delivery Details - select Key List

Type in a name for the key list and press the Add button - select the key list with Serial
Numbers you created - see build a key list with Serial Numbers| !
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% Add Key List

M ame

Only One Key Per...

Remark.

[tems

Serial-Mumber-Product Mulkimedia

]

Running Mo
2
3
4
5
i]
7
g
]

10
11
12
13
14
15

Key

TESPL-1EIHE-4719k-EXOwZ-kNTEN-BL. .,
J29PY-1EIHT-47I-ExSwZ-RNTEMN-By ..
Qi - 1ETHS-47T9C-EXwZ-YNTEMN-B4. .

ZZ9Pk-1EIHE-4719p-EXOwZ-oMTEMN-EB. ..
CIP-1EIHG-4719:-EXIwZ-INTEN-E,. ..

TO9PE-1EIHE-47Tow-ExowZ-RMTEN-E. ..
PFIPC-1EIHE-47190-E49wZ-CHNTEN-B. .,

9P G- 1EIHS-47I90-EXOwZ-AMNTSN-E. .
FTIPE-1EIHE-47I199-EXOwWZ-eMTEN-Be, .
Y2OPT-1EIHE-4719g-Exw-BMNTEM-6. ..

WISPR-1ETHS-47T91-EXSwZ-4NTSN-E. ..
Si9PH-1EIHS-47I195-Ex S -rMTEMN-Bw,
SWOPs-1ETHE-47I9P-ER - WHTSN-E. .

¥29Pp-1EIHE-4719d-EX9wZ-zMNTEN-B. ..

51 Item(s) | O Ikemis) Selected

E
Purchase ID ~
|
[v]
i (8] 4 i[ Cancel

3.10.2.2.3 Define Delivery Text

Start the cleverbridge Commerce Assistant. Edit a product and add a delivery text. This
text will include the Activation Key which will be generated after the order process and is
used in the e-mail which is send out to the customer. The delivery text can be in HTML

format.
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¥ Edit Product Licence Protector Multimedia Edition Premium (1 3369)

Product ID 13369 Attribute List Software (Default)

Status list in categories and listings M Edit Language English

Main | Shopping Cart || Descriptions || Pictures | Delivery Texts |Prices Delivery Details

Descriptions

Add. Delivery Note &) B

Delivery Texts

Key Template @ <h==font size="4">Serial Number < ffont=</b> ~| 5
<p>The Serial Number Key is your 'proof of purchase'. It can be used only once and requires an Internet connection. 5 E]
<fp=
<p>The serial number key is: <b> <Key> </b=<fp> M

Add Delivery Text information

You can use one of the following sample texts. The Serial Number Key is inserted with the
variable <Key>.

= Serial Number Key - English
<b><font size="4">Serial Number </font></b>
<p>The Serial Number Key is your 'proof of purchase'. It can be used only once and
requires an Internet connection.

</p>

<p>The serial number key is: <b> <Key> </b></p>

<p>Start the application and select: <b> | have a serial number and | want to activate
(your product name).

</b>Enter the Serial Number Key from this e-mail (you can copy it using

the clipboard), your name/company and your e-mail address. Press the button: <i>
Next. </i>A dialog appears which verifies the Serial Number key online and
activates the application.</p>

<p>If you don't have an Internet connection, use the option: <i>You can also
request an unlock key by e-mail.</i></p>

<p>Help, how to activate the software, can be found by selecting the icon ? </p>
<p><b>Backup your license file xy.lic</b>.</p>

= Serial Number Key - German
<b><font size="4">Seriennummer</font></b><p>Die
Seriennummer ist ihr 'Kaufnachweis'. Diese kann nur einmal verwendet werden und
bendtigt eine Internet Verbindung</p>
<p>Die Seriennummer lautet: <b> <Key> </b></p>
<p>Starten Sie die Anwendung und wahlen Sie: <b>Ich habe eine Seriennummer und
maochte (lhr Produktname) aktivieren<I|>.

</i></b>Geben Sie die Seriennummer von diesem E-Mail (diese kann tber die
Zwischenablage kopiert werden), Name/Firma und Ihre E-Mail Adresse ein. Driicken
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Sie die Schaltflache: <i>Weiter. </i>Es erscheint ein Dialogfenster, das die
Seriennummer online Uberprift und die Software aktiviert.</p>

<p>Wenn keine Internet Verbindung zur Verfigung steht wahlen Sie die Option: <i>
Sie kdnnen auch per E-Mail einen Freischaltschlissel anfordern.</i></p>

<p>Hilfe, wie die Software aktiviert werden kann, ist Uber das Symbol ?
verfugbar.</p>

<p><b>Sichern Sie die Lizenzdatei XY.lic</b>.</p>

3.10.2.2.4 Upload Project Files

To distribute via a download link, the file from the folder Publish Download| 25 has to be
uploaded on a Web Server.

2
In case you do not have an e-commerce provider or website, where the user can
download your files, see chapter: How can | share my files using a download link?[ )

See also
Adding an Installer] s

Start the cleverbridge Commerce Assistant. Select Product Files and then press the

button Upload Product File. Select your zipped file from the Publish Download folder| zs]
and upload the file.

Products & Delivery 3

L_:;L Products
E Product Groups

EL Key Lisks

B Keyw Generatars
Product Files
E—{, Shipping Configurations

B Reqgions

3.10.2.2.5 Define Delivery Details - Dow nload Link

Start the cleverbridge Commerce Assistant and edit a product. In the TAB Delivery

Details you specify that cleverbridge delivers your uploaded project files[ ! by download
link.

Press the button Add and select Cleverbridge delivers full version by download.
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Then select Download File and select your uploaded project file[s) in the drop down list.

¥ Edit Product Licence Protector Multimedia Edition Premium (13369)

Product 1D 13369 Attribute List Software {Default) M
Status list in categories and listings M Edit Language English M
Main | Shopping Cart | Descriptions | Pictures | Delivery Texts || Prices | Delivery Details
Running Mo Delivery Type
1| deverbridge delivers key
2 Item{s) | 1 Itemis) Selected
Options
Download File mmeinstall-premium, EXE M
Language English M
Description 7]

3.10.3 Sharelt

The integration into the Element5 / Share-it! e-commerce system (www.shareit.com) can

be done in multiple ways:

e Use Key Lists| )

e Shop Connector| s (requires Enterprise Edition)

3.10.3.1 Working with Key Lists

These steps are necessary to integrate All-in-One Protector:

Build a key list with Serial Numbers|«:]
Upload Serial Numbers| sl

Define Delivery Text/ )

Upload Project Files| !

Define Delivery Option «l

This workflow is intended for single user / PC license. The order process can allow
ordering multiple single user licenses at a time. Per license, one Serial Number key is

delivered.

If you sell a network licensel 1 where each order can contain a different number of
licenses, it is not possible to work with uploaded keys. You have to create a Serial Number
Key which is different per order and includes the number of licenses ordered.

See chapter - Use Shop Connector|s]
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3.10.3.1.1 Build a key list with Serial Numbers

First you have to build a list with Serial Numbers which are uploaded to the shop.
Depending on your sales, create 100 or 1000 Serial Number keys to upload.

Within the TAB - Keys create a list of Serial Numbers - for details see Create Key List/zl

Save the key list to a file with Save Key List

(=TS [

Start  Publish Keys | Activation Server

% serial Number 8% Unlack with Copy Protection
@ Additional Licenses

Extras

Help

8% Unlock without Copy Protedion

- All-In-One Protector

H Save Key List

pdi-demo.mme

e 8

: Desaiptions
0= Tamper Detaction onfghff Analyze Key
Keys
Number of days until Unlock Key has to be used 365 =
Number of Licenses: 1 =
Create Serial Number
Number of desired Serial Numbers 1000 =

OO0coV-37dAB-CEGCQ-2Xh7C-yPn1Q-A2C4
87c0Q-37dAB-CEG0-2Xh 7C-EPN 1Q-AniC]
e6coB-37dAS-C8Gea-2Xh7C-hPn1Q-ACICR.
33cok-37dAB-C8Ga-2Xh7C-gPn1Q-ALIC1
wGrop-37dAB-C8Gch-2%h7C-mPn 1Q-A2IC3
wZcom-37dAB-CaGCT-2Xh 7C-gPn 1Q-AkiC2
Dncof-37dAB-CaGov-2Xh7C-UPNn1Q-AFICI
Tdcou-37dAB-CBGCS-2Xh7C-uPn1Q-AFICT
QScon-37dAs-CaGa-2Xh7C-DPN 1Q-AVICN
G2co1-37dAB-CBGov-2%h7C-TPn1Q-ACICO
OkcoQ-37dAB-CAGd-2Xh 7C P 10-AMICS
ZKro9-37dAB-CBGov-2Xh7C-QPn1Q-AfiCa
FZcot-37dAB-C8GcO-2Xh7C-fPn1Q-AbiCx
HDcol-37dAB-C8Gu-2%h7C-SPn 1Q-ASICz
tGroc-37dAB-CaGe 1-2Xh 7C-vPn 1Q-ABIC]
uqeoJ-37dAB-CaGCT-2Xh7C-ZPn 1Q-AlCE
YecoZ-37dAB-CBGCT-2Xh FC-FPn 10-AsICK
Mcof-37dAB-C8Gcz-2Xh7C-8Pn 1Q-AgIC3
bicoF-37dA8-C8GcH-2Xh7C-WPn 1Q-ApiCt
Maco8-37dAB-CBGK-2Xh7C-gPn1Q-ASIC1

3.10.3.1.2 Upload Serial Numbers

Start the Element5 / Share-it! Control Panel.

Select Key List, and then Create new list.
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I:I Start Page

I:I Reporting

Ela Products

@ Edit

- Multi-Update

- Product Delivery
Delivery Type

‘- Delivery Time

----- Create Groups

-
@ element 5 Control Panel

----- Default Settings

----- Upload Product
----- Assign after uploading via FTP

Edit Key Lists for your Products

"Delivery Type".

[ Create new list ]

Key lists: Manage key lists for your prodw
Once lists have been activated, you can
Team). You can also create new key list

Only one license key from the key list will E

Static license key: A static license key is
zame license key after buying vour produd

This feature can be de-activated by our FRI

Now open the key list with Serial Numbers you created - see build a key list with Serial
Numbers|«sland copy all keys into the clipboard (CTRL+C). Go back to the control panel,
type in a name for the key list and paste the clipboard (CTRL+V) with your Serial Number

Keys.

. Lerauit semngs
i Wey Lists

- Delivery Time
----- Create Groups
----- Descriptions
----- Additional Fields
E- Shipping charges
----- Import/Export
----- Test Order
Jcl Integration Assistant
72 Marketing Promotions
(2] Manage Partners
(2] Design and Layout
-2 Manage Transactions
-] Administration
020 Contact

O oy O B e B B e W e

element 5 Control Panel 5.7
Copyright 2007 element 5.

- fAesign after uploading via FTP

same [Icense key arter buying your products, please enter the static lcense kKey for the

This feature can be de-activated by our PRM Team (publishers@elements.com) if yvou di

Create new list

MNew key list

Flease note that the maximum number of license keys per key list is 5000,

Name of list :

Edit and add to list :

The last step is to assign the key list to a product.

-number-product-multimedia

It9PA-1ETHE-4TI9U-EXOwZ-FNTEN-BiFDg|# |
OWwSPM-1EIH8-4TI9x-EX9WZ-gNT8N-B2FDo
gS9PH-1EIH8-4TI9F-EXO9wZI-YNTE8N-BEFDB
sD9Pd-1EIH8-4TI9Z2-EXSWZ-KNT8N-BxFD6
IMSPr-1EIHE-4TI90-EXSWZ-gNTEN-BCFDV
ofSP2-1EIH8-4TI9P-EXSWZ-TNT8N-BSFDT
FwSP5-1EIHE-4TI9U-EXOWZ-SNTEN-BWFDM
VYSPg-1EIHE-47ISv-EXSwZI-ENTE8N-BIFDC
c69Py-1ETHE-47I90-EX9wZ-LNT8N-BpFDE[ ]
z99Pv-1EIH8-47I9W-EXSwZ-nNTE8N-BVFDM
DuSP6-1EIHE-4TI95-EXOWZI-ZNTEN-BEFD7
xz9PA-1ETHE-47I9d-EXSwZ-RNTE8N-BwFD4
LISPf-1EIHE-4T7I94-EXOWZI-ANTEN-E5FD1
WhoPw-1EIHE-47I90-EXOwZI-VNTEN-BOFDe|_ |

mp9Pr-1ETIHE-4TI9G-EXOwZI-TNTEN-BEFDK|™ |
%] 11l B

Copy key list from clipboard
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Select Product Delivery, Delivery Type. On the right side, select your product and press -
Show data.

Press the button Add and select element5 delivers: License Key. Select your key list

from Uploaded Key list and check Should a license key be sent to the customer for each
license ordered?

2. element 5 delivers: License key
Flease =elect one of the following methods for your customers ta receive license keys.

® Uploaded key list: serial-number-multimedia-edtion(#108537) (34 Key available) [V] (7]

Should a license key be sent to the customer for each license ordered? @

3.10.3.1.3 Define Delivery Text

Start the Element5 / Share-it! Control Panel. Edit a product and add a delivery text. This
text will include the Activation Key which will be generated after the order process and is

used in the e-mail which is send out to the customer. The delivery text can be in HTML
format.

In the order process, links to element 5'= Terms and Conditions and Frivacy Statement are displayed in the footer of the relevant wel
of your products. In the event that local legal regulations require special notices, it is the responsibility of element 5 to fulfill these ol
and to ensure the uniformity of the Terms and Conditions, please do not integrate any references to other Terms and Conditions into tl

E-mail template: @

Thiz iz the text that you would like to appear in the e-mail that is sent to your customers with the license key. This is only applicable
text must contain a =% KEY% > tag, which is replaced by the generated license lkey.

<b><font size="4">S5erial Numker </font></b> b

<p>The Serial Number EHey is your 'proof of purchase'. It can be used only once
and requires an Internet connection.

</p>

<p>The serizl number key i=s: <b> <3HEYE> </ /b></p>

<prStart the application and select: <b>» I hawve a serial number and I want to
activate Licence Protector <I>Multimedia Edition<I>.

Add Delivery Text information

You can use one of the following sample texts. The Serial Number is inserted with the
variable <%KEY%>.

= Serial Number Key - English
<b><font size="4">Serial Number </font></b>

<p>The Serial Number Key is your 'proof of purchase'. It can be used only once and
requires an Internet connection.

</p>
<p>The serial number key is: <b> <%KEY%> </b></p>

<p>Start the application and select: <b> | have a serial number and | want to activate
(your product name).

</b>Enter the Serial Number Key from this e-mail (you can copy it using
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the clipboard), your name/company and your e-mail address. Press the button: <i>
Next. </i>A dialog appears which verifies the Serial Number key online and
activates the application.</p>

<p>If you don't have an Internet connection use the option: <i>You can also
request an unlock key by e-mail.</i></p>

<p>Help, how to activate the software, can be found by selecting the icon ? </p>
<p><b>Backup your license file xy.lic</b>.</p>

= Serial Number Key - German
<b><font size="4">Seriennummer</font></b><p>Die
Seriennummer ist ihr 'Kaufnachweis'. Diese kann nur einmal verwendet werden und
bendtigt eine Internet Verbindung</p>
<p>Die Seriennummer lautet: <b> <<%KEY%> </b></p>
<p>Starten Sie die Anwendung und wahlen Sie: <b>Ich habe eine Seriennummer und
maochte (lhr Produktname) aktivieren<I|>.

</i></b>Geben Sie die Seriennummer von diesem E-Mail (diese kann Uber die
Zwischenablage kopiert werden), Name/Firma und Ihre E-Mail Adresse ein. Driicken
Sie die Schaltflache: <i>Weiter. </i>Es erscheint ein Dialogfenster, das die
Seriennummer online Uberprift und die Software aktiviert.</p>

<p>Wenn keine Internet Verbindung zur Verfligung steht wahlen Sie die Option: <i>
Sie kdnnen auch per E-Mail einen Freischaltschlissel anfordern.</i></p>

<p>Hilfe, wie die Software aktiviert werden kann, ist tber das Symbol ?
verflgbar.</p>

<p><b>Sichern Sie die Lizenzdatei XY.lic</b>.</p>

3.10.3.1.4 Upload Project Files

To distribute via a download link, the file from the folder Publish Download| 2l has to be
uploaded on a Web Server.

2
In case you do not have an e-commerce provider or website, where the user can
download your files, see chapter: How can | share my files using a download link?[

See also
Adding an Installer] s

Start the Element5 / Share-it! Control Panel. Select Upload Product and then either
select Replace an existing file or Upload a new file. Select your zipped file from the
Publish Download folder| sl and upload the file.
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o

-1

»
{Z] element 5 Control Panel

I:I Start Fage

I:I Reporting

Ela Products

@ Edit

- Multi-Update

- Product Delivery
----- Delivery Type
----- Default Settings
----- key Lists

----- Upload Product
----- Ass=ign after uploading via FTP
----- Delivery Time

----- Create Gronins

-

3.10.3.1.5 Define Delivery Type

Start the Element5 / Share-it! Control Panel. With Delivery Type you specify that
Element5 / Share-it! delivers your uploaded project files|« by download link.

Select Product Delivery, Delivery Type. On the right side, select your product and press -
Show data.

Press the button Add and select element5 delivers: download link for the full version

full version. Then select File to be shipped and select your uploaded project file[ «lin the
drop down list.

&3 element 5 Control Panel Edit Delivery Types

j"g Start P_EQE Specify detailed information about the delivery type for your products here. You can indicate what will be deliv
£ Reporting (e.q. by e-mail or by postal mail), and whether it is vou or element 5 who is responsible for product delivery.

=-E3 products This information will be displayed for the customer on the final page of the order process and in the e-mail witt
& Edit
- Multi-Update -+ Regarding documentation on the downlead link and license key product delivery types.
B Product Delivery
Delivery Type [l Product
e ST Product | LICENCE PROTECTOR Multimedia Edition (#300053143) ™
Key Lists
Upload Product Finding a product name:

i Assign after uploading via FTP
i-----DeIwery Time
- Create Groups
- Descriptions

1. element 5 delivers: Download link for the full version
- Additional Fields

File to be shipped: LPInstzll.EXE (18556.7 KB) v | @
@ Shipping charges L . o
. Import/Export Description (optional): ]
Test Order Extended Download product: | po not use an Extended Download product »|@
520 Integration Assistant File size (bytes): 19411615
-0 Marketing Promotions Date of last change: 10-APR-08

120 Manaae Partners
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3.10.3.2 Use Shop Connector

If you sell a network license[s« where each order can contain a different quantity of
licenses, it is not possible to work with uploaded keys. You have to create a Serial Number
Key which is different per order and includes the quantity of licenses ordered.

After the order process, an automated Licence Generator is invoked by the shop system.
The automated Licence Generator uses the quantity from the order and a special
definition file to generate a Serial Number key which includes the number of licenses for a
network license.

Automated
Licence Generator

XML order file

:":J) Generates Serial Number

E e Registration

=B Screen (°y~| E-mail Serial Number (with
_= | EEEE <+ “%‘xj\)’ download link) to customer

Start of application - select Activation
Method (Online, E-Mail, Fax, Phone)
reguires to type in user name and E-Mail

& This feature is available only in the All-In-One Protector Enterprisel 2] Edition.

3.10.3.2.1 Build configuration file

You can define a product (article) you want to sell with the Element5 / Share-it! program
Control Panel.

First add a new product (article) in the Element5 / Share-it! shop. You need the Product
Number from the Element5 / Share-it! shop in the configuration file.
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&£ element 5 Control Panel Edit
EI Start Page
EI Reporting Product [ Product family @ [Jeundle ® []"Extended Download” product €
Ba Prgducts Product | LICENCE PROTECTOR Multimedia Edition (#300053143)
= Edit
g Product Humber
- Add iz used in
Edit config-autogenerator. xml
-~ Additional Optiens Product information file
- Copy
-~ Delete Product number: 300053149
i Volume Discount Prices Product name: LICENCE PROTECTOR Multimedia Edition
- Define Catalog
..... Multi-Update Version: 1.x

Add product with Control Panel

Configuration file to create a Serial Number[s=lis generated automatically in the folder ..
\projectname\Config\shop-integration after selecting Distribute / Save| zssl.

Projectname.xml

This file contains the internal project definitions and may not be changed.

Config-Autogenerator.xml

This file has to be adapted. You have to add the product ID (article number) which is used
in the shop system.

/1

22 The file uploaded to Element5 / Share-it! must always have the name config-
autogenerator.xml. If you have multiple products, you can add any number of product
definitions to this file. Use an XML Editor[:s] to copy and paste the configuration settings
from all projects into one single file config-autogenerator.xml.

= Serial Number definition
In the config-autogenerator file you have to replace
¢ ProductID with the ProductID from Element5 / Share-it!
Change the other values only if you want to change default values

¢ Value - should be 1 and is multiplied with the quantity of the order
e Days - see Allow additional days after applying Serial Number |~
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L4 XML Notepad - C:\Programme\Multime dia Protector Premium\1.3 (Beta)\Demodata\flash-d

File  Edit  Wiew Insert  Window  Help
P (Sl o % Q3@ X | Hd e
Tree View |)(5|_ Cutput
& version="1.0" encoding="UTF-5" =
=3 Connector
—-IC3) Product

+

+-F- - - F

3.10.3.2.2 Send files to Hement5 / Share-it!

+ @ FroductID
+ & Productiame

+ " FrojectFilenams
+ " AetivationKey

- E} Modules

= E} Module

L Modulelunber

L value

& ihsolutelics

“ Days=

" Ahsolutebays

& Tebictivation

& ForceonlineCheck
& LocalReuse

flash-demo
flash-demo. xml
yes

ZBNOO1

1

vES

3

no
required
no

eSS

As it is not possible to directly upload the files, you have to e-mail the following files to

Element5 / Share-it!:

e config-autogenerator.xmi[ )

e your project template(s) (projectname.xml): you find them in the folder ..\projectname
\Config\shop-integration

o the Generator for cleverbridge. The name of the file is algshopxy.exe where xy is the
version number - eg. algshop25.exe. This file can be found in the folder ..\All-In-One
Protector\Shop or ..\Automatic Generator

¢ your license file mp.lic from the main directory ..\All-In-One Protector\

2

If you do have multiple applications and they use different versions of All-in-One

Protector, you could use for each product a different algshop.exe file from different All-In-

One Protector versions.

3.10.3.2.3 Define Delivery Text

Start the Element5 / Share-it! Control Panel. Edit a product and add a delivery text. This
text will include the Activation Key which will be generated after the order process and is
used in the e-mail which is send out to the customer. The delivery text can be in HTML

format.
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In the order process, links to element 5's Terms and Conditions and Privacy Statement are displayed in the footer of the relevant Wel
of your products. In the event that local legal regulations require special notices, it is the responsibility of element 5 to fulfill these ol
and to ensure the uniformity of the Terms and Conditions, please do not integrate any references to other Terms and Conditions into tl

E-mail template: @
This is the text that you would like to appear in the e-mail that is sent to your customers with the license key. This is only applicable
text must contain a =% KEY% > tag, which is replaced by the generated license key.

<b><font size="4">S5erial Numker </font></b>
<p>The Serial Number Hey is your 'proof of purchase'. It can be used only once
and requires an Internet connection.

>

</p>

<p>The serial number key is: <b> <3KEY3> </b></p>

<p>5tart the application and select: <b> I have a serial number and I want to
activate Licence Protector <I>Multimedia Edition<I>.

Add Delivery Text information

You can use one of the following sample texts. The Serial Number is inserted with the
variable <%KEY%>.

= Serial Number Key - English

<b><font size="4">Serial Number </font></b>
<p>The Serial Number Key is your 'proof of purchase'. It can be used only once and
requires an Internet connection.

</p>

<p>The serial number key is: <b> <%KEY%> </b></p>

<p>Start the application and select: <b> | have a serial number and | want to activate
(your product name).

</b>Enter the Serial Number Key from this e-mail (you can copy it using

the clipboard), your name/company and your e-mail address. Press the button: <i>
Next. </i>A dialog appears which verifies the Serial Number key online and
activates the application.</p>

<p>If you don't have an Internet connection use the option: <i>You can also
request an unlock key by e-mail.</i></p>

<p>Help, how to activate the software, can be found by selecting the icon ? </p>
<p><b>Backup your license file xy.lic</b>.</p>

Serial Number Key - German

<b><font size="4">Seriennummer</font></b><p>Die

Seriennummer ist ihr 'Kaufnachweis'. Diese kann nur einmal verwendet werden und
bendtigt eine Internet Verbindung</p>

<p>Die Seriennummer lautet: <b> <<%KEY%> </b></p>

<p>Starten Sie die Anwendung und wahlen Sie: <b>Ich habe eine Seriennummer und
mochte (Ihr Produktname) aktivieren<I>.

</i></b>Geben Sie die Seriennummer von diesem E-Mail (diese kann Uber die
Zwischenablage kopiert werden), Name/Firma und Ihre E-Mail Adresse ein. Driicken
Sie die Schaltflache: <i>Weiter. </i>Es erscheint ein Dialogfenster, das die
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Seriennummer online Uberprift und die Software aktiviert.</p>

<p>Wenn keine Internet Verbindung zur Verfugung steht wahlen Sie die Option: <i>
Sie kdnnen auch per E-Mail einen Freischaltschliissel anfordern.</i></p>

<p>Hilfe, wie die Software aktiviert werden kann, ist Uber das Symbol ?
verflgbar.</p>

<p><b>Sichern Sie die Lizenzdatei XY.lic</b>.</p>

3.10.3.2.4 Upload Project Files

To distribute via a download link, the file from the folder Publish Download] 25l has to be
uploaded on a Web Server.

2
In case you do not have an e-commerce provider or website, where the user can
download your files, see chapter: How can | share my files using a download link?[ )

See also
Adding an Installer] sl

Start the Element5 / Share-it! Control Panel. Select Upload Product and then either
select Replace an existing file or Upload a new file. Select your zipped file from the
Publish Download folder| sl and upload the file.

=

-1

.
{z element 5 Control Panel

I:I Start Page

I:I Reporting

Ela Products

@ Edit

- Multi-Update

B Product Delivery
----- Delivery Type
----- Default Settings
----- key Lists

----- Upload Product
----- As=ign after uploading via FTR

-

-

----- Delivery Time

----- Create Gronins
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3.10.3.2.5 Define Delivery Type

Within the option Delivery Type you specify the Licence Generator which the sho
System invokes after the order process. See - Send files to Element5 / Share-it! | 7] - how
to upload the necessary files.

= Add Key Generator

Press the button Add and select element 5 delivers: License key. Then select
Installed Key Generator and select the latest Licence Generator. By default, it has
the name algshopxy.exe where xy is the version number - e.g. algshop25.exe.

Edit Delivery Types

Specify detailed information about the delivery type for your products here. You can indicate what will be delivered (e.g. a licenst
delivered (e.g. by e-mail or by postal mail), and whether it is you or element 5 who is responsible for product delivery.
Thi=s information will be dizplayed for the customer on the final page of the order processz and in the e-mail with the delivery infor

- Regarding documentation on the download link and license key product delivery types.

[¥] Product
Product | LICENCE PROTECTOR Multimedia Edition (#300053143) [V]
1. element 5 delivers: Download link for the full version
File to be shipped: LPInstall.EXE (18956.7 KB) v|@
Description (optional): )
Extended Download product: | pe not use an Extended Dovnload product [V] [ 7]
File size (bytes): 19411615
Date of last change: 10-AFPR-06

2. element 5 delivers: License key
Flease select one of the following methods for yvour customers to receive license keys.

O Uploaded key list: [v] 9
[J Should a license key be sent to the customer for each license ordered? @
@ Installed key generator: | AutolicGenElementSNOLIC24.exe (File size (bytes): 25266856, Date: 02-DEC-05) [V] [7]
O Key generator via a URL: L]
O static key: [7]

Next step is to add your download package.

= Add Download Package

Start the Element5 / Share-it! Control Panel. With Delivery Type you specify that
Element5 / Share-it! delivers your uploaded project files| «l by download link.

Select Product Delivery, Delivery Type. On the right side select your product and
press - Show data.

Press the button Add and select element5 delivers: download link for the full
version full version. Then select File to be shipped and select your uploaded project
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element 5 Control Panel

C| Start Page

tl Reporting

2-&3 Products

H- Edit

- Multi-Update
~Product Delivery

i}

i~ Delivery Type

;----Default Settings

i Key Lists
E""Uplnad Product
Assign after uploading via FTP
i Delivery Time

-~ Create Groups
Descriptions

- Additional Fields

~Shipping charges

- Import/Export
Test Order

CI Integration Assistant

(21 Marketing Promotions

-2 Manana Partnars

H

3.10.4 Generic Shop Integration

Edit Delivery Types

Specify detailed information about the delivery type for vour products here. You can indicate what will be deliv
(e.g. by e-mail or by postal mail), and whether it is you or element 5 who is responsible for product delivery.
This information will be dizplayed for the customer on the final page of the order process and in the e-mail with

-+ Regarding documentation on the download link and license key product delivery types.

Product
Product | LICENCE PROTECTOR Multimedia Edition (£300053149)

Finding a product name:

il 1 5 delivers: D d link for the full version
File to be shipped: LPInstall.EXE (18956.7 KB) v @
Description (optional): 7}

Extended Download product: | Do not use an Extended Dovnload product
File size (bytes): 19411615
Date of last change: 10-APR-06

There are different options to integrate All-In-One Protector in a shop or e-commerce

system.

e Use Key Lists[ 0 (single user license only)
e Create keys after the order process using a https connection to the Activation Server

3.11 How TOs and FAQ

This chapter introduces Frequently Asked Questions as well as tips and tricks.

Click on the + sign on the left side to get a complete list.

3.11.1 How can I print this Tutorial?

Print this tutorial

The Online Tutorial is also available as a PDF document.
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3.11.2

3.11.2.1

3.11.3

You can print this tutorial - click on the link to download PDF file

Application is not running as expected
If your application in the All-In-One Player is behaving different than it would be running in
the original flash player or PPT / PDF Viewer, check these solutions.

Application loads - configuration text is missing

If the application loads, but the configuration text which is provided via an XML file is
missing, try again, using the Option Always use relative paths|sss)

If you use an flash application with one of the provided menu application|s), copy the flash
application to the path where the menu is located. Some flash applications using an
configuration file cannot handle the configuration file when they are located in a sub folder.

How to activate All-In-One Protector

During the trial period, the activation screen appears with each |p_rﬁogram start. You need a
Serial Number to activate the product - see Buy Serial Number| «ssl.

To be sure to work with the latest version, always download the version you get with
the order confirmation e-mail.
First uninstall the version on your PC - see How do | uninstall All-in-One Protector| ss7I?.

What happens during activation?

The activation process will bind the license to the PC. Use the Serial Number only on
the PC you want to use All-In-One Protector. The Serial Number cannot be used
twice. After the activation is done, All-in-One Protector will run only on this PC. Your
hardware data, Serial Number, name, e-mail address and some program specific data is
transferred to our activation center. No other data stored on your PC is transmitted.

Select Activation Method

On the first screen, select

| have a Serial Number and | want to activate All-In-One Protector.
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::\ Activation of All-In-One Protector Premium Plus |q?|i

Welcome to All-In-One Protector
Premium Plus 5

o 1 have a Serial Number and I want to
Wl Yo 't B ot S Bl -~ activate All-In-One Protector Premium Plus 5

i Enter the Serial Mumber to activate All-In-One Protector Premium Plus 5.

Buy a Serial Mumber

To get a valid Serial Mumber, you
have to buy the product. You can
activate it any time.

i you A e S I want to evaluate All-In-One Protector
| Bl continue with the ' Premium Plus 5 (there are 30 day(s) left to
evaluation version. E\fi':lllli':ltE)

¥ou can evaluate All-In-One Protector Premium Plus 5 for another 30 day(s).
After that you have to activate All-In-One Protector Premium Plus 5 to
[l further use the product.

@ English >

then select online activation[ussl (recommended) or activation by e-mail[ s\
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¥ Activation of A [t S|
How do you want to activate the product?
Select the preferred activation
method.
@ Online Activation
An Internet connection from this computer is required to do this.
' E-Mail Activation
An E-Mail application should be available on this computer to do this.
Badk ‘ Mext ‘ End
@ |Eng|ish | S |

& Backup your Serial Number. You will need it for a reinstallation. !

See also

Buy Serial Number|ss)

Online Activation] «s

E-Mail Activation| «ss)

Reinstall Software[

Your All-In-One Protector licenselses)
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3.11.3.1 Buy Serial Number

The Serial Number is your proof of purchase. It is unique and will look like this.
dO8uc-G1iC9-jOGeA-BqgEX-U71ID-0V1VX

There are 6 blocks each with 5 characters. The blocks are separated by a hyphen for
better readability.
Select your Edition

Premium Plus or Standard Edition? Check out the feature comparison matrix which
Edition is right for you.

Buy Serial Number

If you do not have a valid serial number, you can buy it here - Buy All-In-One Protector.

Activate All-In-One Protector
Activate the product Online[ 5 or by e-maill 7.

3.11.3.2 Online Activation

The Online Activation requires the Serial Number|.ss, company name, Country and e-mail
address. Then the license will be verified online and activated. No additional step will be
required. All-In-One Protector can now be used on this PC.
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ﬁ.ﬁ.diwﬁmuf

Please enter all reguired information
for the activation process.

@ English =

Please enter the activation data

Serial Number I kb15d-DKUa3-F 14bi-6\WoBm-tOW4N-5wn5f

Where do you find vour Serial Mumber?

Custorner Mumber

Company I Allabout Software Inc
Salutation
First Mame
Last Mame
Country lm‘ted States i
E-Mail Address I ryan@allaboutsoftware. com
Back ‘ Next ‘ End
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3.11.3.3 E-Mail Activation

The e-mail activation requires the Serial Number|sss), company name, Country and e-mail
address.

% Activation of All-In-One | S

Please enter the activation data

Serial Number [ b16d-DKUa3F 14bi-6Wo8m-toWaN-5wnsF

Where do you find your Serial Number?

Flease enter all required information

for the activation process. Customer Number

Company I Allabout Software Inc
Salutation
First Mame
Last Mame
Country lUnited States h
E-Mail Address I ryan@allaboutsoftware. com
Back ‘ Next ‘ End

@ English -

Request Unlock Key

After filling out the screen, select: Request Unlock Key by E-Mail - send E-Mail. This
will open your default e-mail client. An e-mail with the hardware IDs and license
information will be created. Press send to send the e-mail to our activation center. You
will get an Unlock Keyl s back within 2-3 business days.

2
In case your e-mail client does not open or you use a Browser based e-mail, you can
open your e-mail and copy the content with CTRL+V. The e-mail address to send the e-
mail is displayed on the next screen.
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See also

Enter Unlock Key/ sss]

3.11.3.3.1 Enter Unlock Key

After requesting the Unlock Key by e-maill 7], the screen shown below will appear during

each program start. Type in the Unlock Key you got back by e-mail. The activation
process is then completed.

| Activation of All-In-One Protector Prer

Apply Unlock Key

Enter all received keys to unlodk the
product, If you have received information to unlock All-In-One Protector Premium Plus 5,

please enter the Unlock Key(s). If there is more than ane key, enter ane key

after another in the correct order, Make sure to enter keys in a case-sensitive
manner,

Apply Key

You requested an Unlock Key on 27.07.2013 11:04 for the Serial Mumber

kbIad-DKLa3F 14bi-aWodm-tOW4M-5wn 5f, Activation Method: Activation by
E-Mail,

Activate again ‘ Mext ‘ End

@® |English [-]
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See also

E-Mail Activation| s

3.11.3.4 Reinstall Software

You can reinstall the application on the same PC / Server as often as you like. First
uninstall All-In-One Protector, then reinstall the application - see How to activate All-In-One
Protector] s

3.11.3.5 Apply Activation Key

An Activation Key is used to modify the license information (e.g. increase number of
licenses).

Step 1 - Show License Viewer

;;;;;

Select the option License Viewer in the TAB Helg@

Step 2 - Activation Key

Click on the button Transfer License
If you got an Activation Key via e-mail or fax, you can enter the key within the screen
Administration, TAB Misc, Show License Information s
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- Sl

) License Viewer

o Manufacturer: Mirage Computer Systems GmbH

----- Company: Mirage Office 1

Version: 4.0

[> - ¢ Installation Codes - Copy protection activated(13)

4 - gm Modules

{4 'a All-In-One Protector Premium Plus (Mumber of licenses per Computer: 1 (thereof 0 are available), Activation (done))
4 - % Activation Keys

’. EmFDN-2eW6H-D 3F8F-6lQar-gkT2c-24iEa (Serial Mumber)

WINDOWSONMAC
Update Subscription (available, License is valid until: 28.01.2013)

|.> < System

Deactivate |I Activation Key I | Transfer License | | Refresh | | Info | | Options | Close

Screen - Show Licence Information - Button: Activation Key

Apply Activation Key after Evaluation Period has expired

If the evaluation period has expired, select Show Licence Information (see screen
below) and then press the button Activation Key.
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. Activation of Multimedia Protector Premium 2.0 ==

Sorry, it is not possible to continue

At start of Multimedia Protector Premium 2.0 the following problem has
occurred

The license of module Multimedia Protector Premium has expired

Troubles?

Please make sure that the product is Show license information
installed correctly, Make sure that

the product is registered. If you

cannot solve this problem, please

contact our support. Select this

option ko apply
ah Activation Fey

End

3.11.3.6 Your All-In-One Protector license

The license of All-In-One Protector is a license PER PC / COMPUTER. Copy

Protection is turned on after activation. We recommend making a backup of the Serial
Number

¢ You have to activate the product before you can use it without the restrictions of the
demo version[:1l - see How to activate All-In-One Protector| ]

e Find out more about your license in the chapter - Show License Information[ sl

e Transfer License / Move to a new computer s

« See License Agreement [ssiffor details of usage.
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See also

Demo version| 24

Browse your License| ]

Apply Activation Key] sl

License Agreement] ss:l

Transfer license / Move to a new computer| ss)

3.11.4 How do Ifind my Serial Number for All-In-One Protector?

You can access your license information and your Serial Number within the TAB - Help
315|,
Start  Publish Keys  Activation Server Extras | Help

=g Q @ Check for Update @ All-In-One Protector on the Web ﬁ buy All-In-One Protector Eﬂi 6

Online Help  Quick Introductionhelp

Help [ Online & Info

All-In-One Protector or All-In-One Protector Premium Plus

For differences see chapter Standard or Premium Plus Edition?[ )

e Number of Computers which have a license - normally 1

 Demo version| .l - if omitted, it is a full version

e Valid until (time limitation) - if omitted, it is a non time limited version
e Activation[ =2} either done or required

Your Serial Number
To retrieve your Serial Number:

e click on the + sign in the first line with the label All-In-One Protector
e click on the + sign with the label Activation Keys

The visible number is your Serial Number.

Update Subscription

The update subscription entitles you to install the latest updates as long as it has not
expired. See chapter Check for Updates| = how to download updates.

¢ Available / Not available
e Time limitation - the date when the update subscription expires
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B} License Viewer

Sl

et = R~

Manufacturer: Mirage Computer Systems GmbH
Company: Mirage Office 1

H Version: 4.0

> ¢ Installation Codes - Copy protection activated(13)

4 - gm Modules

i oa '@ All-In-One Protector Premium Plus (Mumber of licenses per Computer: 1 (thereof 0 are available), Activation (done))
oA

7. Activation Keys

: EmFDN-2eW6H-D3F8F-6lQar-gkT2c-24iEa (Serial Number)
WINDOWSONMAC

@ Update Subscription (available, License is valid until: 28.01.2013)
o System

Activation Key Transfer License Refresh

3.11.5 How to make atime limited evaluation / trial licence?

If you want to make a time limited trial license, you can either limit

e by x days after the first usage U use Number of days to evaluate
e by a specified expiry date U use End of Evaluation

Details see Screen - Licence Information| zo)
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3.11.6

§ Muttimedia Protector - audiotest [D:\tmp\heffley\Dermo\portectediaudiotest.mme] 086 .

License Information ©

Type of license per
Liser

Concurrent User
Mumber of program starts

Mumber of network licenses per Computer during evaluation 1 =

(Single-Position System = 1)

Evaluation Time

Number of days to evaluate 0 =

[ Mumber of minute(s) for evaluation 0 ‘Warn x minutes before time expires 0

Expiry Date L Clear Expiration Date

[ Mo evaluation version - Serial Number needed to start

L]

License Options

[C] Time limited version after Activation

Security Options
[T Prevent screenshots
[ Check for system date modification

Settings § Image ] § Player Options 3 § Administration

Data Impart 1 3§ Save ®

See also

How to prolong an evaluation / trial version?| )

How to change the Icon?

The icon is a small graphics which appears in the title bar, desktop or in the file explorer.

The default Icon is

This icon can be replaced:

e Title bar - Screen Image/ 2
e Desktop and Program Manager group Icon using the Installation Manager| 2]
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The icon which is displayed in the File Explorer cannot be changed.

3.11.7 How to create adownload version in EXE format?

All-In-One Protector creates a ZIP file[zs¢), which the user has to unpack after the
download.

Instead of a ZIP file you can create an EXE file with a Windows tool, which would unpack
automatically and start your product. This especially make sense if you use a menu
application or the installation manager/«s\. The following chapter describes how to use
WinRar ( http://www.win-rar.com )

Step 1 - Start application

Highlight all files, which should be compressed into an EXE file. Below is a sample using
project files in combination with the installation manager| ass)

@dﬂaming setup - WinRAR (evaluation cnp;r}
File Commands Teools Favorites Options Help

EFLEL

Add Extract To Delete

it QR

ind Wizard Info Repair

-n

m Lo Chlsers\DemotDocumentshelearning setup

Marne Size Type Maodified

File folder
Application F2372009 3:2...

Icon

LIC File

Multimedia Protec...

Application 11/19/2009 8:0...
Configuration setti... 5/11/2010 6:59 ...

Click on the button: Add

=<

Add

© 2016 Mirage Computer Systems GmbH


http://www.win-rar.com

466

All-In-One Protector

Step 2 - Options for EXE File

Find below a description of the important options. Select the option you see on the

screenshots.

E Archive name and parameters

General |Ad'u'ann:ed | Options | Files | Backup I Time ICmTH'nent|

Archive name

eleaming setup exe

Normal '] [ Put recovery record

[] Test archived files
[ Lock archive

Split to volumes, bytes

Update made
Profies... | [Add and replace files v
Archive format Archiving options
@ RAR [ Delete files after archiving
© zIP | (7] Create SFX archive
[] Create solid archive
Compression method [7] Put autherticity verfication

| oK

i[ Cancel H Help

Select TAB Advanced, SFX-Optons
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E Archive name and parameters
| General | Advanced | Options I Files I Backup | Time | Cnmmentl
MTF5 options Recovery record
[ Save file security iz —
[] 5ave file streams '
Volumes [ = - ]
mpression. .
Pause after each volume
Old style volume names [ SFX options...
0= recoveny violumes [ PR O ]
System
[] Background archiving

[] Tum PC off when done
[ Wait i other WinRAR copies are active

| ok || cancel || Hep

= Option if installation manager is used

Run after extraction must be: Setup.exe
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"Advanced SFX opfions ==
| Teat and icon | License I Module
General | Advanced | Modes | |pdate
Path to extract

i) Create in "Program Files”
i@ Create in the cument folder
Absolute path

Save and restore paths

Setup program
Run after extraction
"setup exe”

Run befors extraction

Save cument settings as default ]

| oK || cancel || Heb

The option: Unpack to temporary folder is mandatory
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. Advanced SFX opticns

Text and icon I License Maodule
General | Advanced | Modes pdate

Temporary mode

[¥] Unpack to temporary folder

Clp?in:-rjz!l question

Guestion title

Silent mode

(™ Display all

i) Hide start dialog
i@ Hide all

| ok || cancel || Hep |

469
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Advanced SFX options [ % |[wEsm]
Text and icon | License | Maodule |
General I Advanced I Modes | Update
|pdate mode

@ Bdract and replace files
(") Bxtract and update files

(7 Fresh existing files only

Cherwrite mode

() Ask before overwrite

() Skip existing files

[ ok || Cancel || Heb

Additional options can be selected if required.

= Option - if a menu (without installation) is used or only files from the folder deploy are

packaged

The field - path to extract - should should have a default value. The file in the field: Run
after extraction - should either be the menu application or the name of the project file
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Advanced SFX opticns .
| Text and icon | License | Module
General | Advanced I Modes | Update
Fath to extract
eleaming

79 Create in "Program Files”
i@ Create in the cument folder
Absolute path

Save and restore paths

Setup program
Fun after extraction
"flash-demol|exe"

Run before estraction

Save cumrent settings as default ]

T e

It is mandatory to uncheck: Unpack to temporary folder

471
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Advanced SFX options
Text and icon | License Medule
General I Advanced | Modes Update
Temporary mode
[(iUnpack to temporary folder

Optional guestion

CGuestion t'[tl_e

Silent mode
@ Display all
7 Hide start dialog
i) Hide all
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Advanced SFX options @
Text and icon | License | Maodule |
General I Advanced I Modes | Update
|pdate mode

@ Bdract and replace files
(") Bxtract and update files

() Fresh existing files only

Cherwrite mode

i) Ask before overwrite

() Skip existing files

| ok || Cancel || Heb

Additional options can be selected if required.

473

The result is an EXE file which would start your protected product after the download.

See also: How can | share my files using a download link?[ )
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3.11.8

How to prolong an evaluation / trial version?

The Activation Key is generated within the Screen - Administration, TAB Keys, Additional

Licenses| 20!

Evaluation Version - prolong evaluation time by number of
days

To prolong an evaluation version[«, just create an Activation Key which adds x days for
additional evaluation time. Alternatively you can specify a final expiry date.

¢ Either select: Number of days to evaluate or Expiry Date

Q Multimedia Protector - flash-demo [C:\Program Files\...3.0\demodata\flash-demo.mme] (@8 s)

Administration F 5

feys Juss-stick IMsc |
r

Serial Number Unlocking with Copy Prot. Unlodking without Copy Prot. Additional Licenses
Hardware ID (Installation Code) . Computer
|ieiner E‘ < S e 0 rr:'-
g Online validation required Number of days to evaluate
7 =
Expiry Date

_# 4 Clear Expiration Date

[ removes time limitation

[ use extended description 4 Save generated keys to file
Y b Y Y by
Settings b 4 Image b 4 Flayer Options 1
LY b Y LY
License Information 3 4 Data Import 3 [ Save ) @

Prolong evaluation version - using days
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Evaluation Version - prolong evaluation time by number of
minutes

If the evaluation version is limited by number of minutes [0, create a Activation Key which
adds x minutes for additional evaluation time.

e Select: Limit by number of minutes
e Specify the number of minutes to prolong the evaluation

Q Multimedia Protector - flash-demo [C:\Program Files\...3.0\demodata\flash-dema.mme] 0.6 1

Administration F 5

L

Serial Number Unlodking with Copy Prot. Unlodking without Copy Prot. Additional Licenses
Hardware ID {Installation Code) . Mumber of minute(s) for evaluation
|Keiner E‘| 4 Generate Key 3 10 :‘-; L:lffagnh‘lodules
g Online validation reguired Number of days to evaluate
'
Expiry Date

[ | Clear Expiration Date

[ removes time limitation

] use extended description § Save generated keys to file
LY LY LY LY
Settings b L Image b L Flayer Options 1 b
LY LY LY
License Information 3 4 Data Import 3 Save @

Prolong evaluation version - using minutes

2
If you are using the Web Activation server[s=], use the Switch: Online Validation required to
ensure that a key can never used twice.

Details for all options see Screen - Administration, TAB Keys, Additional Licenses| zsl
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See also

How to make a time limited evaluation / trial license? )

3.11.9 How to make a full version with expiry date / time limitation?

It is possible to generate a time limited full version, e.g. to lease a version for a specific
time. Limitation is possible either

¢ by x days after the activation is done or
¢ by a specified expiry date

For details see: Time limited version after activation|z:]

3.11.10 How to make a version without registration?

If you want to protect the content and the All-In-One Player should start unlimited times,
select:

e Number of Days = 0
¢ No activation (content protection only)
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Q Multimedia Protector - flash-demo [C:\Program Files\...1.3\Demodata\flash-demo.mme] 06

Licence Information

Type of licence per

Lser

Concurrent User

Mumber of Computers s

Evaluation Time

Mumber of days to evaluate _s

End of Evaluation ] hd [ Clear Expiration Date ]

C] No evaluation version - Serial Number needed to start
[T Check for system date modification

Licence Options

C] Time limited version after Activation

e CE =
G J i [ Clear Expiration Date ]

[[] Advanced Protection

5 No Activation {content protection only)
MNotice! All Activation-Settings are ignored.

—
S
Ty
S

Settings ] [ Image J [ Flayer Options Administration

[ Licence Information J [ Data Import J [ Save ] @

3.11.11 How to make a licence which is limited to one person?

It is possible to limit a license to a person / user:

In the Screen - Licence Informationl - select license per user.

If the application is a non-network application (installation is on a single PC) AND you want
to limit it to one user, choose license per User and number of users =1. For details about
the user license see Licence per User / Person/ s\

& This feature requires the All-In-One Protector Premium Plus| 25 or Multi-Platform
Edition.

3.11.12 How to invoke external files?

If your application has external files outside the encrypted database but on the same
directory like the database, you can invoke these files with a special command http://
FILE:testfile.exe$$RUN - for details see Flash application using EXE files| s
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3.11.13 How to protect the content but do not use Copy Protection?

It is possible to just protect the content, but use no licensing type like time limitation or
copy protection

e Set Number of days to evaluate to O
e End of Evaluation must be empty (press button Clear Expiration Date)
e Check - No Activation (content protection only)

Details see Screen - Licence Information| zos)

o] 06
License Information

Type of license per

User

Concurrent User

MNumber of Computers s

Evaluation Time

Number of days to evaluate s

End of Evaluation ] hd [ Clear Expiration Date ]

D Mo evaluation version - Serial Mumber needed to start

[[] Chedk for system date modification

License Options

D Time limited version after Activation

. Lirnit by number of days s
@ Limit by Expiry Date ] - [ Clear Expiration Date ]

E Advanced Protection

E Mo Activation {content protection only)
Notice! All Activation-Settings are ignored.

S

[ Settings ] [ Image ] [ Player Options ] [ Administration

[ License Information ] [ Data Import ] [ Save J @

3.11.14 How to protect? - search by file type

The All-In-One Player supports SWF (Macromedia Flash) files, FLV, PDF, PPT,
JPEG,MP3 native and other file types by converting these files to flash.

At least one SWF, PDF, FLV or EXE file is needed. This file can start any video, music or
image files which are supported by the standard flash players.

Find below a list of all supported file formats in alphabetical order:
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e AV, MPEG, Quicktime, Windows Media Videol 2s]
o CHMI 30l

e EXE Files|33]

o FLV[33)(Video)

o HTML/3a)

e JPGI s7\(Photo / Image)

° m@

o MP3[3s(Music)

o PDF[39)

o PowerPoint[ 411 (PPT)

o SWFT42) (Flash)

o WAV

e Word, Visio, Office Documents| 42)

3.11.15 How can I share my files using a download link?

In case you do not have an e-commerce provider or website, where the user can
download your files, use a free service - Dropbox - www.Dropbox.com

Step 1- Install Dropbox

Register on www.Dropbox.com and install the application.

Step 2 - Copy file(s)

You can copy the EXEIss you want to publish just like you would do on your hard disk.
Copy the files from the folder \Publish Download| s of your project to the folder \public
of dropbox. The Dropbox folder is available within your File Explorer.

L : Mame
i Favorites

. Public desktop.ini
ol flash-demo zip

B Deskio
; M How to use the Public folder.rtf

4 Downloads

|y Recently Changed

! Dropbox

Step 3 - Get Download Link

Now click on the file you want to share (flash-demo.zip) and use right mouse click. In the
menu, select Dropbox and then Copy Public Link. The download link is now in your
clipboard and you can e-mail this link to your users.
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* Disclaimer

Lo s
MIRAGE MAKES NO REPRESENTATION, WARRANTY, OR GUARANTY ASTO
THE RELIABILITY, TIMELINESS, QUALITY, SUITABILITY, TRUTH,
AVAILABILITY, ACCURACY OR COMPLETENESS OF THE SOFTWARE
MENTIONED IN THISTUTORIAL. MIRAGE DOESNOT REPRESENT OR WARRANT
THAT (A) THE USE OF THE SOFTWARE WILL BE SECURE, TIMELY,
UNINTERRUPTED OR ERROR-FREE OR OPERATE IN COMBINATION WITH ANY
OTHER HARDWARE, SOFTWARE, SY STEM OR DATA, (B) THE SOFTWARE WILL
MEET YOUR REQUIREMENTS OR EXPECTATIONS, (C) ERRORS OR DEFECTS
WILL BE CORRECTED, OR (D) THE SOFTWARE IS FREE OF VIRUSES OR OTHER
HARMFUL COMPONENTS. YOU ARE RESPONSIBLE TO ENSURE THAT THE
SOFTWARE ISUSED WITHIN THE LIMIT OF THE LICENSE AGREEMENT OF THE
SOFTWARE.

THE SOFTWARE ISPROVIDED TO YOU STRICTLY ON AN "ASIS'BASIS. ALL
CONDITIONS, REPRESENTATIONS AND WARRANTIES, WHETHER EXPRESS,
IMPLIED, STATUTORY OR OTHERWISE, INCLUDING, WITHOUT LIMITATION,
ANY IMPLIED WARRANTY OF MERCHANTABILITY, FITNESSFOR A
PARTICULAR PURPOSE, OR NON-INFRINGEMENT OF THIRD PARTY RIGHTS,
ARE HEREBY DISCLAIMED TO THE MAXIMUM EXTENT PERMITTED BY
APPLICABLE LAW BY MIRAGE.

3.11.16 How to use a password instead Copy Protection

If you want to use a simple password instead of copy protection, your files would be
protected with All-In-One Protector (content protection) but everybody who knows the
password can start the product. So it is not a copy protection - it is more a 'psychological
barrier.

= Step 1 - Configuration settings
It is possible to just protect the content, but use no licensing type like time limitation or
copy protection

e Set Number of days to evaluate to O
e End of Evaluation must be empty (press button Clear Expiration Date)
e Check - No Activation (content protection only)

Details see Screen - Licence Information| zos]
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Q 086
License Information

Type of license per

User

Computer

Concurrent User

Evaluation Time

[ ]
Mumber of Computers ﬂ

Mumber of days to evaluate 5 a

End of Evaluation ] - [ Clear Expiration Date ]

D No evaluation version - Serial Number needed to start

[ Check for system date modification

License Options
D Time limited version after Activation
. Limnit by nurnber of days g
e Limnit by Expiry Date l—]V| [ Clear Expiration Date ]

E Advanced Protection

E Mo Activation (content protection only)
Notice! All Activation-Settings are ignored.

I: Settings ] [ Image ] [ Flayer Options ] [ Administration ]

I: License Information ] [ Data Import ] [ Save ] @

= Step 2 - Use AutorunMax! to add a password
You have to use the menu application AutorunMAX![s=oto add the password. It builds a
single EXE file which has all All-In-One Protector files inside the single EXE file. Of
couse you can use any other tool which supports to ZIP files with a password.

Select the Publish option Web/Email executable
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Build & Publish Target
(7 Bum data CD/DVD
(71 Hard drive folder

@ Web/Email executable

1150 image

Description

Create a compressed, single executable file. This option is
perfect for small projects distibuted through email or as
web downloads. The only downside is that your project
must decompress when run, which will increase the startup
time an large projects.

<Zuick || Net> | | Abbrechen | |  Hife |

Then check: Password protect

Target: Compressed Executable

Filename:

“Users'DieterDocuments My Project exe

|
Progregs Window
Show progress window
I Window title:
i Loading
| Options
[ Enable AutoPlay feature
' Password protect
;
I
. | <zZuiick | Buld | | Abbrechen | | Hife |
— s = ‘A

and click on Settings.. to define the password.
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3.11.17 Which files can not be protected?

See chapter How to protect?[«to get a list of supported file types for protection.

/1
A All files will play only on a PC, not on a CD / DVD recorder connected to TV.

3.11.18 How to make a bootable CD /DVD

Your can generate a CD / DVD which starts the All-In-One Player directly after the CD /
DVD is inserted.

e Save the project with the option Save for CD/s and create the files for distribution[zss]

e Copy all files from the folder Publish All Medial = to the CD/DVD

e You can add an installer|] which allows installing the files from CD to the hard disk
drive

/1
A If you use an own menu before you start the All-In-One Player then change the
autorun.inf file.

Autorun.inf

[autorun]

icon=flash-demo.exe € Icon which is displayed in the Explorer. Default = Icon of
All-In-One Player

open=flash-demo.exe € File which is automatically started after the CD is inserted
Name=Multimedia Edition - Flash Demo € Name which is displayed in the Explorer.
Default is Product Name sl

3.11.19 Which flash version is supported?

The All-In-One Player supports Flash version 9.

3.11.20 How to make a CD menu / start menu

For details see menus/su]
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3.11.21 How to start different MMF files with one Multimedia Player?

It is possible to have just one All-In-One Player installed and use this All-In-One Player
with different .aipfile (data) files or MPVIDEO! 4] (video files).

If you have a menu application as an EXE file, it might be useful, to start a specific
database. The menu.exe file would be on the CD/disk (outside the database) and start
each database individually.

Example
The project has been divided into several databases|:x). A menu application now invokes

for each menu item another database.

Start the the All-In-One Player with the parameter -f filename.aipfile
Sample: c:\programs\myapp\flash-demo.exe -f c:\\programs\app2\powerpoint.aipfile

The license file can either be stored on the folder of the aipfile file (recommended), but
also on the folder of the All-In-One Player.

Sample for video files: c:\programs\myapp\flash-demo.exe -mpvideo c:\programs\app?2
\myvideo.wmv.mpvideo

License File

By default, the All-In-One Player will search for a license file with the name of the database
file. If this license file is not available, a license file with the name of the All-In-One Player is
used.

This is necessary to cover the following scenarios.

¢ You deliver one All-In-One Player, several database files and one license file. All
database files will use the same license. The license file should have the name of the
player - Example: flash-demo.exe, flash-demo.lic , a.aipfile, b.aipfile, c.aipfile
The license file should be stored on the folder of the All-In-One Player

¢ You deliver one All-In-One Player, severial database files and for each database a
license file. Each database requires an own license. The license file should have the
name of the database file - Example: flash-demo.exe, a.aipfile, a.lic, b.aipfile, b.lic,
c.aipfile, c.lic
The license file should be stored on the folder the database

Click on afile to open it

You can also open a database by clicking on the file in Windows file explorer. A database
file has the extension AIPFILE or video file the extension MPVIDEO.
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File Icons

o All data files ((AIPFILE)

« Video files (MPVIDEO)

See also
All-In-One Player - Start Options|s1]
Start a specific file inside a database! ]

3.11.22 How to edit an XML file

A lot of configuration files are in xml format. You can edit this file using any editor like

Notepad or Word. As an alternative, there is a nice freeware tool for xml files which you

can download here.

http://www.snapfiles.com/get/xmInotepad.html

Start the XML notepad and select File, Open. You will see the XML file content which
structured. The content can be easily modified and saved.

is
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il cat.xml - XML Notepad

File Edit View Insert Tools

O - | %5

Help

8 Flal < |s|e|%| |- |IE &

Structure

Values

=-™® zubject
b= [COMMENT]
bu [COMMENT]
b [COMMENT]
b [COMMENT]
b [COMMENT]
™, logo
My, header
™, background
- @
M, courzetitle
My, filename
™, imgname
+-[_7 methods
+-[_7 methods
+-[_7 methods
+-[27 methods

in logo tag, after image name the fir...

in header tag, after # the first para...

in background tag, after # the first ...

(RED, 000000, flowers.jpg ... )

in filename tag, after # the first par...

images/mirage. jpgFcenter

Samples of protected files=13#0x3F. ..

WHITE

PDF-Printable

files fflyer-cdc-print. swf

images,/1.jpag

3.11.23 How to protect an application written in .NET, VB, Delphi, C or other
development languages?

You can use All-In-One Protector EXE Protectionm, if all of the below mentioned

requirements match:

¢ No modules - only one application which has to be licensed
e Must be standalone EXE file (not a DLL, not a service, not a server application)

All other requirements are covered with Licence Protector, which is a source code
integration product - see website www.Licence-Protector.com for details and download

the trial version.

= For protection with Licence Protector you need the Source Code and development

work is necessary.
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3.11.24 Can luse my own Player

Yes, but for pure SWF applications it is better to use the inbuilt Flash Player of All-In-One
Protector.

All other Players must be in EXE format - see EXE protection| s7

3.11.25 How can | view a swf (flash) file?
If you want to view a flash file (extension .swf), either drag the file into the Browser or
use a flash viewer.
View file within Browser

To drag the flash file into the Browser, open your Browser like Internet Explorer, minimize
it, select the flash file with the left mouse button and drag it into the Browser.

View file with Flash Viewer

Download free flash viewer SWF Opener: http://www.browsertools.net/downloads1.html

3.11.26 Where can | buy All-In-One Protector?

Select your Version

Premium Plus or Standard Edition? Check out the feature comparison matrix to see
which version is right for you.

Buy Serial Number

You can buy All-In-One Protector online and instantly use it. Buy All-In-One Protector.

After the order process you will get a Serial Number and a download link. See How to
activate All-In-One Protector| s how to unlock the trial version.

3.11.27 How do luninstall All-ln-One Protector

To uninstall All-In-One Protector

e Select Start, Control Panel
e Add/Remove Programs

Search for All-In-One Protector 6 or All-In-One Protector Premium Plus 6 and select
Remove.

© 2016 Mirage Computer Systems GmbH


http://www.browsertools.net/downloads1.html
http://www.mirage-systems.de/licence-protector/mme/versions.html
http://www.mirage-systems.de/licence-protector/mme/order.html

488 All-In-One Protector

3.11.28 I found no answer for my questions

If you did not find an answer for your questions in the tutorial search in the extensive
Online Knowledge Base.

Browse the Support Center

3.12 Installation Manager for Harddisk and Network

The Premium Plus| = or Multi-Platform|[ 25 Edition comes with a ready to go installation
manager. It allows installing the files from CD or download link to the hard disk. It also
offers a network installation for Client PC's. The installer files can be found on the folder
\All-In-One Protector\6\installer .

The installation manager includes the following features:

e Copies all files 5 Setup - My Program 2.1 — i
to a specified :
directgr Welcome to the My Program 2.1
) y Setup Wizard
e Displays a
license This will install My Program 2.1 on your computer.
agreem ent It is recommended that you close all other applications before
° AddS the continuing.

Click MNext to continue, or Cancel to exit Setup.
necessary user

rights to the
specified
directory

e Copies the
player,
database
(.aipfile) file and
the license file [heds ] [ Cancel
to the specified
directory,
including an
icon file

e Adds a
program
manager group
and an entry
within the
program
manager group
to start the All-
In-One Player

e Define a
different start
application, e.g.
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amenu
program

e Copy additional
files, e.qg. files
needed by a
menu program

e Display a
readme file at
the end of the
installation

e Option to install
the files on a
USB flash drive
instead of the
hard disk

e Adds uninstall
information

¢ Installation
dialogs are
available in
multiple
languages

“  You can change the icon on the desktop and in the program manager group with an
own bespoke icon.

The installer consists of 2 files:

e setup.exe - (installer file for single user installation) or setup-sign.exe (digitally signed
with Mirage credentials)
e setup.ini - (configuration file for installer)

Copy these 2 files from the main installation folder ..\All-In-One Protector Premium Plus\6
\installer to a new folder, eg. Master CD

e Publish the project with the option for CD[ s

e Copy the files from the folder - Publish All Media - to the new Master CD folder

e Then modify the setup.ini file[ o with any editor. The name of the installer can be
renamed, e.g. to setup-abc.exe. The name of the ini file must be setup.ini.

& If you want to start the installer directly after a CD is inserted, modify the file
autorun.inf.

[autorun]
icon=flash-demo.exe
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3.12.1

open=setup.exe
Name=All-In-One Protector - Flash Demo

& This feature requires the All-In-One Protector Premium Plus| 25 or Multi-Platform
Edition.

&
Mac

This option is not available

2
« Allfiles of the installation manager can be delivered as a self extracting EXE file[ s
e You should sign the installer and application. [z

See also

Configuration File - Setup.inil «so!
Single User Installation] sool
Network Installation] sos)

Configuration File - Setup.ini

The configuration file defines options which are displayed during installation and allows to
customizes the names and default values.

Configuration options for setup.ini

Just overwrite the default values within the setup.ini file. The file has different sections
(indicated with [SectionName] )

= [SETUP]
This section defines the program name displayed during installation and default values.

= AppName=My All-in-One Player
Name of your application which is displayed during installation
= AppVersion=3.0
Version number of your application which is displayed during installation.
= AppPublisher=Universal Software
Name of your company
= DefaultDirName=my application
Default name for directory. You can also define a sub folder, e.g. Universal Software
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\application1
The real path would then be ..\programs\Universal Software\applicationl

You can also specify a fix path like c:\Universal Software.

Alternatively you can define to install on the public document folder - see
InstallOnPublicDocsFolder«¢ (recommended for documents)

= DefaultGroupName=Smart Program Group
Default name for program manager group

= [ProgManGroup]

This section defines addition entries in the program manager group.
= ShowLicenselnfo = true or false

Adds an entry in the program manger group in a single user[so! installation to invoke
the License Viewer| szl This is an inbuilt Administration interface where the end user
can add new licenses. It is highly recommended for network installations to add this
option.

= ShowLicenselnfoNetwork = true or false

Adds an entry in the program manger group for each client in a Network Installation
[s05] to invoke the License Viewer[sl. This is an inbuilt Administration interface where
the end user can add new licenses. It is highly recommended for network
installations to add this option.

= ShowReadmeFile = true or false

Adds an entry in the program manger group to invoke a ReadMe file. The ReadMe
file has to be defined in the section [Files], readmelass.

= [Files]
This section defines the files which have to be copied

= BinFolder=

This defines the folder, where the All-in-One Player and the database is copied to.
By default, there is no subfolder. If an application like a menu needs the All-In-One
Player files in a subfolder like \docs\bin, then you can define it here.

Example: BinFolder=docs\bin

This would place the All-In-One Player, the database and the license file in a
subfolder ...\docs\bin during the installation
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= Exe-Start-Application=

The default value is, that no exe file is assigned. Then the All-In-One Player is the
application, which is started when the user starts the application from the program
manager group or desktop. If you have a menu application or another program,
which always should be started first, then use this definition.

Example: Exe-Start-Application=menu.exe - This would always start the menu.exe
This file is automatically copied to the main installation folder.
exe-Filename=flash-demo.exe

Exe filename of the player (must match the name in the Publish All Media folder)

This file is automatically copied to the folder specified with BinFolder.

2 Although a file name can contain spaces, you should avoid it. If file names with
a space is used do notuse " "

Example: exe-Filename=flash demo.exe - wrong would be: exe-Filename="flash
demo.exe"

aip-Filename=flash-demo.aipfile
Filename - must match a protected file name in the Publish All Media folder. See file

names and extensions| 3. Does the project included multiple protected files, you
have to add the configuration option: additionall="*[us

This file is automatically copied to the folder specified with BinFolder.
lic-Filename=flash-demao.lic

Filename of the license file (must match the name in the Publish All Media folder).

Note If this file already exists, the option OverwriteLicenseFilel s defines, if the
license file is overwritten or not.

This file is automatically copied to the folder specified with BinFolder.

ico-Filename=aioplayer.ico
Define a custom icon which should appear in the program manager group. If you

want to use the icon of the All-in-One Player
provided

, use the file aioplayer.ico as
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The icon is displayed in the following locations

Program Manager Group

Desktop Icon

Quick Launch bar

Uninstaller

If a USB installation is done, the icon is used in the autorun.inf file

If you want to change the icon in the title bar of the All-In-One Player, you have to
define the icon in the screen - Imagel==l. The icon which is displayed in the File
Explorer cannot be changed.

This file is automatically copied to the folder specified with BinFolder.

= readme-xxx = readme-xxx.txt
This allows to display a readme file after the installation. The readme file must be in
txt or doc format.
xxx is the language identifier. The following languages are supported.

readme-ces=Czech

readme-dan=Danish

readme-deu=German - sample: readme-deu=readme-deu.txt
readme-dut=Dutch

readme-enu=English - sample: readme-enu=readme-enu.doc
readme-esp=Spanish

readme-fra=French

readme-ita=Italian

reame-jap = Japanese

readme-nor=Norwegian

readme-por=Portuguese

readme-rus = Russian

Note: As you do not know, which language the user selects during installation, you
should specify for each language a readme file, even if it is always the same file.

The readme file can be added to the program manager group, so that the file can be
viewed after the installation is done. See section [ProgManGroup], ShowReadmeFile

4911,

This file is automatically copied to the folder specified with BinFolder.
= additionalx = *.bat
This command allows to copy additional files. You can either specify one file (e.g.

doc-coursel.pdf) or a complete group of files (*.pdf). A maximum of 20 different files
or folders can be copied. These files are copied to the main installation folder. They
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are not protected.

If you want to copy a complete folder, then specify the folder name and \*, e.g.
image\* would copy the complete folder image. By default, the folder content is
copied to the main directory. If you want to copy the files to a different folder, then
you can specify the folder name with addtionalfolderx, where x is the same
number like in additionalx.

Example: additional4=image\* and additionalfolder4=image4 - all files from the
folder \image would be copied to the hard disk to the folder \image4.

If all files including sub folders should be copied, use *
Example: "additional1=*". Copies all files and sub folders

If a file already exists on the target machine, the file is replaced.

additionall=*.bat
additional2=doc-coursel.pdf
additional3=course*-lesson*.avi
additional4=image\*
additional5=

additional6=

additional20=

additionalfolder1=
additionalfolder2=
additionalfolder3=
additionalfolder4=image4
additionalfolder5=
additionalfolder6=

additionalfolder20=

= [InstallOptions]

= DoNotInstallOnWindowsXX = true / false

Sie kdnnen eine Installation auf bestimmten Windows Betriebssystemen
ausschlief3en, wenn der Wert = true gesetzt wird. Der Standardwert ist false.

DoNotInstallOnWindows2000=true 'verhindert eine Installation auf Windows
2000
DoNotInstallOnWindowsXP=
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DoNotInstallOnWindowsXPx64=
DoNotInstallOnWindows Vista=
DoNotInstallOnWindows 7=
DoNotInstallOnWindows8

= license-xxx = display license information

Display a license agreement text during installation. The file must be a text file. If you
do not want to display a license agreement, leave all fields empty.

License Agreement ﬁ
Please read the following impartant information before continuing. r

Please read the following License Agreement. You must accept the terms of this
agreement before continuing with the installation.

You have to specify a license agreement.

For details see online help:
http:{fwwew  helpserver, bizfonlinehelpipmme fgeneric/generator fhelp 2000 index., himl
dinstaller configruation file  setup ini.htm

(7 I accept the agreement

(@ I do not accept the agreement

xxX is the language identifier. The following languages are supported.

license-default=license.txt ' this text is used if a language does not have a license
text defined

license-ces=Czech

license-dan=Danish

license-deu=German ‘'sample: license-deu=license-german.txt
license-dut=Dutch
license-enu=English 'sample: license-enu=license-english.txt

license-esp=Spanish
license-fra=French
license-ita=ltalian
license-jap=Japanese
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license-nor=Norwegian
license-por=Portuguese
license-rus=Russian

= InstallOnPublicDocsFolder = true / false (Verzeichnis, auf das installiert wird)

Wenn diese Option auf false (Standard) gesetzt wird, wird das Produkt auf c:
\programme installiert. Das Verzeichnis sollte fir Anwendungen verwendet werden.
Es erfordert jedoch Administrator Rechte zur Installation.

Wenn jedoch Dateien wie PDF Dateien oder Videos verteilt werden, ist das
Dokumente Verzeichnis besser. Es erfordert keine Administrator Rechte. Das
offentliche Dokumentenverzeichnis wird vorgeschlagen.

C:\Benutzer\Offentlich\Dokumente\Mein Programm

= AllowNetworkinstall = true / false (Supports a network installation)

For more details see network installation[ss\. The user gets the following selection
option.

ﬁ_,'-?—,.! Setup - My Program 4.0 = 2

Select Components
Which components should be installed?

Select the components you want to install; dear the components you do not want to
install. Click Mext when you are ready to continue,

Metwork installation -

< Back ][ Mext = ][ Cancel
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= AllowPortableinstall = true / false (Installation on a USB flash drive)

This option allows to either install the version from CD/Download to a USB flash
drive or to the hard disk. It copies all files to the USB flash drive and adds the link to
the USB flash drive in the program manager group. It automatically adds a program
add-startup-icon.exe on the USB flash drive. If the user takes the USB flash drive
to another PC, this EXE file would generate also a program manager group entry
and allow to simply start the file from the program manager group or desktop icon.

A autorun.inf file is copied to the main directory of the USB flash drive. This would
start the All-In-One Player if the USB flash drive is attached to the PC.

If you specified an Icon|«l in the [Files] section, then the icon is displayed in the file
explorer as the USB flash drive icon.

ﬁ'_:’;.l Setup - My Program 4.0 = 2 .|

Select Components
Which components should be installed?

Select the compaonents you want to install; dear the compaonents you do not want to
install, Click Mext when you are ready to continue,

Portable installation -

[ < Back ][ MNext = ][ Cancel ]

For online activation, the activation server has to use installation code 1105 as the
main criteria. If the USB flash drive does not support copy protection, then the
license is automatically bound to the PC which makes the activation.
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Specify Code 11 as the Primary Hardware ID[«s and code 4 as the Alternative
Hardware ID.

= OverwriteLicenseFile = true / false

If you send out an updatelss of your product you can define, if the existing licensing
information is kept (license file .lic is not changed) or if the customer has to activate the
product again.

true = existing license is overwritten. New activation necessary
false = existing license information is not changed. No activation necessary

The default option is false

The Installation Manager can start an EXE file either before or after the installation is
done. You can also define, if the EXE file is only started during the single user
installation or also during the network installation|s=1. The installation manager waits,
until the program is terminated.

= RunPlayerAfterinstall = true / false
Starts the All-In-One Player after the installation. The default setting is true

= RunPlayerAfterinstallNetwork = true / false
Starts the All-In-One Player after the network client installation (setup-client.exel s
). The default setting is true

= RunBeforelnstall= name of EXE file

Name of an EXE file, which is started before the installation of the All-In-One Player.
If no path is provided, it is started from the installation folder.

Example: RunBeforelnstall=runfirst.exe

If the EXE file is located in a subfolder, specify the subfolder as a relative path to the
installation folder

Example: RunBeforelnstall=\files\runfirst.exe

The EXE file is only started during a single user installation.

= RunAfterinstall= name of EXE file

Name of an EXE file, which is started after the installation of the All-In-One Player. If
no path is provided, it is started from the \bin folder.

Example: Afterinstall=runfirst.exe
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If the EXE file is located in a subfolder, specify the subfolder as a relative path to the
bin folder

Example: RunBeforelnstall=\files\runfirst.exe

The EXE file is only started during a single user installation.

“  You have to copy the EXE file to the installation folder using the additionalx
command] 3l in the [Files] section.

= RunBeforelnstallNetwork= name of EXE file

Name of an EXE file, which is started before the network installation of the All-In-
One Player. If no path is provided, it is started from the installation folder of the
client setup application[ == (setup-client.exe).

Example: RunBeforelnstall=runfirst.exe

If the EXE file is located in a subfolder, specify the subfolder as a relative path to the
installation folder

Example: RunBeforelnstall=\files\runfirst.exe

The EXE file is only started during the Client network installation.

= RunAfterinstallNetwork= name of EXE file

Name of an EXE file, which is started after the network installation of the All-In-One
Player (setup-client.exegs'ﬁ). If no path is provided, it is started from the \bin folder.

Example: Afterinstall=runfirst.exe

If the EXE file is located in a subfolder, specify the subfolder as a relative path to the
bin folder

Example: RunBeforelnstall=\files\runfirst.exe

The EXE file is only started during a Client network installation.

¥ You have to copy the EXE file to the installation folder using the additionalx
command)| 1 in the [Files] section.
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3.12.2

= [Uninstall]
This section provides uninstall information using the Windows standard uninstall
options (control panel, add/remove programs).

= AppComments=(C) 2007 Universal Software, Inc.
Uninstallation comment
= AppContact=office@universal-soft.com
Contact information
= AppPublisher=Universal Software, Inc
Name of your company
= AppPublisherURL=http://www.universal-soft.com
Main Homepage URL
= AppSupportURL=http://www.universal-soft.com/support
URL for support page. If not available use main homepage URL
= AppUpdatesURL=http://www.universal-soft.com/downloads
URL for Update page. If not available use main homepage URL

2
Have a close look at the options, which files should be launched after the installation or
which file should be the main start application.

¢ [Options], RunPlayerAfterinstall=true starts the All-In-One Player after the installation

¢ [Options],RunAfterinstall=menu.exe starts a menu application after the installation

o [Files],Exe-Start-Application=menu.exe defines a menu application as the start program
(selected either in the program manager group or from the desktop

Single User Installation

If you want to offer a single user installation (e.g. install from CD to the hard disk) then
use the file setup.exe.

The installer performs the following tasks:

o If USB stick support is define (use-usbl 7= true), then the user is asked if he want to
install the files on a USB stick

e Asks for an installation directory

e Copies all files to a specified directory - if an file already exists, the file is replaced

e Adds the necessary user rights to the specified directory

e Copies the player, database (.AIPFILE) file and the license file to the specified directory,
including an icon file

e If selected, places an icon on the desktop

e Adds a program manager group and an entry within the program manager group to start
the All-In-One Player

¢ Adds uninstall information

o Starts the application after installation
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Screens of the installer

Below find the screens which appear during installation.

Setup-Sprache auswahlen ]

_A|  Wahlen Sie die Sprache aus, die wahrend der
% Installation benutzt werden soll:

| Engish v

| ok || Abbrechen |

i Setup - My Program 21 — . G=NCEIN _~

Welcome to the My Program 2.1
Setup Wizard
This will install My Program 2.1 on your computer.

it is recommended that you close all other applications before
cantinuing.

Click Mest to continue, or Cancel to exit Setup.

[ Ned> § | Cancel
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License Agreement

Please read the following important information before continuing.

Flease read the following License Agreement. You must accept the terms of this
agreement before continuing with the installation,

‘fou have to spedfy a license agreement.

For details see online help:

http: {fwww, helpserver, biz/onlinehelpdpmme joeneric/generator help 2000 findex, html
finstaller configruation file  setup ini.him

(711 accept the agreement

@ I do not accept the agreement

Only if USB flash drive support is defined

ﬁ_,'-?—,.! Setup - My Program 2.1 =[] % )

Option to install on an USB stick

You can install the product an an USE stick. This allows you to use the
& application an anather PC. i you want to use an USB stick, select the

|USB device in the nest screen. Otherwise select a folder on your hard disk

drive. Use the USE stick option only f vou plan to use the product on
other PCs.

[7] Do you wart to install the application on an USE-Stick?

<Back || MNed> | | Cancel
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i Setup - My Program 2.1 . - =

Select Destination Location
Where should My Program 2.1 be installed?

J Setup will install My Program 2.1 into the following folder.

To continue, click Mext. § you would like to select a different folder, click Browse.

“Program Files Program Browse ..

At least 1.0 MB of free disk space is required.

i5 Setup - My Program 2.1 —— E=0HE X

Select Start Menu Folder
Where should Setup place the program’s shortcuts?

J Setup will create the program’s shortcuts in the following Start Menu folder.

To continue, click Mext. § you would like to select a different folder, click Browse.

Iy Program| Browse...

<Back | Net> | | Cancel
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ﬁ%ﬂ Setup - My Program 2.1

i =
e "

Select Additional Tasks
Which additional tasks should be peformed?

Select the additional tasks you would like Setup to peform while installing My Program
2.1, then click Mext.

Additional icons:
[7] Create a desktop icon
[7] Create a Quick Launch icon

@ Setup - My Program 2.1

Ready to Install
Setup is now ready to begin installing My Pragram 2.1 on your computer.

Click Install to continue with the installation, or click Back f you want to review or
change any settings.

Destination location: p
C:%Program Files" My Program

Start Menu folder:
My Program

< Back

nstal | | Cancel
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i Setup - My Program 21 e = | S| |

Completing the My Program 2.1
Setup Wizard

Setup has finished installing My Program 2.1 on your computer.
The application may be launched by selecting the installed
icons.

Click Finish to exit Setup.

3.12.3 Network Installation

If you want to offer a network installation (e.g. install from CD to the hard disk on the
server) then you have to configure in the setup.ini file -AllowNetworkinstalll ss=true

Server Installation

The installer performs the following tasks:
e Asks for an installation directory

e The user has to select: Network Installation
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‘ﬁ! Setup - My Program 4.0 — 2

Select Components
Which components should be installed?

Select the components you want to install; dear the companents you do not want to
install, Clidk Mext when you are ready to continue,

Metwork installation -

[ < Back ][ Mext = ][ Cancel ]

e Copies all files to a specified directory on the server - if an file already exists, the file is
replaced

¢ Adds the necessary user rights to the specified directory

e Copies the player, database (.aipfile) file and the license file to the specified directory,
including an icon file

e If selected, places an icon on the desktop

e Adds a program manager group and an entry within the program manager group to start
the All-In-One Player

e Adds uninstall information

e Starts the application after installation

e Creates 2 files for network Client setups - folder ...\install\setup-client.exe and setup-
client-advanced.exe.

“  The server installation can be started on any Client / Workstation PC. There is no
need to start the installation on the server.

Client / Workstation setup

Each PC has to run a Client / Workstation setup, using setup-client.exe, which
performs the following tasks:

o If selected, places an icon on the desktop
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¢ Adds a program manager group and an entry within the program manager group to start
the All-In-One Player

¢ Adds uninstall information

¢ Starts the application after installation

All files reside on the server.

Advanced Client / Workstation setup

It is possible to copy the .aipfile database to the local PC. This makes sense if huge flash
files are used and network connection is an issue. The disadvantage is, that no central
installation is available and updates have to be done on each Client PC. All-in-One
Protector just loads the file, which is played via the network. The size of the database
does not matter - only the size of the files which are loaded into the All-In-One Player .

Each PC has to run a Client / Workstation setup, using setup-client-advanced.exe,
which performs the following tasks:

e Asks for an installation directory

e Copies the .AIPFILE to a specified directory on the local PC

e If selected, places an icon on the desktop

e Adds a program manager group and an entry within the program manager group to start
the All-In-One Player

¢ Adds uninstall information

o Starts the application after installation

The All-In-One Player resides on the server, the database is on each local machine.

Screens of the installer

Below find the screens which appear during installation.

Setup-Sprache auswahlen ||

| Englsh -

| ok || Abbrechen |
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ﬁ' Setup - My Program 2.1 — - | =

Welcome to the My Program 2.1
Setup Wizard
This will install My Program 2.1 an your computer.

It is recommended that you close all other applications before
continuing.

Click Mext to continue, ar Cancel to exit Setup.

[ Ned> § | Cancel

License Agreement "
Flease read the following important information before continuing.

Please read the following License Agreement. You must accept the terms of this
agreement before continuing with the installation,

‘fou have to spedfy a license agreement.

For details see online help:
http:fwww. helpserver. biz/onlinehelppmme jgeneric/generator help 2000 /index. hitml
dinstaller configruation file  setup ini.him

(71 T accept the agreement

(@ I do not accept the agreement

= Only if setup-client-advanced.exe is started
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i3 Setup - My Program 2.1 . - Q=0RCIN[ X |

Select Destination Location
Where should My Program 2.1 be installed?

J Setup will install My Program 2.1 into the following folder.

To continue, click Mext. if you would like to select a different folder, click Browse.

“\Program Files Program Browse... |

At least 1,0 MB of free disk space is required.

5 Setup - My Program 2.1 " - =

Select Start Menu Felder
Where should Setup place the program’s shortcuts?

J Setup will create the program’s shortcuts in the following Start Menu folder.

To continue, click Meat. f you would like to select a different folder, click Browse.

[y Program| Browse...

<Back | Net> | | Cancel
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@ Setup - My Program 2.1 - s

Select Additional Tasks
Which additional tasks should be performed?

Select the additional tasks you would like Setup to perform while installing My Program
2.1, then click Mext.

Additional icons:
[] Create a desktop icon
[ Create a Quick Launch icon

<Back | Net> | | Cancel |

ﬁ_,'-?—,.! Setup - My Program 2.1

Ready to Install
Setup is now ready to begin installing My Pragram 2.1 on your computer.

Click Install to continue with the installation, or click Back if you want to review or
change any settings.

Destination location: p
C:Program Files" My Program

Start Menu folder:
My Program

<Back | nstal | | Cancel
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i Setup - My Program 21 - = | S| |

Completing the My Program 2.1
Setup Wizard

Setup has finished installing My Program 2.1 on your computer.
The application may be launched by selecting the installed
icons.

Click Finish to exit Setup.

3.13 Menus

If your application consists of multiple files, there are different options to open the files:

e The user double-clicks on the file
e A menu, which allows to select the files, is used. This makes the handling easier
(recommended)

External Menu Applications

Use any standard menu applications which are specialized for CD menus. We have
described the most popular ones. More information about external menus/ sl

3.13.1 External Menu applications

You can use any type of menu. If you have an own flash application, which serves as a
menu, nothing special has to be considered.

If you have a menu, which is an EXE file, you can invoke each file inside the database
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with a special command. See chapter Start a specific file inside the databasels\

A EXE based menu would be outside the database (.aipfile) and is unprotected. It does
not require the Premium Plus Edition. A typical content of the CD or download would be

menu.exe (your menu file)

mycourse.exe (the All-in-One Player)

mycourse.lic (the license file)

mycourse.aipfile (the database)

mycoursel-n.aipfile (additional database files if required - see spilit proiectmﬁ)
mycoursel-n.wmv.mpvideo (see video / audio files[:s)

The menu.exe would be the program, which is started first. The menu exe can then invoke
single files directly inside the database.

The menu application then invokes mycourse.exe with parameters (e.g. the database file
name)

Example: mycourse.exe -f "mycoursel2.aipfile”

Overview about all parameters| )

We have tested some menu programs and described the necessary settings.

e Autoplay Menu Designer|s:s)

o Autoplay Express| |

e Autorun MAX! [ sz]

o CDMenuProlss]

o Discstarter[s]

e Quick Menu Builder[ sl (Freeware)

See also
Start a specific file inside the database] |
Flash application using exe file[ «u]

3.13.1.1 AutoPlay Media Studio

This application can be downloaded at http://www.indigorose.com . The test was done
with version 8.2

The menu application creates an EXE autostart file for the menu. This file (the menu
application) is on the CD or in the download link and it is not protected (don't import it in
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Step 1 - Add the Publish All Media folder to the AutoPlay Media
Studio project

You have to add all files which should be included in the Autoplay Project. Select the

menu Project, File Layout. In the upper part of the screen open the Publish All Medial ss2]
folder, select all files and add the files to the docs folder.

@ File Layout Eﬂlﬂ
a System , Publish CD - % Up
Adminiztratar = || Mame Size | Type Modified
b g;zzzt$ B8 autorun TKE  Setup Information 05/20/14 07-16EM
; Downloids o leszand flv 20511 KB &lHn-One Protector ... 05520414 07 168°FM
o+ Favorites 2 leszon2 wmy 10893 KB AlHn-One Protector .. 05/20/14 0716 PM
P Lirks || | lesson3.flv T9KE  Aln-One Pratectar ... 05/20/14 0716 PM
| My Documents E & lessond. avi 2877 KB Aln-Ore Protector ... 05/20/14 0716 PM
= L AlHr-One Protector — ] lessonS.wy 25.922KB  AlHn-One Protector ... 05/20/14 0717 PM
= . videoZ & lessonb. avi 347 KB AlHn-Ore Protector ... 05/20/14 0717 PM
| Canfi i videoplaper 21,346 KB Application 01/25/14 11:38 &M
% [0} videoplayer lic 2KB LICFle 0E/20/14 0716 PM
Lo A [E wideoplayer 85KE  AlHnOne Protector ... 05/20/14 0716 PM
@ AvbaPlau badia Shdin 8
Ll | i | ¥
|ﬁ Project < lp \;, Addto Project | x| Delete ) Mew falder
¢ LD_Root Name Size| Type Meodified =
= AutoPlay ;
Audio i | autorun TEE  Setup Information 05/2014 0716 PM
j Buttars ¥ lezzond flv 20511 KB AlHn-Ore Protector ... 06/20/14 0716 PM
&, lezzon2. wmy 10,893 KB Allin-One Protector ... 05/20/14 0716 PM
= ¥ lezzon3.flv N3IKE  alHn-One Protector .. 05/20/14 0716 P E
: lcons &, lezzond. avi 2877 KB AlMn-One Protector ... 05/20/14 0716 PM
| Images #, leszonB wmy 25,922 KB AlHn-Ore Protector ... 06/20/14 0717 PM
, Plugins &, lezzonk. avi 47 kB Aln-One Protector ... 05/20/14 0717 P
, Scripte e videoplaper 21,346 KB Application 01/25/14 11:38 A 8
) Videos || videoplayer.lic 2kB  LICFile 05/20/14 0725 PM
[ vidennlaves SR KR aldnre Priotector NR/20/14 0718 P i

Step 2 - Define the file to start for each button

[ Cloge

J |

Help

Now create your menu and add a button for each file you want to start, e.g. a button with
Tutorial 1, Tutorial 2 etc. Then right click on the button and select Properties.

In the TAB Quick Action - select: Action to run: Open Document. In the line Document
to open add the path and the name of the protected document to open. All All-In-One
Protector files have a special extension - see file names| )
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In the screenshot below, the file lessionl.flv.mpvideo is launched.

Label Properties: Label2 e=s

| 7 Settings | 47 Attributes | =5 Quick Action | [Z] Saript

When Object is Clicked
Action to run:

[Dpen Document v] Tell me more about this action

Properties

Document to open:

o Play'\Docs"esson 1 flv mpvideo .

RFun Mode

i@ Normal () Minimized (7 Maximized

[] Bt after action

| 0K || Cancel || Hep

Step 3 - Define alaunch option when the menu is started

The All-In-One Player has to register the All-In-One Protector file extension. This is done
done using an action. Select the TAB Project, then Actions.

Copy the following line
result = File.Run("AutoPlay\\Docs\\videoplayer.exe", "-reg", ""
SW_SHOWNORMAL, false);

Where videoplayer.exe is the name of the All-In-One Player.
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Action Editor: Project g

On Startup | On Shutdown | On Size [ On Menu Q
Event varisbles:  Mone
|
J < [0 +
Quick help:  Tip: Press Cril+Space ta view a list of all available actions.
[ addacion | [ Ehadd Code M| (5 Edit |
[ ok ][ cance |[ Heb

Step 4 - Build the CD or EXE file for download

In the menu, select Publish, Build. Then select Hard drive folder to test the project.

- e
v T =
T . J -

Build & Publish Tanget

©) Bum data CD/DVD/Blu-Ray
@ Hard drive folder
(71 Web/Email executable

(1150 image

[

Publish your project to a folder on your computer. This
option gives you the most flexibility. Choose it if you'd like
to bum your project using your regular C0D/DVD/Blu-Ray
buming software (Nero, Roxio) or package it up with an
installation program.

Description

PUBLISH WIZARD.

<Back || Net> | | Camcel | | Hep |

All your files are now copied from the Publish All Medial = folder to this new CD folder.
Click on Autorun.exe to test everything.

If you have done all tests, you could directly burn a CD.
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Do not use option "Web / EMail executable". If you want to create a download version use
the Installation Manager (see chapter below).

& If you make any changes in the All-In-One Protector project, you have to rebuild the
CD with AutoPlay Media Studio

Using Installation Manager

If the complete CD content should be copied to the hard disk of the user or if you want to
create a download version, you can use the Installation Manager| s of All-In-One
Protector. Copy the file setup.exe and setup.ini to the installation directory created by
AutoPlay Media Studio.

Documents library

] Arrange by:  Folder
My Project

Mame Date modified Type
. AutcPlay 5/21/2014 7:46 PM File folder

fa autorun 5/21/2014 T:46 PM Application
#k| autorun 5/21/2014 7:46 PM Setup Inform
|| buying-a-home.pdf 2/8/2010 12:24 PM PDF File

fa horme 327/2008 4:03 AM Icon

=] License 3/29/2013 3:39 PM Text Docurn
|%) lua5.1.dll 9/24/2013 5:26 PM  Application
%) lua51.dll 0/24/2013 5:26 PM Application
|| selling-a-home.pdf 2/8/2010 12:24 PM PDF File
| 22 setup 9/13/2012 9:30 AM  Application
| setup 5/21/2014 7:57 PM Configuratic

The general settings are described in the chapter Installation Manager, configuration file
Setup.inim. There are special settings required as all subfolders have to be copied.
After the installation and also when clicking on the desktop icon, the menu and not the All-
In-One Player has to be started.

Find below all differing settings marked in red.

[Setup]

AppName=My Program
AppVersion=3.0
AppPublisher=Universal Software
DefaultDirName=My Program
DefaultGroupName=My Program
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[Files]

BinFolder=\autoplay\docs

Exe-Start-Application=Autorun.exe

exe-Filename=\autoplay\docs\mycourse.exe (All-In-One Player application)
mmf-Filename=\autoplay\docs\mycourse.aipfile (file could also have a different extension
- see file names)/ sl

lic-Filename=\autoplay\docs\mycourse.lic

ico-Filename=\autoplay\docs\mycourse.ico

readme-ces=
readme-dan=
readme-deu=
readme-dut=
readme-enu=
readme-esp=
readme-fra=

readme-ita=

readme-nor=
readme-por=

additionall=autoplay\*
additional2=autorun.exe
additional3=autorun.inf
additional4=*.dll
additional5=
additional6=
additional7=
additional8=
additional9=
additional10=
additionalll=
additionall2=
additional13=
additionall4=
additionall5=
additionall6=
additionall7=
additional18=
additional19=
additional20=

additionalfolder1=autoplay
additionalfolder2=
additionalfolder3=
additionalfolder4=
additionalfolder5=
additionalfolder6=
additionalfolder7=
additionalfolder8=
additionalfolder9=
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additionalfolder10=
additionalfolder11=
additionalfolder12=
additionalfolder13=
additionalfolder14=
additionalfolder15=
additionalfolder16=
additionalfolder17=
additionalfolder18=
additionalfolder19=
additionalfolder20=

[Options]

InstallPDFViewer=false
OverwriteLicenseFile=true
RunPlayerAfterinstall=false
RunPlayerAfterinstallNetwork=true
RunBeforelnstall=
RunBeforelnstallNetwork=
RunAfterinstall=autorun.exe
RunAfterInstallNetwork=

[USB]
use-usb=true

[ProgManGroup]
ShowLicenselnfo=true
ShowLicenselnfoNetwork=
ShowReadmeFile=false

DBFileName01=
EmbeddedDBFileDesc01=
EmbeddedDBFileName01=

Installation Manager

To install a download or a CD version to the hard disk including adding a desktop icon or
program manager group entry, use the Installation Manager/ sz,

Create Download Version

In case you want to deliver one EXE file as a download version see chapter: How to create
a download version in EXE format?[ «|
Otherwise just ZIP all files.

2 Also see: How can | share my files using a download link?[ )
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3.13.1.2 Autoplay Menu Designer

This application can be downloaded at: http://www.visualdesigning.com . The test was
done with version 4.0.

The menu application creates an EXE autostart file for the menu. This file (the menu
application) is on the CD or in the download link and it is not protected (don't import it in
the All-In-One Protector database).

Start Autoplay Menu Designer. Use the project wizard and use as project path the folder of
the All-In-One Protector project.

Create Mew Project Wizard

Project Options S

Input your project name @

My E-Learning Tutorial

Folder where your Praject are placed :
C:\WUsersitom'\Documents\Projects My E-Learning Tutoriall, Erowse

Folder where your Disc Image are placed :
C:\Wsersitom'\Documents\Projects My E-Learning Tutorial\Disc Image', Erowse

Input project name and select where Project and Disc Image will be placed.

< Back Einish Cancel

Step 1 - Copy the Publish All Media folder to the Autoplay Menu
Designer folder \resources

Copy the content of the folder Publish All Medial =2 to the folder ...\disk image\resources
- e.g. C:\Users\tom\Documents\Projects\My E-Learning Tutoria\Disc Image\Resources.
This folder already contains files of the menu application.
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|| ARTAL2 ttf
backl.png
backlm.png
cd2.png
cd2m.png
closebtnl.png
closebtnlm.png
|| impact.TTF
leaf2Zm.png

|“] logo.bmp

|“'| logomask.bmp
mailbtn3.png
mailbtn3m.png
¥ mycourse.exe
|| myceurselic
[@, myceurse.mmf
sitebtnl.png
sitebtnlm.png
|| tahomabd TTF

Step 2 - Define the file to start for each button

04.08.2004 14:00
14.10.2009 14:10
14.10.2009 14:16
15.10.2009 08:37
1510.2009 08:38
14.10.2009 12:49
14.10.2009 12:50
01.01.2007 21:44
14.10.2009 14:44
15.09.2009 08:54
15.09.2009 08:18
1510.2009 10:47
1510.2009 10:47
17.06.2010 15:11
30.06.2010 08:08
30.06.2010 08:08
15.10.2009 08:48
15.10.2009 08:48
01.01.2007 21:56

TrueType font file

Ulead PhotoImpa...
Ulead Photolmpa...
Ulead Photolmpa...
Ulead Photolmpa...
Ulead Photolmpa...
Ulead Photolmpa...

TrueType font file

Ulead PhotoImpa...

BMP File
BMP File

Ulead Photolmpa...
Ulead Photolmpa...

Application
LIC File

Multimedia Prote...
Ulead PhotoImpa...
Ulead PhotoImpa...

TrueType font file

359 KB
64 KB
11 KB
17 KB

5KB
5KB
2KB

135 KB
16 KB

8 KB
8 KB
3KB
2KB
16973 KB
1KB

T65 KB

4 KB
2KB

343 KB

Now create your menu and add a button for each file you want to start, e.g. a button with
Tutorial 1, Tutorial 2 etc. Then double-click on the button and select the TAB On click. .

Properties Bar

| Properties | On mouse mrer| On click |

Event
|:| Propagate event
|:| Processing group event
d Change mouse cursor
= File Folder actions
ER
Action

[F‘.unft_'lpen -
File name :

*

Check the option: File /Folder actions. Select the Action: Run / Open. In the field: File
Name select All-In-One Player.exe file from the resources folder. It is the file with the

blue shield.
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Lookin: |, Resources -~ & ¥ & @~

o [

closebtnl.png closebtnlm.png  coursel.wmv.mpy... impact.TTF leafZm.png

[ &8 n

loge.bmp legomask.bmp mailbtn3.png mailbtn3m.png Iy COUrse, EXe

m

=0 @ [ L Av
mycourse.lic mycourse.mmf zsitebtnl.pnog sitebtnlm.png tahomabd. TTF -

In the field Command line add the command to load a flash file or PDF file. See chapter
Start a specific file inside the databasels:to get all details for this command.

In the screenshot below, the file (Player) mycourse.exe is started and loads the file
lessonl.swf.
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Properties Bar x

| Properties | On mouse over | On click |

Event

L3

[ Propagate event
|:| Processing group event

— + | change mouse cursor
- File/Folder actions

| ] 1 |

Action :

[F‘.um"Dpen -
File name :

Resourcesimycourse . exe

Show window style
[Default

Command line :

Hoad Tessonl.swf”

—

The sample below starts the player with a different database. This feature can be used if
you split the project into_several databases.[ 1 or if you have several protected PDF files.

Properties Bar =

| Properties | On mouse D‘."EF| On click |

Event

|:| Propagate event
|:| Processing group event

— + —{|change mouse cursor
- File/Falder actions

| ] 1 |

Action :

[F‘.un,."Dpen -
File name :

Resourcesimycourse,exe

Show window style
[Dei’ault

Command line :

-f esson 1.mmf™

[] Alternative start :

mn

The sample below starts a protected video| 4.
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Properties Bar x

| Properties | On mouse over | On click |

19

Event

|:| Propagate event

— + | change mouse cursor
- File/Falder actions

] 1
Action :

[F‘.un,."Dpen -
File name :

Resources‘course 1, wmy.mpvideo

Show window style
[Default -

Command line :

Step 3 - Build the CD or EXE file for download

In the menu, select Project, Build Project. This creates the menu EXE. Copy the
complete folder Disk Image to the CD/DVD.

i
(g If you make any changes in the All-In-One Protector project or if you do any tests,
you have to copy the files from the folder \Publish All Media again (Step 1)

List of all start options for the player|se)

Installation Manager

To install a download or a CD version to the hard disk including adding a desktop icon or
program manager group entry, use the Installation Manager/ sssl.

Create Download Version

In case you want to deliver one EXE file as a download version see chapter: How to create
a download version in EXE format?[ «l
Otherwise just ZIP all files.
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3.13.1.3

2 Also see: How can | share my files using a download link?[ 7]

See also
Start a specific file inside the database]s)

Split project into several databases| 1)

All command line options| ]

Additional Menus/s:)

Autoplay Express

This application can be downloaded at: http://www.kl-soft.com . The test was done with
version 4.5

This menu only works for CD delivery and not for delivery by download.

The menu application creates an EXE (autorun.exe) file. This file (the menu application) is
on the CD or in the download link and it is not protected (don't import it in the All-In-One
Protector database).

Step 1 - Add the Publish All Media folder to the Autoplay
Express project

You have to add all files which should be included in the Autoplay Express project. Select
the menu Project,Virtual CD-Rom. Select the Add button to add your project files from
the Publish All Medial =2 folder. The result should look like this.
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Virtual CD-ROM
Virtual CD-ROM

This is your Virtual CD Drive. Once you fill it with files and folders you'll be able to link your menu actions with real files. When
you publish the project this virtual disc layout will be predisely recreated in some local folder or burned onto a real CD/OVD disc.

b

Add Files
Create Folder
Rename

Delete

Clear Disc

Y

Manage Virtual CD
layout project:

Load Project

Save Project

<& My CD-ROM Autorun.apf
e Autorun #22 Autorun.exe
|| mycourse.lic
|| mycourse.mmf
[ Jrvcourse.exe
] ]

Space Used: 22,71 of 700 Mb {CD disc)

Select ] l Cloze

Step 2 - Define the file to start for each button

Now create your menu and add a button for each file you want to start, e.g. a button with
Tutorial 1, Tutorial 2 etc. Then click on the button and select Actions, Add.
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| cick_text =

| Properties I On Mouse Ower | Actions

Actions to perform when the selected object
is dicked. Drag items to change launch order,

Actions

| add

Edt || Delete |

Select the Action: Open, Open File. In the line File to run add the path and the name of
the All-In-One Player.exe file. In the line Command line parameters add the command to
load a flash file or PDF file. See chapter Start a specific file inside the databasels to get
all details for this command.

In the screenshot below, the file (Player) mycourse.exe is started and loads the file

lessonl.swf.
Edit Action ==
Open File H/
File:
Yautorunynycourse.exe E]

Command line parameters {optional):

doad Tessonl.swf”

[ oc ][ cones

The sample below starts the player with a different database. This feature can be used if
you split the project into _several databases.[ )

© 2016 Mirage Computer Systems GmbH



Part Il - Enhanced Features 527

Edit Action ==
Open File ____/

File:
VAautorun\mycourse, exe E]

Command line parameters (optional):

- Tesson 1. mmif’

(04 ] ’ Cancel

& If you don't specify a command line, the main database (same name like the All-In-
One Player) is started and the file, which is defined as start file, is loaded.

Step 3 - Build the CD or EXE file for download

In the menu, select Project, Publish. Then select Copy all disc files into one place to test
the project.
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Publish the project

select publishing method from the list below

Burn disc

This will burn a Virtual CO-ROM layout to the CD or DVD disc. As a result you'll have a
fully ready to use autoplay disc.

@ Copy all disc files into one place:

This will recreate a Virtual CD-ROM files structure in the spedified folder. All you'll need
to dois to burn all files from the spedfied folder to the CO/DVD media.

" Just create autoplay menu files

This won't copy any Virtual CO-ROM files but will just create the autoplay menu files

itself, You'll have to handle plading the desired files in the proper place on your CD/OVD
disc by yourself,

Mext = H Cancel

Unfortunately you can test it only if you copy it on the main directory of the hard disk or on
an USB flash drive.
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Publish the project ==
Publish: Copy all CD files into one folder gf_ﬁ
=
Destination folder: (11, E]
Disc icon: E]
Status:

File progress: 0%
|

Total progress: 0%
|

| sttt || cancel

All your files are now copied from the Publish All Medial s folder to this new CD folder.
Click on \autorun\Autorun.exe to test everything.

If you have done all tests, then burn a CD using menu command Project, Publish, Burn
CD.

/1
LA If you make any changes in the All-In-One Protector project, you have to rebuild the
CD with Autoplay Express

2 The files can also be delivered as a self extracting EXE file[ «s) for downloads.

List of all start options for the player|se)

Installation Manager

To install a download or a CD version to the hard disk including adding a desktop icon or
program manager group entry, use the Installation Manager/ sssl.
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3.13.1.4

Create Download Version

In case you want to deliver one EXE file as a download version see chapter: How to create
a download version in EXE format?[ «l

Otherwise just ZIP all files.

2 Also see: How can | share my files using a download link?[ «s)

See also
Start a specific file inside the database] 2|

Split project into several databases| 1

All command line options| se)

Additional Menus| s::)

Autorun MAX!

This application can be downloaded at: http://www.autorun.com . The test was done with
version 2.1.0.

The menu application creates an EXE (autorun.exe) file. This file (the menu application) is
on the CD or in the download link and it is not protected (don't import it in the All-In-One

Protector database).

Start Autorun MAX!.

Step 1 - Add the Publish All Media folder to the Autorun MAX!
project

You have to add all files which should be included in the Autorun MAX! project. Select the
menu Project, File Layout. In the upper part of the screen open the Publish All Medialss2]
folder, select all files and add the files to the docs folder.
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'S File Layout _— __ ’e - (=16 X |J
a My Computer .. Deploy > gl Up
Marme | Size | Type | Medified
M autoruin TKE  Setuplnformationen 0723408 07:36 PM
. pdftest exe 7EE0DKE  Anwendung 0723708 06:37 PM
D pdftest lic 1KB LICDatei 07/23/08 0736 PM
D pdftest. mmf ﬁ Select all files 11361 KB MMF-Datei 07/23/08 07:36 PM
Press
Add ta Project
I'_'ﬁ My Project i Up b AddtoProject  u| Delete |} Mew folder
\ CD_Roet Mame | Size | Type Madified
= AutoPlay T ; :
| dudio 4 | autorun.inf TEE  Setup-nformationen 0723408 07:36 PM
3 Buttons ' pditest exe TEEOKE  Anwendung 07/23/08 06:37 PM
= || pdftest lic TKE  LIC-Datei 07/23/08 07:36 PM
, lcons || poftest. rmf 11361 KB MMF-Datei 07/23/08 07:36 PM
o Images
. Pluginz
L Yideos
Cloze ] ’ Help

Step 2 - Define the file to start for each button

Now create your menu and add a button for each file you want to start, e.g. a button with
Tutorial 1, Tutorial 2 etc. Then right click on the button and select Properties.

Select: Action to run: Run Program. In the line File to run add the path and the name of
the All-In-One Player.exe file from the Publish All Medials2 folder. In the line Command
line arguments add the command to load a flash file or PDF file. See chapter Start a

specific file inside the database[s!to get all details for this command.

In the screenshot below, the file (Player) mycourse.exe is started and loads the file

lessonl.swf. You have to set the Working folder to the same path where the All-In-One

Player.exe is located.
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[EIFIRNERE) I'IUI_”:ILIE.'I

I e | e |
) Settingsl @) Attributes | 3 Action |

“When Object iz Clicked

Action bo un:

[Hun Program v] Tell me mare about this action

Froperties

File ta rur: M arne of the
Player ExE |
ZCDR ootZENAutoPlaphDoczhmycours e, exe '1'..-3 Browse

Command line arguments;

Command line

Joad esson . swb parameter to load

leszon] . swf
orking folder:
#COR oot?2NautoPlayhDocs 2] Browse
Run Mode
@ Momal (7 Minimized () Maximized

[] Exit after action

0K | | Abbiechen | | Hile

The sample below starts the player with a different database. This feature can be used if
you split the project into_several databases.[
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Button Properties o || =[]

I Settingsl &) Atributes | &P Action |

YWhen Object iz Clicked

Action o rur;
[Flun Program v] Tel me more_about this action
Properties
P Marne of
File b rarn; Flayer EXE

ECDR ootz AutoPlapsDocshmycourse, exe

Command line arguments: Database o
f MlessanT mmf" —4 load

|

Working folder:
%CDRoot%z\dutoPlayDocs
Run Mode
@ Marmal 71 Minirized () Maximized

[] Exit after action

| ok || dbbrechen | | Hile |

To select the working folder, click on the Browse button and select the Docs folder
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Select Folder

=) CO_ROOT
=-7= AutoPlay
-y Audio
iy Buttons
1E| Docs
I Toang

i Images
o Yideos

Ok

] [ Cancel

= If you don't specify a command line, the main database (same name like the All-In-
One Player) is started and the file, which is defined as start file, is loaded.

Step 3 - Build the CD or EXE file for download

In the menu, select Publish, Build. Then select Hard drive folder to test the project.
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Publish Project - e—

Build & Publish Target

(") Bum data CD/DVD
i@ Hard drive folder

(7 Web/Email executable
i 150 image

Description

Publish your Autorun MAX! project to a folder on your
AUTORUN ) computer. This option gives you the most flexibility . Choose
it if you'd lilkke to bum your project using your regular
CD/DVD buming software (Nero, Roxio) or package it up
with an installation program.

| <Zuick || Net> | [ Abbrechen | [ Hife

— e ——————=& ==l

A good idea is to create a new folder, e.g. cd-project training 1

publs Prject L ———

| Target: Hard Drive Folder
Qutput folder:
|
C:hdatacd-project training 1
| Executable flename:
autonn.exe
| Oiptions
| Enable AutoPlay feature
AUTORUN : [ Timestamp files
|
|
| [ <zwick || Buid | [ Abbrechen | [ Hife

All your files are now copied from the Publish All Medial =2 folder to this new CD folder.
Click on Autorun.exe to test everything.

© 2016 Mirage Computer Systems GmbH



536 All-In-One Protector

Do not use option "Web / EMail executable". If you want to create a download version use
the Installation Manager (see chapter below).

/1l
g If you make any changes in the All-In-One Protector project, you have to rebuild the
CD with Autorun MAX!

List of all start options for the player|ze)

Using Installation Manager

If the complete CD content should be copied to the hard disk of the user or if you want to
create a download version, you can use the Installation Manager| sl of All-In-One
Protector. Copy the file setup.exe and setup.ini to the installation directory created by

Autorun Max!.

J AutoPlay 20.11.200917:53 Dateiordner
L% autorun.exe 20.11.2009 17:52 Anwendung 839 KB
& autorun.inf 2011.200917:53 Setup-Informatio... 1KE
& setup.ini 19.11.2009 18:47 Konfigurationsein... 3KE
ﬁ setup.exe 19.11.2009 19:02 Anwendung 653 KB

The general settings are described in the chapter Installation Manager, configuration file
Setup.inil«ol. There are special settings required as all subfolders have to be copied.
After the installation and also when clicking on the desktop icon, the menu and not the All-
In-One Player has to be started.

Find below all differing settings marked in red.

[Setup]

AppName=My Program
AppVersion=3.0
AppPublisher=Universal Software
DefaultDirName=My Program
DefaultGroupName=My Program

[Files]

BinFolder=\autoplay\docs
Exe-Start-Application=Autorun.exe
exe-Filename=\autoplay\docs\mycourse.exe
mmf-Filename=\autoplay\docs\mycourse.aipfile
lic-Filename=\autoplay\docs\mycourse.lic
ico-Filename=\autoplay\docs\mycourse.ico

readme-ces=
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readme-dan=
readme-deu=
readme-dut=
readme-enu=
readme-esp=
readme-fra=

readme-ita=

readme-nor=
readme-por=

additionall=autoplay\*
additional2=autorun.exe
additional3=autorun.inf
additional4=
additional5=
additional6=
additional7=
additional8=
additional9=
additional10=
additionalll=
additionall2=
additional13=
additionall4=
additionall5=
additionall6=
additionall7=
additional18=
additional19=
additional20=

additionalfolder1=autoplay
additionalfolder2=
additionalfolder3=
additionalfolder4=
additionalfolders5=
additionalfolder6=
additionalfolder7=
additionalfolder8=
additionalfolder9=
additionalfolder10=
additionalfolder11=
additionalfolder12=
additionalfolder13=
additionalfolder14=
additionalfolder15=
additionalfolder16=
additionalfolder17=
additionalfolder18=
additionalfolder19=
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additionalfolder20=

[Options]

InstallPDFViewer=false
OverwriteLicenseFile=true
RunPlayerAfterinstall=false
RunPlayerAfterinstallNetwork=true
RunBeforelnstall=
RunBeforelnstallNetwork=
RunAfterinstall=autorun.exe
RunAfterInstallNetwork=

[USB]
use-usb=true

[ProgManGroup]
ShowLicenselnfo=true
ShowLicenselnfoNetwork=
ShowReadmeFile=false

DBFileName01=
EmbeddedDBFileDesc01=
EmbeddedDBFileName01=

[Uninstall]

AppComments=(C) 2009 Universal Software, Inc.
AppContact=office@universal-soft.com
AppPublisher=Universal Software, Inc
AppPublisherURL=http://www.universal-soft.com
AppSupportURL=http://www.universal-soft.com/support

AppUpdatesURL=http://www.universal-soft.com/downloads

Installation Manager

To install a download or a CD version to the hard disk including adding a desktop icon or
program manager group entry, use the Installation Manager/ sz,

Create Download Version

In case you want to deliver one EXE file as a download version see chapter: How to create

a download version in EXE format?/ «s

Otherwise just ZIP all files.

2 Also see: How can | share my files using a download link?[ )

© 2016 Mirage Computer Systems GmbH



Part Il - Enhanced Features 539

3.13.1.5

See also
Start a specific file inside the database] |

Split project into several databases| 1)

All command line options| )

Additional Menus| s::)

CDMenuPro
This application can be downloaded at: http://www.cdmenupro.de/

This menu application creates an EXE file. This file is on the CD or in the download link
and it is not protected (don't import it in the All-In-One Protector database).

You have to copy all All-In-One Protector files from the folder Publish All Medial 2! into the
folder CD_ROOT of the CDMenuPro project.

After defining buttons to invoke e.g. lesson 1, lesson 2 you specify in the properties
dialog of a button the command, to invoke the invoke the All-In-One Player.exe file.

In the line Application add the path and the name of the All-In-One Player.exe file. It is the

file with the blue shield

In the line Parameter add the command to load a flash file or PDF file. See chapter Start
a specific file inside the databasel= to get all details for this command.

In the screenshot below, the file (Player) mycourse.exe is started and loads the file
lessonl.swf.
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Button Properties - _— L e |t

Text ] Position, Stle  Linkage lSnund]

Document, application or function to be linked to the button

Document (e.g..: “.doc, “bd, “pps, “htm, “xs, ..}

| Browse...
E]j Use file from @ COMenuPro ArchiveSafe

&2 | |ink button with a link object

Mame of the  |on with a pPOp-Up MEenu
Player EXE

file:

Applig * bat *.com)

HCURRENTDIR % mmycourse exe Browse. ..

Parameter (runtime parameter)

|-I|:|a|:| "leszon 1|zwf"
~ Command Line

Parameter
to load

|Open document, launch apg leszanl.swl | intemet site ﬂ Function Info

Digplaying a loading message Loading message |

Function:

The sample below starts the player with a different database. This feature can be used if
you split the project into _several databases.[ 1
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Button Properties ﬁ

Text I Position, Style  Linkage |Suund|

Document, application ar function to be linked to the buttan
Document (e.g..: “.doc, “bd, " pps, “htm, “xds, ..}
I Browse...

_';}jl Ise file from a COMenuPro ArchiveSafe

=D | Link button with a link object
=] | Link button with a pop-up menu

U

Mame of the
Application (e.g.: ~.exe ~bat ~.com) Flayer EXE
file:
. I‘::;ELIHHENTDIH‘:; OUrSE exe Browse... |
Parameter {untime parameter)
|
I-f lezson 1.mmf] Database
| ko
Function: load
| IOpen document, launch application or open an intemet site ;I Function Info |

Dizplaying a loading message Loading message

0K | Abbrechen | Hife |

& If you don't specify a runtime parameter, the main database (same name like the
All-In-One Player) is started and the file, which is defined as start file, is loaded.

List of all start options for the player|ss)

Installation Manager

To install a download or a CD version to the hard disk including adding a desktop icon or
program manager group entry, use the Installation Manager/ sssl.

Create Download Version

In case you want to deliver one EXE file as a download version see chapter: How to create
a download version in EXE format?/ |
Otherwise just ZIP all files.

2 Also see: How can | share my files using a download link?[ 7]
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3.13.1.6

See also
Start a specific file inside the database] |

Split project into several databases| 1)

All command line options| )

Additional Menus| s::)

Discstarter

The application can be downloaded at http://www.mirabyte.com. The test was done with
version 6.1.2 (this version or higher version number is required for All-In-One Protector)

Discstarter lets you create menus easily because it uses HTML pages as a menu. You
can use any application which can create html pages - e.g. MS-Word, Web Page Editor
(e.g. mirabyte Web Architect) or even Excel. Save the document as a HTM or HTML file.

Step 1 - Copy All-In-One Protector files

Copy all files you want to publish (the content of the folder Publish All Medial 1) to a new
folder where you create the menu.

Step 2 - Create a menu with html pages
Use an application like MS-Word or Web Page Editor to generate the HTML menu.

Adding Links

Instead of making a link to the original file extension - e.g PDF - make a hyperlink link to
the All-In-One Protector file extension .AIPFILE or .MPVIDEO.

In case you have a single .AIPFILE file which holds multiple other files like SWF or PDF
and you directly want to start a file, you need to start the All-in-One Player with command
line parameters.

As a normal hyperlink does not support such a parameter, Discstarter has a special
option to use the command line in the target attribute of a hyperlink.

HTML code for the hyperlink:

<a href="mycourse.exe" target="params: -load 'lesson1.swf' ">Load the flash file
lessonl.swf in the default .aipfile</a>

This command would start the (Player) mycourse.exe and loads the file lessonl.swf
inside the default database mycourse.aipfile .
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To load a .AIPFILE file use

<a href="mycourse.exe" target="params: -f 'course2.aipfile' ">Start the file course
2.aipfile</a>

This command would start the (Player) mycourse.exe and opens the start file in the
database course2.aipfile.

& The file name must be included in ' (and not in ") as this is a special requirement
from Discstarter.

See chapter Start a specific file inside the database[:! to get all details for this command.

Step 3- Create menu with Discstarter

Assign your htm file as start file of the menu.

Project I Style”
_— ; 5 =
| 'S ; ':J A & re”. P -
J"rv - | | E o (
Project | License Opticnal | Window Position Toolbar & Window | Background Extensions | autorun.inf
Settings | Settings  Settings Style 8 Size  Buttons Skin Music Source Code
General Settings Window Settings Miscelanious Settings Source Code
[l Autostart
1 Executable start file: HTML start file;
| autostart.exe | EJ |htm| Menu.htrm | E]
Do not change this value unless you have renamed B ot m e e e e e e e i m e [%
| autostart.exe or you are using an extension for
Discstarter that requires changing this value. Icon: 2 B
\

Add the file extensions to be excluded by Discstarter : aipfile, mpvideo, bat . This setting
will start the files without any dialog appearing.
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Project

_l"'t
(=

i

|

O

L'

%

Project License (Optional| Window Position Toolbar 8 Window
Settings Settings | Settings |  Style & Size  Buttons Skin
General Settings Window Settings
Dptional Seit

Alternative HTML start file;

®©

File extensions to be executed directly H

B

| exe, pdf, mmf, mpvideo, bat

y Discstarter:

System requirements checking plugins:

|Cl| Disable file not found errors (for UAC cancel command)

[C] Elevate UAC

-]

[Cll Copy plugins into project directory

Registry import (*.reg file on start up):

| ©

b

Execute on Discstarter start up:

flash-demo.exe -reg

Execute on Discstarter shutdown:

To automatically register the file extensions of All-In-One Protector on the end user PC,
add in the line Execute on Discstarter start up: player.exe -reg where player.exe is the
name of your All-In-One Player EXE file. Details for about this command. sl

Step 4 - Build the CD or EXE file for download

Select TAB Home, then Publish All Media Project. This creates the menu EXE. Copy the
complete folder to the CD/DVD. For a download version see instruction below.

& If you make any changes in the All-In-One Protector project or if you do any tests,
you have to copy the files from the folder \Publish All Media again (Step 1)
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3.13.1.7

List of all start options for the player|zs)

Installation Manager

To install a download or a CD version to the hard disk including adding a desktop icon or
program manager group entry, use the Installation Manager/ sssl.

Create Download Version

In case you want to deliver one EXE file as a download version see chapter: How to create
a download version in EXE format?[ «l

Otherwise just ZIP all files.

2 Also see: How can | share my files using a download link?[ «s)

See also
Start a specific file inside the database] |

Split project into several databases| 1)

All command line options/se]

Quick Menu Builder
This application can be downloaded at: http://www.quickmenubuilder.com/

The menu application creates an EXE file. This file is on the CD or in the download link
and it is not protected (don't import it in the All-In-One Protector database).

You have to copy all All-In-One Protector files from the folder Publish All Medial =2l into the
main folder of the menu.exe application.

After defining buttons to invoke e.g. lesson 1, lesson 2 you specify in the Assign actions
Tab the Button action: Execute... to invoke the All-In-One Player.exe file.

In the line Select a file add the path and the name of the All-In-One Player.exe file. It is the

file with the blue shield.

In the line Parameters add the command to load a flash file or PDF file. See chapter
Start a specific file inside the databasel=eto get all details for this command.

In the screenshot below, the file (Player) mycourse.exe is started and loads the file
lessonl.swf.
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Quick Menu Builder w1.31

File Language Skinz About...
1) Load files | 2) Create t:-uttun5| 3)Asszign actions  4) C.ustumize| 5) Export menu |

Button List:
Mame: |Start file | [] Show a3 caption
Button style - |F'icture roll-over |v|
Buttan action: |EHECUtE--- |V|
Action l Font ] Suundsl Mame of the | cjick ] Lea'.fe]
F'Ia_l,le-:r EXE
Select afile: fle
B
|MenuDir°/o'xm_l,lccuurse.e:-:e L= |v| l Browsze. ..
Parameters: Window State
|-|Dad"|esmn1.$wf“ - ﬂ 1 Minimized
Comrmand Line (®) Nomal
Farameter to - o
Cloze menu after action? laad 1 Mo (' Marimized
lezzon . swk

Button preview
-7

T EL

The sample below starts the player with a different database. This feature can be used if
you split the project into _several databases.[ 1
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Quick Menu Builder v1.31 ==}

File Language Sking About. ..
1) Load files | 2) Create buﬂuns| 3)A=sign actions  4) Custumize| 5) Export menu |

Button List:

M arne: |Start file: | [] Shew as caption
Start file Button style ; |F'icture roll-over |v|

Button action: |V|

. Mame of the
Adlun] Font ISuunds] Hint ] Player EXE ]L&ﬂv&]

file:

Select & file:

| MenuDirzimycourze. exe T | v| l Browse. ..
Parameters; Window State
| -f leszon.mmf - ﬂ 0 Mikimized

Databaze ta @ Nomal
load - o
Claze menu after action’? i No 1 Maximized

Button presiew
w2

Humed

2 If you don't specify a runtime parameter, the main database (same name like the
All-In-One Player) is started and the file, which is defined as start file, is loaded.

List of all start options for the player|se]

Installation Manager

To install a download or a CD version to the hard disk including adding a desktop icon or
program manager group entry, use the Installation Manager/ «ssl,

Create Download Version

In case you want to deliver one EXE file as a download version see chapter: How to create
a download version in EXE format?| |
Otherwise just ZIP all files.

@ Also see: How can | share my files using a download link?[«]
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See also

Start a specific file inside the database] s)
Split project into several databases| 1)

All command line options| )

Other Menus/ s

3.14 All-In-One Protector Generator - Start/ Command Line options

The All-In-One Protector (mpgenerator.exe) supports the following start options:

e Start All-In-One Protector and open a project -f "path\filename. AIPPROJECT"
¢ Update project files and rebuilt publish folder -re (requires -f with project name ) and -pf

549

You would start the All-In-One Protector and use one or more command line parameters:
"mpgenerator.exe” -f "c:\programs\myapp\courses\coursel. AIPPROJECT"

% Always use " if you specify a path to cover spaces in the path or filename

/1
A The maximum number of characters for a command line is 256
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3.14.1 Update project files

3.15

With the command line parameter -re all files of a project can be automatically imported
and updated.

You can select the publish options:

e -pf cd - Publish for All Medial=ss1 (creates folder \project name\Publish All Media)

e -pf exe - Publish as Download version[ s (creates folder \project name\Publish
Download)

e -pf usb - Publish for USBI[z=1l (creates folder \project name\Publish USB)

-pf hdd - Publish for Hard Disklzs (creates folder \project name\Publish HDD)

Multiple output options can be combined: -pf exe+cd+usb+hdd
This allows implementing a batch process in case the content has changed.

This parameter -re requires additionally the parameter -f{ s with the name of the project
file, which should be updated.

Example

"C:\Program Files\All-In-One Protector Premium\6\aiogenerator.exe" -re -pf cd -f "C:
\myfiles\pdf-info. AIPPROJECT"

"C:\Program Files\All-In-One Protector Premium\6\aiogenerator.exe" -re -pf exe+cd -f
"C:\myfiles\pdf-info. AIPPROJECT"

The following example copies the download file into the dropbox after it was created
"C:\Program Files (x86)\All-In-One Protector 6\aiogenerator.exe" -re -pf exe -f "C:\myfiles
\office-files.aipproject”

copy "C:\myfiles\Publish office-files\Publish Download\office viewer.exe" "c:\dropbox\" /Y
pause

2
e Always use " if you specify a path to cover spaces in the path or filename
o If only the parameter -re is used, the files are updated on the folder \project name\Work

Network License - how it works

It is possible to store all files (required files see files for distribution@ﬁ) on a network folder.
Multiple users can start the All-In-One Player at the same time. Each user needs a read
and write access to this folder.

The advantages of a network installation are:
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e Centralized installation - all files are located on one machine
¢ Only 1 activation is necessary, even if 100 users or PCs use the All-In-One Player
e If additional users/ss should be added, only one Activation Key has to be sent out

Just define the number of users or computers you want to allow starting the All-In-One
Player.

There are 3 different kinds of network license

Licence per PClss)

Licence per User|ss]

Floating license / concurrent user]ss!
Network license per Server]sss)
Terminal Server / Citrix] ss:]

F g

/
__.I'

[+ =

e The product cannot be activated on the server. It has the be activated on the
workstation PC. The activation has to be done only once for all PC's. Also the All-In-One
Player cannot be used on the server

e The network drive has to be mapped to a drive letter - accessing the network drive using
UNC path will not always work

2 The installation manager/ s provides a server and workstation setup for a network
license.

* This feature requires the All-in-One Protector Premium Plus/ -3 or Multi-Platform
Edition.

See also

Available Licence Options| !

How to add Add additional users / licenses within a network| ss:|
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3.15.1 Licence per PC

The license per PC[ x4l uses the name of the PC (hostname) and stores this name in the
license file. Once the All-In-One Player is started, it checks wether the PC name is
already stored in the license file and if not, it starts only in case a free license is available.
After the All-In-One Player has been terminated, the license is still in use.

A PC can be removed from the license file in the Licence Viewer[=2. The license will then
be available for another PC.

This license type can be used for a single PC installation (license = 1 = limitation to 1 PC)
or network installation.

!
¥,

/1l

[ =

All files have to be on the server in the same directory - see files for distribution[ s!

/\ Licence Protector application
runs on PC

Licence File an
the server needs - gt

o
read and write '\.,, ABC
access : r
Q
%/I
{
/1

= If a user connects through a remote connection using a tool like Remote Desktop,
Citrix, Terminal Server or gotomypc, it depends on the tool if the remote connection
counts as a separate license. For most tools, All-In-One Protector retrieves the PC hame
of the remote PC and counts the connection as a new license.

* This feature requires the All-In-One Protector Premium Plus| s or Multi-Platform
Edition.
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3.15.2

3.15.3

Licence Per User / Person

The license per User[ s uses the Windows user name and stores this name in the
license file. Once the All-In-One Player is started, it checks whether the user name is
already stored in the license file and if not, it starts only in case a free license is available.
After the All-In-One Player has been terminated, the license is still in use. If a user is
logged in with the same name on multiple PCs, it is counted as one license.

This license type can be used for a single user installation (license = 1 = limitation to 1
user) or network installation.

A user can be removed from the license file in the Licence Viewer|==\. The license will then
be available for another user.

y
LA All files have to be on the server in the same directory - see files for distribution] 2

Licence Protector application
runs on PC

Licence File an
the server needs
read and write
access

Licence per user
count Windows user
name

& This feature requires the All-In-One Protector Premium Plus| 5 or Multi-Platform
Edition.

Network Licence Per Concurrent User

This concurrent user license[ sl is also called floating license. It is checked, how many
users have started the All-In-One Player at the same time.

The license per Concurrent User combines the PC name + Windows user name (e.g.
OFFICEPC-TOM) and stores this name in the license file. The combination is necessary
to count a license, even if a user is logged in with the same name on multiple PCs.
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3.154

Once the All-In-One Player is started, it checks whether the name is already stored in the
license file and if not, it starts only in case a free license is available. After the All-In-One
Player has been terminated, the license is given back by removing the name in the
license file. The license will be available again for another user.

This license type can be used only for a network installation.

/1
'*A All files have to be on the server in the same directory - see files for distribution| s

Licence Protector application

Licence File an
the server needs
read and write

access
Licence per concurrent
user | floating licence
count PG name +
Windows user name
__.I'
e |

(i =

If a user connects through a remote connection using a tool like Remote Desktop,
Citrix, Terminal Server or gotomypc, it depends on the tool if the remote connection
counts as a separate license. For most tools, All-in-One Protector retrieves the PC name
of the remote PC and counts the connection as a new license.

* This feature requires the All-In-One Protector Premium Plus| 5 or Multi-Platform
Edition.

Network License per Server

To have a license per Server (the number of PCs are not limited), use the Licence per PC
[ss2] option and set the number of PCs to 9999 or any number which will be sufficient.

* This feature requires the All-In-One Protector Premium Plus/ 5 or Multi-Platform
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3.15.5

3.15.6

Edition.

Terminal Server / Citrix

All-In-One Protector automatically detects, that the application runs on a Terminal Server /
Citrix (only 1 server but multiple PCs are starting sessions on this server)

The following licenses are supported on a Terminal Server / Citrix:

e Licence per PCls

e Licence per User|ss]

e Floating license / concurrent user/ss|
o Network license per Server|ss)

* This feature requires the All-in-One Protector Premium Plus/ -3 or Multi-Platform
Edition.

How to add additional users /licences within a network?
To add additional licenses to an existing installation, just create an Activation Key.

e The license type (per user, per PC or concurrent user) from the original delivery is used

- See Licence Typel =
e The Activation Key is generated within the Screen - Administration, TAB Additional

If you are using the Web Activation server[s=], use the Switch: Online Validation required to
ensure, that a key can never used twice.

Details for all options see Screen - Administration, TAB Additional Licences| 20l
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Q Multimedia Protector - flash-demo [C:\Program Files\...1.3\Demodata\flash-dema.mme] 06

Administration

fSeriaI Mumber 1[’Unlcdcing with Copy Prot. 1['Ur'llcdcim_:j without Copy Prot. 1[Addiﬁonal Lioenoes]

Hardware ID (Installation Code) Additional licences

| | | MNone

@ Online validation required Number of days to evaluate

End of Evaluation

’—Iv|[ Clear Expiration Date ]

-
Key to add 5 licences. Notice: Can be applied on all computers!
Rd&Pr-1EIES-47KSn-ExxwZ-MNCEN-BgFD 1 m
_;
use extended description
D 2 [ Save generated keys to file ]
[ Settings ] [ Image J [ Flayer Options J [ Administration J

[ Licence Information ] [ Data Import ] [ Save ] @

3.16 Problems -Trouble Shooting - Error Messages

If you have problems, check one of the solutions below. Also check How TOs and FAQ[ 1)
- you will find a lot of information for frequently asked questions.

See also

Player Error Messages| ss)

Project Generator Error Messaqes@
Activation Server Error Messages| ss!
FLV files| sl

If found no answer for my guestions| «s|
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3.16.1

3.16.2

FLV file does not load

If you load an FLV file within your flash application and this file does not load, try to embed
the FLV file instead of loading it externally. Otherwise convert the FLV file to flash. This will
always work.

If you have just one SWF file that starts a FLV file, you may use a special command. This
will load the FLV file in the player, but will end the SWF file

- http:/files/xy.flv - the command must begin with http:// and then a folder name or the flv
filename must follow.

2 If you have multiple FLV files to secure use a menu application|s:]

Player Error Messages

Find below error messages which are related to the All-In-One Player.

Errors during product activation

= Online Activation Failed
This error occurs during Online activation of the product. It indicates that your project
data is not uploaded on the Activation Server.

Check if your URL to the Activation Server is correct - see Online Activation[z:\. If the
activation never works and you always get this error, then this is 99% due to a wrong
URL.

Otherwise it is a typical message when a firewall blocks the online activation. If it is a
company wide firewall the system administrator would have to open port 80.

= The activation key cannot be applied. The installation code of the license file does not
match with code 0

The Unlock Keylzlis was made using a wrong installation code.

Example
Instcodes:

01: 3F523F50

02: 3DED554A
03: 280EAEGE
04: 280EAEGE

If you create an Unlock Key and use 3F523F50 (=Codel) for Netbios Name (=Code 4)
then you get this error.
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Runtime Errors

= There is no free license of module xy available

This error indicates that there is no free license available for the PC or user, who wants to
start the All-In-One Player . See error screen sample[sil.

Possible situations where this error might occur are:

e in a network installation, too many PC's or users try to start the All-In-One Player

¢ using a Terminal Server, Citrix or Remote PC session as each session counts a
separate license per PC or license per concurrent user. See Network Licensel sl

e on a local PC installation with a license per user and multiple users on the PC start the
All-in-One Player

e if a USB flash drive is used, you can define on how many PCs the USB flash drive can
be attached - see Number of Computers where the USB flash drive can be used] . If
the user used his own USB flash drive the number of PCs is coded in the Serial Number

277],

2 Click on Show License information[ss). You would see all PC's or users holding the
license. It is possible to deactivate a licensels=lif it is no longer necessary.

See also: How to add Add additional users / licenses within a network s

= Error 3011
This error occurs during Online activation of the product. It indicates that your project
data is not uploaded on the Activation Server.

Solution: Upload your configuration files[ =] to the Activation Server

This error could also occur if the URL to the Activation Server is wrong - see
configuration Online Activation| 2.

= Error 3013
This error occurs during Online activation of the product. It indicates that your project
data is out of date on the Activation Server.

Solution: Upload your configuration files|=s] to the Activation Server

¢ Log into Activation Server Administration Interface using the Link in the Web
Activation Server Administration|zss]
e Select menu Tools, select: Restart Webservice
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= Error 3014

This error occurs during Online activation of the product. Probably the user does not
have the correct date/time set on his PC. You can react as follows:

¢ Tell the user to correct the local time setting on his PC
¢ He can try the Online Activation again

If the same error appears again, the user should try e-mail activation.
= Error - The installation code does not match with code...Copy Protection Violation

If this screenl s appears during the start of the All-In-One Player it indicates

e The application is used on a different machines as it was licensed for

¢ The hardware criteria which was used for copy protection has changed (e.g. new
hard disk or new network adapter)

¢ Installation code §|§3 or §|¥7'1 was used and the All-in-One Player was started on the
server AND on the workstation. It only works if the server is used as a dedicated
server and the All-in-One Player is not started on the server

3.16.3 Project Generator Error Messages

Find below error messages which are related to the Project Generator.
= Error 21
Error message: Creation of..\work and ..\Config files failed with error 21

Check the folders \Config and \work] zs|

e that you have full write access to these folders
e that no file inside the folder is write protected
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3.16.4 Activation Server Error Messages

The Activation Server has 2 different types of error messages

Error codes of the All-In-One Player

If an online activation is not successful, the All-In-One Player creates an error code like
error 3013 or 3014. All All-In-One Player related errors can be found in the chapter Player
Error Messages/sss. The details of an error can be found in the server log file.

Error codes of the Activation Server

Errors which are created on the server side are written into a log file. The details of an
error can be found in the server log

= 2013
This error could have 2 reasons:

e The web service has not all rights which are needed to create / modify files on the
folder ..\alg - see Necessary Rights for ASP Service

¢ Your license file expired or more projects are used then included in the license - for
more details view the log file

= 3001

Connection to the Activation Server could not be established. Typical causes of this
error are:

¢ Activation Server is down

« URL to the Activation Server[=:lis wrong

¢ Client does not have Internet access or access is blocked by a firewall
o Client Proxy Server settings are wrong

= 3002
Configuration file in the folder \pconfig could not be read

The XML format is wrong. This error can only happen if you manually change
configuration files

= 3003

ProjectID is missing - check configuration file in the folder \pconfig. This error can only
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happen if you manually change configuration files

3004

An unknown installation codelzslis used - check configuration file in the folder \pconfig.
This error can only happen if you manually change configuration files

3005

No projects could be found - check configuration file in the folder \pconfig. Update
Project on the Activation Server| !

3006
Bad request

¢ ProjectName is empty - This error can only happen if you manually change
configuration files
¢ Arequest to the Activation Server was made not using All-In-One Protector

3007

Unknown request type. This situation could only occur, if the All-In-One Protector
version is newer than the Activation Server server version and All-In-One Protector
uses a command, which is unknown to the Activation Server

3008

Writing to database failed. Check, if the database is running and check the database
setup.

3009

Reading from database failed. Check, if the database is running and check the
database setup

3010
The Serial Number was already used or was locked.

Increase the number, how often the key can be used or unlock the key

3011

This error occurs during Online activation of the product. It indicates that your project
data is not uploaded on the Activation Server.
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Solution: Upload your configuration files|=slto the Activation Server

This error could also occur if the URL to the Activation Server is wrong - see
configuration Online Activation| =\

= 3012
The output file, which is generated on the folder .\alg during product activation, is
missing or has a wrong XML format - for more details view the log file

= 3014
The most common reason for this error is that the computer, which does the activation,

has a wrong date/time set. The error occurs, if the time difference is more than 24
hours.

= Reading projects failed with: load config failed
Configuration file in the folder \pconfig could not be read

The XML format is wrong. This error can only happen if you manually change
configuration files

See also
Player Error Messages| ss)

3.16.5 Ifound no answer for my questions

If you did not find an answer for your questions in the tutorial search in the extensive
Online Knowledge Base.

Browse the Support Center
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3.17 Update your projects

Update content without sending out a new Serial Number

If you want to update your content without sending out a new Serial Number, then just load
the new content and save the project. Only send the new created database (.AIPFILE file
- see file namesmﬁ) to the user. If you installed an update of All-In-One Protector, then
you also have to deliver the new All-In-One Player.

& Sending out a new license file would destroy the product activation information and
the user would have to activate the product again.

Update content with a new Serial Number

If the new content should be usable only with a new Serial Number, then copy the project
[1231, using the option: New project uses a different encryption. This duplicates the
complete project but uses a new encryption with new Serial Numbers.

2 If you use the installation manager, the field OverwriteLicenseFilel . controls, if the
license file is overwritten or not.

The best option is to send the file via download link[ 75! to the customer.

3.18 USB-Stick (flash drive) as a Dongle replacement

All-In-One Protector offers copy protection with all the advantages and flexibility of a
software solution. However, there are some situations where a hardware protection
makes sense.

¢ A product activation using a Serial Number is not possible or not favored. The user
should be able to work instantly with the product

¢ Using one single license on multiple PCs and no online connection is available. The
user can move the license from PC Ato PC B using the USB flash drive

¢ Deliver a complete application on a USB flash drive - ready to go without the need to
activate the software

e Marketing reasons - instead of receiving a CD, the user gets a USB flash drive with
additional value for him

All-In-One Protector offers a unique protection feature using a standard USB flash drive.
The license is bound to an individual criterion of the USB flash drive (different for each
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stick), which cannot be copied. It supports all the license options of a single user license
like

¢ Evaluation options
e Multiple Modules

and additionally the option to define,

e on how many PCs the USB stick can be used or
e how many users can start the application

This is a very handy feature as you can control the usage of the stick.
The USB flash drive solution is much better than a Dongle:

e |t is favorable - the price is only a fraction of the price of an Dongle

e The customer could even use his own USB flash drive. You can send out a Serial
Number and activate the license on the USB flash drive using Online, E-Mail, Fax and
phone activation. This is important if you deliver in multiple countries and shipping
hardware is difficult

¢ In case of a hardware failure you can instantly issue a temporary license, where the
license is stored on the local PC

All-In-One Protector combines the advantages of software copy protection with the
advantages of hardware protection!

/

e The USB flash drive protection can only be used as a single PC / single user license.
A network license is not supported as a PC cannot retrieve the hardware information of
the USB flash drive when it is used on a server.

e USB flash drives which mount as a hard drive and not as a removable media can be
used in the same way like Memory Cards|s:]

e Flash disks, Memory Cards, SD cards|s:lare not supported. They do not have a the
special ID a USB flash drive has but they could be used with another ID:

See also

Activate USB flash drivel 21

Deliver the USB flash drive with Copy Protection already activated|ss:]
Use USB flash drive of the customer|scs]

Security option - Check if USB flash drive was removed| ]

Install Application on hard disk and use USB flash drive] sl
Automated USB flash drive duplication] sl
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3.18.1 Deliver the USB stick with Copy Protection already activated

To deliver a USB flash drive with a ready to go license, there are only a few steps
necessary.

- Py
Limit usage &3

The customer can use the license always only on the computer, where the USB flash
drive is attached. The limitation by PC / user is an additional configuration setting to limit
the usage.

e Use a license per Computer/PCl2:]- this limits the usage to the defined number of
computers (recommended option). To define an unlimited usage, just configure a
license with 9999 computers.

e Use a license per Mb_sﬁ- this limits the usage to the defined number of users

The default value is retrieved from the project settings in the screen - License Information
2551, If you want to change the default settings, define the new value in the field Number of
Computers where the USB stick can be used.

-
e Alicense per concurrent user is not supported with a USB flash drive
o The deactivation of a licensel[zz] can be prevented

o : Py
Limit by Expiry Date &<

Adds an expiry date when the product will expire.

. Py
Limit by Number of Days &4

Instead of using an expiry date, you can specify how many days the product can be used.
The days count starts with the first program start.

2
To ensure, that the user cannot turn back the system date, check the security option:
Check for system date modification 2+

Licensed to

This should be the company name or the user name. The information is displayed in the
License Viewer| s or below the splash screen. /2!
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Activate protection on USB flash drive

If you want to copy the files to the USB flash drive and automatically activate the copy
protection, select the option: Files should be copied to the USB flash drive press the
button Switch on Copy Protection on USB flash drive. This opens a file dialog to select the
USB flash drive, copies the files and adds the protection. You can specify the number of
computers, where the USB flash drive can be used, and an expiry date in the fields below.

If you already copied the files to the USB flash drive and you want to use default values,
select the option: Files are already on the USB flash drive - Activate Copy Protection
and press the button Switch on Copy Protection on USB flash drive. This opens a dialog,
where you can select the license file on the USB flash drive. The copy protection is then
activated.

If you already copied the files to the USB flash drive and you want to change the default
settings, select the option: Files are already on the USB flash drive - use the following
values and press the button Switch on Copy Protection on USB flash drive. This opens a
dialog, where you can select the license file on the USB flash drive. The copy protection is
then activated. You can specify the number of computers, where the USB flash drive can
be used, and an expiry date in the fields below.

If the USB flash drive does not support copy protection, an error message is
displayed:There is no valid instcode for file filename.lic. You have to use another USB
flash drive.
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3.18.2

=R | | pdi-demo.mme- - &ll-In-Cne Prc

Start | Publish Keys  Activation Server Extras  Help

s A 4 & 4

Prepare Publish Process Test Drive Publish CD Publish USE Publish EXE

Publish

Publish USB

(@) Files should be copied to the USE flash drive
(") Files are already on the USE flash drive - activate Copy Protection
() Files are already on the USBE flash drive - use the following values

Mumber of Computers where the USE 5
flash drive can be used

I

i

Time limited version
(@) Limit by Expiry Date B~ Clear Expiration Date

7 Limit by number of days 0

Licensed to

Switch on Copy Protectionon USB flash drive

Publish on USB flash drive

Automated process for large quantities

If you need large quantities of USB flash drives with a license file already activated, the
automated USB flash drive duplication[s»l is the right choice. It allows USB flash drive
duplication in a batch process.

Use USB stick of the customer

If a USB flash drive of the customer should be used, there is the same workflow/ sl with
product activation. All activation options (online, e-malil, fax, phone) are supported. The
user has to copy the original files to his own USB flash drive.

If you use the Installation Manager, | the installation program would ask the user to
attach the USB flash drive and the files are copied automatically to the USB flash drive

© 2016 Mirage Computer Systems GmbH



Part Il - Enhanced Features

(set option USB=truel«7)

ﬁ_,'-?—,.! Setup - My Program 2.1 =[] % )

Option to install on an USB stick

application an anather PC. i you want to use an USB stick, select the
|USB device in the nest screen. Otherwise select a folder on your hard disk
drive. Use the USE stick option only f vou plan to use the product on
other PCs.

2 You can install the product an an USE stick. This allows you to use the

[7] Do you wart to install the application on an USE-Stick?

<Back || MNed> | | Cancel

Serial Number

567

You define with the Serial Number[21, on how many PCs the USB flash drive can be

attached.

=N~ | | pdf-demo.mme - All-In-Cne Protector

Start  Publish Keys | Activation Server Extras  Help
@5 Serial Number 64 Unlock with Copy Protection L 3,1
@ Additional Licenses ] i : I\ 5.(' & .] Save Key List
@= Unlock without Copy Protedion -~
— Desaiptions
0= Tamper Detection onfgtFF Analyze Key

Keys

Administration

Mumber of days until Unlodk Key has to be used

3

Mumber of computers for network license 3

Create Serial Number
Number of desired Serial Mumbers 1
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To create a Serial Number for more than 1 computer, the All-In-One Protector Premium
Plus| s Edition is required.

Product Activation

The USB flash drive protection uses the installation code 1113l For activation by e-mail,
fax, phone nothing specific has to be considered. See chapter: Unlock Key[zz!. If the
installation code 11 is empty, then the USB flash drive does not support copy protection.
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PR N LS P R LTS [ = [T RI R R A

T A, reqisker @mirage-syskems. de

Senden cc

Betreff: Activation-Request for CTI Data Connedctor,

Activation-Request for CTl Data Connector (27.10.2007 18:24:52)
Please do not change the following information

Mame/Company: Tom Hanks

Serial Number: dNDEi-5CP93-9E4I8-3tE8X-YQD5k-6R14L
E-Mail-Address: tom.hanks@smartinc.com

Instcodes:

01: 170D9F7C
02: CBA33287
03: E1266CH0
04: E1266CH0
05: 1ATC24AE
06: 73F423F3
07: DE27EBDSE

Inztallation code

08: 98B6C22B 11 iz empty

09: 7706DC28 Mo support of
Copy Pratection

10: FAC1BEBC

11:

12: E1266C60

You will get an Unlock Key back within 2-3 business days.
Project:demo-easygo - QHDOO1

User Info:

(here you can write comments to the Activation Center)

The following block contains the information of this email in an automatically processable for
will be delayed.

--- STARTBLOCK ---

r2f3TVvIfEMpBl1PWmMelR2gZc1A9GTULtdUtm 1NI3s422viod 2eSktg 1fAVIE121u
Zg1lutMDD1hHdiX1gRIBDORLbIH1VFWRlI1MsOCB 1drwgd1hRpnm 1DwXptlpDKm&1r2
WegilUZ5iG29510a1gGjaulOChbTalWT0zklurPrFlepMeN2elaBr29hPal203mTs1h
Ni2t1QUOxj1TIIKN1gJRd51DxQyelUAKMK10HGVEOV6eAtlciQadlSkAcH10MY NN
fuXl31utlwe1z2c9629d7ghlgDfze 1hNkrd25E8CUONIchN1dhlZK1wHfYm21nAlm
207K8U136gBx1tIWSE28b7mblthbVzlgDeglc1Z5glg 1MIoCilSbN341k2r 7905NLj
B25Pmmv10T3gN1hQ2IN1IUsCKC17x1Fn

--- ENDBLOCK ---

E-Mail Activation - No support of USB stick protection
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3.18.3

3.184

Activation Server

For online activation, the activation server has to use installation code 11 as the main
criteria. If the USB flash drive does not support copy protection, then the license is
automatically bound to the PC which makes the activation.

Specify Code 11 as the Primary Hardware D[ and code 13 as the Alternative Hardware
ID. If you make any changes regarding the copy protection make sure, that you update
the project on the Activation Server[sosl again.

Install Application on hard disk using USB stick

It is possible to install the product and/or database on the hard disk. Only the license file
has to be on the USB flash drive.

Only Database on the hard disk

If the database (.aipfile) should be on the hard disk, then copy the All-In-One Player and
the license file (.lic file) to the USB drive.

The All-In-One Player has to be started with an parameter

xy.exe -f "path\filename.aipfile"

All-In-One Player and Database on the hard disk

If the All-In-One Player and the database (.aipfile) is on the hard disk, then only copy the
license file (.lic file) to the USB drive.

The All-In-One Player has to be started with an parameter
XY.exe -If "path\licensefile.lic"

You can also use a configuration file[ )

Automated USB flash drive duplication

If hundreds of protected USB flash drives have to be produced, an automated process is
required. The Enterprise Edition comes with a tool, which supports an automated
process.

This application has no user interface. The main purpose is to activate the copy protection
on the USB flash drive without any user interaction.
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The simplest way to use the application cpautomation.exe is to use a .BAT file. If you
start the application without any command line parameters, you get a list of all available
command line parameters.

Command Line Parameters

As the application has no user interface, it needs command line parameters. The values
in red are required values

Parameter Explanation Example
-p Project file name in xml format which -p flash-demo.xml
includes the encryption and other
information about the project
-f No longer valid starting from version 5.1
onwards
-lic License file name on the USB flash drive -lic m:flash-demo.lic
in previous versions the parameter was -f
which is no longer valid
-n Limit number of PC's (or users). O uses -n 5 (this would limit to use the
the value defined as number of network USB flash drive on 5 PC's or for 5
licenses| = . Details see: Limit Usage| s users (depending on the definition)

-C Hardware Id[ = - the default value is 11 = not necessary
USB flash drive
-m Module ID of the application. Not required not necessary

and reserved for future use
-pause will pause the screen. Necessary to trace
if an error has occured

-ep Expiry date of the license -ep 2014-12-31 (format must be
YYYY-MM-DD)
-days Number of days, when the license will  -days 363

expires. Counter begins whith the first
program start

Setup for automated duplication

e Select Publish for USB flash drivel 1 distribution to create the files required for the USB
flash drive. They are stored in the folder ..\Publish USB

e Copy the XML file from the folder .\Config (e.g. flash-demo.xml) to the folder with the
application for the automated USB flash drive duplication

The application for the automated USB flash drive duplication includes the following files:

e cpautomation6.exe
e cpautomation.lic
e cpautomation.bat

© 2016 Mirage Computer Systems GmbH



572

All-In-One Protector

Batch Process

The file cpautomation.bat defines the process. Normally this is:

e Copy the files to the USB flash drive
¢ Activate copy protection for the USB flash drive

You can modify this bat file and adapt it to your USB flash drive duplication facility.

If you are familiar with batch files, use example 2, otherwise edit the file cpautomation.bat
and modify it like example 1.

Example 1
cpautomation.bat

copy "c:...\Publish USB\*.*" m:

cpautomation6.exe -p flash-demo.xml -lic m:\flash-demo.lic -n 5
copy "c:....\Publish USB\*.*" n:

cpautomation.exe -p flash-demo.xml -lic n:\flash-demo.lic -n 5

copy "c:....\Publish USB\*.*" o:

cpautomation.exe -p flash-demo.xml -lic o:\flash-demo.lic -n 5

For each USB flash drive (typically drive letter d: to z:) you have to repeat the command
line - copy the files and add the copy protection with cpautomation.exe.

Example 2
You could also start the cpautomation.bat using command line parameters. Then you do

not have to change the bat file for every project.

cpautomation.exe flash-demom: 5  (project name, drive name of the USB flash drive,
number of licenses)

cpautomation.bat

copy autorun.info %1

copy %l.lic %2

copy %1.exe %2

copy %1.aipfile %2

cpautomation6.exe -p %1.xml -lic %2\%?1.lic -n %3

Useful commands for batch files

e To delete all files within a folder: ECHO Y |DEL "m:\*.*"

¢ To delete a specific folder: ECHO Y | RMDIR /s "foldername"
e Stop the batch script to check results: PAUSE

& This feature is available only in the All-In-One Protector Enterprise|:2s] Edition.
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3.18.5

The automated duplication tool is also available as Event Edition with monthly payments
(e.qg. if it is needed only for a specific project).

Pen drive / Flash disk / Memory Card / SD Card

Although the name pen drive, flash disk, memory card is sometimes used for USB flash
drives, these media are different in the way that a USB flash drive does have a ROM
BIOS with a unigue ID where these types of media mostly do not have that ROM BIOS
ID. The same applies to USB flash drives which mount as a hard disk instead of a
removable media.

The advantage of the ROM BIOS ID is, that it can only be modified by the manufacturer.

However, the above-named media do have an ID which could be used - the volume ID.
Unfortunately most of these media have the same volume ID. If you want to use such a
media, we recommend that you change the ID to get a unique ID for each delivery. There
are a lot of tools which can do that (e.g. www.krylack.com or_http://
technet.microsoft.com/).

Once this is done, use Publish for Hard Diskl -1 and the Copy Protection option:
Volume ID (1)

* This feature requires the All-In-One Protector Premium Plus/ s or Multi-Platform
Edition.

* Disclaimer

Ao
MIRAGE MAKES NO REPRESENTATION, WARRANTY, OR GUARANTY ASTO
THE RELIABILITY, TIMELINESS, QUALITY, SUITABILITY, TRUTH,
AVAILABILITY, ACCURACY OR COMPLETENESS OF THE SOFTWARE
MENTIONED IN THISTUTORIAL. MIRAGE DOES NOT REPRESENT OR WARRANT
THAT (A) THE USE OF THE SOFTWARE WILL BE SECURE, TIMELY,
UNINTERRUPTED OR ERROR-FREE OR OPERATE IN COMBINATION WITH ANY
OTHER HARDWARE, SOFTWARE, SY STEM OR DATA, (B) THE SOFTWARE WILL
MEET YOUR REQUIREMENTS OR EXPECTATIONS, (C) ERRORS OR DEFECTS
WILL BE CORRECTED, OR (D) THE SOFTWARE IS FREE OF VIRUSES OR OTHER
HARMFUL COMPONENTS. YOU ARE RESPONSIBLE TO ENSURE THAT THE
SOFTWARE ISUSED WITHIN THE LIMIT OF THE LICENSE AGREEMENT OF THE
SOFTWARE.

THE SOFTWARE ISPROVIDED TO YOU STRICTLY ON AN "ASIS'BASIS. ALL
CONDITIONS, REPRESENTATIONS AND WARRANTIES, WHETHER EXPRESS,
IMPLIED, STATUTORY OR OTHERWISE, INCLUDING, WITHOUT LIMITATION,
ANY IMPLIED WARRANTY OF MERCHANTABILITY, FITNESSFOR A
PARTICULAR PURPOSE, OR NON-INFRINGEMENT OF THIRD PARTY RIGHTS,
ARE HEREBY DISCLAIMED TO THE MAXIMUM EXTENT PERMITTED BY
APPLICABLE LAW BY MIRAGE.
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3.19

3.19.1

Workflow - from Distribution to Activation

CD and Download Version

This chapter explains the workflow in detail from distribution to activation.

e Distributionls

Evaluation Version|s)

Buy a Serial Number| s

Product Activation - Online[s]

Product Activation by E-Mail, Fax or Phonelss:)

USB flash drive version

The USB flash drive version does not require a product activation process or a Serial
Number. See chapter: USB-Stick (flash drive)| ss2

The Basics about Workflow

Depending on the kind of activation you choose, the workflow will be different.

CD and Download Version

The predefined workflow is as follows:

¢ Create the project and define the settings

« Create the files for distribution - Publish All Medial )

e Provide an evaluation version[ 7] (also non-evaluation version is possible)

e Customer can test within the time limited period or buy the software (buy link available if

e Customer buys the software and gets the Serial Number[=xl Key. The key is unique and
is the 'proof of purchase'.

e The Serial Number sets a trigger that enables activation via web [:)(online), e-maill 2:3),
fax( s or phonel21 (activation methods can be defined)

e Online Activation — the Serial Number is transferred to the Web Activation Server@;
this process validates whether the Serial Number was already used and enables copy
protection[ s, deletes the time limitation (to get an unlimited full version). The customer
can work instantly with the application. A reinstallation on the same PC that is already
registered is accepted
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¢ Activation by e-mail, fax and phone requires manual activation by sending the installation
codels1l (hardware ID) to you and sending back an Unlock Keyfzs)

e The application is now copy protected and without time limitation (depending on the
settings)
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Define Project

Create Files to
distribute {Deploy)

:

Evaluation WVersion

Deliver Seral Mumber manually
Deliver Seral Number automatically via
Online Store

Buy Serial
Mumber

Activate Software

Web Activation
Server

Complete Automation

e |

Send Installation Code
(hardware 10} and Seral
Mumber

Create Unlock

g
v § U~

" Send back Unlock Key

© 2016 Mirage Computer Systems GmbH



Part Il - Enhanced Features 577

USB flash drive version

The USB flash drive version does not require a product activation process or a Serial
Number. See chapter: USB-Stick (flash drive)| ss>

3.19.2 Create Files for Distribution - Deploy

Create the files for Distribution and Deploy it - Details see chapter Deploy the Project]ss2]

3.19.3 Evaluation Version

The application can be tested in an evaluation mode - details see chapter Evaluation
Version[ 7]

7 Activation of All-In-One Protector - PDF Demo £

Welcome to All-In-One Protector - PDF
Demo

I have a Serial Number and I want to
You don't have a Serial Number? EICtIVEItE A." I“ D"E prﬂt'E{.'tﬂr pDF D‘E"Iﬂ

Enter the Serial Mumber to activate All-In-0One Protector - PDF Demo.

Buy a Serial Mumber

To get a valid Serial Mumber, you

have to buy the product, You can

activate it any time.

If you don't have a Serial Number. I want to evaluate All-In-One Protector -
*r":'ulcarg continue with the ' PDF Demo (there are 10 day(s) left to
evaluation version, E\fﬂlllﬂtE)

You can evaluate All-In-One Protector - PDF Demao for another 10 day(s).
After that you have to activate All-In-One Protector - FOF Demo to further
use the product.

@ English -
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3.194

Buy Serial Number

As a proof of purchase, the customer gets a unique Serial Number. This Serial Number is
generated within the TAB Keys - Serial Numberf| 27].

After receiving the Serial Number, the customer selects an activation method] 2:o] (Online,
E-Mail, Fax, Phone) and types in the Serial Number, name and e-mail.

Generates
Serial Number

_—

E _ : Registration
s Screen
- — '

Start of application - select Activation
Method {Online, E-Mail, Fax, Phone}
requires to type in user name and E-Mail

Serial Number Key
MXDEB-5CP93-9E4Iq-3tEBX-qQD5k-6q14P

E-mail Serial Number (with
download link / CD / box) to
customer

If an Online Shopl .=l is used, the Serial Number Key can be generated automatically after
the order process or you use a key list/ 0], which you upload to the shop..

Generate Serial Number
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BB H [ pdf-demo.mme - All-In-One Protector
Start  Publish Keys | Activation Server Extras  Help
&5 Serial Number 8% Unlock with Copy Protection —n ,:;-:):]
@ Additional Licenses @ Unlock without Copy Protedion @ ) SaveKey List
. Desaiptions
@5 Tamper Detection oancJ:tFF Analyze Key
Keys
Mumber of days untl Unlock Key has to be used 3 =
Mumber of computers for network license 1 =
Create Serial Number
Number of desired Serial Mumbers 1 =

3.19.5 Online Activation

This method allows a complete automation of the process. The Web Activation server]ss)
is required. Mirage offers a hosting[ =3 of the server. The Web Activation Server also
ensures that the Serial Number can be used only once (configurable).

The hardware IDs|=1) and the Serial Number is sent to the Web Activation server, verified,
stored in a data base; in case the Serial Number was not used before, copy protection| 1)
will be activated and time limitation will be deleted to allow a an unlimited program start.
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First start of application - detects Web
Activation required

Sending hardware Ids,
Serial Number and
licence information

& ruchule a i bee BcTvased i,
B
L
Plimie prirvade B Corretiin 12 e Fleel o] B0best L
Egay deilreg

i heon

v Checks how often
) the Serial Number
Q; 6 was used
¥ Checks which
hardware ID can be

[ Acthvation Sends back Activation used
‘ P — Keys ¥ Protocols additional

[ Actrvate ] [rs——

data in the dabase

—— h & s v Sends back
) _‘b’;J E)_f’ Activation Keys

Copy Protection Key + any
other Key e.g. delete demo
version or time limitation

Sample Screen - Enter Serial Number - Online Activation

# Activation of CTI Data Connector

Online Activation

Enter Serial Number

|thdJ-LIDC9 5-e540k-atH32-LLa2k-NBCAD

e e e | r

cerial Number Enter Name/Company

If you don't have a valid Serial |Tom Hanks
Mumber you can buy the software.

Enter your E-Mail Address
Buy it

|Torn.Hanks @smartinc.com

Please enter all information thatis
requested in order to start the
activation process,

© 2016 Mirage Computer Systems GmbH



Part Il - Enhanced Features 581

3.19.6 Activation by E-Mail, Phone, Fax

With either of this method, the customer has to send to you the installation codel = (8 digit
hardware ID), Serial Number, name, E-Mail address, and you have to send back the
Unlock Key (Copy Protection Key). The Unlock Key is generated within the

Administration / Create Unlock Keyl = screen. If the project was a time limited trial
version, the time limitation will be removed] -\

Start of application, type in Serial Number,
Mame and E-Mail

= S Transfer installation code and .
R = Serial Number Licence

_ T, e » Generator
; —_— v Select Copy

Protection Method
: | &7

¥ Type in Installation
Transfer Unlock Key

Code
i

¥ Generate Unlock
Key

If selected, time limitation is

removed

il
-

Note

You have to check manually, whether the Serial Number was already used or not. If the
Activation Server server is installed but the customer sends the information via e-mail,
phone or fax, the Unlock Key can be generated using the Activation Server Administration
Interface@, which ensures that the Serial Number cannot be used twice.

Sample Screen - Enter Serial Number - Request Unlock Key by E-Mail
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_;—'\' Activation of CTI Data Connector

Serial Number

In order ko receive a valid Serial
Mumber, vou must purchase the
product.

Buy It

g

Please enter all information that is
requested in order to skark the
activation process,

Show Licence Information @

Request Unlock Key by E-Mail

Enter Your Serial Number

IdNDEI-5CP93-9E4|8-3tE8X-YQD5k—6R 14L

Where to find your Serial Mumber?

Enter Your Name/Company

ITom Hanks

Enter Your E-Mail Address

Itom.hanks@smartinc.corn|

‘Yaur entered registration infarmation will be sent to the Activation Center, You will receive an E-Mail
containing information to unlock this product,

Request Unlock ke by E-Mail - send E-Mail

Activate the product onling
Activate the product by Fax
Activabe the product by phone

Back Next
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4.1

Your All-In-One Protector License

The license of All-In-One Protector is a license PER PC / COMPUTER. Copy
Protection is turned on after activation. We recommend making a backup of the Serial
Number

¢ You have to activate the product before you can use it without the restrictions of the
demo version[ 211 - see How to activate All-In-One Protector] «!

¢ Find out more about your license in the chapter - Show License Information[ 2l

e Transfer License / Move to a new computer/ss

e See License Agreement [seiffor details of usage.

See also

Demo version| 2]

Browse your License/ |

Apply Activation Keyl sl

License Agreement] ss:)

Transfer license / Move to a new computer|ses)

Demoversion

The demo version has the following restrictions:

e Limited by days - normally 30 days

¢ During the program start of the All-In-One Player a message is displayed: This is an
unregistered Version of All-In-One Protector

e The protected product displays every 2 minutes the message: This is an
unregistered Version of All-In-One Protector

All other parts of the application are fully functional.

Demo versions are available for the Premium and Premium Plus Edition on the website
www.AlllnOne-Protector.com. See: Premium or Premium Plus Edition[:sI? for

differences.

The Online Activation can be tested with the project Office-Files.

© 2016 Mirage Computer Systems GmbH


http://www.AllInOne-Protector.com

Your All-In-One Protector License 585

4.2

Show License Information

You can access your license information and your Serial Number within the TAB - Help

315,

Start Publish  Keys  Activation Server Extras | Help
[ 7] 7 ‘ =
—— Check for Update -.) All-In-One Protector on the Web buy All-In-One Protector =

OnlineHelp  Quick Introductionhelp License Viewer About

Help A Online r,. Info

All-In-One Protector or All-In-One Protector Premium Plus

For differences see chapter Standard or Premium Plus Edition?/ 25!

e Number of Computers which have a license - normally 1

e Demo version| - if omitted, it is a full version

¢ Valid until (time limitation) - if omitted, it is a non time limited version
o Activation| .=t either done or required

Your Serial Number
To retrieve your Serial Number:

e click on the + sign in the first line with the label All-In-One Protector
e click on the + sign with the label Activation Keys

The visible number is your Serial Number.

Update Subscription

The update subscription entitles you to install the latest updates as long as it has not
expired. See chapter Check for Updates| sl how to download updates.

¢ Available / Not available
e Time limitation - the date when the update subscription expires

© 2016 Mirage Computer Systems GmbH



586 All-In-One Protector

B} License Viewer == £

P Manufacturer: Mirage Computer Systems GmbH

----- Company: Mirage Office 1

Version: 4.0

[> - ¢ Installation Codes - Copy protection activated(13)

4 - gm Modules

4 ,a All-In-One Protector Premium Plus (Mumber of licenses per Computer: 1 (thereof 0 are available), Activation (done))
7, Activation Keys

i | EmFDN-2eW6H-D3F8F-6lQar-gkT2c-24iEa (Serial Number)

WINDOWSONMAC

g’ Update Subscription (available, License is valid until: 28.01.2013)

[» -4 System

Deactivate || Activation Key || Transfer License || Refresh || Info || Options I— Close

4.3 Apply Activation Key

An Activation Key is used to modify the license information (e.g. increase number of
licenses).

Step 1 - Show License Viewer

Select the option License Viewer in the TAB Helpl:s]

Step 2 - Activation Key

Click on the button Transfer License

If you got an Activation Key via e-mail or fax, you can enter the key within the screen
Administration, TAB Misc, Show License Information/ssl
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- Sl

) License Viewer

o Manufacturer: Mirage Computer Systems GmbH

----- Company: Mirage Office 1

Version: 4.0

[> - ¢ Installation Codes - Copy protection activated(13)

4 - gm Modules

{4 'a All-In-One Protector Premium Plus (Mumber of licenses per Computer: 1 (thereof 0 are available), Activation (done))
4 - % Activation Keys

’. EmFDN-2eW6H-D 3F8F-6lQar-gkT2c-24iEa (Serial Mumber)

WINDOWSONMAC
Update Subscription (available, License is valid until: 28.01.2013)

|.> < System

Deactivate |I Activation Key I | Transfer License | | Refresh | | Info | | Options | Close

Screen - Show Licence Information - Button: Activation Key

Apply Activation Key after Evaluation Period has expired

If the evaluation period has expired, select Show Licence Information (see screen
below) and then press the button Activation Key.
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4.4

. Activation of Multimedia Protector Premium 2.0 ==

Sorry, it is not possible to continue

At start of Multimedia Protector Premium 2.0 the following problem has
occurred

The license of module Multimedia Protector Premium has expired

Troubles?

Please make sure that the product is Show license information
installed correctly, Make sure that

the product is registered. If you

cannot solve this problem, please

contact our support. Select this

option ko apply
ah Activation Fey

End

Transfer All-In-One Protector license to a new computer

You can move the license to a new computer. The license will be deactivated on the
current computer. The Serial Number can then be used again on another computer to
activate the product. The license transfer is done automatically when you uninstalll sssl All-
In-One Protector.

This process requires an online connection. You only can transfer a license for a full
version (no demo version).

Step 1 - Show License Viewer

Select the option License Viewer in the TAB Helpls:s)
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Step 2 - Transfer License
Click on the button Transfer License
™ License Viewer =B #E )
------ Manufacturer: Mirage Computer Systems GmbH
Company: Mirage Office 1

Version: 4.0

b & Installation Codes - Copy protection activated(13)
4 - gm Modules

4 'a All-In-One Protector Premium Plus {(Number of licenses per Computer: 1 {thereof 0 are available), Activation {done))
7. Activation Keys

. EmFDN-2eW6H-D3F8F-6lQar-gkT2c-24iEa (Serial Number)
= \WINDOWSONMAC

g’ Update Subscription (available, License is valid until: 28.01.2012)
[» -4 i System

D =} | | Activation Key |i Transfer License |i| Refresh | |
—

mh | Optons

Button - Transfer License

Thereafter an information is displayed, that the license will be deactivated
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7 Activation of All-In-One Protector Premium Plus 4.0 | 2 ]

Transfer License

The license is fransferred to another computer and will be deactivated on this
computer. After deactivation, you can install All-In-One Protector Premium
Plus 4.0 on another computer and activate it again.

To process the deactivation, an Internet connection is necessary.

Deactivate now End

'l @ English -

Screen - License Deactivation

Step 3 - Activate All-In-One Protector on a new computer

You can reuse the Serial Number on a new computer to activate All-In-One Protector

=

o After the license was deactivated, you can reactivate it during the next program start as
long as the Serial Number was not used on another computer

e The license can be transferred multiple times between computers - Example: Transfer
license from PC Ato PC B. Then deactivate on PC B and activate again on PC A

See also

How can an end user transfer / move the license of your product to a new com puter?@
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4.5

License Agreement

PERPETUAL END USER LICENCE AGREEMENT

¢ You may distribute and install only those files marked for distribution in the chapter
Deployl =2 on any machines of your end users

e You can distribute the All-In-One Player to any customer you like - without paying more
fees

e The license entitles to install All-In-One Protector on one single PC (license per PC/
seat)

NOTICE TO ALL USERS: CAREFULLY READ THE FOLLOWING LEGAL AGREEMENT
(‘AGREEMENT’), FOR THE LICENCE OF SPECIFIED SOFTWARE (‘'SOFTWARE’) BY
MIRAGE COMPUTER SYSTEMS GMBH (‘MIRAGE’). BY CLICKING THE ACCEPT
BUTTON OR INSTALLING THE SOFTWARE, YOU (EITHER AN INDIVIDUAL OR A
SINGLE ENTITY) CONSENT TO BE BOUND BY AND BECOME A PARTY TO THIS
AGREEMENT. IF YOU DO NOT AGREE TO ALL OF THE TERMS OF THIS
AGREEMENT, CLICK THE BUTTON THAT INDICATES THAT YOU DO NOT ACCEPT
THE TERMS OF THIS AGREEMENT AND DO NOT INSTALL THE SOFTWARE.(IF
APPLICABLE, YOU MAY RETURN THE PRODUCT TO THE PLACE OF PURCHASE
FOR A FULL REFUND.)

1. LICENCE Grant. Subject to the payment of the applicable LICENCE fees, and subject
to the terms and conditions of this Agreement, MIRAGE hereby grants to you a non-
exclusive, non-transferable right to use one copy of the specified version of the Software
and the accompanying documentation (the ‘Documentation’). You may install one copy of
the Software on one computer, workstation, personal digital assistant, pager, ‘smart
phone’ or other electronic device for which the Software was designed (each, a ‘Client
Device’). If the Software is LICENCED as a suite or bundle with more than one specified
Software product, this LICENCE applies to all such specified Software products, subject
to any restrictions or usage terms specified on the applicable price list or product
packaging that apply to any of such Software products individually.

a. Use. The Software is LICENSED as a single product; it may not be used on more than
one Client Device or by more than one user at a time, except as set forth in this Section 1.
The Software is ‘in use’ on a Client Device when it is loaded into the temporary memory
(i.e., random-access memory or RAM) or installed into the permanent memory (e.g., hard
disk, CD-ROM, or other storage device) of that Client Device. This LICENSE authorizes
you to make one copy of the Software solely for backup or archival purposes, provided
that the copy you make contains all of the Software’s proprietary notices.

b. Server-Mode. You may use the Software on a Client Device as a server (‘Server’) within
a multi-user or networked environment(‘Server-Mode’) only if such use is permitted in the
applicable price list or product packaging for the Software. A separate LICENSE is
required for each Client Device or ‘seat’ that may connect to the Server at any time,
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regardless of whether such LICENSED Client Devices or seats are concurrently
connected to, accessing or using the Software. Use of software or hardware that reduces
the number of Client Devices or seats directly accessing or utilizing the Software (e.g.,
‘multiplexing’ or ‘pooling’ software or hardware) does not reduce the number of LICENSES
required (i.e., the required number of LICENSES would equal the number of distinct inputs
to the multiplexing or pooling software or hardware ‘front end’). If the number of Client
Devices or seats that can connect to the Software can exceed the number of LICENSES
you have obtained, then you must have a reasonable mechanism in place to ensure that
your use of the Software does not exceed the use limits specified for the LICENSES you
have obtained. This LICENSE authorizes you to make or download one copy of the
Documentation for each Client Device or seat that is LICENSED, provided that each such
copy contains all of the Documentation’s proprietary notices.

c. Volume LICENSES. If the Software is LICENSED with volume LICENSE terms
specified in the applicable price list or product packaging for the Software, you may make,
use and install as many additional copies of the Software on the number of Client Devices
as the volume LICENSE authorizes. You must have a reasonable mechanism in place to
ensure that the number of Client Devices on which the Software has been installed does
not exceed the number of LICENSES you have obtained. This LICENSE authorizes you to
make or download one copy of the Documentation for each additional copy authorized by
the volume LICENSE, provided that each such copy contains all of the Documentation’s
proprietary notices.

2. Term. This Agreement is effective for an unlimited duration unless and until earlier
terminated as set forth herein. This Agreement will terminate automatically if you fail to
comply with any of the limitations or other requirements described herein. Upon any
termination or expiration of this Agreement, you must destroy all copies of the Software
and the Documentation.

3. Updates. For the time period specified in the applicable price list or product packaging
for the Software, you are entitled to download revisions or updates to the Software when
and as MIRAGE publishes them via its electronic bulletin board system, website or
through other online services. For a period of thirty (30) days from the date of the of
original purchase of the Software, you are entitled to download one(1) revision or upgrade
to the Software when and as MIRAGE publishes it via its electronic bulletin board system,
website or through other online services. After the specified time period, you have no
further rights to receive any revisions or upgrades without purchase of a new LICENSE to
the Software.

4. Ownership Rights. The Software is protected by German copyright laws and
international treaty provisions. MIRAGE and its suppliers own and retain all right, title and
interest in and to the Software, including all copyrights, patents, trade secret rights,
trademarks and other intellectual property rights therein. Your possession, installation, or
use of the Software does not transfer to you any title to the intellectual property in the
Software, and you will not acquire any rights to the Software except as expressly set forth
in this Agreement. All copies of the Software and Documentation made hereunder must
contain the same proprietary notices that appear on and in the Software and
Documentation.

5. Restrictions. You may not sell, lease, LICENSE, rent, loan or otherwise transfer, with or

© 2016 Mirage Computer Systems GmbH



Your All-In-One Protector License 593

without consideration, rent, lease, loan or resell the Software. MIRAGE updates its
Software frequently and performance data for its Software change. Before conducting
benchmark tests regarding this Software, contact MIRAGE to verify that you possess the
correct Software for the test and the then current version and edition of the Software.
Benchmark tests of former, outdated or inappropriate versions or editions of the Software
may yield results that are not reflective of the performance of the current version or edition
of the Software. You agree not to permit any third party (other than third parties under
contract with you which contains nondisclosure obligations no less restrictive than those
set forth herein) to use the LICENSED Program in any form and shall use all reasonable
efforts to ensure that no improper or unauthorized use of the LICENSED Program is
made. You may not permit third parties to benefit from the use or functionality of the
Software via a timesharing, service bureau or other arrangement, except to the extent
such use is specified in the applicable price list, purchase order, or product packaging for
the Software. You may not transfer any of the rights granted to you under this Agreement.
You may not reverse engineer, decompile, or disassemble the Software, except to the
extent the foregoing restriction is expressly prohibited by applicable law. You may not
modify, or create derivative works based upon, the Software in whole or in part. You may
not copy the Software or Documentation except as expressly permitted in Section 1
above. You may not remove any proprietary notices or labels on the Software. All rights
not expressly set forth hereunder are reserved by MIRAGE.

6. Warranty and Disclaimer.

a. Limited Warranty. MIRAGE warrants that for sixty (60) days from the date of original
purchase the media (e.g., diskettes) on which the Software is contained will be free from
defects in materials and workmanship.

b. Customer Remedies. MIRAGE’ and its suppliers’ entire liability and your exclusive
remedy for any breach of the foregoing warranty shall be, at MIRAGE’s option, either (i)
return of the purchase price paid for the LICENSE, if any, or (ii) replacement of the
defective media in which the Software is contained. You must return the defective media
to MIRAGE at your expense with a copy of your receipt. This limited warranty is void if the
defect has resulted from accident, abuse, or misapplication. Any replacement media will
be warranted for the remainder of the original warranty period. Outside the United States,
this remedy is not available to the extent MIRAGE is subject to restrictions under United
States export control laws and regulations.

c. Warranty Disclaimer. Except for the limited warranty set forth herein, THE SOFTWARE
IS PROVIDED ‘AS IS.” TO THE MAXIMUM EXTENT PERMITTED BY APPLICABLE LAW,
MIRAGE DISCLAIMS ALL WARRANTIES, EITHER EXPRESS OR IMPLIED, INCLUDING
BUT NOT LIMITED TO IMPLIED WARRANTIES OF MERCHANTABILITY, FITNESS FOR
A PARTICULAR PURPOSE, AND NONINFRINGEMENT WITH RESPECT TO THE
SOFTWARE AND THE ACCOMPANYING DOCUMENTATION. YOU ASSUME
RESPONSIBILITY FOR SELECTING THE SOFTWARE TO ACHIEVE YOUR INTENDED
RESULTS, AND FOR THE INSTALLATION OF, USE OF, AND RESULTS OBTAINED
FROM THE SOFTWARE. WITHOUT LIMITING THE FOREGOING PROVISIONS,
MIRAGE MAKES NO WARRANTY THAT THE SOFTWARE WILL BE ERROR-FREE OR
FREE FROMINTERRUPTIONS OR OTHER FAILURES OR THAT THE SOFTWARE
WILL MEET YOUR REQUIREMENTS.
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7. Limitation of Liability. UNDER NO CIRCUMSTANCES AND UNDER NO LEGAL
THEORY, WHETHER IN TORT, CONTRACT, OR OTHERWISE, SHALL MIRAGE OR
ITS SUPPLIERS BE LIABLE TO YOU OR TO ANY OTHER PERSON FOR ANY
INDIRECT, CONSE-QUENTIAL OR PURELY FINANCIAL DAMAGES OF ANY
CHARACTER INCLUDING, WITHOUT LIMITATION, DAMAGES FOR LOSS OF
GOODWILL,WORK STOPPAGE, COMPUTER FAILURE OR MALFUNCTION, OR FOR
ANY AND ALL OTHER DAMAGES OR LOSSES. IN NO EVENT WILL MIRAGE BE
LIABLE FOR ANY DAMAGES IN EXCESS OF THE LIST PRICE MIRAGE CHARGES
FOR ALICENSE TO THE SOFTWARE, EVEN IF MIRAGE SHALL HAVE BEEN ADVISED
OF THE POSSIBILITY OF SUCH DAMAGES. THIS LIMITATION OF LIABILITY SHALL
NOT APPLY TO LIABILITY FOR DEATH OR PERSONAL INJURY TO THE EXTENT
THAT APPLICABLE LAW PROHIBITS SUCH LIMITATION.

8. United States Government. The Software and accompanying Documentation are
deemed to be ‘commercial computer software’ and’ commercial computer software
documentation,’ respectively, pursuant to DFAR Section 227.7202 and FAR Section
12.212, as applicable. Any use, modification, reproduction, release, performance, display
or disclosure of the Software and accompanying Documentation by the United States
Government shall be governed solely by the terms of this Agreement and shall be
prohibited except to the extent expressly permitted by the terms of this Agreement.

9. Export Controls. You have been advised that the Software and Documentation (the
‘Products’) are subject to the U.S. Export Administration Regulations. You shall not export,
import or transfer Products contrary to U.S. or other applicable laws, whether directly or
indirectly, and will not cause, approve or otherwise facilitate others such as agents or any
third parties in doing so. You represent and agree that neither the United States Bureau of
Export Administration nor any other federal agency has suspended, revoked or denied
your export privileges. You agree not to use or transfer the Products for end use relating to
any nuclear, chemical or biological weapons, or missile technology unless authorized by
the U.S. Government by regulation or specific LICENSE. Additionally, you acknowledge
that the Products are subject to export control regulations in the European Union and You
hereby declare and agree that the Products will not be used for any other purpose than
civil (non-military) purposes. The parties agree to cooperate with each other with respect
to any application for any required LICENSES and approvals, however, You acknowledge
it is Your ultimate responsibility to comply with any and all export and import laws and that
MIRAGE has no further responsibility after the initial sale to You within the original country
of sale.

10.High Risk Activities. The Software is not fault-tolerant and is not designed or intended
for use in hazardous environments requiring fail-safe performance, including without
limitation, in the operation of nuclear facilities, aircraft navigation or communication
systems, air traffic control, weapons systems, direct life-support machines, or any other
application in which the failure of the Software could lead directly to death, personal injury,
or severe physical or property damage (collectively, ‘High Risk Activities’). MIRAGE
expressly disclaims any express or implied warranty of fitness for High Risk Activities.

11.Miscellaneous. This Agreement is governed by the laws of Germany, without reference
to conflict of laws principles. The application of the United Nations Convention of
Contracts for the International Sale of Goods is expressly excluded. This Agreement sets
forth all rights for the user of the Software and is the entire agreement between the
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4.6

parties. MIRAGE reserves the right to periodically audit you to ensure that you are not
using any Software in violation of this Agreement. During your standard business hours
and upon prior written notice, MIRAGE may visit you and you will make available to
MIRAGE or its representatives any records pertaining to the Software to MIRAGE. The
cost of any requested audit will be solely borne by MIRAGE, unless such audit discloses
an underpayment or amount due to MIRAGE in excess of five percent (5%) of the initial
LICENSE fee for the Software or you are using the Software in an unauthorized manner,
in which case you shall pay the cost of the audit. This Agreement supersedes any other
communications with respect to the Software and Documentation. This Agreement may
not be modified except by a written addendum issued by a duly authorized representative
of MIRAGE. No provision hereof shall be deemed waived unless such waiver shall be in
writing and signed by MIRAGE or a duly authorized representative of MIRAGE. If any
provision of this Agreement is held invalid, the remainder of this Agreement shall continue
in full force and effect. The parties confirm that it is their wish that this Agreement has
been written in the English language only.

12.MIRAGE CUSTOMER CONTACT. If you have any questions concerning these terms
and conditions, or if you would like to contact MIRAGE for any other reason, please write
to : MIRAGE Computer Systems GmbH, Auf der Steige 12, 88326 Aulendorf — e-mail:
Info@Mirage-Systems.de) . You will find our internet website at www.mirage-systems.de.

Date: October 2010
LA-DE-01082003

Uninstall All-In-One Protector

You can uninstall All-in-One Protector using Windows Programs and Features. Select
Control Panel, click on Programs and then click on Programs and Features.

You will find All-In-One Protector in the program list. Select it and then click Uninstall.
When you uninstall
¢ Your license for this computer will be returned and you can use the Serial Number on

another computer (license transferf sel)
¢ All your project data will not be deleted and can be used on another computer
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