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Activation Server

1 Activation Server
1.1 About the Activation Sever

The Activation Server 6 is the central point for
administration of licenses - create keys, lock
licenses, change activations or generate reports.

Print this tutorial

The Online Tutorial is also available as a PDF document.
You can print this tutorial - click on the link to download PDF file

Latest updates

e Version 6.3/ 5] (5/2020)
e Version 6.2/ 171
e Version 6.1[ i)
e Version 6.0/ 121

yeet]
~ recently added

Mass Update Max Key Usagel 1 added on Key List page (5/2020)
Create Unlock Key Feature| «:1added on the key details screen (5/2020)
Password Expiry Feature sl in Customer Portal (5/2020)

Delete GDPR| «1data in the Activation Server (5/2019)

¢ Introducing customer self service portalsss) (5/2019)

e Analyse a keyﬁﬁ (12/2018)

¢ New option to mass updatem regular online checks (12/2018)
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1.2

1.3

Copyrights and Trademarks
Copyright © Mirage Computer Systems GmbH. All rights reserved.

Information in this document is subject to change without notice. The software described
in this document is furnished under a license agreement or nondisclosure agreement. The
software may be used or copied only in accordance with the terms of those agreements.

This documentation and the accompanying material are for informational purpose only
and property of Mirage Computer Systems GmbH, Aulendorf. Information in this document
is subject to change without notice. The names of companies, products, people,
characters, and/or data mentioned herein are fictitious and are in no way intended to
represent any real individual, company, product, or event, unless otherwise noted.

No part of this publication may be reproduced, stored in a retrieval system, or transmitted
in any form or any means electronic or mechanical, including photocopying and recording
for any purpose other than the purchaser’s personal use without the written permission of
Mirage Computer Systems.

All products and company names mentioned herein may be the trademarks of their
respective owners.
http://www.mirage-systems.de

Activation Server 6 - Version: 6.3

This document was updated: 6/8/2021

Supported Browser

The following Browsers are supported

W e tested the application with the latest version of:

Chrome

Firefox

Edge

Safari (macOS)

Internet Explorer is not supported.

Administration Interface

The Activation Server 6 comes with a browser based Administration interface. You can
monitor each activation, allow a reactivation of a product or detect fraudulent usage of
Activation Keys. It also covers administration task like creation of Serial Numbers or
manual product activation.
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1.4

1.5

Have a look at the administration interface on the demo Activation Server.

The user name is demo-en, the password is protector. To get a German user interface,
use user name: demo-de and password: protector.

Hosting of the Activation Server

Mirage provides the Activation Server 6 as a hosting service. That allows you to start
without worrying to run an own server, apply updates or firewall issues.

You pay per number of transactions [25), Depending on your cloud subscription a certain

amount of transactions is already included. Additional transactions will be billed depending
on the latest price list.

Software Update

The latest main release number is 6.0

The installed release number is displayed in the login screen in the bottom right corner.
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mirage

Username

Password

Forgot your password?

Activation Server Version|6.0.0.20231

e Version 6.3/ 1
e Version 6.2[ 17)
e Version 6.1/ 151
e Update from version 5 to version 6/ 1)

1.5.1 Update Version 5to 6

Modification history version 6

Activation Server

D

e Activation Server 6 and hosting service is fully GDPR compliant/=27
New menu option: User Profile/:s7

New menu option: Service Info 155

Avatar icon| ! for user

Dashboard| +1to visualize your data

Find and merge duplicate addresses| o

New design with Themes )

New option to mass lock / unlock keys| 7
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License Usage/ i1 - info about operating system Windows or MAC PC

Security / Permission

Two-Factor Authentication| s

Define password expiry period| iz

Password complexity! sl

Permissions on a product level| «to restrict access to addresses and resellers
New permission for Metrics/Dashboard] «)

New permission for Creating Unlock Keys| o)

New permission for deletion| =21 of keys, addresses and resellers

New permission for modimingﬁﬁ of keys and transactions

New permission to edit or delete =1a note

New permission to edit or delete 21 an automated (generated by the system)
note|

New permission to add an address or reseller| s}

New permission to deactivate a license/ s

New permission to modify or deletel =) license file entries

Project templates (containing the encryption keys) are stored in the database after
product upload| )

IMPROVEMENTS

Display user name and e-mail address in user Profile|ss)

After creating a keym it can be copied into the clipboard

Display a Delete button| «1for an address or reseller only if certain conditions are
met

New Tabs in Transaction View/ s:1to speed up showing results

New Tabs in Key List View/ «1to speed up showing results

Server time zonel:2 can only be changed in the on-premise version

Company Iogo@ is now stored in the database and more clear upload

Check for correct e-mail address in address screen| s (e.g. aaa.bbb.ccc@xyz.com
is not accepted)

A product can no longer be deleted but set toinactive 1)

The shop configuration|:so! is now part of the administration/setup permission| o)
and not linked to the administrator per

The username: admin can not be changed

| FIXED

Changing the maximum number of a key usage!e1to a value below the effective
usage is no longer possible

If the session expired and a menu option is selected, the user is directed back to
the login screen

© 2021 Mirage Computer Systems GmbH
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E-Mail Activator Service

e No changes

Database internal

e On-Premise Database changed to My-SQL

¢ Use encrypted fields to store sensitive data like Two-Factor Information inf

¢ Project templates (containing the encryption keys) are stored in the database after
product upload| 1)

Hosting Server

e the admin user

On-Premise Server

o New system requirements | 20)

Update eligibility

The update is free if one of the following conditions apply:

You have a valid update subscription

Your update subscription expired after September 1st, 2018

You bought an update or upgrade after September 1st, 2018

You bought Licence Protector / All-In-One Protector Suite after September 1st, 2018
You got a free update to version 6 with a promotion

Backward compatibility

e The Activation Server 6 can accept transactions from prior DLL versions and prior All-In-
One Protector versions

e The Activation Server 6 supports all features from Licence Protector 5.0. It is
mandatory to upgrade to Activation Server version 5 or higher if the metrics feature,
license transfer or license file upload is used

e If All-In-One Protector 6.5 or newer in combination with license transfer is used it is
mandatory to upgrade to Activation Server version 5 or higher

Installation of the Update - On-Premise Server only

The update requires a new Serial Number. All customers who are eligible for the update
will get a new Serial Number automatically. In case you did not get one until July 1st

2018, open a support ticket.
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Details how to install the update@

1.5.2 Service Pack 6.1

Modification history version 6.1

All patches rolled out after release of version 6.0 are included in the service pack 1

Activation Server

¢ New option to analyse a keyﬁh

o New e-mail style for internal e-mails to users| s

A welcome E-Maill «1is sent out when a new user is added. The e-mail includes a
temporary password.

A welcome E-Maill «1is sent once Two-Factor Authentication is enabled

New search ogtionsmﬁ for addresses and resellers

New Dashboard| «1 - Top Reseller

New user permission| sito access Dashboards

If an admin user logs in and there are either duplicate e-mail addresses for users
or an e-mail address is missing, the admin user will get a list of all affected users
to correct the issue. This affects only users added a long time ago where the e-mail
address could be empty or duplicate e-mail addresses have been not checked

« New option to mass updatel 1 regular online checks
¢ New option to search for keys| «1with status: Is abused

e Manual product activation|:3. Option to select if the activation is for a Windows or
MAC computer

IMPROVEMENTS

e Once a product is uploadedma or a configuration is changed @ﬁ, a server restart is
no longer required

e Product configuration single user / network |7 to make the hardware Id selection

more simple

Simplified options to configure a reactivation| 1 or regular online check

Data Management / Key List - search option to search for abusive usage flag

If a product is uploaded which is already in the database, a warning is displayed | )

More information on user profile page [:s/)

List of users| ssincludes the avatar icon
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¢ E-Mail changed when a user forgot his password| s:1and only temporary password
is used

e An admin can no longer change a password for other users - he can only reset
it/ es1and a tem porary password is sent to the user

e Search option in different screens: Activation Done by - now user is available.
Every time a user deactivates a license| «:1 the transaction is recorded as a
transaction done by a user and not by an application

e Product configuration[# - more checks for wrong configuration

¢ In case a key is added via copy/paste, all spaces before and after the key are
truncated

e User screenl «1- avatar is displayed

¢ E-Mail configuration for internal e-mails was removed from the administration
menu

e Test project - Demo-Easygo is no longer displayed as it is required for internal
testing of hosting status only

e Removing a computer| s with entry Unknown is improved (issue only occurs with

older entries before version 6)

Layout change to display hardware IDs

If a new user| =1is added a check is done to prevent duplicate e-mail addresses

Deleting a huge number using Mass Delete Keys| 1 could result in an time out

Once an Unlock Keymﬁ is created there is an option to copy it to the clipboard

Hosting users can not change server time zone| 2"

| FIXED

¢ Address search on address page for merging addresses| = did not always work
(e.g. if the address included a + sign)

e License file - add new entry did not always work

e If a query runs too long it is terminated instead of waiting for a time-out

e Create Unlock key - fix issue in pop-up window

o Address created date and created by was not always shown with correct value

e Key List[: generation did not work for custom keys

¢ If a user has no permission to create an address - this is now also working in the
address search screen while creating a key

E-Mail Activator Service

e No update required

Backward compatibility

e See version 6/ 2
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On-Premise server

Requires license of Activation Server 6
1.5.3 Service Pack 6.2
Modification history version 6.2
All patches rolled out after release of version 6.1 are included in the service pack 2

Customer Portal

e Customer Portall:ss added where users can see their serial numbers ), download
m@ﬁ for products and can activate . and deactivate| s a license.

e Customer Portal is fully configurable through activation server using menu
Customer Portal Configurations| s in Administration /Set Up

e Manage Linked Emails Feature[z0] - Customer Portal user can link other emails
used for product activation and can view and manage the keys for the linked emails
also.

e Customer Portal Users can add serial numbers s to their account which are not
visible by default.

e Customer Portal User can remove a computer using Deactivate License|) feature
on license management screen.

e Customer Portal Users can update their profile using the Update Profile[=¢1 menu.

e Customer Portal Emails - Sign Up , Forgot Password , Linked emails

o Deactivate Customer Portal using front end - Enable Customer Portal [
configuration added in customer portal configurations

e Customer Portal - Disabled Handling - If license is canceled then log in is disabled
with a message is shown on log in screen to contact administrator.

¢ Create manual unlock key@ﬁ using Customer Portal

e Download Customer Portal logs and Restart Customer Portal added in Activation
Server - Admin Only

e Customer Portal text can be configured in Activation Server using Customer Portal
Configurations@sﬁ

e Grid implemented for Download Links| 72 with option to add, edit, delete download
links.

 Manage Portal Users|:1 In activation server has new link for Assigned Keys and
Linked Emails

e Customer Portal license is shown on the Company Information Screen

¢ New permission- ManagePortalUsers to manage portal users. Active/lnactive or
Delete a portal user
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IMPROVEMENTS

e Link created to go to Customer Portal sign up|:l screen directly
e Change Unlock Key Feature o7 Page Ul updated to simplify the create unlock key

process.

License Management Screen And Product Level Configuration |1 Screen Changes
to use grid with edit option

Customer Portal License changes - New control added for OP customer -
Customer Portal ID - Editable - Will save as Hosting ID in the back end db table
company information

Check Customer Portal Email templates for grammar - Grammarly used and
changes done

Customer Portal account/:ssl must be confirmed before User can log in in the
customer portal

New field added on Key Details screen for Email from Customer Portal - Customer
Portal E-Mail

Keys@will be retrieved for the user email id and the linked email address in the
Customer Portal

| FIXED_

Account Confirmation for Customer Portal not working properly

Customer Portal Configurations - Product Name display configuration is showing 0
instead of Product Name

Activation Server

Data From Client! «1- Tab added on the key details screen

Get details of Clever Bridge Subscription By Email Id - Admin Only
Customer Portal license is shown on the Company Information Screen
Delete GDPR| =1 data in the Activation Server using the manage User screen

IMPROVEMENTS

Change date format as per User configured date format on manage subscription
Customer Portal -Change Unlock Key Feature Page Ul

Add order process message and hide process order button after upgrade on
subscription page

Add enhanced request Limits for the AS On Premise Installation

New field added on Key Details screen for Email from Customer Portal
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| FIXED

¢ Transaction Grids for unlock key and installation code are not loading properly
o Activation server product upload allows duplicate products

E-Mail Activator Service

¢ No update required

Backward compatibility

e See Version 6.1/ 151

On-Premise server

Requires license of Activation Server 6

1.5.4 Service Pack 6.3

Modification history version 6.3 (5/2020)

All patches rolled out after release of version 6.2 are included in the service pack 3

Customer Portal

Password Expiry Feature sl in Customer Portal - Period to be define in Customer
Portal configuration in activation server - General Configurations

Two factor authentication =2 added in Customer Portal registration and user profile
screen.

Logo implementation added in Customer Portal. Configuration to be done through
general configurations|in Activation Server

Customer Portal Single Sign On - Mirage Customers using the Mirage Support
Center will be able to use the Single Sign On feature. They can directly log in into
the Customer Portal through the Support Center Login. For Details click @@5.
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Activation Server

e Create Unlock Key Feature| s added on the key details screen.
e Mass Update Max Key / ID Usage! 1 added on Key List page

| FIXED

On Premise - Show Customer Portal ID by default to on-premise customers and it
should be editable on company information screen

E-Mail Activator Service

¢ No update required

Backward compatibility

e See Version 6.2[ 171

On-Premise server

Requires license of Activation Server 6

1.6 Tutorial Activation Server

The Web Activation Server comes with an own tutorial which covers the Administration
Interface,Installation [208] and Configuration [z,

1.6.1 What is the Activation Server

The Licence Protector Activation Server 6 is an enhancement to the standard Licence
Protector system.

The Activation Server 6 is comprehensive web based administration application which
offers the following main features:

¢ Activate a license online — (one time activation)
¢ Verify an Activation Key online
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[ ]
o Create reports, import / export data with the Licence Protector
o Create keys like Serial Numbers or Additional Activation Keys

The Activation Server 6 ensures that each license can be registered only once. Ever
transaction is logged into a database (database license not included). Each project| »s1can
have a different workflow. This allows to handle different scenarios:

o full version - turn on copy protection

e trial version - registration allows to retrieve a key to prolong the trial version

¢ version for a specific distributor - allows 2 activations and reports by distributor
(distributorname has to be included in projectname)

Optionally, keys can be transmitted to the Activation Server before they are applied to the
license file. It is checked, if the key was already used. This is to ensure, that the key can
not be passed on and used multiple times.

The Activation Server also comes with an additional service - E-Mail Activation Service|zs),
This allows to automatically respond to activation requests by E-Mail.

1.6.2 Start Administration Interface

You will get a link from your administrator to start the Administration Interface. It will look
like.

http://yourservername/lpweb/login.aspx

All Mirage hosting customers get a link like this one

https://www.reqisterserver.net/hosting ID/Ipweb/

Mirage provides a demo access to explore and test this interface at

https://www.reqgisterserver.net/9999999/lpweb

1.6.3 Video Tutorial

Activation Server 6 also comes with a video tutorial. The tutorial covers the basic steps
and is the perfect start if you don't like reading.

The video tutorial requires audio (headset or PC speaker).

Creating Serial Numbers

This video explains different ways how to create a Serial Number.
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1.6.4

1641

Activation Server 4

‘ Create Serial Numbers

The central point for administration of keys, customers and resellers

Terms and Definitions used in the Tutorial

To fully understand terms, used in this tutorial, browse through the terms and definition
chapter. Sometimes it is hard to understand the difference between a Serial Number | 2slor
an Activation Key@ﬁ or between a product Activation| 1 and Transaction| 2.

Activation Key

All keys used by Activation Server 6 are unique and have the same format.
dO8uc-G1iC9-jOGeA-BqgEX-U71ID-0V1VX

There are 6 blocks each with 5 characters. The blocks are separated by a hyphen for
better readability.

An Activation Key is used to change an existing license, e.g. to

e prolong a trial version
e add more users for a network license

Although a Serial Number| = is technically also an Activation Key, only a Serial Number
can be used for a product activation| 27,

Each Activation Key can be used once (default) but the Maximum Key / ID usage/ =1 can
be changed. This allows to use one Activation Key on multiple machines.

In the moment, an Activation Key is used, also a Transaction| =1 is recorded. An Activation
Key can have one or more Transactions:
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1.6.4.2

1.6.4.3

Transaction

Every usage of an Serial Number| =), Activation Keyl =21 or any other connection to the
Activation Server 6 (like move a license) creates a record in the database - this is a
Transaction.

Even if the request fails, an error is recorded.

There could be more than one Transaction for a key / ID.

What would create an additional Transaction?

o A user reinstalls the software and uses the Activation Key again. If this reinstallation is
working or would create an error is defined in the product reactivation| 2 settings

¢ Validate a key/ ID

e Alicense is moved from PC Ato PC B

o A key, which was already used on PC A is also used on PC B. If this additional usage of
a key is working or would create an error is defined in the Maximum Key / ID[ 21 usage
settings

e Aregular online check, e.g. license check every 30 days

¢ Alicense transfer

¢ A license file upload or download

e Metric datal «)

A transaction is also counted for validations which result in an error like

e Key/ID is locked
e Key/ ID already used
e Transaction failed, because of an abusive usage

Automatic Licence Generator

The activation action is invoking the Automatic License Generator . This is the universal
batch processing tool to generate a license file or key. It can be obtained as a separate
module to produce key lists or for integration in Online Shops. In the combination with the
Activation Server 6 it can only be used with the server and not as a standalone tool. The
standalone tool requires a license for the Automatic License Generator .

The Automatic License Generator processes the configuration.xml file[«4 defined for the
project (ProjectiD @ﬁ) and looks for the definitions defined for the Serial Number /DID.
Then the project template file is processed.

In combination with the Activation Server 6 the Automatic License Generator only
produces Activation Keys. These keys can be retrieved within the Data Management| ol
Tab, Modify a Transaction [so.
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See also

Configuration project.config (2001 GeneratorConfig|zo:]
Configuration project.config[=s:: GeneratorApp| o]
Configuration project.config 2051 GeneratorPath sos)

1.6.4.4 Copy Protection

Activate Copy Protection

The copy protection links the license file to a hardware ID. Only one hardware ID is used
but it makes sense to define a backup ID in case the main hardware ID cannot be
retrieved.

Details about copy protection can be found in the main tutorial of All-In-One Protector.

Selected IDs for initial activation

Define the hardware IDs which should be used for copy protection. Just click on an ID in
the column available IDs and drag it to the column Selected IDs.
The hardware Ids which can be used depend on the selection of the installation type.

The first hardware ID will be used. Only if the first hardware ID is not available, the
second ID will be used.

In the sample below, the hardware ID 13 (Windows ID) will be used for copy protection.
Only if the ID 13 cannot be retrieved the ID 4 (NetBios) is used.

Installation Type Single user product

L

Selected I1Ds for initial activation Available IDs for initial activation

1.2 3 4 6 7 8 9
10 11 12 14

Allow new Installation / Reactivation / Regular Online Validation

In case the user should be able to reinstall the software on the same computer or you
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want to use regular online validate, define the hardware IDs which should be used to
identify a computer.

For each key, the complete hardware profile (14 different IDs) is stored. To recognize a

computer, hardware ID’s are compared with former activations and only if hardware
ID’s match, the product can be activated again or a key can be used again.

Settings for Product Reactivation / Regular Online Validation

Logic for Reactivation Custom logic - select individual harc <

Selected IDs for reactivation Available IDs for reactivation

2 13586 7 8 9
10

There are 3 ways to decide if the reinstallation is done on the same computer like the
initial product activation. Select the logic which should be used

e Computer Name

e Custom logic - select individual hardware Ids
e Custom logic - define number of hardware Ids

Computer Name

This is the simplest test to find out if it is the same computer - the host name of the
computer is used.

Custom logic - select individual hardware Ids

Just click on an ID in the column available IDs and drag it to the column Selected IDs. If
you select multiple IDs, all IDs have to match.

In the sample below only the ID 2 (MAC address) has to match with the initial installation.
Selected IDs for reactivation Available IDs for reactivation

The option: Ignore single user Ids for reactivation must be unchecked if you use ID 4,
11,12,13,14 for reactivation.

Custom logic - define number of hardware Ids

You can define, that e.g. 3 or 4 IDs have to match setting a value in Number of IDs for
reactivation. If individual hardware IDs are selected then this configuration option is
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1.6.4.5

1.6.4.6

1.6.4.7

ignored.

= If you are unsure about the configuration, only use Minldenticallnstcodes.

EasyGO

EasyGo is a technique, developed by Mirage Computer Systems GmbH, to implement
licensing and copy protection with just 4-6 DLL calls using professional screens (in
multiple languages) and different activation options. It can be combined with all the other
Licence Protector features to have all the flexibility you need.

Entry Key

The Entry Key is a unique identifier. The ID is used to identify the license. Normally the
unique ID is the license file ID or the Serial Number| 2. If you do not have a serialised
license file, then the unique ID could be the order number or the installation code (e.g. use
Getinstcode and combine all installation codes to 1 string).

The Entry Key for a Serial Number / ID[ -7 can be defined by the application. The Entry Key
for an Activation Key@ﬁ is the Activation Key itself.

2 EasyGo@ﬁ or All-In-One Protector use the Serial Number as Entry Key.

Effective Key / ID usage

The Effective Key/ ID usaqe@ indicates, how often the an Activation Key or Serial
Number have been used. The Maximum Key / ID usage indicates, how often an Activation
Key or Serial Number can be used.

This value is visible on different screens and reports and cannot be changed.

o Key List/ &)
e Modify a Transaction [ s8]

See also

How can | allow a second activation only for a specific user?|s5)
How can | specify the number of times a key can be used?]s:7)
How do | allow to make a reinstallation on the same machine? !z
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1.6.4.8

1.6.4.9

1.6.4.10

1.6.4.11

1.6.4.12
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Installation Code

Enter topic text here.

Licence File ID

The license File ID is an internal number, which was assigned to the license file during

creation of the file.

Module

The module concept is not supported by All-In-One Protector. Only one product / function

can be licensed per project.

Maximum Key / ID usage

The Maximum Key / ID usage indicates, how often an Activation Key or Serial Number can
be used. The Effective Key/ ID usaqe@ indicates, how often the an Activation Key or

Serial Number have been used.
This value is visible on different screens and reports and can be changed.

o Key List] s2)
 Modify a Transaction| s

See also

How can | allow a second activation only for a specific user? /s
How can | specify the number of times a key can be used? /a7
How do | allow to make a reinstallation on the same machine? /=)

Product Activation

A product activation is normally done once per product and triggers a workflow like:

e Activate copy protection
¢ Make a full version which is not time limited or which expires at a certain date
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To activate a product, a Serial Number! 21 or ID is used, which is unique. The Activation
Server 6 ensures that the Serial Number / ID can be used only within the defined
maximum usage limits.

1.6.4.13 Product Reactivation

Enter topic text here.

1.6.4.14 Project name /1D

The project name is used to determine the workflow and project specific settings. Each
project name can have a different workflow. This allows to handle different scenarios:

e full version - turn on copy protection

e trial version - registration allows to retrieve a key to prolong the trial version

¢ version for a specific distributor - allows 2 activations and reports by distributor
(distributorname has to be included in projectname)

The projectname is configured in project.config [200), parameter ProiectlD@. The project

name should be identical with the project name of your template xml file but it can be
different.

“  You can add any number of projects you like. It is not counted as a license like it is
within the Licence Generator.

The project name is referenced in this tutorial as project.
1.6.4.15 Serial Number

Although a Serial Number| 2s1is technically also an Activation Key@ﬁ, only a Serial
Number can be used for a product activation| 7).

Each Serial Number can be used once (default) but the Maximum Key / ID usagel =71 can
be changed. This allows to use one Serial Number on multiple machines.

In the moment, an Activation Key is used, also a Transaction| = 1is recorded. An Activation
Key can have one or more Transactions:

1.6.4.16 Unlock Key

Enter topic text here.

© 2021 Mirage Computer Systems GmbH



Activation Server 29

1.6.5 Login Screen

To access the Administration Interface, you have to provide username / password.
Depending on the user rights, not all options could be available.

The default username is admin and there is no password (leave password field empty).

miage

Username

Password

Forgot your password?

Activation Server Version 6.1.1.31039

If you forgot rych‘nur password, your can request it by e-mail. Select Forgot your
Password?| =:
In case Two-Factor Authentication|s:is enabled, additional steps are required to login.

You have to specify a new password after the first login. Also specify your e-mail address
(required if password is lost) and more settings like language or date format.

Press Save after you have filled out the form
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Change Your Password Please enter and verify a new password below.

Please enter and verify a new password below.

Remember that your new password
must be at least 8 characters long
minimum 1 upper case letter
minimum 2 lower case letters
minimum 1 number
minimum 1 special character
must not be identical with the old password
and must not be identical with or contain your username

Change Your Password

Username " ™
New Password *

Verify New Password *

ar

Language English

I

Date Format English: 31/3/2018 &

For security reasons, the password needs to be complex (see explanation above)

2
Special characters are the following characters. You have to use at least one

l@#$%"&* () _+-=[1{}I"

Hosting only

If an admin user logs in, he has to confirm the Master Subscription Aqreement@ from
time to time

First time login

If the admin user logs in the first time, he gets a list with users without an e-mail address.
Click on Edit to add the e-mail address for the admin user.
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Home Metrics Reports v Data Management Keys - Administration / Setup v Help v

I Manage User Emails Use this page to remove the duplicate emails and add emails to account without having any email.

Below is the list of users with duplicate emails or no email.Please update them to avoid any diffi while i for the users and other important actions.
To IGNORE, please click on the button to proceed.

Click To Proceed

Username First Name Last Name Alias E-mail

admin admin admin admin Edit

1.6.5.1 Forgot your Password?

If you forgot your password, Select in the login screen Forgot your password? You can
then type in your e-mail address and select Request Password. Your password is e-
mailed to you.

Step 1 - Request the Password

mircage

E-mail

mcm@alla buutsnfmam.cmﬂ

Request Password Cancel

Activation Server Version 5.0.0.17

Step 2 - Check E-Mail with your new password
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Check the email account aguciated with your

user name for your new password. Remember
to look in your spam folder, where automated
messages are sometimes filtered. If you still
can't log in, contact your administrator.
Username

Password

Forgot your password?

Activation Server Version 5.0.0.17

Step 3 - E-Mail received

The user will receive an e-mail how to reset his password. It includes a temporary
password for the initial login.
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noreply@registerserver.net <admin@registerserver.net> B Inbox - Mirage

Your new password for the Activation Server

To: tom.mcnamara@mirage-systems.com

Hello McNamara,

You recently requested to reset your password for your Mirage
Activation Server account tom.mcnamara@mirage-systems.com. Use
the following information to reset your password for the Activation
Server : Username : TM Password : K#jSbY8+F7

Reset your password

If you did not request a password reset, please ignore this email.

Thanks,
The Mirage Activation Server Team

After he logs in he has to change the password. The password change requires the old

(temporary) password.
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Change Your Password Please enter and verify a new password below.

Please enter and verify a new password below.

Remember that your new password
must be at least 8 characters long
minimum 1 upper case letter
minimum 2 lower case letters
minimum 1 number
minimum 1 special character [!@#$%"&*()_+=\[{\]};:=>1/2,]
must not be identical with the old password
and must not be identical with or contain your username

Change Your Password

Username * ™

Old Password *

New Password *

Verify New Password *

1.6.5.2 Two-Factor Authentication

Two-factor authentication (2FA / TFA), often referred to as two-step verification, is a
security process in which the user provides two authentication factors to verify they are
who they say they are. FFA can be contrasted with single-factor authentication (SFA), a
security process in which the user provides only one factor -- typically a password.

Two-factor authentication provides an additional layer of security and makes it harder for
attackers to gain access to a person's devices and online accounts, because knowing the
victim's password alone is not enough to pass the authentication check.

Activation Server 6 supports for the second identification step google authenticator or
any software which supports one time passwords (e.g. 1Password, Authy). One time
passwords are time-dependent six-digit codes, which you enter after you submit your user
name and password

The Two-Factor Authentication can only be enabled by the administrator in
Administration / Setup - Company Information [127)

Step 1 - Download an Authenticator application

Download the Google Authenticator Android / Iphone or Ipad (free) or apps which run on
Windows, macOS or even apple watch like 1Password or Authy.
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https://authy.com
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Step 2 Scan Barcode

If you login the first time after TFA was enabled, you have to scan a barcode. Alternatively
you can manually type in the setup code.

ITwo—Factor Authentication Complete Two-Factor Two-Factor Authentication to continue log in I

Set up Two-Factor Authentication using the authenticator app. Please scan barcode or manually enter generated code in the authenticator app to complete the
set up.

Download the authenticator app using the following link: Download

Setup QR Code

Manual Setup Code GBRDMNZRMYYTCN3B

Enter the validation code generated by authenticator app in the validate code text box to continue log in. If device Is not available you can use the recovery

codes provided during first time set up.

Validation Code

If the barcode scan is successful you get a 6 digit validation code which you enter in the
field and click on the button: Validate My Code

Step 3 Recovery Code

If you loose your device, the administrator can reset your TFA «1. Some apps make
backups which you can restore on a new device. However a good practice is to create
recovery codes and store it in a save location. A recovery code can be used only once.
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Recovery Codes allow you to access your account In the event that

you lose your authenticator app. You can use these one time back up
codes to access your account.

Click on the button Generate Recovery Codes

This will generate a text file which you can download. It includes 8 codes which you can
use only once.

Step 4 Daily login

After providing user name and password and validating the password, a second screen
appears to provide the 6 digit code from the authenticator app.

Welcome to Tow-Factor Authentication E-Mail

The user will get an e-mail which confirms that the TFA setup is now active.
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noreply@registerserver.net <admin@registerserver.net> B Inbox - Mirage-Systems
Your account is now extra secure

To: tom.mcnamara@mirage-systems.com

Hello McNamara,

We'd like to confirm that you enabled two-step verification on the account
tom.mcnamara@mirage-systems.com. The next time you log in with your
username and password, you'll need to enter a 6-digit code to access your
account. If you can't use your phone, you can enter the emergency recovery
key you saved during setup. .You can learn more about two-factor
authentication here .

Starting on Saturday, November 3, 2018, you'll need to have two-factor
authentication configured to access your account.

Login with two-factor authentication
Thanks,

The Mirage Activation Server Team

1.6.6 Getting Started

After login successfully, the main screen appears.
The different menu options give access to different areas

Home s

Metrics| a1

Regortsm

Data Management! s
Administration / Setup |27
Help

Service Info

User Avatar icon |1

The access and available options can be restricted_per user| s,

Home Metrics Reports v Data Management v Keys v Administration / Setup Help Service Info v
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1.6.7

To log out, click on the User Avatar icon[:sn and select Logout.

Home

The Home screen is the place to start.

m Metrics Reports v Data Management v Keys w Administration / Setup v Help Service Info v~ ‘Q' ~

| IHome J

‘ SEARCH HOSTING USAGE CURRENT YEAR TRANSACTIONS TRANSACTIONS HISTORY TRANSACTION RESULTS USER STATS BY LOCATION TOP PROJECTS TOP CUSTOMERS

Search for keys, customers and resellers

Search Options @

© Key / ID Search

") Basic Search (Name or E-Mail)

") Extended Search {(any search term)
| Contains

Search All
All Products

Greata 8 SerialHamber Hanuai Brocuct Activation m m

Search

The search is a full text search - you can search for keys, company name, customer
first or last name, reseller name or e-mail address. The search is even extended to the
computer names (host name) within a transaction.

How you search and what you search has a major impact on the performance.

Search for Serial Numbers

The search term must be in the format X00X-XXXXXX=XX00X-XXXXX-X00X-XXXXX. The search
term is analyzed and if it has the Serial Number format a Serial Number search only is
done. This is the fastest search available in terms of response time.
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Search for most used search terms

Typically the most used search terms are: Keys/lds, company name, customer first or last
name as well as for an e-mail address

If you search for one of these values no additional search option is needed. The search is
automatically restricted to these fields.

Additional search options

You can narrow down or expand the search with search options.

Extended Search
Use this option if you want to make a full text search for anything in the database. You
should limit the search by product and category to avoid long search times.

Contains

e [f this option is unchecked, the field to search must begin with the search term.
Example search term: - Tom - would find a first name Tom, an e-mail address which
begins with tom or a computer name like tomspcs.

o If the option is checked, the field to search can contain the search term. Example
search term: - Peter - would find a first name Peter, but also St. Petersburg or an e-mail
address Charles.Peters@hotmail.com

Limit search by product or by category

You can limit the search by either selecting a category like customers or keys or limit the
search by product. Especially with a large amount of data limiting the search result
speeds up the search and makes it easier to pick the correct result.

If no search option is specified, you get as a search result a list with customers, resellers,
keys, transactions and license files.

2
You can even search for a computer name like johnspc to locate a specific key.

Quick Links

The quick links buttons provide a quick access for often used tasks

Create a Serial Number| o)
Manual Product Activation | 0]
Manage your addresses| s
Transactions| s21

o Key List[ e
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1.6.8

1.6.8.1

Dashboard

The wealth of information Activation Server 6 at your fingertips - ranging from real-time
shapshots of your transactions to yearly summaries.

By always knowing where you stand, you can spot trends early, localize problems e.g. with
abuse key usage and make the best decisions for your business.

W orking with Dashboards/ «)

Dashboard

A data dashboard is an information management tool that visually tracks, analyzes and
displays key performance indicators (KPI), metrics and key data points to monitor the
health of a business, department or specific process. The Dashboards can be accessed
through the Home screen| s provided the user has a germissionm for Dashboards.

Typically you can add filters in Dashboards to view only specific data.

Activation Server 6 provides the following Dashboards

¢ Hosting Usagemﬁ (only for hosting customers)
e Current Year Transactions| «

e Transactions History! «1

e Transaction Result! =

e Users per country! «

e Top Products

e Top Customers

e Top Resellers

Dashboard - Hosting Usage
This dashboard is available only for hosting customers. It shows the
¢ the hosting package

¢ the time period paid for the hosting package
¢ the actual hosting usage
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SEARCH HOSTING USAGE CURRENT YEAR TOP RESELLERS.

Hosting Usage ( Hosting Package 'Package L3' (30000 Transactions / Month) )

Select time frame to filter data Total Transactions

I Transactions

\ 71339
Monthly Hosting Usage

November 2017 December 2017 January 2018 February 2018 March 2018 April 2018 May 2018 June 2018 July 2018 August 2018 September 2018 October 2018 November 2018 Grand Total

Grand 6953 5690 7204 5185 4859 5674 7079 6319 5975 5533 5287 5419 162 71339
Total
Invoicing period 2/11/2017 - 2/11/2018 Paid Transactions - 90000 Quarterly Hosting Usage

3 45000 Q12018:24.18%
36000

27000 —

4
[

Q42018:7.62%
Q22018:26.73%

90000
Q32018:23.54%

71,339

1.6.8.2 Dashboard - Current Year Transactions

This Dashboard shows the number of transactions in the current year.

SEARCH ‘CURRENT YEAR TOP RESELLERS

£3

Current Year Transactions

Select time frame to filter data Top Month Total Transactions

January
= 58920
sanuary Fobruary Maren Ao May June oy August Septamber October  November

Monthly Transactions Quarterly Transactions

Q12018 Q22018 Q32018
ez 1ox 1o 1ox
| Aprl:9.63%  reonay: SK T 2o SK TN 20k SK T
A T A T A
17,248 19072 16795
Q42018
1

Transactions Statistics

ES
7204

Transactions

January February March April May dune Juty August September October November
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1.6.8.3 Dashboard - Transaction History

This Dashboard shows the number of transactions in the selected time period.

SEARCH HOSTING USAGE CURRENT YEAR

TOP RESELLERS

Transactions History 1/1/2013 - 11/3/2018

Select time frame to filter data Y. Top Year Total Transactions
' e 367706
12005 Ga 2005 1 2008 32008 Q1 2007 Q32007 Q12008 Q32008 Q1 2009 G 2009 Q12010 32010 Q1 2011 I20TT Q12012 QBZ0T2 QY013 GI2013 OF 204 Q32014 Q1 2015 QI 2015 12016 CI2016 Q12017 Q2017 Q1 2018 QW0ME
Top Five Years Top Three Years
2016 2017
ox 7K wox 7K
2016:3281% o o
sox wox
2017 2435% [
1 I 1
sox ox sox ox
s | o— { ]
2o 2 2o 2
\ / \ /
2018: 16.45% o N e o N e
2015:2250% . .
17502 S7199 %0,

Yearly Transactions Statistics

-
02

o0k = o71%0
5
£ En
]
E 50K
&

25 =3 E3

o | |

2019 e 15 w10 2o 2018

1.6.8.4 Dashboard - Transaction Result

This Dashboard shows the transaction results in the selected time period.

Transaction Results 1/1/2013 - 11/3/2018

c3

Select time frame to filter data Y. Total Transactions

| ol I 367708
Qr2oos G305 Qrzs Q3006 G107 QU007 Q08 Q32008 Q00 Q32008 QI0T0 Q300 Q1OTI QUM Q10T QU2 Q1ZOIS QRZN QIO QRN Q10N QX016 Q10Ts QIS Q10T QI Q12018 Q3G

Top Five Transaction Results Top Three Transactions Result

key already used Key /D is locked
160 16ox

120K 120K -
,MI/ oo // oo //

sox

(s

P — wox o
120K // -

I
o
N —
8k
—
Se——

Top Ten Transaction Results

No——

erorwhen stomng | [E21
p—— |
over | X
canctinton ot possve |
Ucons e domniondtoiod 1 [N
Koy ri0miockes I [0

key already used

308970
oK 20 a0k 60K 80K 100K 120K 140K 160K 180K 200€ 220K 240k 260K 280k 300k 320k
Transactions

1.6.8.5 Dashboard - users per country

This dashboard shows a world map where your software is installed. As number of users
the number of address entries! =1is counted.
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1.6.9

SEARCH HOSTING USAGE CURRENT YEAR RESULTS

User Statistics By Country

Greenland

USERS PER COUNTRY ToP PRODUCTS TOP CUSTOMERS TOP RESELLERS
Users per Country
Select Country Number of Users

@n

Top Twenty Countries

Canada,
o Cagen ’ Russia
7
€& [ J > ca

o

o . | J

s Brazi o

()
2l
o o o ®
Top Ten Countries
‘ Ea
2
§
3
°
5
3
5«
Z o0 ] i | 1o | o ] =
oK
Germany United States Switzeriand United Kingdom France Netherlands india Canad: Aust

Home Metrics Reports v Data Management + Keys v Administration / Setup Help Service Info v

All-In-One Protector offers the option to send usage metrics like number of trial
installations or information about the computer hardware to the activation server. The
feature is by default turned of and you have to enable it if you want to use it.

What kind of data is sent

By default, a pre-configured data set is sent when you enable the metrics usage.

e Operating system

Platform type

Physical memory

Screen resolution

User language of the operating system
Top locations (countries)

This information is sent only once per computer even if multiple events (like install demo

version) are recorded.
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Physical memory Platform type
M o-2 68 32 bit
W24c8 M &4 bit
M a-868
Wsa16ce
| 16-32 GB
W 32-634 GB
28
Screen resolution Operating System
Windows 10 |
Windews 7 SP1 |
Windows 8.1 —
Windows 7 —
Windows 8 m
1600 x 1200-2400x1800 =
Windows Server 2012 R2 ]
Windews Vista SP2 ]
2400 x 600-3200%1200 |
Windews Server 2012 ]
Windews Server 2008 R2 SP1 ]
2400 x 1200-3200x1800 = i
0 6 12 18 24 30 36 42 48 54 60

o 7 14 21 28 35 42 49 56 63 70

Top countries

Top languages
English {United States) United States
German (Germany) ] Germany e
English (India) _ India —
English {United Kingdom) [ United Kingdom [——]
French (France) = Turkey =
Italian {Italy) = France =
Turkish (Turkey) = Switzerland =
English (South Africa) ] Ttaly =
English (Ireland) = Austria =
German [Switzerland) ] Horway ]
German (Austria) = Netherlands =
Norwegian (Bokmal, Norway) B Thailand ]
Russian (Russia) = Sweden = k
Sweedish (Sweden) = South Africa ]
Palish (Poland) ] Canada =
@ & 12 18 24 30 36 42 48 54 60 66 0 5 10 15 20 25 30 35 40 45 50

Events which can be recorded

The data is sent on selected events like first time installation or product activation or even
during each program start.

There are a couple of pre-defined events

¢ First installation of an application

e First time a demo version is installed

o First product activation of the main module

¢ First activation of any module. This allows to track the product activation of any module
in the license file

o Any start of the application will track how often the application was started

e Any product deactivation or license transfer

o All - lists all events
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All Products & Al time

<

157
12+

i/ A L\AAA /\X\/\A/\A

1]
3 -
6 -
B-Mar B-Apr B-May

M First Start (9) [l Main Module Activation (14) [l Main Module Deactivation (1) [ Every Start (122) [
First Start Demoversion (9) [l Any Module Activation {14) [l Any Module Deactivation (-1)

In addition to that you can record any custom program events, e.g. every time a user
selects a menu item or processes a functionality you want to record.

Tracking of data

The data can be sent anonymous (recommended) or linked to a specific Serial Number.
Linking the data to a serial number allows to get more insight how a specific customer is
using your application (feature not yet available).

Transactions

Each event counts as a transaction. It is recorded with the transaction type: Metric Data

2
To find out more about the functionality see: Working with Metrics| «

1.6.9.1 Working with Metrics Reports
To get the most out of the metrics functionality, you can filter results or get details per day.

Details per day

Hover in the chart on a dot. It will list a summary of all events of that day.
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All Products This week (Sun - today)
10
B - .
S-Jun
6 - First Start: 2
Main Module Activation: 1
4 - Every Start: B

First Start Demoversion: 2
Any Module Activation: 1

|
>

6 -
5-Jun 6-Jun 7-Jun 8-Jun 9-Jun 10-2

M First Start (3) [ Main Module Activation (2) [l Every Start (15) M First Start Demoversion (3)
] Any Module Activation (2)

Select specific charts

The metric chart is a combination chart of several line charts. You can remove charts by
unchecking the box left to the chart name.

All Products & | This week (Sun - today) &

10+

8

6

4

2

P — e B — /\
2

4

6 -
5-Jun \ 6-Jun 7-Jun B-Jun 9-Jun 10-1

M First Start (3) [] Main Module Activation (2) [l Every Start (15) [ First Start Demoversion (3)
["] Any Module Activation (2)

Filter results
You can filter the results by
¢ Products

e Modules
e Version
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e Time Frame

]

My application 5 E All Modules E All Versions E This menth E

Top languages / Top countries

The top location graph shows the top 15 languages and countries.

Top countries

Top languages
English {United States) Unitod States
German [ 3 Germany ———
English (India) = India —
English {United Kingdom) B United Kingdom ==
French (France) = Turkey =
Italian (Italy) ] France =
Turkish (Turkey) = Switzerland =
English (South Africa) = Ttaly |
English (Ireland) ] Austria =
German (Switzerland) ] Norway =
German (Austria) = Notherlands =
Norwegian {Bokmal, Norway) B Thailand ]
Russian (Russia) = Sweden =
Swedish (Sweden) ] South Africa =
Palish (Poland) n Canada = k
0 6 12 18 24 30 36 42 48 54 60 66 0 5 10 15 20 25 30 35 40 45 50

Good to know

¢ You can select only modules which are available for a product

e The chart: First start and every start of an application is not related to a module / feature

e Windows and computer related data is sent only once per computer even if a user has
several products installed which send metric data

1.6.10 Reports

Home Metrics v Data Management Keys v Administration / Setup v Help Service Info v ‘%'

The Activation Server 6 comes with a set of predefined reports. All reports can be
displayed on the screen, printed as a PDF file or exported into a CSV file. It is possible to

define filter and sort criteria per report.

1.6.10.1 The Basics about Reports

1.6.10.1.1 Search, Filter and Sort Criteria
To start with a specific project (= application) for a report, select the project name in the
product list option. The default is to display All Projects within a report. After selecting a
report on the main screen the report data is displayed.
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|Reports ‘

Product: All Products = Key / ID: All Keys '

Unused Keys

Customer Name: Reseller
Start Date: End Date:

Search Field: * Search Criteria: like ¥ Search Value:

Search Export Report

You can search / filter the report by

Product Name

Key/ID - either a Serial Number / ID 21 or Activation Key/ 2]
Customer Name

Start and End Date

Search Field: Additional Search Criteria available through a picklist

After changing a search / filter criteria, you have to click on the “. Search link.

“  The data can be sorted by clicking on the headline of a column. The default sort
order is date, descending.

1.6.10.1.2 Export / Print a Report

1.6.10.2

To export the data of a report, click on the button Export. A CSV file is generated and you
can download the data by selecting the link download exportfile, which is displayed in a
new Browser window after the data export is finished. You can print the report using
Excel.

Erroneous Activations

This report contains all activations| =71 for Serial Numbers / IDs| 271 and keys| 221 which have
been erroneous. There are 2 different types of errors:

e Transaction Result — this is an error generated by the Activation Server 6
¢ History Result — error generated by the All-In-One Player communication with the
Activation Server 6
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1.6.10.3

1.6.10.4

1.6.10.5

See also

Export a Reportm

Key List

This report contains all Serial Numbers / IDs|>7] and Activation Keys.| 221If you click on a
Key/ ID it displays all Transactions| 21 for the Key/ ID.

The columns Maximum| > Key/ ID usage and Effective| 211D usage are the main
indicators of the key usage.

Icons indicate an important status - Icon explanation

See also

Export a Reportm

Multiple usage of Serial Numbers / ID or Activation Keys
The reports

¢ Multiple usage of Serial Numbers / ID
e Multiple usage of Activation Keys

list all keys which have been used multiple times on the same computer. This can
happen if the user deletes the application and installs again or if regular online checks are
enabled.

Successful Activations

This report contains all activations| =7 for Serial Numbers / IDs/ 271 and keys@which have
been successful.

See also

Export a Report|
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1.6.11

1.6.11.1

Data Management

)
Home Metrics Reports  + Data Management + Keys v Administration / Setup Help Service Info + ‘6’ o

The Data Management Tab allows to search for a specific key or an transaction 250, It
provides options to view and modify data

e Transactions/ =1
e Key List/ e
e License file

You can also

e Manage addresses| s (customer data)
e Manage resellers| =
e Manage users m(requires administration rights)

Related information

e Powerful list view/ s
e Lock a key or deactivate a com puterﬁﬁ
e Report about key usage! =)

List - Search, Sort, Group and Navigate

All Data Management lists and also reports offer powerful options for searching, sorting
and grouping. The options are only displayed if there are more than 10 records.

Search, Sort and Group
You can limit the result of the transaction list by either specifying Search Criteria like Start
Date or select a product in the product picklist.

e There is also a full text search. It will search any fields so the search string could be a
name, e-mail address, city etc.

¢ To limit the search to a specific field, type in the search term in the column you want to
do the search, e.g. e-mail address

© 2021 Mirage Computer Systems GmbH



Activation Server 51

Home Metrics Reportsv Data Management v

Keys~ Administration / Setup v

Search Criteria

Product | All Products Key / 1D

Start Date End Date

Search Field Search Criteria | like Search Value

Search  Export

" JEnable preview for detail information

Sort

Page 1 of 1 (18 items) 1 Page 50~
Drag a column header here to group by that column

Product Search Emal Activation Customer Transaction Transaction >

o E-mail Key / ID 1P-Address eelby e Module ID Date/Time el Result Reseller Version

Office Files 2017 alisa@allaboutsoftware.com  72FQT-37AFC-CEGFL-SWI7W-KhiFP-00BC] Application All About Software  Office Files 2017 14/01/2017 12:38:18 Product Deactivated ok

By default, the list is sorted by date (latest date first). You can click on a column to sort by
this column - e.qg. click on Country would sort by Country from A-Z. Clicking again on the

same column sorts from Z-A
An arrow indicates the sort order

Customer

Name [ Country ~ ] Reseller
All About ,

Software Inc. United States

Group records

You can group the list.

Key List (13284)

| |Enable preview for detail information

IR s oo

Page 1 of 266 (13284 items) 1 2 3 4 5 6 7

264 265 266 (b))

Drag a column header here to group by that column

Product Name Module ID

Key Type Key / ID
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Drag a column header to the that area. The example below groups by country. Click on a
country and you get all records for this group
Key List (13284)
~|Enable preview for detail information
TTZR v eteeers |
Page 1 of 2 (8% items) 1 2 (v
Country -
Product Name Module ID Key Type Key / ID Is Locked
b Country:
Country: Afghanistan
b Country: Albania
+ Country: Algeria
¢ Country: Andorra
+  Country: Argentina
b Country: Armenia
Page Navigation
The page navigation allows to navigate to
¢ specific page
¢ one page forward / backward
e end / start of list
You can also configure how many records per page are displayed
e — e
1.6.11.2 Transactions

Menu item: Data Management - Transactions

A Transaction| 2 represents a licensing request from the users machine to the Activation
Server 6. Each request (successful or erroneous) is journalized.
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Every time a request like:

e Product activation
Transfer a license
Reinstall a license
Regular license check
Metrics information

is done a record=transaction in the Activation Server 6 is generated to document the
licensing request.

Transaction list view

The transaction list is grouped with 3 Tabs to deliver faster results

e Basic View
e Metrics
e License File

The start date depends on the setting in user profile@ﬁ (Default view - time period). If
there are typically more than 10.000 transactions per month you should limit the result.

The list view can be filtered using search criteria like product, key / ID, transaction result
etc.

e Icons in the right column indicate an important status - Icon explanation
e To display details or change information click on the Key / ID[ 561

Product | All Products P Key / ID
Start Date 1052018 End Date
Search Field + Search Criteria | like = Search Value

~Enable preview for detail information

BASICVIEW METRICS LICENSE FILE

Rroduct E-mail Key/ID P dress fyvation dene Customer Name Module ID Dransection Tyansacton Resut  Reseller  Version

Office Files 2018 IXBIRSIUB7-5169d-8XnwlrcRGQ-FBBOq  5.56.248.126  Application o About Software e Files 20180510 17:43:00 Product Deactivated ok

Offce Files 2018 ali IXBIRSIUBT-51600 BXnwlroRCOFBB%  5.56.248.126  MAC M Aoutsoftware | Office Files 201805-1017:35:03 Activation ok

Office Files 2018 [XBIRSIUB7-5169¢-8XnwlcRGQ-FBBYq  5.56.248.126  Application AUl About Software ifioe Flles 20180510 17:07:55 Validation ok

Office Files 2018 [XBIRSIUB7-5169¢-8XnwlcRGQ-FBBYq  5.56.248.126  Application AUl About Software ifioe Flles 20180510 17:07:44 Product Deactivated ok

Office Files 2018 om  IXBIRSIUB7-5169d-8XnwlicRGO-FBB9g  5.56.248.126  Application o About Software e Files 2018.05-1017:05:42 Activation ok

Office Files 2018 WMBIV-5IUB7-51G90-8XnwI-PcRGO-F895 | 5.56.248.126  Application AUl About Software ifioe Flles 20180510 16:35:24 Validation ok 1
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You can customize the columns - e.g. if you do not need the reseller column but would like
to see the license file version, change the fields to display in the user settings [161),

2
Click on the key / ID to get the transaction details.[ s

Activation Done By

Information how a product was activated

Application - (Windows Licence Protector or All-In-One Protector)
E-Mail Service|z4 - (automated E-Mail service)

E-Mail [ 110] - (manual product activation)

@Eb - (manual product activation)

MAC - (MAC Licence Protector or All-In-One Protector)

Manual - (no longer in use)

Phone/[uo) - (manual product activation)

Website |25 - (using an https request to create the Unlock Key)

Transaction Type

The transaction type indicates the origin of the transaction. Possible transaction types are:

e Activation - product activation

e Check Key - just validate a key. This is typically done for an Activation Key@cﬁ (not a

Serial Number)

Check license and get info

Deactivation - deactivate a license file or module

Download license file - download of a license file

Initialize license - first installation of the application and downloading the original license

file (MAC only)

Metric data - data set with metric information| )

¢ Product Deactivated - deactivate a license file or module

¢ Reactivation - new installation on the same computer or regular online check (older
Licence Protector / All-In-One Protector versions)

e Upload License file - upload a license file

Validation - regular online check

“ Depending on the Licence Protector / All-In-One Protector version used, the
transaction could vary.
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Result

The main purpose of the result field is to indicate, if a transaction was successful or not. In
case a transaction failed, it displays an error message or error code.

Column with icons

The icon provides a visual additional information to a transaction

Icon Meaning
b Note| «) attached to this key

Key can be deleted| )

Abusive Usagel «10f a key

Key was locked| 1

ob 6% o

Preview information

Check: Enable preview for detail information and hover over the Key /D.

et B

InstCode 1: 6G3CCOE2A I
InstCode 2: 0DASADGZO

InstCode 3: CCFCPC3E

InstCode 4: 1ECO6F45

InstCode 5: BSE3504C

InstCode 7: 41AF2453

InstCode B: 9DBCLADL

InstCode 9: 7D4BCAFF

InstCode 10: 7R71A704

InstCode 11:

1InstCode 12: 1ECO6F45

InstCode 13: DE457BAD

UGEG-SIPDD-TE /1A -
IORY-COLISE-FL 4S5

It displays all installation codes / hardware IDs and highlights the installation code,
which was used for copy protection.
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Search for a key/ ID in the Home Screen|ss)and click on the search result in the Key
List.[ <21 You get an overview about all Transactions for this key. Hovering over each
transaction displays the installation codes so that you can easily compare, if the key was
used on the same machine or not (of course the Activation Server 6 has already done
this).

Search, Sort and Group

See List - Search, Sort, Group and naviqate@ﬁ

1.6.11.2.1 Transaction Details

Click on a key in the Transactions List[ 21 to open the transaction details page.

This screen provides detail information for a single transaction as well as the related key
/ 1D details| ), Transactions for the key / ID[ -}, License Files| 1 and License Usagel #i1.

Details for the Transaction

This part of the screen includes information about the Transaction like product name, IP
address or the name and E-mail address which was typed in during the product
registration. This data cannot be changed because it is like a record in a book-keeping
application.
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ITransactions Edit this Number / ID / Key ‘

DETAILS FOR THIS TRANSACTION DETAILS FOR THIS KEY / ID TRANSACTIONS FOR THIS KEY / ID LICENSE FILE LICENSE USAGE BACK TO TRAN:
Details for this Transaction

Product Office Files 2018 License ID ]
E-mail ryan@allaboutsoftware.com Key / ID rX8IR-5IUB7-51G9d-8XnwI-rcRGQ-FBB9q
Registered Customer All About Software Inc. Module ID Office Files 2018

Name
IP-Address 5.56.248.126

Host Name tomwindows.fritz.box
Transaction Type Activation
Result ok

Transaction Date/Time 2018-05-10 17:05:42

Reseller

Version

Note

Next date of license 2018-08-08 17:05:43
i check
Activation done by Application
The Key / ID Details
Effective Key / ID usage 1 Key Type Serial Number
Maximum Key / ID usage 2 Note

Online validation options

Is Locked .} Abusive Usage
Regular license Cancel Regular License ]
verification (days) Verification

License holder

Customer Name All About Software Inc. /O X External ID

Reseller Softrade Inc. P X External Group

The Key / ID details for this Transaction

This part of the screen includes information about the key / ID which can be changed.
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The Key / ID Details

Effective Key / ID usage 1 Key Type Serial Number

Maximum Key / ID usage 2 Note

Online validation options

Is Locked Abusive Usage

Regular license Cancel Regular License
verification (days) Verification

License holder

Customer Name All About Software Inc. PR external 1D

Reseller Softrade Inc. }) X External Group

E-mail ryan@allaboutsoftware.com

Modified 2018-05-10 17:43:04 Created 2018-05-10 16:50:26
Modified By Created By tm

Effective Key / ID Usage

Number, how often a Serial Number / ID or Activation Key was used. If a key was used
multiple times on the same computer it counts as one. Only if the key is used on a
different computer it counts as a new usage

Maximum Key / ID Usage

This defines on how many different computers a Serial Number / ID or Activation Key
could be used. A reinstallation on the same computer will not count as an additional
usage.

To allow one additional activation, just add 1 to the number displayed in Effective Key / ID
Usage

A

You cannot change this value below effective key / ID usage. To do that, you have to
remove a license/ .

Note

A single text notqcan be added to each key. Keys which have a note, will appear in a key
list with the icon |~

If you need to add multiple notes per key or you want to have a protocol (who added a
note and also date/time the note was added), use the notes ogtionﬁzﬁ below.
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Online validation options

To use these options, you need to activate a regular online check.

For more details see lock or revoke a licensel 1

License holder

Information about the license holder

Customer Name

This is the customer name which is assigned to the key. One single key can have
different user/customer names for each Transaction (see above details for the
Transaction) but only one address can be assigned to a key.

Click on the icon #~ to search for a customer or just click on the text: Click to select
customer
Registered Customer Name /;73'

It should open a new window. If it does not open, disable the pop-up blocker for this site.

To search for a customer, type in a search string. It will search any fields so the search
string could be a name, e-mail address, city etc.

www.registerserver.net/00000000/Lookup.aspx

Search anpwhere

Company ; . Customer
Name Name E-mail City Country Number

" New Address

Drag a column header here to group by that column

To limit the search to a specific field, type in the search term in the column you want to do
the search.
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www.registerserver.net/00000000/Lookup.aspx

| " New Address

Drag a column header here to group by that column

Compan . Customer
Nam: Y Name E-mail Search in Country NMumber
E-mail only

ryan@
| Allabout .
Software Inc ryan@allaboutsoftware.com Albania
AllAbout
Software Inc ryan@allaboutsoftware.com Germany
AllAbout
Software Inc ryan@allaboutsoftware.com Germany
| AllAbout
Software Inc ryan@allaboutsoftware.com Germany
i ggit?:aurz Inc ryan@allaboutsoftware.com Albania
| AllAbout .
| £llADout
| Software Inc ryan@allaboutsoftware.com United States
| Page 1 of 1 (6 items) 1 Page size: 50 -

If the complete address list has less than 50 records there is no search option. Just select
a record.

www.registerserver.net/55604761/Lookup.aspx

" New Address

. . Customer

Company Name Name E-mail City Country Horhar
ww Alisa Jones  alisa@allaboutsoftware.com United States

All About Software Ryan New ’

Inc. Meyer ryan@allaboutsoftware.com York United States

Marc Smith

Smart Inc.

. . United

Smart Inc. joe@smartinc.com Kingdam
Reseller

Click on the icon #~ to search for a reseller. It should open a new window. If it does not
open, disable the pop-up blocker for this site.

To search for a reseller, type in the company or user name and click on &O You can also
add a new reseller by clicking on New Address.
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* you can search for customers by first name, last name, company name, email address or customer number

! H‘ New Address

Company Name Name E-mail City Country Customer Number )

Software Distribution Inc

Click on the Link Il Save to save the information.
Click on the Link 2§ Cancel to leave this screen without saving any data

Notes

A list of all notes which are attached to that key / ID. You can edit a note by clicking on the
created date. For more details see chapter notes [ ),

Note Created Created By Modified Modified By New Note []

Delete selected records

uested Serial Number again. Send mail to alisa@allaboutsoftware.com 2018:0510 18:00:27 tm Edit Delete []

Deactivate license:alisa@allaboutsoftware.com, All About Software Inc.,, 10-05:2018 17:34:58, 0s-x-10.11—ek-
capitan.shared

sitan share 2018-0510 17:43:04 tm Edit Delete []

Installation Codes (Hardware ID) and Unlock Key

Below this section, you find additional information about Installation Codes and Unlock
Keys. This information is only available for a product activation (Serial Number / ID).

¢ The Installation Code, which was used for copy protection, is marked with an *

¢ Installation Codes (Hardware IDs) for this Transaction — all installation codes/ 27
received from the user machine are listed here. The number of the installation codes
depend on the version of 4:16 PM.

¢ Unlock Key(s) sent to local PC — displays one or multiple keys which have been sent to
the user machine. This is typically the Unlock Key.
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13 Installation Codes (Hardware IDs) for this Transaction

* = This installation code/hardware ID is used for copy protection

Code Installation Code (Hardware ID)

1 45A450C8

z SESD1E37

3 ABOSBBCE

a4 42CF35E0

5 93B8634D

6 4BCBC2B9Y

7 327ED1C6

8 4A426FBF

5 2692F659

10 468004ED

11

12 42CF35EQ
[x13 DCAADIED |

1 Unlock Key(s) sent to local PC

Keys / IDs which have been sent to the local PC
PEDSE-ICQ93-ImhN4-47MdT-gSDIn-6e1KD

2
Click on the Key / ID to get all Transactions for this Key/ ID

1.6.11.3 Key List

Menu item: Data Management - Key List

The Key List displays all Serial Numbers / IDs / Activation Keys

Key list view

The transaction list is grouped with 3 Tabs to deliver faster results

Basic View

Extended View

Mass delete keys

Mass Lock / Unlock keys
Mass Update Online Checks
Mass Update Key Id Usage
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The start date depends on the setting in user profile[ s (Default view - time period). If
there are typically more than 10.000 keys per month you should limit the result.

The list view can be filtered using search criteria like product or key details like is locked
e Icons in the right column indicate an important status - Icon explanation

¢ To display details or change information click on the Key / ID[ &

You can customize the columns - e.(g%if you do not need the reseller column, change the
fields to display in the user settings| stl.

Metrics Reperts v Data Management v Keys v Administration / Setup v Help Service Info v

IKey List J

Search Criteria

Product | All Products B Key / ID “<IAll Keys Keys / IDs avallable for product activation
Customer Name pel End Date
Start Date 5/5/2018
Search Field : Search Criteria | like : Search Value

Key List (0)

" |Enable preview for detail information

BASIC VIEW EXTENDED VIEW MASS DELETE KEYS MASS LOCK / UNLOCK KEYS

Product Name Module ID Key Type Key /1D Is Locked Effective Key / ID usage Maximum Key / ID usage Created Created By Customer Name

No data to display

Mass Update Online Checks

") Enable preview for detail information

BASIC VIEW EXTENDED VIEW MASS DELETE KEYS MASS LOCK / UNLOCK KEYS MASS UPDATE ONLINE CHECKS MASS UPDATE MAX KEY ID USAGE

Enter max key id usage to update for the selected keys ‘ Update Max Key ID Usage
Page 10f 1 (26 items) ° Pagesize: 50 v

Drag a column header here to group by that column

Effective Maximum
Product Name Module ID Key Type Key/ID Is Locked Key/ID Key/ID Created Created By D
usage usage
Easy-Go Application for MAC QHDOO1 Serial Number NedMY-4HME2-1Elco-1Wkzr-iiT70-2dBDo 1 2 05/03/2020 O
Office Files 2017 QXN001 Serial Number SLFQW-37AFC-CEGFO-5WI7W-ZhiFP-0TBCd 1 05/03/2020 D
Easy-Go Application for MAC QHDO01 Serial Number or4My-4HME2-1EIc3-1Wkzr-qiT70-2TBD1 1 05/03/2020 D
Easy-Go Application QHDO01 Serial Number WIGE6-51P93-9E7IR-3tQ8X-UQUSk-6P14C 1 05/03/2020 D
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Key list view

By default, you get a list all transactions for all products.

The list view can be filtered using search criteria like product, key / ID, transaction result
etc.

¢ Icons in the right column indicate an important status - Icon explanation
e To display details or change information click on the Key / ID[ &

You can customize the columns - e.rg%if you do not need the reseller column, change the
fields to display in the user settings|s1l.

2
Click on the key / ID to get the key details/ o)

Effective Key / ID Usage

Number, how often a Serial Number / ID or Activation Key was used. If a key was used
multiple times on the same computer it counts as one. Only if the key is used on a
different computer it counts as a new usage

Maximum Key / ID Usage

This defines on how many different computers a Serial Number / ID or Activation Key
could be used. A reinstallation on the same computer will not count as an additional
usage. You can change the Maximum Key / ID in the key details page. | o)

Search, Sort and Group

See List - Search, Sort, Group and naviqateﬁﬁ

1.6.11.3.1 Key Details

Click on a key in the Key List| &21to open the key details page.

This screen provides detail information for a key as well as TAB for related

Transactions| ), License Files| 1, License Usagel +i1,Create Unlock Key/«1as well as a
tab to analyse the keyl ). If you navigated from a list or other screen to this page there is a
TAB to return to the original screen.
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DETAILS FOR THIS KEY / ID TRANSACTIONS FOR THIS KEY / ID LICENSE FILE LICENSE USAGE BACK

Details for this Key / ID

Product Office Files 2018 Module ID Office Files 2018
Key / ID rXBIR-5IU87-51G9d-BXnwI-

rcRGQ-FB89q
Effective Key / ID usage 2 Key Type Serial Number
Maximum Key / ID usage 2 Note

Online validation options

Is Locked Abusive Usage
Regular license Cancel Regular License -
verification (days) Verification

License holder

Customer Name All About Software Inc. P ¥ external 1D

Reseller Softrade Inc. PR external Group

E-mail ryan@allaboutsoftware.com

Medified 2018-05-1017:34:58 Created 2018-05-10 16:50:26
Medified By Created By tm

Details for the Key / ID

You find detail information like product name| z), Key Type or Module ID in the header
section.

You can modify:

Effective Key / ID Usage

Number, how often a Serial Number / ID or Activation Key was used. If a key was used
multiple times on the same computer it counts as one. Only if the key is used on a
different computer it counts as a new usage

Maximum Key / ID Usage

This defines on how many different computers a Serial Number / ID or Activation Key
could be used. A reinstallation on the same computer will not count as an additional
usage.

To allow one additional activation, just add 1 to the number displayed in Effective Key / ID
Usage
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You cannot chan%this value below effective key / ID usage. To do that, you have to
remove a license| =1

Note

A single text note can be added to each key. Keys which have a note, will appear in a key

list with the icon
If you need to add multiple notes per key or you want to have a protocol (who added a
note and also date/time the note was added), use the notes ogtionmﬁ below.

Online validation options

To use these options, you need to activate a regular online check.

For more details see lock or revoke a licensel )

License holder

Information about the license holder

Customer Name

This is the customer name which is assigned to the key. One single key can have
different user/customer names for each Transaction (see above details for the
Transaction) but only one address can be assigned to a key.

Click on the icon #~ to search for a customer or just click on the text: Click to select

customer

Registered Customer Name /;3'

It should open a new window. If it does not open, disable the pop-up blocker for this site.

To search for a customer, type in a search string. It will search any fields so the search
string could be a name, e-mail address, city etc.

www.registerserver.net/00000000/Lookup.aspx

Search anpwhere

Company ; . Customer
Name Name E-mail City Country Number

" New Address

Drag a column header here to group by that column
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To limit the search to a specific field, type in the search term in the column you want to do
the search.

www.registerserver.net/00000000/Lookup.aspx

" New Address

Drag a column header here to group by that column

Compan . Customer
Nam: ¥ Name E-mail Search in Country NMumber
E -rnail anly

ryan@
ggﬁ?f:; Inc ryan@allaboutsoftware.com Albania
gg?t:?a"ri Inc ryan@allaboutsoftware.com Germany
ggﬁ?f:; Inc ryan@allaboutsoftware.com Germany
! AllAbout
Software Inc ryan@allaboutsoftware.com Germany
i g::?t‘:\rn_aurfe Inc ryan@allaboutsoftware.com Albania
| AllAbout .
| Software Inc ryan@allaboutsoftware.com United States
Page 1 of 1 (6 items) 1 Page size: 50 -

If the complete address list has less than 50 records there is no search option. Just select
arecord.

www.registerserver.net/55604761/Lookup.aspx

" New Address

. . Customer

Company Name Name E-mail City Country Number
’ww Alisa Jones  alisa@allaboutsoftware.com United States

All About Software Ryan MNew .

= Meyer ryan@allaboutsoftware.com York United States

Marc Smith

Smart Inc.

. . United

Smart Inc. joe@smartinc.com Kingdom
Reseller

Click on the icon #~ to search for a reseller. It should open a new window. If it does not
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open, disable the pop-up blocker for this site.

To search for a reseller, type in the company or user name and click on é"C) You can also
add a new reseller by clicking on New Address.

* you can search for customers by first name, last name, company name, email address or customer number

'Ih MNew Address
Company Name Name E-mail City Country Customer Number A

Software Distribution Inc

Click on the Link i Save to save the information.
Click on the Link % Cancel to leave this screen without saving any data

Notes

A list of all notes which are attached to that key / ID. You can edit a note by clicking on the
created date. For more details see chapter notes [2)

Note Created Created By Modified Modified By New Note []

Delete selected records

Customer requested Serial Number again. Send mail to alisa@allaboutsoftware.com 2018:0510 18:00:27 tm Edit Delete [

Deactivate license:alisa@allaboutsoftware.com, All About Software Inc.,, 10-05:2018 17:34:58, 0s-x-10.11—ek- s
capitan.shared 2018-0510 17:43:04 tm Edit Delete [

1.6.11.3.1.1 Create Unlock Key

This option allows you to create a unlock key

Create Unlock Keys tab allows user to create the unlock key for the selected project and
the serial number in the key details screen.

Click on the Create Key button at the bottom of the page to activate the license by creating
unlock key
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Key List Edit this Number / ID / Key

DETAILS FOR THIS KEY / ID TRANSACTIONS FOR THIS KEY / ID LICENSE FILE LICENSE USAGE ANALYSE A KEY CREATE UNLOCK KEYS BACK TO KEY LIST

ALLOWS YOU TO TYPE IN THE INSTALLATION CODE TO CREATE AN UNLOCK KEY

Product Name:* Easy-Go Application for MAC ( E-Learning Made Easy )
Serial Number:* Ne4MY-4HME2-1Elco-1WKkzr-iiT70-2dBDo
E-mail:* tom.mcnamara@mirage-systems.com

Product registered to user* | Tom

Enter Installation Code 14:* = ABCD1234

CREATE KEY

Unlock Key V210Y-HBNE2-B6Tw3-2Pgen-V8CKO-2zBjo COPY TO CLIPBOARD

Product Name

Displays the project name for which the license is activated.

Serial Number

Displays the license serial number information.
E-mail
Enter the email address associated with the license.

Product Registered to User

Enter the customer name associated with the license activation.

Enter Installation Code

Enter the 8 digit Hexadecimal installation code for creating the unlock key.

Click on the button Create Key and then Copy to Clipboard, so that you can use the Unlock
Key e.g. in an E-Mail.

2
Also check

o Comprehensive Unlock Key/ 10l option in case additional fields like reseller or notes are
required

e Customer can create Unlock Key by himself using the customer self-service portal 7

o Automated Unlock Key generation using E-Mail Activator Service|us)
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1.6.11.3.1.2 Transactions for a key / ID

One single key can have multiple transactions - e.g. each time the key was used for a
new installation or a regular online check was done, a new transaction for this key is
generated. The transaction list gives you a complete history of the key usage.

In the example below the transactions tell the following story:

¢ Alisa made a product activation on computer mirageoffice2-pc3.fritz.box and it was
successful

e There was a manual product activation |0 by e-mail

e The computer mirageoffice2-pc3.fritz.box was deactivated

e The column Next date of license check indicates, when the next online check would be
due. This is only relevant if the online check is enabled in the application

Key List Edit this Number / ID / Key

DETAILS FORTHISKEY /ID  TRANSACTIONSFORTHISKEY /ID  LICENSEFILE  LICENSEUSAGE  BACK TO MANAGE CUSTOMER

4 Transactions for this Key / ID

“JEnable preview for detail information

Podust gy Key /10 P e Hostame Adhalon  Cutomer | Modue | Tansactn T e el Veson oo
Orfce Fles DXEIRSIUST-S1690Xnwl-cRGO-889q | 556248126 | oo 0Tl MAC [t Oihceflles 2018050173508 Activation ok 2180600
Offie Files XBIR5IUB7-5169¢-8XnwlcRGO-FBEYG  5.56.248.126  tomwindows.fritzbox  Application ot QificeFlles  201805101707:55  Validation ok e ae0e
Offie Files XBIR5IUB7-5169¢-8XnwlcRGO-FBEYG  5.56.248.126  tomwindows.fritzbox  Application ot QificeFlles  201805101707:a0  broduet ok it
Offie Files [XBIR5IUB7-51G90-8Xnwl-cRGQ-FBBYG | 5.56.248.126  tomwindows.fritzbox  Application ot QificeFlles 2018010170542 Activation ok e 0e0e
1.6.11.3.1.3 License Files
All license files attached to a key / ID are listed here.
If you click on License File Name, you get the license file details.
Home Metrics Reports~ DataManagement~ Keysv Administration / Setup ¥ TomSullvan ~ Help  Price List  Logout]

Transactions Edit this Number / ID / Key

Details for this Transaction | Details for this Key / ID | Transactions for this Key / ID License Usage

Product Customer License File Module Is Effective Key / Maximum Key / Key ”
Name Name Country Nal 2] Key / ID Locked ID usage ID usage Type Reseller ‘Version Created Modified
Offce Fles 2017 ll About Scftuare  Unied Stses  dafaut QMGSFISS  yroT 37Are. CEGRL WL KNFP-0oBCs 1 f TR Lotz

=2
This functionality is only available for Licence Protector.
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1.6.11.3.1.4 License Usage

Click on the TAB License Usage to get an overview about all computers, where the
product is installed. To identify a computer, the hostname or e-mail address as well as the

operating system (Windows / Mac) can be used. If a manual product /) activation was
done, the hostname is empty.

DETAILSFORTHISKEY /1D TRANSACTIONSFORTHISKEY/ID  LICENSEFILE  LICENSEUSAGE ~ BACK TO MANAGE CUSTOMER

2 Used Licenses for this Key / ID

=]
E-mail Customer Name IP-Address Version Installation date Host Name Host Type [m}
-
alisa@allaboutsoftware.com All About Software Inc. 5.56.248.126 2018-05-10 17:35:03 0sx-10.11-—el-capitan.shared MAC Delete D
All About Software Inc. 5.56.248.126 2018-05-10 17:07:55 ‘tomwindows.fritz.box Windows Delete D
Report

By clicking on the button Report, an Excel xIsx file is created. It creates a usage report and
lists all computers, where the Serial Number was used.

|License Usage f.lar Serial Number / ID: hnGEk-5IPe6-9ETIt-3t08X-x0QUSk-6Cida

The Serial Number can be used on 1 computer(s).
The Serial Mumber is in use on 1 computer(s).

Generated by:
Tam McNamara
04/06/2016 15:57:02

I E-mail Customner Name IP-Address Version Installation date Host Name
Allabout Software Inc.  82.212.14.63 5.0 04,/06/2016 15:02:10 alisaoffice fritz.box

Deactivate a computer
You can deactivate a single computerﬁﬁ

2

The operating system (host type) for MAC shows only with products activated using
Activation Server 6.
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1.6.11.3.1.5 Analyse a key

This option analyses the key and shows the detail key values.

IKey List  Edit this Number / ID / Key J

DETAILS FOR THIS KEY / ID TRANSACTIONS FOR THIS KEY /1D

BACK TQ KEY LIST

Analyze a key to retrieve the detalls about the key

Key
Activation Key
Serial Number
Module

Number of Licenses
Unlimited installation
Online validation required
Demo Version

New Expiry Date
Number of Days
Activation

Copy Protection:

Value
1B7il-5IrD9-7Ec7g-2Zgwu-nhR7 Q- SIECS
Yes

TRIOOT - All-In-One Protector 8 - Office Files
1 (absolute)

Yes

No

Unchanged

Unchanged

none

required

Universal key - applyable on all systems

1.6.11.3.2 Notes

Note§ can be added to a key / ID. Keys which have a note, will appear in a key list with the
icon [~

Each key / ID can have several notes attached.

Note Created Created By Modified Modified By New Note []
Customer requested Serial Number again. Send mail to alisa@allaboutsoftware.com 20180510 180027 tm Edit Delete []

Deactivate license:alisa@allaboutsoftware.com, All About Software Inc.,, 10-052018 17:34:58, 0s:x-10.11~el-
capitan.shared 2018-05-10 17:43:04 tm Edit Delete []

Add a new note

To add a new note click on the Link: New Note
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New Note

Customer requested Serial Number again. Send mail to alisa@allaboutsoftware.com

Note

Edit Note

To edit an existing note, click on Edit in the note list

When you edit a note, the user who created the note including the date is displayed.

Note Created Created By Modified Modified By Tz a|

oty e o o

Delete Note

To delete an existing note, click on Delete in the note list

To delete multiple notes, check all notes and click on Delete selected records

-
e The user needs a permission@ﬁto edit or delete a note

Automatically created notes

Changing specific values of a key will automatically create notes. This provides a
complete documentation about who changed a key setting at what date/time.
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The following automatic notes are created automatically

Note Action which creates the note

Maximum Key / ID usage changed from X toValue of the field: Maximum Key / ID usage| e
Y changed

Checked option: Abusive usage / Field:Abusive usage! =1was checked or
Unchecked option: Abusive usage unchecked

Checked option: Is locked / Unhecked Field: Is Locked! s1was checked or

option: Is locked unchecked

Checked option: Cancel regular license Field: Cancel Reqular License Verification| s
verification / Unchecked option: Cancel was checked or unchecked

regular license verification
Regular license check (days) changed to  Field: Regular license verification| « 1 (days)

XX changed

Deactivate license: E-Mail address, A computer license! s:1was deactivated
customer name, version, installation date,

hostname

Note Created Created By Modified Modified By New Note []

Delete selected records

Customer requested Serial Number again. Send mail o alisa@allaboutsoftware.com 20180510 180027 m Edit Delete []

lisa@allaboutsoftware.com, All About Software Inc.,, 10-052018 17:34:58, 0sx10.11—¢l-

20180510 17:43:04 tm Edit Delete []

)

e The user needs a Qermissionﬁhto edit or delete an automated note. Typically no
permission should be granted. Otherwise the information could be tampered.

1.6.11.3.3 Delete Keys

Depending if you are using a hosting or an on-premise server the key delete option is
different

Hosting

A key can be deleted there are no transactions for this key

On-Premise server

A key can be deleted independent of existing transactions by an administrator user
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Delete Icon

A key, which can be deleted, has a delete icon = in the Key List/ &) and a Delete button in
the Key Details| «+ page.

Depending on requirements there are 2 delete options

e Delete a single keyl 1
e Mass delete keys| 1

F! E "y

When you delete a key, all attached notes and license files are also deleted

1.6.11.3.3.1 Delete a single key

Delete a single key

To delete a single key, select the key in the Key List| &, click on the key to get the Key
Details| s page. Then click on the Delete Button
The Delete Button is only available if a key can be deleted (condition see above).
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lKev List Edit this Number / ID / Key I

Transactions for this Key / ID || License File || License Usage |
Details for this Key / ID

Product Easy-Go Application for MAC Module ID E-Learning Made Easy
Key / ID 0tFdB-17ICC-A1I8P-9WKTX-

JemDQ-Dh38G
Effective Key / ID usage Key Type Serial Number
Maximum Key / ID usage 2 Note

Online validation options

Is Locked Abusive Usage
Regular license verification Cancel Regular License 0
(days) Verification

License holder

Customer Name All About Software p X External ID

Reseller Click to select reseller »r External Group

E-mail

Modified 14/01/2017 11:49:48 Created 14/01/2017 11:45:55
Modified By ts Created By ts

1.6.11.3.3.2 Mass Delete Keys

Mass delete keys

Multiple keys can be deleted at once. in the Key List| ) click on the TAB Mass Delete
Keys

(Enable preview for detail information

Effective Maximum
Product Module Key Is E- Customer
Key / ID Key / ID Key / ID Created Country Reseller o
Name ] Type Locked e s mail Name
- Delete selected records
demo- Serial 5
easya0-40 QHDOO1 Nomber  ZWGE7-SIPO3-OE7IV-3tQ8X-sQUSk-60140 [ | 1 18/04/2014 Smart Inc. SoftradeInc.  ©  Delete[ ]
Easy-Go E-learning  Serial
4 X e n " i 5 Delete
tp:pp\:&aémn Maxde Easy i 4tFdS-171CC-A118e-8Wk7X-DemDQ-DN38C [ | 1 18/04/2014 Marc Smith Softrade Inc. =) o
demeo- Serial Al About " o
Y0040 QHDOo2 Nomber  MVGES-SIPSI-E7II-3tOBX-GOUSk-68148 [ 1 31/03/2014 Softworene,  United States G Delete[]

You will get a list of all keys which can be deleted.
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Select the keys you want to delete and click on: Delete selected records

IEnable preview for detail information

QTN v ocite oy |

Effective Maximum (thzek e
Product Module Key Is E- Customer ol keys
Name D Type Key / ID Locked Key / ID Key / ID Created mall Name Country Reseller i eE e

usage usage
- Delete selected records.

demo- Serial )
o0 QHDOOL Nomber | ZWGE7-5IPO3-OE7IV-3t08X-sQUSk-6e149 [ 1 18/04/2014 Smart Inc. Softrade Inc. 5] Delete [/
Easy-Go - —
Application -earning s 4tFdS-171CC-ALIBe-OWk7X-DemDQ-DN3BC [ 1 18/04/2014 Marc Smith SoftradeInc. 5] | Delete |/
s Made Easy  Number
demo- Serial All About " .
atygu-0 QHDOOZ Mo | MVGEG-SIPO3-GE7I-3t0BX-GOUGK-68148 [ 1 31/03/2014 ot 10, United States 5 | elete[]

1.6.11.3.4 Mass Lock/ Unlock Keys

With this option you can mass update keys and lock or unlock keys

" Enable preview for detal information

GMSCVEN  EUOODVEN  WASSORCTEKES  MASSLOCK/UMLOGKIEYS  MASSUPDATEONLINECHERKS
| ok elcte Ko | Unock slced ey

In the list select all keys you want to change click on the button Lock Selected Keys or
Unlock Selected Keys

2
A notel =1is generated for each key change.

1.6.11.3.5 Mass update online checks

With this option you can mass update keys and change the regular online checks value.

Mass Update Online Checks

__|Enable preview for detail information

BASIC VIEW EXTENDED VIEW MASS DELETE KEYS MASS LOCK / UNLOCK KEYS MASS UPDATE ONLINE CHECKS

Enter regular license verification (0 to 999399 days) to update for the selected keys Update Online Checks | | Cancel Regular License Verification

Page 1of 1(15 items) o

You can either set a new number of days or cancel the regular online license check.

In the list select all keys you want to change and click on the button Update Online
Checks or Cancel Regular Online License Validation
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A notel =1is generated for each key change.

1.6.11.3.6 Mass update maximum Key / ID usage

With this option you can mass update keys and change the maximum Key/ ID usage| s
value.

Mass Update Online Checks

~)Enable preview for detail information

BASIC VIEW EXTENDED VIEW MASS DELETE KEYS MASS LOCK / UNLOCK KEYS MASS UPDATE ONLINE CHECKS MASS UPDATE MAX KEY ID USAGE

Enter max key id usage to update for the selected keys|s/ | ‘ Update Max Key ID Usage

Page 1 of 1 (26 tems) [ ] Pagesize: 50 v

Drag a column header here to group by that column

Product Name Module ID Key Type Key /1D Is Locked Created Created By @

Effective Key / ID Maximum Key / ID
sage usa

Easy-Go Application for MAC  QHDOO1 Serial Number NedMY-4HME2-1Elco-1WigriT70-2d800 [ 1 2 05/03/2020

Office Files 2017 QXNOO1 Serial Number SLEQW-37AFC-CEGFO-SWITW-ZhiFP-0TBCd [ 1 05/03/2020

EasyGo Application for MAC  QHDO01 Serial Number OrAMy-4HME2-1Elc3-1Wizr-qiT70-28D1 [ 1 05/03/2020

Enter the new value for the maximum ID / Key usage.

In the list select all keys you want to change and click on the button Update Max Key / ID
Usage

For example

In the screen shot above you selected two keys with maximum key / ID usage equal to 2
and 1 respectively .

You entered 5 in the text box for the new value of the maximum key / ID usage.

On click of Update Max Il Usage button the maximum key / ID usage of the selected keys
will change to 5.

Note : The min value you can assign to the max key id usage must be equal or
greater than the effective key ID usage value of the selected key.

For example

Example 1 - If for a selected key maximum key / ID usage is 3 and effective key ID usage
is 2.

You type 1 for the new maximum key / ID usage value, then it will change maximum key /
ID usage to 2 instead of 1 because 2 are already in use(effective id usage)

Example 2 - maximum key/ ID usage - 5 Effective Key ID Usage - 5
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1.6.11.4

New Value to be updated for maximum key / ID usage - 3

Then the update won't change the value of maximum key / ID usage as 5 are already in
use suggested by Effective Key ID usage and will remain 5 only.

Solution For The Scenario - If you want to change the maximum key / ID usage in this
case to 3, then first you need to deactivate the two licenses using License Usage/ 1)
screen. Then it will allow you to decrease the maximum key / ID usage to 3.

-
A notel 1is generated for each key change.

Lock / Revoke a key or a single computer

It is possible to lock / revoke a license or check if a subscription or maintenance contract
is still valid.

In case one single key/ ID is used on multiple computers, you can deactivate / remove
a license for one computer. This is often necessary when the user forgot to transfer the
license or could not transfer the license because the computer crashed.

Both options require a regular online validation.

e Lock the complete license|
e Deactivate one single computerﬁﬁ

1.6.11.4.1 Lock or revoke a license

It is possible to lock a license or check if a subscription or maintenance contract is still
valid.

If the license is locked before the Serial Number key was already used, the product
activation will fail. If the Serial Number key is locked after the activation was already done,
then a regular online check is necessary to lock / revoke the license.
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The Key / ID Details

Effective Key / ID usage 1 Key Type Serial Number

Maximum Key / ID usage 1 Note
i

Online validation options
Is Locked & Abusive Usage
Regular license check Cancel Regular License
(days) Verification
License holder
[
Customer Name All About Software Inc. B @t External ID
Reseller 8 & External Group
E-mail ryan@allaboutsoftware.com
Modified 18/04/2014 13:17:41 Created 18/04/2014 13:16:43
Modified By Created By ts
[ save 3¢ cancel More Detalls

Is Locked

Locking a license blocks the product activation or key usage in case the key was not
used. To lock / revoke a license, which was already used, a regular online check is
necessary.

If the same Key / ID is used on multiple computers, locking the key / ID would lock all
computers.

Reqular license verification (days)

If you enabled regular license check, the default interval value (number of days, how often
the license check is done) from the product configuration/=# is used. You can change the
interval for this key / ID or cancel the regular online verification.

Abusive usage

If an activation or license validation fails several times for a key / ID, this key is
automatically flagged as - abusive usage. An online validation of the same key which had
a valid product activation before or a reinstallation on the same computer will still work.

However a key usage which results in an error like key was already used will generate an
unknown error (code 16384). The idea is that the Activation Server 6 can automatically
detect, if someone spreads a key / ID through the Internet and the usage of this key will
generate unknown errors during product activation.

Locking a keyﬁh will completely stop the usage of the key (e.g. also a valid product
activation would be locked with the next online validation) while marking the key with
abusive usage will affect only misused keys.
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A key with the abusive usage flag set will be displayed in lists with the icon a .
The option here allows to uncheck the flag (in case you know there is no abusive usage)
or to manually flag the key as abusive usage.

The default value is set in the product configuration, Flag as abusive usage after number
of errors /sl

1.6.11.4.2 Deactivate one single computer

In case one single key/ ID is used on multiple computers, you can deactivate / remove
a license for one computer. This is often necessary when the user forgot to transfer the
license or could not transfer the license because the computer crashed.

It is also required if a customer wants to reinstall on a new computer but is not able to
transfer the license.

To deactivate a computer

e Search for the key or even for the computer name in the Home screen| )
o Click on the key in the key list to get the key details/ o)
e Click on the License Usage TAB/ 1)

You will now get now a list with all computers using this key / ID.

DETAILSFORTHISKEY /1D TRANSACTIONSFORTHISKEY/ID  LICENSEFILE  LICENSEUSAGE ~ BACK TO MANAGE CUSTOMER

2 Used Licenses for this Key / ID

E-mail Customer Name IP-Address Version Installation date Host Name Host Type [m}

- Delete selected records

alisa@allaboutsoftware.com Al About Software Inc. 5.56.248.126 2018:0510 17:35:03 05%10.11-—ek-capitan. shared MAC Delete [

All About Software Inc. 5.56.248.126 2018-0510 17:07:55 tomwindows.fritz.box Windows Delete []

To deactivate the computer, select a record and tick the box. Then click: Delete Selected
Records. A product deactivation transaction is done.
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Host Name Host Type O]

- Delete selected records

os-%-10.11—el-capitan.shared MAC Delete

tomwindows. fritz.box Windows Delete D

Switch to the key details «:). You should see 3 modifications

e The Effective Key / ID usage was decreased by 1
e The list of transaction now includes the Product Deactivated transaction
e A notel 1 was created with with the details of deactivated license

DETAILS FORTHISKEY /1D TRANSACTIONSFORTHISKEY/ID  LICENSEFILE  LICENSE USAGE ~ BACK

5 Transactions for this Key / ID

JEnable preview for detall information

Product

" 1P- Activation Customer Module Transaction Transaction
Name E-mail Key/ID Address HostName done by Name D Date/Time Result !
Office Files 05%-10.11—ek - All About Office Files § Product
2018 DXBIRSIUGT-5169¢BXnwlicRGO-FBBYG | 556248126 ol S Application Software Ins 2018 20180510 17:43:09 ok
Office Files 05%-10.11—ek All About Office Files § -
2018 DXBIRSIUGT-5169¢BXnwlicRGO-FBBYG | 556248126 ol S MAC Software Ins 2018 2018051017:3503  Activation ok
ofice Files rXBIR-51UB7-51G0d-8Xnwl 1cRGQO-FBAY | 5.56.248.126 i fritz.b All About QMMCoFles  2018051017.07:85  Validation ok
Office Files ) ) All About Office Files y Product
2018 [XBIR51UB7-51G00-8Xnwl 1cRGQ-FBBY | 5.56.248.126 fiitz.b oy 2018 0180510170744 pO0E ok
%?"F’f Flles M [XBIR-5IU87-51GO0-8Xnwl-1cRGQ-FBBYG | 5.56.248.126 i fritz.o All About %’1‘? Fles  5018.051017:0542  Activation ok
Note Created Created By Modified Modified By New Note []
l::;z‘:lai:zsﬁ:z\i;nse alisa@allaboutsoftware.com, All About Software Inc.,, 10-05-2018 17:34:58, 0sx-10.11—-el- 2018-05-10 17:43:04 m Edit Delete D

2

¢ As the license was deactivated, the user could install the product again on the same
computer

¢ You need to enable regular online checks to validate, if the product is no longer used
on the deactivated computer
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e The user needs a permissionﬁﬁ to deactivate a license
e Everytime a user deactivates a license the transaction is recorded as a transaction
done by a user and not by an application

1.6.11.5 Report - computer usage for one single key

In case one single key/ ID is used on multiple computers and you need a usage report
which includes the computer names (e.g. to send it to the customer), a Excel report can
be generated.

To generate the report

e Search for the key or customer name in the Home screen| s
« Click on the key in the key list to get the key details| e
e Click on the TAB License Usage| -1

You will now get now a list with all computers using this key / ID.

DETAILSFORTHISKEY /1D TRANSACTIONSFORTHISKEY/ID  LICENSEFILE  LICENSEUSAGE ~ BACK TO MANAGE CUSTOMER

2 Used Licenses for this Key / ID

E-mail Customer Name IP-Address Version Installation date Host Name Host Type [m}
:
alisa@allaboutsoftware.com All About Software Inc. 5.56.248.126 2018-05-10 17:35:03 0sx-10.11-—el-capitan.shared MAC Delete D

Al About Software Inc. 5.56.248.126 2018:0510 17:07:55 tomwindows.fritz.box Windows Delete [

By clicking on the button Report, an Excel xIsx file is created. It creates a usage report and
lists all computers, where the Serial Number was used.

|License Usage f.l:ur Serial Number / ID: hnGEK-5IPe6-3E7It-3t08X-%xQUSk-6Cida

The Serial Number can be used on 1 computer(s).
The Serial Number is in use on 1 computer(s).

Generated by:
Tom McMNamara
04/06/2016 15:57:02

E-mail Customer Name IP-Address Version Installation date Host Name
Allabout Software Inc.  82.212.14.63 5.0 04,/06/2016 15:02:10 alisaoffice fritz.box
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1.6.12 Manage Addresses

Menu item: Data Management - Manage Addresses

Get a detail overview about all keys / IDs and license files linked to an address.

[Manage Addresses Use the form below to create or modify address information.

Use the form below to create or modify address information.

Modify Address

Company Name
Salutation / First Name
Last Name

Academic Title

Job Title

Street Address 1

Street Address 2

ZIP Code

city

State

Country

Created

Created By

=

All About Software E-mail

Mrs. Alisa Phone 1
Jones Phone 2
Language

Website

Customer Number

Newsletter 1-4

Product Name
Custom Field 1
United States v Custom Field 2
14/01/2017 11:52:36 Modified

Application Modified By

alisa@allaboutsoftware.col

German

test201701110731

14/01/2017 11:52:36

Application

Assign a Key / ID Manual Product Activation Create a Serial Number Create an Activation Key Copy License File Find Duplicates

e The address can only be deleted, if there are no keys / IDs or license file assigned to
this address or if the key / ID was never used before

e Akey/ID can only be deleted, if there are no transactions for this key / ID
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Home Metrics Reports v Data Management Keys - Administration / Setup Help Service Info v @ -

IManage Addresses Use the form below to create or modify address information. ‘

Use the form below to create or modify address information.

Address data successfully saved

Modify Address

Company Name AllAbout Software Inc E-mail ryan@allaboutsoftware.c
Salutation / First Name Ryan Phone 1
Last Name Meyer Phone 2
Academic Title Language English T
Job Title Website
Street Address 1 223 East 47th Street Customer Number
Street Address 2 Newsletter 1-4 [
ZIP Code :
City New YorK Product Name aip50
State NY Custom Field 1
Country United States 3 Custom Field 2
Created 11/09/2013 18:11:57 Modified 01/04/2018 10:08:12
Created By Application Modified By ™

) e ) ) o e

Address without keys - Delete button available

1.6.13 Manage Reseller

Menu item: Data Management - Manage Reseller

Get a detail overview about all keys / IDs and license files linked to a reseller.
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Modify Reseller

Company Name SoftSell Inc. Company Id
Salutation / First Name Mr. Charles E-mail charles.max@softsell.cor
Last Name Max Phone 1
Academic Title Phone 2
Job Title Language English H
Street Address 1 19 Bedford Place Website
Street Address 2 Customer Number
ZIP Code WC1B 5JA Newsletter 1-4 &
City London
State Product Name
Country United Kingdom | = Custom Field 1
Created 03/03/2012 12:08:03 Custom Field 2
Created By supervisor Modified 01/11/2012 16:50:33
Modified By admin

Esave xcamel & Delete

Pksslgn aKey/ID ég Manual Product Activation Create a Serial Number Create an Activation Key £ Copy License File

I8 80 0 5 e e

Product Effective Key / ID Maximum Key / ID Customer
KeVD Name [y Keviives Usage Usage Name
VFbiU-27DG4-A0bEZ-4Ym7 0-7diGP- PowerPoint PowerPoint Serial 1 ‘& Q
CPiE4 Training Training MNumber -
eEbj8-27DG4-A0bE6-4Ym7 o-Mdi6P- PowerPoint PowerPoint Serial 1 & E
CziEZ Training Training Number -

1.6.14 Manage Users

Menu item: Data Management - Manage Users

The administrator can manage users which have access to the Activation Server 6.

K
e |
([« ®

This option is only available if the user has administrator| s privileges.

A list of all users is displayed.
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| |Manage Users Manage your users

Create
S Serial Edit Manual
First Last " " o Dat Administration Deactivate " Add
Username Alias E-mail Administrator Number / Note/Delete Product b Reports Active
Name Name Management / Setup Activation Note Activation Licenses Address/Reseller
Keys
admin admin  admin admin  info@mirage-systems.de v v v v v v < « v «
charles Charles ~ Smith cs charles@allaboutsoftware.com b 4 v x x v x Ve x v v
‘tom.menamara@mirage-
tm Tom McNamara ~ tm systems.com v v v v v v v v v v
ts. Tom Sullivan ts ts@mirage-systems.de v g g g 4 4 v v v v

Click on a user name to modify user details! +7) or click on the button New User to add a
new user| ),

2
If a user already has enabled Two-Factor authentication| s<1is is visible in the column:
Two-Factor Authentication

Modify Two Factor All Madify

License — Automate
File Authentication Products Notes
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1.6.14.1 Add new user

Press the New User button in the Manage user| e list view and enter the user data.

Use the form below to create or modify user information.

Login Data

*

Last Name McNamara

First Name Tom
*

Alias men
*

Username ™

User Privileges

High Level
Permissions

| Administrator
Data Management
Administration / Satup

& I8 IS

Create Serial Number /
Activation Keys

Reports
Dashboard

A N

Active

Login Data

= Details
Last Name

Last name of the user

Other Data

* "
E-mail tom.mcnamara@mirage-:

IP-Address

Session Timeout in

Minutes

Last Login
Language English .
Default TAB Basic View C
Time Zone (UTC) Coordinated +
Theme/Design  Default =

Two-Factor Authentication Enabled : No

7| Low Level

Permissions

LI NN

YL NN LN

<

Manual Product Activation
Deactivate Licenses
Edit Note/Delate Note

Modify automatic
generated Notes

Add Address/Reseller
Metrics
Modify Key/Transaction

Delete
Key/Address/Reseller

Modity License File
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First Name

First name of the user

Alias

This name is used for documentation if the user modifies records and should be an
abbreviation of the name

Username

This is the name used for Ioginﬁsﬁ

Other Data
= Details
E-mail
This E-mail address is used to resend a hew password - see Forgot your
Password?| «i)
The e-mail address must be unique among all users.
IP-address
Restrict the IP-address from which a user can login. Multiple IP addresses can be
combined using a semicolon.

Session timeout in minutes

After logging in, a user establishes a session with the Activation Server 6. Use session
security to limit exposure to your network when a user leaves his computer unattended
while still logged on. It also limits the risk of internal attacks, such as when one
employee tries to use another employee's session.

You can control the session expiration time window for user logins. Session expiration
allows you to select a timeout for user sessions. The default session timeout is 30
minutes of inactivity. When the session timeout is reached, users are automatically
logged out.

Last Login
Date / Time when the user logged in the last time. It is automatically updated.

Language
Select the language of the user interface for this user.

Default TAB
Extended View offers all available data but is slower. If you have more than 50.000
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transactions use Basic View. This will speed up the loading of the data and you can
select the TAB Extended View in case you need more information. These TABs are

available in some views like Key List or Transactions.

Time Zone -

the data is stored in the time zone of the server|=7l. To view all data in your own time

zone select your time zone in the list.

Theme

Activation Server 6 comes with several different themes to change the user interface to

the design you like.

User Privileges

The Activation Server 6 allows to specify different user permissions

They are grouped in High- and Low Level Permissions and in permissions on product

level

User Privileges

High Level
Permissions

Administrator
+ Data Management
< Administration / Setup

7 Create Serial Number /
Activation Keys

o R-BP'DI'IS
< Dashboard
7 Active

Access to products
7| All Products
Individual Products

Address Permission
4 All Addresses / Reseller

All Addresses / Reseller
with Key1D of selected
product

All Addresses / Reseller
without a Key/1D

Low Level
Permissions

Manual Product Activation
Deactivate Licenses
Edit Note/Delete Note

Modify automatic
generated Notes

Add Address/Reseller
Metrics
Modify Key/Transaction

Delete
Key/Address/Reseller

Maodify License File
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High Level Permissions

High Level permissions specify an area like of access like Data Management or Reports.

= High Level Permissions
Administrator

e Manage users| e
¢ Right to access Administration / Setup |27

Data Management

o Data Management| s (but not manage users)

Administration / Setup

e Administration / Setup@ menu access

Create Serial Number / Activation Keys

This gives the permission to

e Create Serial Numbers|i

e Add a key on the Activation Server| 1)
e Create an Activation Key!:z0l

e Create a Tamper Detection Key/ 2!

Creating Unlock Keys requires a separate permission (see Low Level Permission)

Reports
Permission to browse the Reportsﬁﬁ

Dashboard
Permission to access the Dashboard| «)

Active

The user is active and can log into the Activation Server 6

Low Level permissions

Low Level permissions specify permissions to specific actions like edit or delete a note or
add a new address.
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Low Level Permissions
Manual Product Activation

Permission to create an Unlock Keymﬁ

Deactivate Licenses

Permission to deactivate a license| &)

Edit Note / Delete Note

Permission to edit and delete an existing note| +2). Notes can always be created.

Modify Automated Notes

Permission to edit or delete an automated)| ) (generated by the system) note.

Add Address / Reseller

Permission to add a new address or reseller

Metrics

Permission to access metrics| )

Modify Key / Transaction

Permission to modify a key or transaction. If the permission is disabled, the Save
Button is missing

Delete Key / Address / Reseller

Permission to delete a Key, address or reseller. If the permission is disabled, the
Delete Button is missing

Modify License File
Permission to

e modify any license file entry like module or data area
e add a new module / data area entry or delete a module / data area entry
¢ delete a license file
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Permissions for products

Only a user, which is an administrator, has access to all products by default. For all other
users you have to select the products they can access.

e Check: All products if a user should have access to all products

¢ Click on the link Individual products to select one or more products the user can access.
The user can then only access the selected products. All features like search, create
keys, reports are then limited to these products.

User Privileges

High Level 4 Lo
Permissions Pe
Administrator 7

+| Data Management

7| Administration /
Setup 7

7 Create Serial Number 7
[ Activation Keys

+ Reports -.f

7| Active 4

/_ Access to products \\ 7
All Products

Individual Products

All Addresses f L
Reseller

7 All Addresses f
Reseller with key id of
selected product

All Addresses [
Reseller without a key
\_ id J

The next step is to grant the access to customer and reseller addresses.

All Addresses / Reseller
No restriction - user sees all addresses of customers and resellers

All Addresses / Reseller with Key/ID of selected product
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The user would only see an address where a Serial Number / ID was created and where
the key is assigned to an address or reseller AND if it is a key for a product where the user
has permission

All Addresses / Reseller without Key/ID
The user would only see an address where no key/ ID is assigned

You can select combinations

o All Addresses with and without Key / ID
¢ If no option is checked you will get a message to select one

Click on the button Save to save the user data. Then assign productsmto the user.

Click on the button Cancel to leave this screen without saving any data

-]
e A user can always change his password| s3] and configure user specific settings in his
Qrofile@ﬁ

e Access to productsﬁh can be defined once the user was created.

Welcome E-Mail

A welcome e-mail is sent to the user with a temporary password which can only be used
to reset it and create a new password.
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noreply@registerserver.net <admin@registerserver.net> B Inbox - Mirage

Your new password for the Activation Server

To: tom.mcnamara@mirage-systems.com

Hello McNamara,

You recently requested to reset your password for your Mirage
Activation Server account tom.mcnamara@mirage-systems.com. Use
the following information to reset your password for the Activation
Server : Username : TM Password : K#jSbY8+F7

Reset your password

If you did not request a password reset, please ignore this email.

Thanks,
The Mirage Activation Server Team

After he logs in he has to change the password. The password change requires the old

(temporary) password.
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Change Your Password Please enter and verify a new password below.

Please enter and verify a new password below.

Remember that your new password
must be at least 8 characters long
minimum 1 upper case letter
minimum 2 lower case letters
minimum 1 number
minimum 1 special character [!@#$%"&*()_+=\[{\]};:=>1/2,]
must not be identical with the old password
and must not be identical with or contain your username

Change Your Password

Username * ™

Old Password "
New Password *

Verify New Password *

If Two-Factor Authentication| =1is configured, the user will directly be directed to activate
that.

AN

¢ New users cannot be added with the Basic Hosting package
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1.6.14.2 Modify user details

Click on the user name you want to edit in the Manage user| ) list view and modify the
user data.

lMcdify user Use the form below to create or modify user information. J

Use the form below to create or modify user information.

Login Data Other Data
Last Name * MeNamara E-mall* ra@mirage-systems.com ""
First Name Tom IP-Address
Alias ® men Session Timeout in 0
Minutes
Usemame * ™
Last Login 07/06/2018 13:08:40

Language English
Default product
Default TAB Basic View
Time Zone | (UTC) Coordinated +
Theme/Design Default

Two-Factor Authentication Enabled : Yes

User Privileges
_| High Level _| Low Level
Permissions Permissions

— Administrator Manual Product Activation

,
/| Data Management | Deactivate Licenses
~ Administration / Setup | Edit Note/Delete Note
7 Create Serial Number / | Modify automatic
Activation Keys generated Notes
7 Reports 7| Add Address/Reseller
| Dashboard 7| Metrics
7 Active | Modily Key/Transaction
7| Delete
Access to products Key/Address/Reseller
" All Products 7| Modify License File
Username

The usersname: admin can not be changed

Access to products

Only a user, which is an administrator, has access to all products by default. For all other
users you have to select the products they can access.

e Check: All products if a user should have access to all products

¢ Click on the link Individual products to select one or more products the user can access.
The user can then only access the selected products. All features like search, create
keys, reports are then limited to these products.

Two-Factor Authentication

If a user already has enabled Two-Factor authentication| s:1it is displayed on the screen
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1.6.14.3

1.6.14.4

Default product

If the user most often works with the same product, select a default product for this user. It
is used as default value after the user logs in. The user can always select another product.
Only products, which have been assigned to the user can be selected as a default product.

The administrator can also modify for this user:

e User Settingsmzﬁ
e Change Password| )

e Set values to customize the Data Management Screenl:sil screen
e Reset Two-Factor Authentication| ss)

Delete a user

To delete a user select the button Delete while editing the user datal o).

T E— pe—r—r—

Login Data Other Data User Privileges
* o ¥ e ator
Last Name McNamara E-mail ware.c
+| Data Management
First Name Tom IP-Address 7/ Administration /
" * " - . Setup
Alias ™ Session Timeout in
Minutes 7| Create Keys
*
Username mem . 7| Reports
Last Login
+| Active
Language English Access to products
Default product ¥ ~| All Products
Individual Products
Save Cancel Delete Reset Password A

Reset Password

To reset a password select the button Reset Password while editing the user datal o7).

The user will get an e-mail with a temporary password. The procedure is identical to
Forgot your password| =:1? workflow.
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Login Data Othr @
A .
Last Name * McNamara E-mail * tom.mcnamara@mirage-
First Name Tom IP-Address
Alias * men Session Timeout in [
Minutes
Username * ™
Last Login 03/11/2018 10:35:43
Language English +
Default product *
Default TAB Basic View -
Time Zone (UTC) Coordinated 3
Theme/Design Default 3

User Privileges

Two-Factor Authentication Enabled : Yes

~| High Level 7 Low Level
Permissions Permissions
| Administrator 7| Manual Product Activation
7| Data Management 7| Deactivate Licenses
7| Administration / Setup | Edit Note/Delete Note
7| Create Serial Number / | Modify automatic

Activation Keys

generated Notes

99

7| Reporis 7| Add Address/Reseller

7| Dashboard 7| Metrics

7| Active 7| Modify Key/Transaction
| Delete

Access to products Key/Address/Reseller

| All Products Modify License File

<

Individual Products

Address Permission
~| All Addresses / Reseller
~| All Addresses / Reseller
with Key/D of selected
product

~| All Addresses / Reseller
without a Key/ID

“ m m Reset Password Reset Two-Factor Authentication

1.6.14.5 Reset Two-Factor Authentication

If Two-Factor authentication| s:1is enabled and the device of the user is lost, you can reset
the Two-Factor. The user has to register a new device after the next login.

1.6.14.6 E-Mails to users

If a new user is created, a user forgot his password, Two-Factor authentication is enabled
etc. , e-mails are sent out.

The e-mail sender is always: noreply@registerserver.net and can not be changed for
hosting customers. On-Premise customers could use an own e-mail account.

Example E-Mail
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noreply@registerserver.net <admin@registerserver.net> B Inbox - Mirage
Your new password for the Activation Server

To: tom.mcnamara@mirage-systems.com
] | e, G =

Hello McNamara,

You recently requested to reset your password for your Mirage
Activation Server account tom.mcnamara@mirage-systems.com. Use
the following information to reset your password for the Activation
Server : Username : TM Password : K#jSbY8+F7

Reset your password

If you did not request a password reset, please ignore this email.

Thanks,
The Mirage Activation Server Team
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1.6.15 Find and merge duplicates

To find and merge duplicate customer or reseller addresses, open an address

Use the form below to create or modify address information.

Modify Address

Company Name
Salutation / First Name
Last Name
Academic Title
Job Title

Street Address 1
Street Address 2
ZIP Code

City

State

Country

Created

Created By

AllAbout Software Inc
Ryan

Meyer

223 East 47th Street

New York
NY

United States ¥
11/09/2013 18:11:57

Application

E-mail

Phone 1

Phone 2
Language
Website
Customer Number

Newsletter 1-4

Product Name
Custom Field 1
Custom Field 2

Modified

Modified By

ryan@allaboutsoftware.c

English g

aip50

01/04/2018 10:08:12

™

e e o e e

Key/ID

License Files

Product Name

IPDF - Bicycle technical
document

Module Key
D

Type usage

Serial 1
Number

Effective Key / ID

Maximum Key / ID

usage Reseller

and click on the button: Find Duplicates

It opens a search screen. The default search is done by company name but you can also
search by e-mail address, first or last name or created date

All available search options

lM-nnge Addresses Manage your addresses ‘

Search Criteria

Company Name First Name

E-mall Last Name

Start Date End Date
Search Field Search Criteria like

‘Search Value
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After selecting one or more search criteria, you get a list to select potential duplicate
addresses.

Company Name First Name Last Name Job Title Street Address 1 2P Code city state Country Email Language
AlAbout Softwarelne  Ryan [ 223 East 47th Sreet New York Ny United States S e Bl
AlAbout Software Inc Germany yan@alaboutsoftware.com  English
AlAbout Software Inc United States S geiabo et ware o ot
Alabout Software Inc Germeny, yenQeleboutzoftwere.com | Englsh
Alabout Software Inc Abania ryan@allaboutsoftware.com  German
Allabout Software Inc Germany yan@alaboutsoftware.com  English

You can merge in one step up to 3 addresses. Check the addresses you want to merge
and click on the button: Merge Addresses

Now you get a screen with all 3 selected addresses and you either select all values from
one address (option: Select All) or you can select field by field. In the screen below the
Street Address from the second address is used.

After you have done the selection click on the button: Merge. With the button: Reset you
can reset the selection and start over again.

| |Merge Addresses Tmspagea\owsvw(omerqenuph(alezanressesJ

|
T

| selectal O select A O selectan O selectall
|

Company Name © AliAbout Software Inc O AllAbout Software Inc © AlAbout Software Inc

First Name © Ryan o o

Last Name ® Meyer o o

Salutation

Academic Title

Job Title

Street Address 1 © 223 East 47th Street ® 1stAve o]

Street Address 2

ZIP Code

city © NewYork o o

State © Ny o o
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1.6.16

Now all keys, licenses files and transactions from all the selected addresses are merged
into one address.

Once the merge is done the search screen appears again to search for additional
duplicate records of this address.

Keys

a3

Home Metrics Reports v Data Management Administration / Setup + Help Service Info +

S
1
v

Creating keys using the Activation Server 6 has a lot of advantages instead of using All-In-
One Protector.

Multiple users can create keys

Keys can be created from different locations

Easy to user interface

The key is stored in the Activation Server 6 and each key can be assigned to a
customer and reseller

After having bought the product, the customer is provided with a Serial Number which is
the 'proof of purchase' and is unique.

There are different ways to create a Serial Number

e Create one single Serial Number| 10:]
e Create a Key List/0)

See also

Add a key on the Activation Server 6 w16l
Create an Activation Key/ :z0)

Create a Serial Number| o4

Manual Product Activation/:0)

Create Tamper Detection Key/:z2)
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1.6.16.1 Create a Serial Number

Menu item: Keys - Create a Serial Number

ICreate a Serial Number Create a Serial Number for your customers |

Create a Serial Number for your customers

Create a Serial Number Serial Number Key Options
Product Name " | Office Files 2018 v Is Locked
Registered Customer Name All About Software Inc. | O 3¢ Maximum Key / ID usage 2
Number of days until Unlock External Group
Key has to be used
External ID
Number of Computers for 1
network license Reseller Softrade Inc. | O 3¢

Number of desired Serial 1 Note
Numbers

Generate key details

Create a Serial Number

Basic Information for a Serial Number

Product Name

Picklist to select the product.

Registered Customer Name

You can assign a Serial Number to a customer.

Click on the icon ~ to search for a customer or just click on the text: Click to select
customer

Registered Customer Name je,

It should open a new window. If it does not open, disable the pop-up blocker for this site.

To search for a customer, type in a search string. It will search any fields so the search
string could be a name, e-mail address, city etc.
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www.registerserver.net/00000000/Lookup.aspx

Search anpwhere

Company ; . Customer
Nama Name E-mail City Country Ly

+ Mew Address

Drag a column header here to group by that column

To limit the search to a specific field, type in the search term in the column you want to do
the search.

www.registerserver.net/00000000/Lookup.aspx

“* New Address

Drag a column header here to group by that column
Compan . - Customer
Namz ¥ Name E-mail Search in Country Number
E-mail only
-, 0000000
ryan@
% e ryan@allaboutsoftware.com Albania
% e ryan@allaboutsoftware.com Germany
% e ryan@allaboutsoftware.com Germany
% e ryan@allaboutsoftware.com Germany
% e ryan@allaboutsoftware.com Albania
% e ryan@allaboutsoftware.com United States
Page 1 of 1 (6 items) 1 Page size: 50 -

If the complete address list has less than 50 records there is no search option. Just select
arecord.
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" New Address
Company Name
All About Software

Inc.

All About Software
Inec.

Mare Smith

Smart Inc.

Smart Inc.

Name

Alisa Jones

Ryan
Meyer

www.registerserver.net/55604761/Lookup.aspx

E-mail City

alisai@allaboutsoftware.com

Mew

ryan@allaboutsoftware.com York

joe@smartinc.com

Additional days after applying Serial Number

Customer

Country Number

United States

United States

United
Kingdom

If activation by E-Mail, fax or phone is used, there is a time difference between applying the
Serial Number key and sending the Unlock Key[:ol. To allow the customer to use the
product after applying the Serial Number, add a few days (typically 2-5 days) which are
included in the Serial Number.

Number of days until full version expires

If the license is a time limited full version (subscription license), there are 2 options to
specify the time limitation

o Number of days until the full version expires - the time counter starts when the user
types in the Serial Number

e Expiry Date when the full version expires - the license will always expire at this date
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Create a Serial Number

4k

Product l\ularr'm-”c Easy-Go Application

Module ID Update Subscription (QHDOO4) =

Registered Customer Name

umber of days until full
version expires:

Expiry Date

_J;ﬁ,

L L3

Mumber of desired Serial 1
Numbers

hardware codes (see example 1). The installation codes to allow a reinstallation are
optional.

Number of users / PCs / concurrent users /items

If a network license is used (more then 1 license per PC / user / concurrent user), the
number of PCs / users / concurrent users can coded in the Serial Number. If the user buys
later more licenses, send him and Additional Keymﬁ.

;;.ri-‘\

e This value overwrites the existing value in the license file. If you have an evaluation
version with 5 users and the Serial Number includes 1 user, this results in a license for
one user after applying the Serial Number.

Number of desired Serial Numbers

Select how many keys should be generated. If you have more than 25 keys, then use the
button I Create Key List. It will save all keys in a text file, It will save all keys in a text
file which is automatically downloaded.

See also: Key List/ 1051

Serial Number Key Options

You can select additional options.
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Is Locked

Check if the Serial Number should be locked by default. Before the user can activate the
product, you have to unlock it in the Edit Key| «1screen.

Maximum Key / ID usage

Defines how often a Serial Number / ID or Activation Key could be used. The default value
can be changed in the product configuration |zl screen.

External Group

ID to sync the data with another database, e.g. CRM or ERP system

External 1D

ID to sync the data with another database, e.g. CRM or ERP system
Reseller

Add a reseller to the Serial Number. All reports can then done by reseller.

Click on the icon /~ to search for a reseller. It should open a new window. If it does not
open, disable the pop-up blocker for this site.

To search for a reseller, type in the company or user name and click on fO You can also
add a new reseller by clicking on New Address.

* you cam search for customers by first name, last name, company name, email address or cuskomer number

“I" New Address
Company Name Name E-mail City Country Customer Number )

Software Distribution Inc

Note

A text noIe can be added to each key. Keys which have a note, will appear in a key list with
the icon [

Generate key details

You can add an additional description when a key is generated. This is useful when the
user gets the key on paper.

GPcoX-35dA8-C8Gch-2Xd7C-5Pn1Q-AfiCL
In block 1 at position 4 it reads the small letter o
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Generating a Serial Number

Click on the button Create Key to create a key.

The key is displayed in the top left corner.

Home Metrics Reports  + Data Management + Keys  w Administration

lCreate a Serial Number Create a Serial Number for your customers ‘

=2
« The key has a hyperlink to directly navigate to the Key Details| s page and change
settings.

¢ Click on Copy to Clipboard to copy the key into the clipboard

e Click on the button Create Key List/ws] to save all keys in a text file.
¢ Click on the button Cancel to leave this screen without saving any data

Video - Creating Serial Numbers

This video explains different ways how to create a Serial Number.

Activation Server 4

, Create Serial Numbers

The | point for administration of keys, customers and resellers

1.6.16.1.1 Key List/ Save keys in a file

If you have only a few installations to manage, it is sufficient to generate the Serial Number
on a one-by-one basis manually. In case of a large volume delivery like hundreds of CD's,
a key list is necessary. The key list file would then be sent to the CD duplication company.
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Online Shops that do not support an integrated generator often support the upload of a key
list.

Number of desired Serial Numbers

Select how many keys should be generated. If you have more than 25 keys, then use the
button Create Key List. It will save all keys in a text file which is automatically
downloaded.

The name of the text file is: product name-keylist.txt. If the product has modules, the
module name is included in the file name.

Sample:
RZ9UZ-11CC9-9Ah7v-GZ97n-gd18N-a21Fa

6F9UA-I11CC9-9Anh7e-GZ97n-Id18N-a71FJ
S79Uf-I1CC9-9Ah7a-GZ97n-Qd18N-ak1FP

2
The key list can e.g. be sent to e-commerce providers or can be printed on the cover of the
CD/DVD.

Create a Serial Number for your customers

Create a Serial Number Serial Number Key Options
Product Name* | All-In-One Protector 6 - Office Files 4 Is Locked -
Registered Customer Name ,3 x Maximum Key / ID usage 1
Number of days until Unlock External Group
Key has to be used

External ID

Number of Computers for 1
network license Reseller Feb 4
Number of desired Serial 550 Note

Numbers

Generate key details

Create Key Create Key List Cancel

1.6.16.2 Manual Product Activation / Create Unlock Key

Menu item: Keys - Manual Product Activation

This page allows you to create an Unlock Key in case an automated product activation is
not possible. The user sends an activation request by E-Mail or Fax or calls on the
Phone. This process also prevents, that the Serial Number or ID can be used multiple
times. The manual product activation is only available for Windows products.

To create an Unlock Key you need at least:
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Product Name

Customer Name

Serial Number

One or more hardware Ids

Start with filling out the left column of the screen. Required values are marked with a red
*

Home Metrics Reports  + Data Management Keys Administration / Setup v Help Service Info +
Manual Product Activation Perform manual product activation (Create Unlock Key) ‘
This page allows you to type in the Serial Number and Installation Code to create an
Unlock Key In case you got a manual product activation request (E-Mall, Fax,
Phone). This process also prevents that the Activation Key or ID can be used
multiple times.
Create Unlock Keys Installation Codes (Hardware IDs)
Product Name * All-In-One Protector % Type in the hardware ID marked red. If this hardware ID is not
avallable, type in one of the hardware IDs marked green.
Customer Name AllAbout Software Inc O 3§
If you want to allow a reactivation, type in the installation
Serial Number /1D * rB7il-5IrD9-7Ec7g-2Zgw p x codes in all fields which are marked blue.
Registered Customer Name * AllAbout Software Inc Type in the Hardware IDs / Installation Codes here...
Activation done by E-Mail - 1 Volume ID l:l
‘Operating System Windows - I 2  MAC Address l:l
OEM Nme MyCompany 3 Hostname —
E-mail ryan@allaboutsoftware.c 4 NetBIOS Name 1
Reseller Click to select reseller | O I 5  Volume ID + Path l:l
Version 6  MAC Address + Path l:l
Note 7 [P Address L 1
’ et T E—
Copy Protection 7 9 Codet23 I
e —
1 vsa-stek —
12 Windows Domain L 1
| 13 Systemip
4 AG Systom D E—

Product Name

Picklist to select the product.

Module ID

This option is only available, if you have multiple modules, which are activated with a
Serial Number.
= Developer Info
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The configuration, which module is a Serial Number, is done in the project
configuration, entry <IsSerial> (306,

Customer Name

Name of the customer. You can search for a customer by clicking on the icon ~.

Either select an existing customer from the list, search for a customer and click on &o or
add a new customer by clicking on < New Address

* wou can search for customers with firstname, lastname, company or custamer number

| |
[l
dak New Address

Company Name Name Customer Number
AllAbout Software Inc Ryan Meyer
Marc Smith
Smart Inc

You can remove a selected customer by clicking on the icon X

Serial Number /1D

Click on the icon fo to search for Serial Numbers. The search only displays Serial
Numbers for the selected product and only Serial Numbers, which have not been used
before. If a product does have multiple modules (features) you have to select the correct

module ID.

By default you get all Serial Numbers of the selected customer.

* you can search for keys with 2 key substring or customer information like firstname, lestname, company or customer number

Product Name | Easy-Go Application for MAC

(Al Keys (s)Unused Keys

Company Effective Key / Maximum Key /
Product Name Module ID e Reseller 1D Usage 1D Usage

niFdF-17IEF-AL1I8r-OWk7X- Easy-Go Application |[E-Learning AllAbout
|vemDQ-DQkEI? Made Easy Software Inc

Registered Customer

This information is only necessary, if one Serial Number can be used on multiple
computers. Type in the name of the user who registers the license.

Activation done by

Select how the customer sent you the unlock request - E-mail, Fax or Phone.
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Operating system

You can select Windows or MAC depending on the settings of theproduct
configuration.@h

OEM Name

In case the license should be registered for an OEM partner, add his name here.

E-mail

E-mail address of the customer

Reseller

In case the license should be registered for a reseller, click on the icon ;3'

Either select an existing reseller from the list, search for a reseller and click on /O or
add a new reseller by clicking on “i* New Address

Version

Version number of the application

Note

Attach a note. The note will be attached to the Serial Number.

Checkbox Copy Protection

Uncheck this option if you want to create an Unlock Key without enabling copy protetion.

Installation Code / Hardware IDs

The installation codes / hardware IDs are part of the E-mail or Fax. If the user calls, you
have to ask for the installation codes on the phone.

The text and the red and blue bars can vary depending on the configuration of the
product.
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Installation Codes (Hardware IDs)

You have to specify at least one of the red marked
installation codes.

Any further installation codes, required for
reactivation, are optional.

If you want to use reactivation, type in at least 3
installation codes.

insert instcode(s) here...
| 1 Volume Id

2 MAC Address
| 3 Hostname
4 NetBIOS Name
5 Volume Id + Path
MAC Address + Path
7 IP Address
8 Code 1,2,3 + Path
9 Code 1,2,3
10 Hostname + Path
11 USB-Stick
12 Windows Domain

13 System ID

14 MAC System ID

Example one - reactivation with any 3 IDs

You have to specify at least one of the red marked
installation codes.

If you want to allow reactivation, type in the
installation codes in all fields which are marked
blue.

Tvpe in the Hardware IDs / Installation Codes here...

1

io

11

12

13

14

Volume ID

MAC Address
Hostname
NetBIOS Name
Volume ID + Path
MAC Address + Path
IP Address

Code 1,2,3 + Path
Code 1,2,3
Hostname + Path
USB-Stick
Windows Domain
System ID

MAC System ID

Example 2 - reactivation code indicated with blue

Ared bar indicates an installation code which is used for copy protection. You have to
provide at least one hardware ID which is marked with a red bar.

A blue bar indicates an installation code which is used to allow a reinstallation on the
same computer (see example 2 above). Another way to handle reinstallations is that you
have to provide a specific number of hardware codes (see example 1). The installation
codes to allow a reinstallation are optional.

Click on the button Create Key to create the Unlock Key.

The key is displayed in the top left corner.
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Home Metrics Reports v Data Management v Administration / Setup v Help Service Info v

Manual Product Activation Perform manual product activation (Create Unlock Key) I

This page allows you to type in the Serial Number and Installation Code to create an
Unlock Key in case you got a manual product activation request (E-Mall, Fax,

Phone). This process also prevents that the Activation Key or ID can be used
multiple times.

Unlock Key rcdr3-1CiD8-HGm3C-3hcHn-kIAKQ-5EEIB Copy To Clipboard

Create Unlock Keys Ir llation Codes (H

dware IDs)

Product Name * All-In-One Protector ¥ Type in the hardware ID marked red. If this hardware ID is not
available, type in one of the hardware IDs marked green.

Customer Name pel

I8 trmis it # allaus a samatiuatinn funn in tha Installatian

2
¢ Click on Copy to Clipboard to copy the key into the clipboard

Click on the button Cancel to leave this screen without saving any data

=

e You can automate the E-mail activation process using the E-mail Activator Service|zs)
e The user needs a permission@ﬁto create an Unlock Key

See also

Create Unlock Key using E-Mail Activator Service| e
Simple and easy to use - Create Unlock in Key Detail Paqeﬁﬁ
Customer can create Unlock Key by himself using the customer self-service portal 7]

1.6.16.2.1 Create Unlock Key using E-Mail Activator Service

Activation Requests by E-Mail can be automatically replied.

Details see E-Mail Activator Service|zs:]
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1.6.16.3 Add a key on the Activation Server

Menu item: Keys - Add a key on the Activation Server

Home Metrics Reportsv Data Managementv Keys v Administration / Setup v supervisor

Add a Key on the Activation Server Save a single Activation Key or ID

This page allows you to save an Activation Key or ID. This is necessary if default
parameters like Maximum Usage are to be set to a special value for the specified

Activation Key or ID before it is used. You can also lock a key / ID if it was not
already used.

Save a single Activation Key or ID

Product Name: Easy-Go Application for MAC —
Key Type: Serial Number /ID [ Product Act +
Module ID:/ E-Learning Made Easy (QHDOO1 3
Key / ID:
Is Locked:
Maximum Key / ID usage:
Regular license verification (days):

External Group:

External ID:
Registered Customer Name: e
Reseller: je

Note:

Save Save and display key details Cancel

Add a key on the Activation Server

This page allows you to save an Activation Key or ID which was either created using All-In-
One Protector or you add an key with an own format (requires special configuration in the
application).

When adding a key default parameters like Maximum Key / ID Usage should be set to a
special value for the specified Activation Key or ID before it is used. You can also lock a
key / ID if it was not already used.

“  If you create a key using the Activation Server 6, you can create and save the key
in one step - use Create An Activation Kev@ﬁ, Create a Serial Number/ 0

= Add a Serial Number / ID
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Product Name

Picklist to select the product.

Key Type
Picklist to select the type of Key/ ID.

For a Serial Number| =) select Serial Number / ID.

Key /1D

Unique ID which you use for product activation. If you use Serial Numbers for product
activation, type in the Serial Number here.

Is Locked

You can lock a Serial Number or Activation Key before it is used. Just check this option

Maximum Key / ID usage

Overrides the default value, how often a key can be used or product can be activated.

Example
If you want to hand-out one Serial Number to a company, which could be used on 50

different PCs, then add the value 50. This setting is valid only for the specified key.

Check License Days

If your application has implemented the feature to make regular online checks, you can
specify the next time interval after the initial online check

External Group

Internal database filed which can be used to link to another database like CRM or ERP
system.

External ID

Internal database filed which can be used to link to another database like CRM or ERP
system.
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Note

Specify a note which is attached to the key. In a report or list, the icon ] indicates, that
there is a note stored for a key / ID.

=1 Add an Activation Key

Product Name

Picklist to select the product.
Key Type
Picklist to select the type of Key/ ID.

For all keys, which are not a Serial Number, select Activation Key.

Activation Key
Type in the Activation Key which should be stored.

Is Locked

You can lock a Serial Number or Activation Key before it is used. Just check this option

Maximum Key / ID usage

Overrides the default value, how often a key can be used or product can be activated.

Example
If you want to hand-out one Serial Number to a company, which could be used on 50

different PCs, then add the value 50. This setting is valid only for the specified key.

Check License Days

If your application has implemented the feature to make regular online checks, you can
specify the next time interval after the initial online check

External Group

Internal database filed which can be used to link to another database like CRM or ERP
system.
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External ID

Internal database filed which can be used to link to another database like CRM or ERP
system.

Note

Specify a note which is attached to the key. In a report or list, the icon 1 indicates, that
there is a note stored for a key / ID.

Click on the button Save to store the key.

Click on the button Save and Display data to store the key and display detail information -
screen Edit an Activation| s

Click on the button Cancel to leave this screen without saving any data

2 If you need to add multiple keys, use the Import|:i] option
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1.6.16.4 Create an Activation Key

Menu item: Keys - Create an Activation Key

Home Metrics Reports Data Management Keys v Administration / Setup + Help Service Info v

ICreate an Activation Key Create an additional Key - e.g. prolong a trial version or add a network license I

Create an additional Key - e.g. prolong a trial version or add a network
license

Create an Activation Key Serial Number Key Options
Product Name PDF - Bieycle technical decument = 1s Locked
Registered Customer Name Click to select customer yel Maximum Key / ID usage 1

Installation Codes (Hardware IDs) Without Copy ¥ Regular license verification
(days)

Number of Computers for network 0
license: External Group
Overwrite value in license - External ID

file

Reseller Click to select reseller P

Number of days to evaluate Note

Overwrite value in license

file
4
Expiry Date Generate key details

Online validation required -

Demo version Unchanged =
Expert Settings

Unlimited Installations
State of Activation unchanged B

Key is a Serial Number -
Number of desired keys 1 =

Create an Activation Key

This page allows you to create an additional key - e.g. prolong a trial version or add a
network license.
Product Name

Picklist to select the product.

Installation Codes (Hardware IDs)

If you expect, that the user does not have an Internet connect, you can add the 8 digit
hardware ID, which was used for copy protection. If the user has an Internet connection,
select the option: Online validation required to ensure, that the key cannot be used
multiple times.
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Additional Licenses - Increase Network Licence

If a network license is used (more then 1 license per PC / user / concurrent user) or a
counter, the number of PCs / users / concurrent users / counter can be increased or
decreased by sending an Activation Key to the customer.

his key adds the selected number of licenses to the existing value in the license file. If you

have an existing license with 5 users and the additional license includes 2 users, this
results in a license for 7 users after applying the key.

Prolong Evaluation Version

The next option is to prolong an existing trial period. Make an Activation Key with:

« additional licenses = 0
« either select: Number of days to evaluate or End of Evaluation

Online validation required

If checked, the Activation Key is sent to the Activation Server 6 before it is applied. It is
stored in the database. If the Activation Server 6 detects that the key was already used, it
will block the key.

Store Key in Activation Server

If checked, stores the Serial Number in the Activation Server 6.

= You can configure, that this option is always enabled and the user cannot uncheck
the option - see option <StoreKey>| w0
Generating an Activation Key

Click on the button Create Key to create a key.

The key is displayed in the top left corner.

Home Metrics Reports « Data Management Keys v Administration / Setuj

r lCreate an Activation Key Create an additional Key - e.g. prolong a trial version or add a network license

Create an additional Key - e.g. prolong a trial version or add a network

‘ Key [ ID added successfully XB6IN-6ESE4-61EGz-25jwp-pb82j-0fCF9 Copy To Clipboard
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1.6.16.5

¢ The key has a hyperlink to directly navigate to the Key Details| s page and change
settings.

¢ Click on Copy to Clipboard to copy the key into the clipboard

e Click on the button Create Key List|.s! to save all keys in a text file.
¢ Click on the button Cancel to leave this screen without saving any data

Create Tamper Detection Key

Menu item: Keys - Tamper Detection

Create a key to turn tamper detection on or off

\Tamper Detection Switch the Tamper Detection on/off or reset it ‘

Use this page to switch the Tamper Detection on/off or reset it

Tamper Detection

Product Name * myapp5 v Tamper Detection On v
Installation Code (Hardware ID) Online validation required
Unlimited Installations
Create Key Cancel

e Select Tamper Detection Off if you want to disable Tamper Detection for a product was
already installed on the end users computer

o Select Tamper Detection On if you want to activate Tamper Detection for a product was
already installed on the end users computer

¢ Select either Resetting Tamper Detection on a single user or network system to just
reset the lock. The user can then start the application again but Tamper Protection is
still active

2
Use Online validation required to ensure, that the key cannot be used on multiple PCs
Uncheck Unlimited installation to ensure, that the key cannot be used twice on the same
license file

Within a network, the key has to reset all Computers. Therefore a time frame has to by
defined (Option: Number of days within which a work station has to use the application to
reset tamper detection). Within that time frame each computer has to start the application
to remove the lock. That means that during these days the Tamper Detection functionality
is virtually deactivated.
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You should select the value for number of days large enough to allow all computers to
start the application within the time frame to reset the lock. Tell your customer to start the
application on all computers.

For more details about Tamper Detection check the main online help of All-In-One
Protector.

1.6.16.6 Create Keys by an external applications

External applications like a shop system or ERP / CRM system can create any type of keys
using an http request to the Activation Server 6.

AN

You should only create keys after specifying an IP address to limit key generation for a
specific server, limit the number of keys which can be generated per minute / hour and
additionally use a password - details see security settings. [ 1]

You can create different types of keys:

e Serial Number key
¢ Unlock Key - e.g. by activation through a web page
¢ Activation Keys - e.g. prolong a trial version or add additional network licenses

The URL consists of 2 parts:

Part 1 - URL to the server and web page - e.qg.
http://www.reqisterserver.net/Iptest/Ipweb/KeyGenerator.aspx?

Part 2 - Parameters to specify the key details
* = required parameters

Parameter Values Example Remark
projectname * project name from the demo-easygo

irolect temﬁlate
instcode

requesttype * 1 = activate module, 2 2 serial number: Must
= create a Serial be 2
Number or Unlock
Key, 3 = create an

Activation Kei

customername customer name AllAbout Software
assiined to the kei
oemname
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additionaldays

externali;rouE

reseller

maxtries maximum key / ID 2 number of computers
usage the key can be used

islocked true / false false lock a key so that it
Default: false only can be used once

it was unlocked

additionalKeyValueFix true true true = overwrite

ed Default: false existing value in the
license file using the
value from

additionalKeyValue
false = add to the
existing value in the
license file using the

value from
additionalKeyValue
YYYY-MM-DD ~ 2013-01-25
numberOfDays 0-2147483647 10 value for days. Starts

when the user applies
the key. The value will
be added to an
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existing value in the

license file
onlineValidationRequi true / false false serial number: Must
red be false

reiularLlcenseCheckstrue / false

activationState =none, 1= serial number: Must
requwed, 2 =done, 3 be 1
= erroneous

typeofrequest * 1 = check key serial number: Must
2 = activate be 2
3 = acknowledge Activation Key: Must
4 = check licence be 3

5 = deactivate licence
6 = send customer
info

21 = serial number
22 = product
deactivated

31 =initialize licence

2 You have to use the method GET (not POST) for the http request

Example URL
The URL below creates a Serial Number [ of)

https://www.registerserver.net/Iptest/Ipweb/KeyGenerator.aspx?projectname=demo-
easygo-
40&entrykey=&instcodetype=&instcode=&requesttype=2&moduleid=QHD001&customerna
me=AllAbout%20Softtware%
20Inc&email=&oemname==&allkeys=true&additionaldays=&additionallicenses=1&externalg
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https://www.registerserver.net/lptest/lpweb/KeyGenerator.aspx?projectname=demo-easygo-40&entrykey=&instcodetype=&instcode=&requesttype=2&moduleid=QHD001&customername=AllAbout%20Softtware%20Inc&email=&oemname=&allkeys=true&additionaldays=&additionallicenses=1&externalgroup=&externalid=&reseller=&numberofkeys=1&maxtries=&storeindb=true&islocked=&additionalKeyValue=&additionalKeyValueFixed=&expiryDate=&numberOfDays=&numberOfDaysFixed=&onlineValidationRequired=&demoversion=&regularLicenseChecks=&unlimitInstallations=true&activationState=1&isSerialnumber=true&typeofrequest=2
https://www.registerserver.net/lptest/lpweb/KeyGenerator.aspx?projectname=demo-easygo-40&entrykey=&instcodetype=&instcode=&requesttype=2&moduleid=QHD001&customername=AllAbout%20Softtware%20Inc&email=&oemname=&allkeys=true&additionaldays=&additionallicenses=1&externalgroup=&externalid=&reseller=&numberofkeys=1&maxtries=&storeindb=true&islocked=&additionalKeyValue=&additionalKeyValueFixed=&expiryDate=&numberOfDays=&numberOfDaysFixed=&onlineValidationRequired=&demoversion=&regularLicenseChecks=&unlimitInstallations=true&activationState=1&isSerialnumber=true&typeofrequest=2
https://www.registerserver.net/lptest/lpweb/KeyGenerator.aspx?projectname=demo-easygo-40&entrykey=&instcodetype=&instcode=&requesttype=2&moduleid=QHD001&customername=AllAbout%20Softtware%20Inc&email=&oemname=&allkeys=true&additionaldays=&additionallicenses=1&externalgroup=&externalid=&reseller=&numberofkeys=1&maxtries=&storeindb=true&islocked=&additionalKeyValue=&additionalKeyValueFixed=&expiryDate=&numberOfDays=&numberOfDaysFixed=&onlineValidationRequired=&demoversion=&regularLicenseChecks=&unlimitInstallations=true&activationState=1&isSerialnumber=true&typeofrequest=2
https://www.registerserver.net/lptest/lpweb/KeyGenerator.aspx?projectname=demo-easygo-40&entrykey=&instcodetype=&instcode=&requesttype=2&moduleid=QHD001&customername=AllAbout%20Softtware%20Inc&email=&oemname=&allkeys=true&additionaldays=&additionallicenses=1&externalgroup=&externalid=&reseller=&numberofkeys=1&maxtries=&storeindb=true&islocked=&additionalKeyValue=&additionalKeyValueFixed=&expiryDate=&numberOfDays=&numberOfDaysFixed=&onlineValidationRequired=&demoversion=&regularLicenseChecks=&unlimitInstallations=true&activationState=1&isSerialnumber=true&typeofrequest=2
https://www.registerserver.net/lptest/lpweb/KeyGenerator.aspx?projectname=demo-easygo-40&entrykey=&instcodetype=&instcode=&requesttype=2&moduleid=QHD001&customername=AllAbout%20Softtware%20Inc&email=&oemname=&allkeys=true&additionaldays=&additionallicenses=1&externalgroup=&externalid=&reseller=&numberofkeys=1&maxtries=&storeindb=true&islocked=&additionalKeyValue=&additionalKeyValueFixed=&expiryDate=&numberOfDays=&numberOfDaysFixed=&onlineValidationRequired=&demoversion=&regularLicenseChecks=&unlimitInstallations=true&activationState=1&isSerialnumber=true&typeofrequest=2
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roup=&externalid=&reseller=&numberofkeys=1&maxtries=&storeindb=true&islocked=&add
itionalKeyValue=&additionalKeyValueFixed=&expiryDate=&numberOfDays=&numberOfDa
ysFixed=&onlineValidationRequired=&demoversion=&reqularLicenseChecks=&unlimitlnst

allations=true&activationState=1&isSerialnumber=true&typeofrequest=2

The URL creates an Unlock Key [u0]

https://registerserver.net/Iptest/Ipweb/KeyGenerator.aspx?projecthame=demo-easyqo-
40&entrykey=LNGEG-5IPc6-9E7Im-3tQ8X-MQU5k-
61i4S&instcode=170D9F7C;E1266C60;;CB433287;::::.::&requesttype=2&moduleid=QHDO
0l&customername=Smart
Inc.&email=tom.hanks@smartinc.com&oemname=mycompany&allkeys=true&password=y

cnsjldsd78z9h

More details about Unlock Key generation

The URL creates an Activation Kev@ﬁ

https://www.registerserver.net/Iptest/Ipweb/KeyGenerator.aspx?projecthame=demo-
easygo-
40&entrykey=&instcodetype=&instcode=&requesttype=3&moduleid=QHD001&customerna
me=AllAbout%20Softtware%
20Inc&email=&oemname=&allkeys=true&additionaldays=&additionallicenses=1&externalg
roup=&externalid=&reseller=&numberofkeys=1&maxtries=&storeindb=true&islocked=&add
itionalKeyValue=&additionalKeyValueFixed=&expiryDate=&numberOfDays=&numberOfDa
ysFixed=&onlineValidationRequired=on&demoversion=no&reqularLicenseChecks=&unlimi
tinstallations=true&activationState=done&isSerialnumber=false&typeofrequest=3&passwo
rd=ycnsjldsd78z9h

URL encoding

Umlauts and special characters in text values have to be encoded (e.g. replace a space
with %20). Most developer tools automatically do the encoding.
Example how to encode a URL

Help to create the URL

Use the link below. It provides a web page to type in the necessary values and then
creates the URL.

https://www.registerserver.net/lptest/keygeneratordemo.htm
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https://www.registerserver.net/lptest/lpweb/KeyGenerator.aspx?projectname=demo-easygo-40&entrykey=&instcodetype=&instcode=&requesttype=2&moduleid=QHD001&customername=AllAbout%20Softtware%20Inc&email=&oemname=&allkeys=true&additionaldays=&additionallicenses=1&externalgroup=&externalid=&reseller=&numberofkeys=1&maxtries=&storeindb=true&islocked=&additionalKeyValue=&additionalKeyValueFixed=&expiryDate=&numberOfDays=&numberOfDaysFixed=&onlineValidationRequired=&demoversion=&regularLicenseChecks=&unlimitInstallations=true&activationState=1&isSerialnumber=true&typeofrequest=2
https://www.registerserver.net/lptest/lpweb/KeyGenerator.aspx?projectname=demo-easygo-40&entrykey=&instcodetype=&instcode=&requesttype=2&moduleid=QHD001&customername=AllAbout%20Softtware%20Inc&email=&oemname=&allkeys=true&additionaldays=&additionallicenses=1&externalgroup=&externalid=&reseller=&numberofkeys=1&maxtries=&storeindb=true&islocked=&additionalKeyValue=&additionalKeyValueFixed=&expiryDate=&numberOfDays=&numberOfDaysFixed=&onlineValidationRequired=&demoversion=&regularLicenseChecks=&unlimitInstallations=true&activationState=1&isSerialnumber=true&typeofrequest=2
https://www.registerserver.net/lptest/lpweb/KeyGenerator.aspx?projectname=demo-easygo-40&entrykey=&instcodetype=&instcode=&requesttype=2&moduleid=QHD001&customername=AllAbout%20Softtware%20Inc&email=&oemname=&allkeys=true&additionaldays=&additionallicenses=1&externalgroup=&externalid=&reseller=&numberofkeys=1&maxtries=&storeindb=true&islocked=&additionalKeyValue=&additionalKeyValueFixed=&expiryDate=&numberOfDays=&numberOfDaysFixed=&onlineValidationRequired=&demoversion=&regularLicenseChecks=&unlimitInstallations=true&activationState=1&isSerialnumber=true&typeofrequest=2
https://www.registerserver.net/lptest/lpweb/KeyGenerator.aspx?projectname=demo-easygo-40&entrykey=&instcodetype=&instcode=&requesttype=2&moduleid=QHD001&customername=AllAbout%20Softtware%20Inc&email=&oemname=&allkeys=true&additionaldays=&additionallicenses=1&externalgroup=&externalid=&reseller=&numberofkeys=1&maxtries=&storeindb=true&islocked=&additionalKeyValue=&additionalKeyValueFixed=&expiryDate=&numberOfDays=&numberOfDaysFixed=&onlineValidationRequired=&demoversion=&regularLicenseChecks=&unlimitInstallations=true&activationState=1&isSerialnumber=true&typeofrequest=2
https://registerserver.net/lptest/lpweb/KeyGenerator.aspx?projectname=demo-easygo-40&entrykey=LNGEG-5IPc6-9E7Im-3tQ8X-MQU5k-6ii4S&instcode=170D9F7C;E1266C60;;CB433287;;;;;;;;;&requesttype=2&moduleid=QHD001&customername=Smart Inc.&email=tom.hanks@smartinc.com&oemname=mycompany&allkeys=true&password=ycnsjldsd78z9h
https://registerserver.net/lptest/lpweb/KeyGenerator.aspx?projectname=demo-easygo-40&entrykey=LNGEG-5IPc6-9E7Im-3tQ8X-MQU5k-6ii4S&instcode=170D9F7C;E1266C60;;CB433287;;;;;;;;;&requesttype=2&moduleid=QHD001&customername=Smart Inc.&email=tom.hanks@smartinc.com&oemname=mycompany&allkeys=true&password=ycnsjldsd78z9h
https://registerserver.net/lptest/lpweb/KeyGenerator.aspx?projectname=demo-easygo-40&entrykey=LNGEG-5IPc6-9E7Im-3tQ8X-MQU5k-6ii4S&instcode=170D9F7C;E1266C60;;CB433287;;;;;;;;;&requesttype=2&moduleid=QHD001&customername=Smart Inc.&email=tom.hanks@smartinc.com&oemname=mycompany&allkeys=true&password=ycnsjldsd78z9h
https://registerserver.net/lptest/lpweb/KeyGenerator.aspx?projectname=demo-easygo-40&entrykey=LNGEG-5IPc6-9E7Im-3tQ8X-MQU5k-6ii4S&instcode=170D9F7C;E1266C60;;CB433287;;;;;;;;;&requesttype=2&moduleid=QHD001&customername=Smart Inc.&email=tom.hanks@smartinc.com&oemname=mycompany&allkeys=true&password=ycnsjldsd78z9h
https://registerserver.net/lptest/lpweb/KeyGenerator.aspx?projectname=demo-easygo-40&entrykey=LNGEG-5IPc6-9E7Im-3tQ8X-MQU5k-6ii4S&instcode=170D9F7C;E1266C60;;CB433287;;;;;;;;;&requesttype=2&moduleid=QHD001&customername=Smart Inc.&email=tom.hanks@smartinc.com&oemname=mycompany&allkeys=true&password=ycnsjldsd78z9h
https://registerserver.net/lptest/lpweb/KeyGenerator.aspx?projectname=demo-easygo-40&entrykey=LNGEG-5IPc6-9E7Im-3tQ8X-MQU5k-6ii4S&instcode=170D9F7C;E1266C60;;CB433287;;;;;;;;;&requesttype=2&moduleid=QHD001&customername=Smart Inc.&email=tom.hanks@smartinc.com&oemname=mycompany&allkeys=true&password=ycnsjldsd78z9h
https://www.registerserver.net/lptest/lpweb/KeyGenerator.aspx?projectname=demo-easygo-40&entrykey=&instcodetype=&instcode=&requesttype=3&moduleid=QHD001&customername=AllAbout%20Softtware%20Inc&email=&oemname=&allkeys=true&additionaldays=&additionallicenses=1&externalgroup=&externalid=&reseller=&numberofkeys=1&maxtries=&storeindb=true&islocked=&additionalKeyValue=&additionalKeyValueFixed=&expiryDate=&numberOfDays=&numberOfDaysFixed=&onlineValidationRequired=on&demoversion=no&regularLicenseChecks=&unlimitInstallations=true&activationState=done&isSerialnumber=false&typeofrequest=3&password=ycnsjldsd78z9h
https://www.registerserver.net/lptest/lpweb/KeyGenerator.aspx?projectname=demo-easygo-40&entrykey=&instcodetype=&instcode=&requesttype=3&moduleid=QHD001&customername=AllAbout%20Softtware%20Inc&email=&oemname=&allkeys=true&additionaldays=&additionallicenses=1&externalgroup=&externalid=&reseller=&numberofkeys=1&maxtries=&storeindb=true&islocked=&additionalKeyValue=&additionalKeyValueFixed=&expiryDate=&numberOfDays=&numberOfDaysFixed=&onlineValidationRequired=on&demoversion=no&regularLicenseChecks=&unlimitInstallations=true&activationState=done&isSerialnumber=false&typeofrequest=3&password=ycnsjldsd78z9h
https://www.registerserver.net/lptest/lpweb/KeyGenerator.aspx?projectname=demo-easygo-40&entrykey=&instcodetype=&instcode=&requesttype=3&moduleid=QHD001&customername=AllAbout%20Softtware%20Inc&email=&oemname=&allkeys=true&additionaldays=&additionallicenses=1&externalgroup=&externalid=&reseller=&numberofkeys=1&maxtries=&storeindb=true&islocked=&additionalKeyValue=&additionalKeyValueFixed=&expiryDate=&numberOfDays=&numberOfDaysFixed=&onlineValidationRequired=on&demoversion=no&regularLicenseChecks=&unlimitInstallations=true&activationState=done&isSerialnumber=false&typeofrequest=3&password=ycnsjldsd78z9h
https://www.registerserver.net/lptest/lpweb/KeyGenerator.aspx?projectname=demo-easygo-40&entrykey=&instcodetype=&instcode=&requesttype=3&moduleid=QHD001&customername=AllAbout%20Softtware%20Inc&email=&oemname=&allkeys=true&additionaldays=&additionallicenses=1&externalgroup=&externalid=&reseller=&numberofkeys=1&maxtries=&storeindb=true&islocked=&additionalKeyValue=&additionalKeyValueFixed=&expiryDate=&numberOfDays=&numberOfDaysFixed=&onlineValidationRequired=on&demoversion=no&regularLicenseChecks=&unlimitInstallations=true&activationState=done&isSerialnumber=false&typeofrequest=3&password=ycnsjldsd78z9h
https://www.registerserver.net/lptest/lpweb/KeyGenerator.aspx?projectname=demo-easygo-40&entrykey=&instcodetype=&instcode=&requesttype=3&moduleid=QHD001&customername=AllAbout%20Softtware%20Inc&email=&oemname=&allkeys=true&additionaldays=&additionallicenses=1&externalgroup=&externalid=&reseller=&numberofkeys=1&maxtries=&storeindb=true&islocked=&additionalKeyValue=&additionalKeyValueFixed=&expiryDate=&numberOfDays=&numberOfDaysFixed=&onlineValidationRequired=on&demoversion=no&regularLicenseChecks=&unlimitInstallations=true&activationState=done&isSerialnumber=false&typeofrequest=3&password=ycnsjldsd78z9h
https://www.registerserver.net/lptest/lpweb/KeyGenerator.aspx?projectname=demo-easygo-40&entrykey=&instcodetype=&instcode=&requesttype=3&moduleid=QHD001&customername=AllAbout%20Softtware%20Inc&email=&oemname=&allkeys=true&additionaldays=&additionallicenses=1&externalgroup=&externalid=&reseller=&numberofkeys=1&maxtries=&storeindb=true&islocked=&additionalKeyValue=&additionalKeyValueFixed=&expiryDate=&numberOfDays=&numberOfDaysFixed=&onlineValidationRequired=on&demoversion=no&regularLicenseChecks=&unlimitInstallations=true&activationState=done&isSerialnumber=false&typeofrequest=3&password=ycnsjldsd78z9h
https://www.registerserver.net/lptest/lpweb/KeyGenerator.aspx?projectname=demo-easygo-40&entrykey=&instcodetype=&instcode=&requesttype=3&moduleid=QHD001&customername=AllAbout%20Softtware%20Inc&email=&oemname=&allkeys=true&additionaldays=&additionallicenses=1&externalgroup=&externalid=&reseller=&numberofkeys=1&maxtries=&storeindb=true&islocked=&additionalKeyValue=&additionalKeyValueFixed=&expiryDate=&numberOfDays=&numberOfDaysFixed=&onlineValidationRequired=on&demoversion=no&regularLicenseChecks=&unlimitInstallations=true&activationState=done&isSerialnumber=false&typeofrequest=3&password=ycnsjldsd78z9h
https://www.registerserver.net/lptest/lpweb/KeyGenerator.aspx?projectname=demo-easygo-40&entrykey=&instcodetype=&instcode=&requesttype=3&moduleid=QHD001&customername=AllAbout%20Softtware%20Inc&email=&oemname=&allkeys=true&additionaldays=&additionallicenses=1&externalgroup=&externalid=&reseller=&numberofkeys=1&maxtries=&storeindb=true&islocked=&additionalKeyValue=&additionalKeyValueFixed=&expiryDate=&numberOfDays=&numberOfDaysFixed=&onlineValidationRequired=on&demoversion=no&regularLicenseChecks=&unlimitInstallations=true&activationState=done&isSerialnumber=false&typeofrequest=3&password=ycnsjldsd78z9h
https://www.registerserver.net/lptest/lpweb/KeyGenerator.aspx?projectname=demo-easygo-40&entrykey=&instcodetype=&instcode=&requesttype=3&moduleid=QHD001&customername=AllAbout%20Softtware%20Inc&email=&oemname=&allkeys=true&additionaldays=&additionallicenses=1&externalgroup=&externalid=&reseller=&numberofkeys=1&maxtries=&storeindb=true&islocked=&additionalKeyValue=&additionalKeyValueFixed=&expiryDate=&numberOfDays=&numberOfDaysFixed=&onlineValidationRequired=on&demoversion=no&regularLicenseChecks=&unlimitInstallations=true&activationState=done&isSerialnumber=false&typeofrequest=3&password=ycnsjldsd78z9h
https://www.registerserver.net/lptest/lpweb/KeyGenerator.aspx?projectname=demo-easygo-40&entrykey=&instcodetype=&instcode=&requesttype=3&moduleid=QHD001&customername=AllAbout%20Softtware%20Inc&email=&oemname=&allkeys=true&additionaldays=&additionallicenses=1&externalgroup=&externalid=&reseller=&numberofkeys=1&maxtries=&storeindb=true&islocked=&additionalKeyValue=&additionalKeyValueFixed=&expiryDate=&numberOfDays=&numberOfDaysFixed=&onlineValidationRequired=on&demoversion=no&regularLicenseChecks=&unlimitInstallations=true&activationState=done&isSerialnumber=false&typeofrequest=3&password=ycnsjldsd78z9h
http://meyerweb.com/eric/tools/dencoder/
https://www.registerserver.net/lptest/keygeneratordemo.htm
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1.6.17 Administration / Setup

al

Home Metrics Reports  ~ Data Management Keys v Administration / Setup v Help Service Info +

The Administration / Setup menu offers administration tasks like create Serial Number or
Unlock Key, import data, customize screens, set default values or manage users.

[y
1
L4

Download Database Backup!s»)

Download Server Log file 1)
E-Mail Configuration| s
Product Configuration ws)
Product Upload| )

Manage Users| e

Configure User Settings/:s7
Security Settings[s)

Restart Activation Server|:ss)

2
Only available with administrator permission [[ao).

1.6.17.1 Company Information

Menu item: Administration / Setup - Company Information

This screen allows you to customize the layout with your logo and to activate the license of
your Activation Server 6 and security settings. Depending if you run your own server or if
you are a hosting customer the information on the screen is different.
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Home m Reports v Data Management Keys v Administration / Setup v Help

| Icompany Information Specify your company name and other things I

‘ Use the form below to specify your company information.

Running an own server .
Company Information

Company Name Mirage Computer Systems
Hosting Package Package L3
Hosting Package '‘Package L3’ (30000 Transactions /
Month)
Hosting ID 00000000
Hosting valid from 2.11.2017
! Hosting valid to 2.11.2018
Server time zone | (UTC) Coordinated Universal Tim 4
Password Expiry Period 45 T
(in days)
| Two Factor Authentication &
Activation Server Windows Activation Server Mac
Activation State activated Activation State activated

Hosted Server

Company Logo

Click on the button: Choose file, Select an image and click on button Save

To remove it, click on the remove icon

Company Information Specify your company name and other things ‘

Use the form below to specify your company information.

Company Information

Click here to
Company Name Mirage Computer Systems remove Logo

fnicge

@

Hosting Package 'Package S1' (100 Transactions / Month)

Hosting Package Package S1
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2
Logo looks best with 100 x 40 pixels. Maximum size is 300 x 70 pixels.
Hosting Information

Hosting Package: Your hosting package and the included transactions| 2s) per month.
Hosting valid from / to: Period how long the hosting is valid

You can monitor the usage of the hosting package in the dashboard [0,

Server time zone

Time zone of your server. This is the time zone which is configured in the database server
and the time used to store the data. The time zone to view the data can be configured per
user| ol

The server time zone of the hosted server cannot be changed.

Password expiry period in days

Select after how many days the password should expire: 30,45,60 or 90 days. You could
also set Never although this is not recommended.

Enable Two-Factor Authentication

If checked, the Two-Factor Authentication is enabled
2
If a user already has enabled Two-Factor authentication is is visible

e in the user list| &) - column: Two-Factor Authentication
e in the user detail record| +

Activation Server Windows and Mac

After the installation, the Activation Server 6 needs to be licensed. If you bought the
Activation Server 6, you got a Serial Number either for the Windows or MAC version.

As long as the license is not activated, you get a reminder message below the navigation
toolbar and activations will not work
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Metrics Reports v Data Management Keys v Administration 7 Setup v Help
Home Trial wersion expires on 02/10/2018 - Activate License
SEARCH CURRENT YEAR TRANSACTIONS TRANSACTIONS HISTCRY TRANSACTION RESULTS USERS PER COUNTRY TOF PRODUCTS TOP CUSTOMERS TOF RE

Search for keys, customers and resellers

Q|

Search Options [7]

‘® Key / ID Search
' Basic Search {(Name or E-Mail)
' Extended Search (any search term)
"/ Contains
|Search Al v
| All Products ¥ |

Quick Links

Create a Serial Number Manual Product Activation Manage your addresses Key List

e Type in the Serial Number in the field: Apply Key and click on 4 to activate the license
and press the button Save

=

Home Metrics Reporis v Data Management v

ltt:ompam,ur Information Specify your company name and other things ‘

Use the form below to specify your company information.

Company Information Apply Key

Company Name Mirage Computer Systems Key URc1g-37NCC-94F9d-Atm7X-7| £

Company Logo [~ Browse..

Server time zone | (UTC) Coordinated Universal Time| v |

Password Expiry Period 45
(in days)

Two-Factor Authentication |

License Information

Activation Server Yes
Windows License

Applied Key URc1g-37NCC-94F9d-Atm7X-
7MoaQ-5W9En

Activation Server Mac No
License

If the Serial Number is valid, the Windows or MAC license is activated.
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8T

e The Server does a daily license check to registerserver.net and your firewall rules
have to allow that
e If you are a Hosting user, your license is already activated.

1.6.17.2 Download Server Log file

Menu item: Administration / Setup - Download Server Log File

In case of an error you can download the latest log file. You will find more detail
information of an error including a comprehensive log of each activation in the log file. A
log file is archived when it has reached a configured size (default 1MB). All other logfiles
can be access on the folder ..\logs

1.6.17.3 Import

Menu item: Administration / Setup - Import

Use this functionality to import a Serial Numbers / IDs or Activation Keys in a batch
process from a CSV file into the Activation Server 6. It is only necessary if you want to
restrict keys or activation to records, which must be preloaded on the Activation
Server 6 or if you want to lock keys, which have not been used.

e Import a list of Activation Keys|:i)
e Import a list of Serial Numbers / IDs| 15
e Import one single Serial Number / ID or Activation Key/ah)

1.6.17.3.1 Import a list of Activation Keys

To import a key list, you need a valid CSV file (separator = ;) with Activation Keys and as a
column heading Entrykey.@ﬁ You can additionally import a status for each key:

IsLocked, MaxTries (= Maximum Key / ID Usage E%ﬁ), CheckLicenceDays,
ExternalGroup and ExternallD. ExternalGroup and ExternallD are reference fields for
your internal use, e.g. to map the record to a CRM system.

Entrykey

MEc4Q-64Dn4-8EH9Q-FW6D0-HhIBO-
OuiEu

XXc46-64Dn4-8EHIP-FW 6DO0-YhIBO-OniEl
u5c4v-64Dn4-8EH9r-FW6D0-RhIBO-0QIEU
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Attention should be paid to

¢ If a column is missing (e.g. Maximum Key /ID Usage) then the default value is used
¢ IsLocked must be either True or False. See How to lock a Serial Number / Activation
e The column EntryKey must be available, all other values are optional

o If you specify a column, it must contain a value and may never be empty
e You can import keys always only for one project at a time

Use this functionality to import data from a csv-file,
Fields available for import are: ModulelD, Entrykey®, IsLocked, MaxTries, CheckLicenceDays, ExternalGroup and ExternallD,

1. Export your data into an csv-file(use ;' as separator).

2, Review vour data - correct data to be accurate, and make sure that the field names are written correctly.
3. Startthe import

!
g Import IRequired Information

Product Mame: demo-easygo -
Importist Type: Activation Key -

Cancel

Import Activation Keys

Select

¢ Project Name: Select the product, for which you want to import an Activation Key
o Importlist Type: Activation Key
¢ Click on the file select button to select your CSV file

and press the button Start

See Accept only uploaded Activation Keys|s: how to configure this feature.

All imported keys can be viewed within Data Management! s}, select Key List (). As
Created Date, the date of the import is used.
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1.6.17.3.2 Import a list of Serial Numbers / IDs

To import a list of Serial Numbers / IDs, you need a valid CSV file (separator = ;) with
Serial Numbers and as a column heading Module ID[>71and Entrykey.@ You can
additionally import a status for each key: IsLocked, MaxTries (= Maximum Key / ID
Usagel =), CheckLicenceDays, ExternalGroup and ExternallD. ExternalGroup and

ExternallD are reference fields for your internal use, e.g. to map the record to a CRM
system.

The EntryKey is the criteria you use during product activation as the unique ID and this
criterion is checked if it exists on Activation Server 6.

Entrykey ModulelD
MEc4Q-64Dn4-8EH9Q-FW 6D0-HhIBO-

OuiEu D1001
MEc4Q-64Dn4-8EH9Q-FW6D0-HhIBO-

OuiEA D1001
MEc4Q-64Dn4-8EH9Q-FW 6D0-HhIBO-

OuiEB3 D1001

Lse this functionality to import data from a csyfile,
Fields available for import are: ModuleIlD®, Entrykey*, IsLocked, MaxTries, CheckLicenceDays, Ex

1. Export your data into an csvfile(use ;' as separator],

2. Review your data - correct data to be accurate, and make sure that the field names are v
3. Sstart the import

g Import

Product Name: Iﬂash—demn -

Irmportlist Type: [Serial Murnber £ 1D F Product Activation v]

| Durchsuchen.. |

Cancel

Import Serial Numbers / IDs
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Attention should be paid to

¢ If a column is missing (e.g. Maximum Key /ID Usage) then the default value is used
¢ IsLocked must be either True or False. See How to lock a Serial Number / Activation
e The column EntryKey and ModulelD must be available, all other values are optional
o If you specify a column, it must contain a value and may never be empty

e You can import keys always only for one project at a time

Select

¢ Project Name: Select the product, for which you want to import an Activation Key
o Importlist Type: Serial Number / ID / Product Activation
¢ Click on the file select button to select your CSV file

and press the button Start.

See Accept only uploaded Serial Numbers / IDs/ s to configure this feature.

All imported keys can be viewed within Data Management| s, select Key List [e2). As
Created Date, the date of the import is used.

1.6.17.3.3 Import one single Serial Number or Key

To import just one single Serial Number or Activation Key, use Add a Key on the Activation
Server | s],

1.6.17.4 E-Mail Configuration

Menu item: Administration / Setup - E-Mail Configuration

Hosting customers can download the tool to configure the automatic E-Mail response for
activation by e-mail. For configuration details see chapter: Configuration of the E-Mail
Activator Service. 2]

= This download option is only available for Hosting customers. If you run your own
server, the configuration program comes with an own installation package.

1.6.17.5 Product Configuration

Menu item: Administration / Setup - Product Configuration

Use this page to configure your products.
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The product configuration is automatically uploaded if you use the TAB Activation Server,
Update project on the Activation Server within All-In-One Protector application.

This option allows you to overwrite the default settings and fine tune your product settings.

i
/T
e
Be careful when changing values as same values have instant impact on product
activations.

Basic Settings

Basic Settings

Select Product All-In-One Protector 6 - Office Files & Product ID Office-Files201411161553
Product Name All-In-One Protector 6 - Office Files Maximum time difference 1440

between server /

customer PC in minutes
Windows project 8 MAC project

Project Password

Product Name

This name is displayed in reports or product screens and should be the full product
name including version number like E-Learning made Easy 2

Windows project

This project is configured for All-In-One Protector Windows files.

MAC project
This project is configured for All-In-One Protector MAC files.

A project can share settings and keys for Windows and macOS - details see configure a
MAC Qroiectmsﬁ

Maximum time difference between server / customer PC in minutes

Every connection to the Activation Server 6 compares the server time with the time on the
local computer. If the time on the local computer is different (e.g. the user turned back the
system date) the activation will fail.
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This value defines the maximum difference between server time and local PC time. The
default value is 1 day (1440 minutes).

Project Password

The project password is used to encrypt the connection to the Activation Server 6. It has to
be set in the Windows and MAC project template. If no password is set, then a default
password is used.

The minimum length is 20 characters

e
Never change this password for projects which are already gone live as activations would
fail.

Settings for Product Activation

Settings for Product Activation

Regular license verification g0

(days)

Rule for mapping addresses An activation updates existing addre & Flag as abusive usage after 10
number of errors

Allow new i

installation/reactivation

Installation Type Single user product i

Selected IDs for initial activation Available 1Ds for initial activation

13 5 12 3 46 7 8 9
0 11 12 14

Reqular license check (days)

Defines the interval in days a regular license check is done to validate the license. This
option has to be enabled in the application. The regular check allows to lock a license! 7
even after the product was activated.

Rule for mapping addresses

Define the rule how existing address information is updated.

e An activation updates existing address information

o Never overwrite existing address data (this is recommended if you add or import the
address information)

e Always create a new address

Flag as abusive usage after number of errors

If an activation or license validation fails several times for a key / ID, this key is
automatically flagged as - abusive usage. An online validation of the same key which had
a valid product activation before or a reinstallation on the same computer will still work.
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However a key usage which results in an error like key was already used will generate an
unknown error (code 16384). The idea is that the Activation Server 6 can automatically
detect, if someone spreads a key / ID through the Internet and the usage of this key will
generate unknown errors during product activation.

Locking a keym will completely stop the usage of the key (e.g. also a valid product
activation would be locked with the next online validation) while marking the key with
abusive usage will affect only misused keys.

A key with the abusive usage flag set will be displayed in lists with the icon a .

You can manually change the flag for each key within the key details screen B

Allow new Installation / Reactivation

In case the user should be able to reinstall the software on the same computer, define the
hardware IDs which should be used to identify a computer. The IDs from the product
activation will be compared with the IDs of the new activation request.

This option is only activated if Allow new installation / reactivation is checked.

Details see chapter Copy Protection and Reactivation| )

Installation Type

Select

e single user product
¢ Network product

Depending on the selection you get only the hardware Ids which are supported for that
installation type

Selected IDs for initial activation

Define the hardware IDs which should be used for copy protection. Just click onan ID in
the column available IDs and drag it to the column Selected IDs.

The first hardware ID will be used. Only if the first hardware ID is not available, the
second ID will be used.

Details see chapter Copy Protection and Reactivation| i)
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Settings for Keys / ID

Settings for Keys / IDs

Always save a key

Maximum Serial Number / 1 Maximum Activation Key 1
ID usage (how often can a usage

Serial Number / ID be

used)

Validate Serial Validate Activation Keys
Number/ID

Serial Number/ID has to

be saved before it can be

used

Serial Number Type Default B 3

Always save a key

Each key, which is created, is saved in the database. Should always be enabled.

Maximum Serial Number / ID usage

Defines the default value how often a Serial Number / ID can be used. The value can be
changed for each Serial / Number either when creating|:: a Serial Number / ID or by
editingmﬁthe Serial Number / ID.

Maximum Activation Key usage

Defines the default value how often an Activation Ke%(‘%an be used. The value can be
changed for each Activation Key either when creatingl:2ol a Activation Key or by editingm
the Activation Key.

Validate Serial Number / ID

Enables the check, how often a Serial / ID can be used. Should always be enabled.

Validate Activation Keys

Enables the check, how often an Activation Key can be used. Should always be enabled.

Serial Number has to be saved before it can be used

Check this option if an key / ID should only be accepted, when it is stored in the Activation
Server 6 database. This is e.g. required for the MAC version or if you use own custom
keys. This option also allows to lock a keyﬁﬁ before it is used. If you want to use this
option, create keys using the Activation Server 6. As an alternative, key lists can be

imported [131),
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Serial Number Type

By default, All-In-One Protector keys with a special structure are used. A key can contain a
lot of information like module, number of computers, expiry date, demo version etc.

You can use custom keys, e.g. to make the keys more readable or to have shorter keys.
You have to enable this feature in your application before you can configure it. Custom
keys are only available for certain projects, e.g. single user installation and perpetual
license. The feature is not available for All-In-One Protector.

Default
The All-In-One Protector key structure is used. Only change that value if you enabled in
the project.

Digits
The keys will only include digits 0 to 9

Lower case
The keys will only include lower case characters

Upper case
The keys will only include upper case characters

Lower case and digits
The keys will include lower case characters and digits

Upper case and digits
The keys will include upper case characters and digits

Once a non default option is selected, new configuration options appear.

Settings for Keys / IDs

Always save a key N
Maximum Serial Number / 1 Maximum Activation Key 1
ID usage (how often can a usage

Serial Number / ID be
used)

Validate Serial L Validate Activation Keys Li

Number/ID

Serial Number/ID has to &

be saved before it can be

used

Serial Number Type Lower Case <

Delimiter Symbol - Length of the Serial 20
Number

Delimiter Symbol position a Expires after Days 0

Only valid for version Default License [
Information

Delimiter Symbol
A symbol to structure the key in several parts. Typically used is - character
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Delimiter Symbol position
The position where the delimiter symbol is placed and it will be repeated

Only valid for version
Option not yet supported

Length of the Serial Number
Defines the length of the Serial Number without delimiter symbols

Expires after Days
Option not yet supported

Default License Information
Option not yet supported

This would be a key generated with the settings used above. Only lower case letters, a -
sign after 4 letters, 20 lower case letters

cbim-raxg-nsul-tvcg-ijin

Settings for License Files

Settings for License Files

Allow multiple license v License file default name myapp5
files per ID

License file upload

overwrites server license
file

This feature is only available for License Protector Windows. Check the software
development SDK how to use the options.
The license file administration is available in the menu Data Management, License file

Allow multiple license files per ID

Multiple license files can be uploaded per ID

License file upload overwrites server license file

o If checked, the license file on the Activation Server 6 would always be overwritten
¢ |f unchecked, the license file on the Activation Server 6 would not be overwritten if
changes had been made since the last license file download

License file default name

Name which is used if no file name was specified in the license file upload command
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1.6.17.5.1 Copy Protection and Reactivation

Activate Copy Protection

The copy protection links the license file to a hardware ID. Only one hardware ID is used
but it makes sense to define a backup ID in case the main hardware ID cannot be
retrieved.

Details about copy protection can be found in the main tutorial of All-In-One Protector.

Selected IDs for initial activation

Define the hardware IDs which should be used for copy protection. Just click on an ID in
the column available IDs and drag it to the column Selected IDs.
The hardware Ids which can be used depend on the selection of the installation type.

The first hardware ID will be used. Only if the first hardware ID is not available, the
second ID will be used.

In the sample below, the hardware ID 13 (Windows ID) will be used for copy protection.
Only if the ID 13 cannot be retrieved the ID 4 (NetBios) is used.

Installation Type Single user product

L

Selected I1Ds for initial activation Available IDs for initial activation

1.2 3 4 6 7 8 9
10 11 12 14

Allow new Installation / Reactivation / Regular Online Validation

In case the user should be able to reinstall the software on the same computer or you
want to use regular online validate, define the hardware IDs which should be used to
identify a computer.

For each key, the complete hardware profile (14 different IDs) is stored. To recognize a
computer, hardware ID’s are compared with former activations and only if hardware
ID’s match, the product can be activated again or a key can be used again.
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Settings for Product Reactivation / Regular Online Validation

Logic for Reactivation Custom logic - select individual harc &

Selected IDs for reactivation Available IDs for reactivation

2 1.3 5 86 7 8 8
10

There are 3 ways to decide if the reinstallation is done on the same computer like the
initial product activation. Select the logic which should be used

e Computer Name

e Custom logic - select individual hardware Ids
e Custom logic - define number of hardware Ids

Computer Name

This is the simplest test to find out if it is the same computer - the host name of the
computer is used.

Custom logic - select individual hardware Ids

Just click on an ID in the column available IDs and drag it to the column Selected IDs. If
you select multiple IDs, all IDs have to match.

In the sample below only the ID 2 (MAC address) has to match with the initial installation.
Selected IDs for reactivation Awvailable IDs for reactivation

The option: Ignore single user Ids for reactivation must be unchecked if you use ID 4,
11,12,13,14 for reactivation.

Custom logic - define number of hardware Ids

You can define, that e.g. 3 or 4 IDs have to match setting a value in Number of IDs for
reactivation. If individual hardware IDs are selected then this configuration option is
ignored.

“  If you are unsure about the configuration, only use Minldenticallnstcodes.
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1.6.17.5.2 Configure a MAC product
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In case All-In-One Protector is used for macOS protection, additional project settings are

required.

Select if a project should be valid for

e MAC only (a Serial Number would be only accepted when used on a MAC computer)
o Windows and MAC (the same Serial Number could be used on a Windows Computer

and/or on a MAC Computer)

Basic Settings

Select Product Easy-Go Application for MAC =

Product Name Easy-Go Application for MAC

Path to Key Generator D:\WWWRoot} 55604761\ Ipweb\alg
Workflow C'ﬂ“ﬁgurﬂt;ﬁg config-workflow-easygo-macxml

&l

Windows project

MAC project

Copy protection settings

Depending on the setting above you have to do different settings for the hardware IDs

MAC project

If the Serial Number should be only accepted on a MAC computer, select hardware ID 14

Selected IDs for initial activation  Available IDs for initial activation Selected IDs for reactivation Available IDs for reactivation

1.2 3 4 5 6 7 123455?

8 9 10 11 12 13 8910\111213

The option: Ignore single user Ids for reactivation must be unchecked.

© 2021 Mirage Computer Systems GmbH




144 Activation Server 6

MAC and Windows project

If the Serial Number should be accepted on a MAC and Windows computer, select
hardware ID 13

Selected IDs for initial activation  Awvailable IDs for initial activation Selected IDs for reactivation Available IDs for reactivation
1//2/ 3|4 5|67 1|/2||3||4| 5/|6|7

8 9 10 11 12 14 8 9 10 11 12 14
The option: Ignore single user Ids for reactivation must be unchecked.

Additional settings for MAC projects

MAC projects require additional settings.

Additional configuration settings for MAC OS

Project Password | .. ..eeeenssscsssncsnnss Maximum number for 3
reinstallations
Check an installation and ~ Only allow an installation
protocol it for pre-saved MAC

hardware IDs

Project Password

should only be changed by the developer

Maximum number for reinstallations

You can limit, how often a new installation on the same MAC is possible. A new
installation count is done every time when the license file does not exist on the local
computer and it is downloaded from the Activation Server 6.

Check an installation and protocol it

The default is that each new installation is logged on the the Activation Server 6 and the
number of installations on the same MAC can be limited by the setting Maximum number
for reinstallations.

If this option is unchecked, there is no log on the server and no limitation regarding the
number of installations on the same MAC.

Only allow an installation for pre-saved MAC hardware IDs

Checking this option would require to add the hardware ID of an MAC to the Activation
Server 6 before an installation can be done.
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1.6.17.5.3 Set product to inactive

A product can not be deleted but can be set to inactive.

Uncheck the option: Active Product

Basic Settings

Select Product QOffice Files 2018
Product ID OfficeFiles2018201805101758
Product Name Office Files 2018

Active Product

Setting the product to inactive will

e prevent any further product activations

¢ the product name will no longer appear in a picklist e.g. when you create keys or make
reports

e all existing transactions are kept and you can search for the keys or transactions

The product can be set to active again.

1.6.17.6 Product Upload
Menu item: Administration / Setup - Product Upload
If a new product is available, you have to upload it to the Activation Server 6. Without
uploading the product a product activation would not be possible. This option is available
After saving the product in Licence Protector or All-In-One Protector and selecting the
option: Publish / Update product on the Activation Server - the files are automatically

created in pre-defined folders.

Depending on the version you are using, the files are either in the folder
e Publish (product name)\config\AS

e Publish (product name)\config\Web Activation Server
¢ (product name)_ActivationServer

To upload the files 4 steps are required.
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Step 1 - select the product configuration file (extension .config)

Home Metrics Reports v Data Management + Keys v Administration / Setup v Help

IProduct Upload Use this option to upload configuration files for new products. ‘

Use this option to upload configuration files for new products. Then restart the Activation
Server to make changes in configuration files to take effect.

Step 1 Upload product configuration file (extension .config) which can be found in the folder: ﬁ

* . \project folder name\Web Activation Server\pconfig
« _.\project folder name\Config\AS\pconfig

Select configuration file to upload

Click on the button: Select configuration file to upload

Select your product / project folder and search for one of the folders listed above. Navigate
to the subfolder \pconfig

Share Wiew

» Computer » Local Disk (C:) » |AIP Projects | » | Publish AIP8Office » |Config » AS » peonfig v ¢
Mame ’ Date medified Type Size
|| AIP2Office201811031438.config 11/3/2018 238PM  CONFIG File 2KB

Select the file in this folder.

Step 2 - select the additional configuration file (extension .xml)
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Home Metrics Reports v Data Management v Keys w Administration / Setup + Help Se
lPdeuct Upload Use this option to upload configuration files for new products. ‘

Use this option to upload configuration files for new products. Then restart the

Activation Server to make changes in configuration files to take effect.

Step 1 Upload product configuration file (extension .config) which can be found in the @
folder:

* _\project folder name\Web Activation Server\pconfig
* ..\project folder name\Config\AS\pconfig

AIP80ffice201811031438.config

Step 2 Upload product config xml file which can be found in the folder: Web Activation Servenalg .

| Select configuration file to upload |

Next file to upload: FS(OHﬂg-AIPSOfﬁceZDISllO31438.xml |

Click on cancel button to abort the upload process and delete the uploaded files for the current product m

Click on the button: Select configuration file to upload
Navigate to the subfolder \alg

There are 2 files in this folder. Select the file which starts with config-activationserver or
with ASconfig in the file name

vicwy

puter » Local Disk (C:) » AIP Projects » Publish AIP2Office » Config » AS » alg v G
Mame Date modified Type Size

| AIPEOffice201811031438 11/3/20018 238 PM XML Document 6 KB

|2 ASconfig-AIPB0ffice201811031438 11/3/2018 238 PM XML Document 1KB
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Step 3 - select the additional product file (extension .xml)

IPdeuct Upload Use this option to upload configuration files for new products. ‘

Use this option to upload configuration files for new products. Then restart the

Activation Server to make changes in configuration files to take effect.
Step 1 Upload product configuration file (extension .config) which can be found in the @
folder:

« \project folder name\Web Activation Server\pconfig
* ...\project folder name\Config\AS\pconfig

AIP80ffice201811031438.config
Step 2 Upload product config xml file which can be found in the folder: Web Activation Serverialg .

ASconfig-AIP80ffice201811031438.xml

Step 3 Upload product xml file which can be found in the folder: Web Activation Serverialg

Select configuration file to upload

Next file to upload: AIP80ffice201811031438.xml

Click on cancel button to abort the upload process and delete the uploaded files for the current product m

Click on the button: Select configuration file to upload

Navigate to the subfolder \alg

There are 2 files in this folder. Select the file which starts with the product name

vicwy

puter » Local Disk (C:) » AIP Projects » Publish AIP2Office » Config » AS » alg

v G
[ame Drate modified Type Size
= AlP30fficed 01811031438 11/3/2018 238 PM XML Document & KB
|Z| ASconfig-AlPBOffice201811031438 11/3/2018 238 PM XML Document 1KB

Once the final file was uploaded proceed with step 4 you can continue with the product
configuration.@
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I Product Upload Use this option to upload configuration files for new products ‘

Use this option to upload configuration files for new products. Then restart the
Activation Server to make changes in configuration files to take effect.

Step 1 Upload product configuration file (extension .config) which can be found in the @
folder:

« _\project folder name\Web Activation Server\pconfig
« ...\project folder name\Config\AS\pconfig

AIP80ffice201811031438.config

Step 2 Upload product config xmi file which can be found in the folder: Web Activation Serveralg .

ASconfig-AIP80ffice201811031438.xml

Step 3 Upload product xml file which can be found in the folder: Web Activation Serveralg

AIP80ffice201811031438.xml

Product is successfully uploaded. You can now check the settings for the product.

AN

¢ The files are no longer stored on the server directory like it was done until version 5
e FTP access to the server will be disabled in 2018 and product upload will be the only
method supported

In case you try to upload a product again, there is a warning message as the product
upload will delete all product configuration| done.

This product configuration
already exists.

Do you want to overwrite it?

1.6.17.7 Security Settings
Menu item: Administration / Setup - Security Settings

The Activation Server 6 allows to create keys through by an external application|:zs] or
through a web page. To ensure, that keys can be generated only from authorized web
sites, you can either specify IP addresses (recommended) or a password. The settings
apply to all pages which generates keys, e.g. Unlock Keys.
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You can make some security settings here.

Activation through Website Key Generator Settings: Address Information Settings:
Restrict to IP 127.0.0.1;215.654.25.4 @ Limit request to 100 lg Limit request to 5
Address
Requests every 5 | hours |3 Requests every 1| minutes 3
Password ssse

4 HTTPS only

Password

ESave x Cancel

Restrict to IP Address

This setting is relevant if you allow key generations by external applications 23] like shop
systems [150).

Multiple IP addresses can be combined using a semicolon. You can also combine the IP
Address with a password to increase security.

Wildcards for sub networks are supported: 192.168.178.*

The field can not be empty. A default address (127.0.0.1) will be inserted to prevent
external key generation. If you want to allow unrestricted access use *.*.* *

HTTPS only

Only allows https connections when creating keys external applications +z#) like shop
systems o),

1.6.17.8 Shop Configuration

Menu item: Administration / Setup - Shop Configuration

This option allows key generation for some selected e-commerce providers. If your
provider is not listed here, you can always use the web service for key generation [123),
Your can create Serial Numbers and Activation Keys but not special keys like Unlock

Keys [10),
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Shop Configuration: Configure key generation for e-commerce systems

Use this page to configure the selected product

Product settings Select a Shop ID to modify settings

. 3 T =
Online Shoj cleverbridge advanced e-commerce 7
P 33322

" —
Easy-Go Applicatl
Product Name asy-to Application New Shop Preduct

Module ID* | E-Learning Made Easy (QHD0O1) | %
ShopID " 92837
Valid number of days
Expiry Date
Network license

& . *
Single user license One key per order

[Hsave  cancel  “Wpelete  ShowURL

Step 1 - Retrieve Shop URL

Select the online shop in the list box and click on the button: Show URL. It displays a URL
which you need for the setup within the shop / ecommerce provider.

Step 2- Configure a product

Select the product name for which you want to generate keys. If the product consists of
modules / features you have to select a module. If a Serial Number or an Activation Key is
generated depends on the settings of the module.

Shop ID

Each product in your web shop has an article ID or product ID / number which is
referenced here as shop ID. Login into the shop system to get the shop ID.

Valid number of days

If the module is defined as a Serial Number then the number of days logic depends on the
defintion whether the module is a time limited full version (subscription) or a perpetual
license. For more details see Create a Serial Number |l

Expiry Date

Add an expiry date. Normally you want to calculate an expiry date depending on the
order date. This is possible by using +days instead of a real date.

Example: You sell a subscription where the license should expire 1 year after the order
date. Use +365 in the Expiry Date field

© 2021 Mirage Computer Systems GmbH



152

Activation Server 6

Network license

If the key should be a network license then check this option. The quantity of the shopping
card is then added in the field: number of licenses in the Serial Number / Activation Key

Single user license

If you sell a single user license there are 2 options:

e One key per order. This creates one single Serial Number / Activation Key which can
be used on multiple computers. The number of computers are defined from the quantity
in the shopping card. The field Maximum Key / ID usage! sl is set to this value

e Multiple Keys per order. This creates one Serial Number / Activation Key for each
guantity in the shopping card

If you have multiple articles for one product in the shop system, the shop IDs are
displayed per product / feature on the right side. Click on one shop ID to change
configuration values.

Product settings Select a Shop ID to modify settings

™ * "
Online Sho cleverbridge advanced e-commerce ¥
P ‘ 92837 ‘

Product Name * Easy-Go Application

ik

33322

Module ID ¥ | E-Learning Made Easy (QHD0O1) | %

Shop ID *
Valid number of days
Expiry Date
Network license

& & *
Single user license T

Select a Shop ID to change settings

2
Keys created through a shop are displayed in the field Created with the user name: Web
Created 12.09.2013 13:21:33 Web Service
Service

Step 3 - add Cleverbridge Server IP

You have to white list the IP of the cleverbridge servers in in the security settings [19). This
ensures that only requests from the cleverbridge server will be accepted.
The default cleverbridge server IPs are:  89.1.11.%;****
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ISecurlty Settings Change your security settings J

You can make some security settings here.

Activation through Website Key Generator Settings: Address Information Settings:
Restrict to IP 891117 Limit request to 100 Limit request to 5
Address

5/ hours & Requests every 1| minutes 3
Password
HTTPS only

Password

Step 4 - Configuration within the shop / E-Commerce system

The configuration setup is explained for each supported shop system.

Cleverbridge

Add a key generator (Products & Marketing / Key Generators) with exactly the same
settings you find in the screenshot below. The link in the field path: is the URL you created
in Step 1 - Retrieve Shop URL 1)
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Web key generator: Activation-Serverd4

Key generator ID: 1245

Accept Cancel

Activation-Serverd
Path: https:/fwww. registerserver.net: 4430000000 0/KeyGenerator.
[ ] Authenticate
Username:

Repeat password:

Interface: [T}rpe1 - |

Character encoding: [Llnioude (UTF-8) i |

[+ Use romanized contact values
|:| Call once per purchaze

[+f Use XML client notification

XML schema: <Use Current Version:= -

BCIient handles errors
Web Key Generator Setup

Now you have to add for each product / article the key generator specification within
Delivery Details

Delivery Type: Activation-Server4 (name of the key generator you specified above)
Key result type: Auto

Execute once per purchased item: Unchecked

Use key template: Checked
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» English German Spanish French Italian

Delivery Details

> General
Product Definition

Product Information

Product Attributes -
] ~ Delivery type: ceverbridge delivers key
Internal Attributes
* Images & Content
) Options
Shopping Cart Content
Product and Marketing Content @ Web key generator Activation-Serverd |:|
Product and Marketing Images () Executable key genarator
~ Delivery () Dynamic link library
Delivery Details -
L O Key list -]
Delivery Texis o
. Key result type: Auto
¥ Pricing
. . |:| Execute once per purchased guantity
Price Options

Base Frice Use key template /

Delivery Details

The last step is to define the text for the key template within Delivery Text. Find below a
sample text. The variable <Key> is required. It will add the the generated key in the e-
mail.

The Serial Number Key is your 'proof of purchase'. It can be used only once and requires
an Internet connection.

</p>

<p>

The serial number key is: <b><Key></b>

</p>

<p>

Start the application and select: <b> | have a serial number and | want to activate
<i>Licence Protector</i>. </b>Enter the Serial Number Key from this E-Mail (you can copy
it using the clipboard), your name/company and your e-mail address. Press the button:
<i>Next. </i>A dialog appears which verifies the Serial Number key online and activates
the application.

</p>

<p>

If you don't have an Internet connection use the option: <i>You can also request an
Unlock Key by E-Mail.</i>

</p>

<p>
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1.6.17.9 Restart Activation Server
Menu item: Administration / Setup - Restart Activation Server
After making any configuration changes [208), you have to restart the Activation Server.

Without restarting the service the configuration changes would not work for some time
because the Web Server caches files.

1.6.18 Help

Home Metrics Reports  + Data Management Keys v Administration / Setup Service Info v ‘Qb b2

Opens the online help of the Activation Server 6

1.6.19 Service Info
\

Home Metrics Reports v Data Management + Keys v Administration / Setup Help ng 7

This menu gives you access to

Amazon / Mirage Data Processing Addendum

Data Processing Addendum between Mirage Computer Systems and Amazon Web
Services. It is valid for all data Mirage is processing in an Amazon data center

Master Subscription Agreement

The Master Subscription Agreement governs your acquisition and use of our services. You
have to agree to that when you use a Cloud Edition or the Activation Server. Once the
administrator log in he will get a screen to accept the agreement. You have to accept the
lastest versionE%ﬁ of the Master Subscription agreement from time to time.

Price List

Price list for Activation Server
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1.6.20 User Profile / Avatar Icon

Click on the arrow right to the avatar icon and select User Profile

delp Service Info @

Change Your Password

Logout

o o

Define user specific settings:

e General settings@ﬁ

e Change Password )

e Customize List Views |
e Your avatar icon|ss)

157
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migge

“ e

~
Reports Data Management Keys Administration / Setup v Help Service Info + @ v

IUser Settings Modify user specific settings and change password

This page allows to specify global settings for the Activation Server

User Settings

Last Name *
First Name
Alias *
Username *
Date Format *
Items per Page *
Language *
Default product

Default view - time
period

Default TAB
Time Zone

Theme/Design

McNamara
Tom
men
™
English: 3/11/2018 3
50
English 5
.
v

all :

Basic View :

(UTC) Coordinated Universal Time

Default T

Two-Factor Authentication Enabled : Yes

AN

Customize Screen - List Views

Tom McMNamara

4~)

E-mail : tom @mi i com

ar

For security reasons, the user can not change the e-mail address. This can only be done
by the administrator.

1.6.20.1 User Profile

User Avatar / User Profile

Each user can customize settings for reports and also the data he wants to have in lists

and reports
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migge

ﬂ e

Reports v

Data Management +

IUser Settings Modify user specific settings and change password

This page allows to specify global settings for the Activation Server

Keys Administration / Setup v Help Service Info +

o
-8 v

Customize Screen - List Views

User Settings

Last Name *
First Name
Alias *
Username *
Date Format *
Items per Page *

*

Language

McNamara

Tom

mcn

™

English: 3/1/2018 %
50

English

Tom McMNamara

4~

E-mail : tom @mi i com

Default product

Default view - time all -
period

a

Default TAB Basic View -

Time Zone (UTC) Coordinated Universal Time

ar

Theme/Design Default +

Two-Factor Authentication Enabled : Yes

Name

Last Name, First Name, Alias and Username can be changed by the user. The e-mail
address can only be changed by the administrator

Date Format
Date Format which is used in lists and reports

ltems per Page
Records per Page for the list view Transactions| s and Key List/ o)

Language
Language for the user interface

Default product
Product which should be displayed after login. Leave this empty, if you often work with
different products. Only products, which the administrator assigned to the user| «7], are
available in the list.

Default view - time period.
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Define the default period for the transaction list[ 521, key list[ «21 and reports.m Limiting the
view is necessary in case there are more than 10.0000 transactions per month to speed
up list views

Default TAB

Extended View offers all available data but is slower. If you have more than 50.000
transactions use Basic View. This will speed up the loading of the data and you can select
the TAB Extended View in case you need more information. These TABs are available in
some views like Key List or Transactions.

Time Zone -
the data is stored in the time zone of the server|=7. To view all data in your own time zone
select your time zone in the list.

Theme

Activation Server 6 comes with several different themes to change the user interface to the
design you like.

In case Two-Factor Authentication|«sis enabled for the server and the user logged in and
completed the steps for Two-Factor Authentication [ 22, then an additional info is display at
the end of the screen.

miage

“ Metrics Reports Data Management « Keys Administration / Setup + Help Service Info + S ~

IUser Settings Modify user specific settings and change password

This page allows to specify global settings for the Activation Server

Customize Screen - List Views

User Settings
Tom McNamara

<4~)

*® com
Last Name *  pjchamara E-mail : tom.
: y

First Name 1.,

Alias *

Username *

Date Format *

Items per Page *

Language *
Default product

Default view - time
period

Default TAB
Time Zone

Theme/Design

mcn
™
English: 3/1/2018 %
50
English 5
O
:

all :

Basic View :

(UTC) Ceordinated Universal Time

Default T

[‘W@Fﬂmf Authentication Enabled : Yes

ar
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1.6.20.1.1 Customize List Views

Each user can customize List Views by selecting the fields which should be displayed:

o Key List[ el
e Transactions| s)

Check the fields which should be visible and press the button Save.

2. Administration / Setup

Customize Screen - Manage Activations: This page allows you to specify the fields for lists which are displayed within the m

This page allows you to specify the fields for lists which are displayed within & user Settings 4 Change Password
the menu option 'Manage Activations'.

Screen: Key List

Regular license External Group IsLocked ™ Maximum Key / ID ) Product Name
check {days) usage
Key / ID External ID Key Type & Module 1D & Effective Key / ID @
usage
Customer Name E-mail Created “ Reseller Country &

Screen: Activation Requests

Customer Name =} File Date License ID OEM Name Request Type =}
E-mail “ File Version Licence Protector o Product Name o Result “
Version
Key / ID IP-Address )} Module ID “ Request Date/Time & Run No
Reseller Version @I Activation done by lg
General

Show module name &
instead of Module ID

ESave x{:ancel
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1.6.20.1.2 Avatar Icon

The Avatar Icon is displayed in the menu - top right

miage

“ Metrics Reports « Data Management Keys ~ Administration / Setup +

IUser Settings Modify user specific settings and change password ‘

This page allows to specity global settings for the Activation Server

Help

~
Service Info + @ “

Customize Screen - List Views

User Settings @
Tom McNamara

Last Name * McN ‘.""
ICNamara E-mall : tom

First Name | 1o
Alias * [
Username * ™
Date Format * | English: 3/11/2018 &
Items per Page * 50
Language * | English :
Default product s

Default view - time all
period

ar

Default TAB Basic View *

Time Zone (UTC) Coordinated Universal Time

ar

Theme/Design Default B

Two-Factor Authentication Enabled : Yes

In case no avatar was selected, a default icon is shown
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Home Metrics Reports ~ Data Management Keys v Administration / Setup Help Service Info v

\User Settings Modify user specific settings and change password I

This page allows to specify global settings for the Activation Server Change Password Customize Screen - List Views

User Settings
Tom McNamara

Date Format * | English: 31/3/2018 %
Items per Page * 50
Language * | English %

Default product v

ar

Default view - time all
period

Default TAB Basic View :

ar

Time Zone (UTC) Coordinated Universal Time

Theme Default s

Click on theicon. It will open the Gravatar website . This is a popular website where the
avatar icon is populated from a lot of other websites.

You have to register on that website with the same e-mail address which is linked to
your account.

Once you registered, you can upload a graphic which will then appear on all websites
using gravatar.

1.6.20.2 Change Password

User Avatar / Change your Password

Each user can change his password by providing the old password and entering a new
password which must meet certain conditions to generate a secure password. The
password requirements are listed at the top of the screen.
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Home Metrics Reports v Data Management « Keys v Administration / Setup v Help Service Info -

Change Your Password Please enter and verify a new password below. Change Your Password

Logout

Please enter and verify a new password below. User Settings Custo
User Profile
Remember that your new password

« must be at least 8 characters long

« minimum 1 upper case letter

+ minimum 2 lower case letters

+ minimum 1 number

« minimum 1 special character

+ must not be identical with the old password

« and must not be identical with or contain your username

Change Your Password

Username * ™
oOld Password *
New Password *

Verify New Password *

2
Special characters are the following characters. You have to use at least one

l@#$% " &* () _+-=[1{}I'

1.6.20.3 Logout
User Avatar / Logout

To log out, click on the User Avatar icon[:s7 and select Logout.

delp Service Info +

Change Your Password

Logout

1.6.21 Price List

Menu item: Price List

The hosting service is available for a fee. The price list can be accessed in the menu.
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Tom McMNamara Help Price List Logout

The billing is done depending on the number of transactions.

Every usage of an Serial Number | 2], Activation Keyl 221 or any other connection to the
Activation Server 6 (like move a license) creates a record in the database - this is a
Transaction.

Even if the request fails, an error is recorded.

There could be more than one Transaction for a key/ ID.

What would create an additional Transaction?

o A user reinstalls the software and uses the Activation Key again. If this reinstallation is
working or would create an error is defined in the product reactivation| zs) settings

¢ Validate a key/ ID

e Alicense is moved from PC Ato PC B

¢ A key, which was already used on PC Ais also used on PC B. If this additional usage of
a key is working or would create an error is defined in the Maximum Key / ID[ 2N usage
settings

e Aregular online check, e.g. license check every 30 days

¢ Alicense transfer

¢ Alicense file upload or download

e Metric datal «)

A transaction is also counted for validations which result in an error like

e Key/ID is locked
e Key/ ID already used
e Transaction failed, because of an abusive usage

1.7 Tutorial Customer Portal

For companies selling software or protected material, a certain amount of support
requests are related to What is my Serial Number

Download Link for new installations or if a Computer is no longer available - how to get a
new license.

The answer is a customer portal where the user has a self-service. This helps
reducing the number of support tickets and the user can get the required
information 24x7.
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Home License Management Add Serial Number Manage Linked Emails Support v User Settings v ‘g) tom.mcnamara@mirage-systems.com v

Customer Portal

Welcome to Customer Portal. Get download links,manage your licenses and keys using the Customer Portal.

License Management Manage Linked Emails Add Serial Number

You can manage your licenses using the link below. Never You can link different emails to your account using the link You can easily add new serial numbers to your portal
share your license information with any third person. below. Never share your keys with any third person. account using the link below.

License Management >> Manage Linked Emails >> Add Serial Number >>

© 2020 Customer Portal 1.1.0.25825

Features

The portal is completely configurable with the options you want to offer (e.g. allow to
deactivate a license).

o A user would register, get a list of the products he bought and Serial Numbers as well as
download links for the products.

¢ Administrators in companies can add Serial Numbers from other users with a validation
process.

e The portal comes in several languages and can be inserted into your web page with a
simple URL.

1.7.1 Setup and pricing

The Customer Portal comes with an own tutorial which covers the Setup of the customer
portal[s7,.customer portal end user view!:! and installation|zos) (only for on-premise
versions of Activation Server 6)

The customer portal requires an own subscription - price list. The pricing depends on the
number of registered customer portal users.

Hosting customers can get a free trial version which allows a registration for a limited
number of users. Contact sales@mirage-systems.com to get your trial enabled or to add
the customer portal to your hosting subscription.

The customer portal is available with the following link
https://customer-portal.center/hostingID
or for the test server

https://customer-portal.center/Iptest (Licence Protector)
https://customer-portal.center/9999999 (All-In-One Protector)
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1.7.2 Setup of the customer portal

Menu item: Administration / Setup - Customer Portal Configurations

Users with administrative permissions can only see and modify customer portal
configurations

Customer portal configurations can be used to enable/disable features in customer portal,

configure settings at project and customer portal level, add download links for different
products, configure user text.

Customer portal configurations are divided into four categories -

1. General Configurations - These are the settings which are applied at customer
portal level. For details click here|ss! .

GENERAL CONFIGURATIONS PRODUCT LEVEL CONFIGURATIONS DOWNLOAD LINKS CUSTOMER PORTAL TEXT CONFIGURATIONS
Use this to manage customer portal general configurations
Customer Portal Url SIGNUP  SIGNIN  HOME
Enable Customer Portal ]
Support Ticket Url ‘ https:/imirage.force.com/customerportal/s/
Online Help Url ‘ http:/ihelpserver.biz/onlinehelp/Ilp/was/admin/5.0/help2000/index.html

Contact Us Url ‘

Customer Portal Logo ‘
Email
(www.gravatar.com)

Customer Portal Logo Size ‘ 100 v
(in pixel)

Click on image to to add/update logo using customer portal logo email on gravatar site

Password Expiry Period never v
(in days)
Allow Add Keys In ]

Customer Portal

Allow Link Email Feature ¥

2. Project Level Configurations - These are the settings which are applied at project
level. For details click here|u) .
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GENERAL CONFIGURATIONS PRODUCT LEVEL CONFIGURATIONS DOWNLOAD LINKS CUSTOMER PORTAL TEXT CONFIGURATIONS

Use this to manage customer portal product level configurations

Visibe In Customer Allow Deactivate Allow Create Unlock Key Help Product name in Customer Product Name Display
Product Name . .

Portal License Unlock Key Link Portal Example
gg-zwg-me (D ™ a Product Name All-In-One Protector 2020 Edit
Easy-Go Application 2} M M O Product Name Easy-Go Application Edit
Easy-Go Application ] ™ ] O Product Name Easy-Go Application Edit
Easy-Go Application for § .
MAC ™ O Product Name Easy-Go Application for MAC Edit
myapp5 ] O a Product Name myapp5 Edit
mymac ™ Al al Product Name mymac Edit

3. Download Links - This project level setting can be used to configure download links
for the various projects. For details click here[:7) |

GENERAL CONFIGURATIONS PROJECT LEVEL CONFIGURATIONS DOWNLOAD LINKS CUSTOMER PORTAL TEXT CONFIGURATIONS
Manage Download Links Per Project
Select Product ‘ AllIn-One Protector 7 M |

Download Link Link Description Modified Created

https://www mirage-systems de/ Use this link to download the All In One Protector 7 29.05.2019 07:01:54

4. Customer Portal Text Configurations - Use this to configure custom text for the
customer F%rtal controls. By default text can be override by using this setting. For details
click here| sl .
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GENERAL CONFIGURATIONS PROJECT LEVEL CONFIGURATIONS DOWNLOAD LINKS CUSTOMER PORTAL TEXT CONFIGURATIONS

Manage text for the customer portal for different languages
[ Restart Customer Portal ]

Language English A

Text ID Original Text User Text Use User Text

account_already_linked_error Email entered is already linked to some other account

account_confirm_btn Email Link Edit
account_confirm_tab Confirm Account Edit
account_confirm_data Account must be registered to confirm Edit

1.7.2.1 General Configurations
General configurations can be used to do the settings at customer portal level.

You can find your customer portal url link in the general configurations which can be used
to open customer portal from activation server itself.

You can configure support ticket url, online help url, contact us url,enable/disable add keys
feature, enable allow link email feature. By default, add key feature and link email feature
are disabled in the customer portal.
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GENERAL CONFIGURATIONS PRODUCT LEVEL CONFIGURATIONS DOWNLOAD LINKS CUSTOMER PORTAL TEXT CONFIGURATIONS
Use this to manage customer portal general configurations
Customer Portal Url SIGN UP SIGN IN HOME
Enable Customer Portal v
Support Ticket Url https://mirage.force.com/customerportal/s/
Online Help Url http://helpserver.biz/onlinehelp/lp/was/admin/5.0/help2000/index.html

Contact Us Url

Customer Portal Logo
Email
(www.gravatar.com)

Customer Portal Logo Size 100 v
(in pixel)

Click on image to to add/update logo using customer portal logo email on gravatar site

Password Expiry Period never v
(in days)
Allow Add Keys In v

Customer Portal

Allow Link Email Feature ¥

General configurations for the customer portal includes the following -

1. Customer Portal URL - This displays the customer portal link which can be used to
launch the customer portal . The URL is https://customer-portal.center/hostingID

2. Support Ticket URL - You can configure the support ticket url for customer portal
which can be used by customer portal users to raise any support ticket. This url is shown
in the customer portal menu item Support - Open a ticket . For details click here|zc) .

3. Online Help URL - You can configure the online help url for customer portal which
can be used by customer portal users to seek help regarding customer portal features.
This url is shown in the customer portal menu item Support - Online Help . For details
click here|z! .

4. Allow Add Keys in Customer Portal - Customer portal allow end users to add
serial numbers to their account. This add key feature can be enabled/disabled using this
setting.By default this setting is disabled. If this setting is enabled, user will be allowed to
add new serial number to their account. If this settingf_ig disabled user cannot add new
serial number to their account. For details click herel sl .

5. Allow Link Email Feature - Customer portal allow end users to link different email
account and can control the keys related to other email accounts also. This allow link
email feature can be enabled using this setting. If this setting is enabled, user will be
allowed to link other emails to their account. By default this setting is disabled. Once
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1.7.2.2

enabled this setting cannot be disabled again to maintain the data integrity of the customer
portal. For details click here| 200 .

6. Password Expiry Period - You can configure the password expiry period in days for
the Customer Portal Users. By default this value is never.

Once the configured time frame is over Portal user will be asked to change the password
for security reasons. For details click hei@ﬁ

7. Customer Portal Logo Email - You can configure the customer portal logo by
saving an email id to which the logo is linked in the gravatar site. The logo will be
displayed on the top of every screen in the customer portal.

8. Customer Portal Logo Size - You can configure the customer portal logo size in
pixels. The logo will be displayed on the top of every screen in the customer portal.

Project Level Configurations
Project level configurations can be used to do the settings at project level.
You can configure whether to show the product name or feature name or both in customer

portal, enable/disable project visibility in customer portal, enable/disable license
deactivation, create unlock key feature in customer portal .

GENERAL CONFIGURATIONS PRODUCT LEVEL CONFIGURATIONS DOWNLOAD LINKS CUSTOMER PORTAL TEXT CONFIGURATIONS

Use this to manage customer portal product level configurations

Visibe In Customer Allow Deactivate Allow Create Unlock Key Help Product name in Customer Product Name Display
Portal License Unlock Key Link Portal Example

Product Name

All-In-One Protector

2020 Product Name All-In-One Protector 2020 Edit

Easy-Go Application Product Name Easy-Go Application Edit
Easy-Go Application Product Name Easy-Go Application Edit
Product Name Easy-Go Application for MAC Edit

Easy-Go Application for
MAC

myapps Product Name myapp5 Edit

mymac Product Name mymac Edit

Project level configurations for the customer portal includes the following -

1. Product Name Label - This can be used to configure whether you want to show the
product name or feature name or both in the license management section of the customer
portal. By default product name is shown in the customer portal. For details click here [1s5! .

2. Visible In Customer Portal - This can be used to enable/disable product visibility in
customer portal. By default every product is visible in customer portal. If the setting is
disabled, the product will not be visible in the customer portal. For details click here 5! .
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1.7.2.3

3. Deactivate License In Customer Portal - This can be used to enable/disable
deactivate license feature in customer portal. By default this setting is enabled. If you
disable this setting user will not be allowed to deactivate the license using customer
portal. For details click here|:s .

4. Allow Create Unlock Key In Customer Portal - This can be used to
enable/disable create unlock key feature in customer portal. By default this setting is
disabled. If you enable this setting user will not allowed to create unlock key using
customer portal. For details click heﬁ@ﬁ.

5. Unlock Key Help Link In Customer Portal - This can be used to add a help link
for the customers stating how the unlock key can be created. If configured it is shown on
the top of create unlock key page in Customer Portal.

Edit Project Level Configuration Screen - Click on edit button to launch the project
level configuration edit screen.

Product Level Configurations

Product Name All-In-One Protector 2020

Visibe In Customer Portal |
Allow Deactivate License |

Allow Create Unlock Key 4]

Unlock Key Help Link

Product name in Customer Portal |Product Name ‘

SAVE CANCEL

Product Name Display Example  All-In-One Protector 2020

Download Links

Download Links configuration can be used to add the download links for the products.

You can add multiple download links for the various features of a product. The information
includes download link url, link description which shows the information related to the
download link. The download links can be added, edited and deleted using this
configuration.
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GENERAL CONFIGURATIONS PROJECT LEVEL CONFIGURATIONS DOWNLOAD LINKS CUSTOMER PORTAL TEXT CONFIGURATIONS

Manage Download Links Per Project

Select Product AllIn-One Protector 7

Download Link Link Description Modified Created New Download Link
https://www mirage-systems de/ Use this link to download the All In One Protector 7 29.05.2019 07:01:54

The download links configured in the download links section are visible to customer portal
users in the license management section. Customer portal user can find the download
links for the product and can download the products using the links directly. For details
click here/ss! .

Download Link

Contains the download link for the product.

Link Description

Contains the information regarding the download link URL like the feature or the product
name and other basic information.

Modified

Contains the information regarding last modified date of the download link.

Created

Contains the information regarding created date of the download link.

Add Download Link

Click on New Download Link button in the grid to add new download link for the selected
product. Add download link url and the related link description and then click on Save
button to save the changes.

New Download Link

Download Link

Link Description
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Download Link

Enter the download link for the product.

Link Description

Enter the information regarding the download link URL like the feature or the product
name and other basic information.

Edit Download Link

Click on Edit button in the grid to edit existing download link for the selected product. Edit
download link url and the related link description and then click on Save button to save the
changes.

Edit Download Link

Download Link https://mirage.atlassian.net/browse/WAS-686

Test Download Url

Link Description

Download Link

Edit the download link for the product.

Link Description

Edit the information regarding the download link URL like the feature or the product name
and other basic information.

Delete Download Link

Click on Delete button in the grid to delete the download link for the selected product.
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1.7.2.4 Customer Portal Text Configurations

Customer Portal Text configuration can be used to add user text for the various controls in
the customer portal. All the texts used in the customer portal are configurable using this
configuration.

By default some text is configured for each control in the customer portal. The text for
every language can be configured using this setting.

Restart the customer portal by clicking Restart Customer Portal button after changes to
make the changes take effect in the customer portal.

GENERAL CONFIGURATIONS PROJECT LEVEL CONFIGURATIONS DOWNLOAD LINKS CUSTOMER PORTAL TEXT CONFIGURATIONS

Manage text for the customer portal for different languages
[ Restart Customer Portal ]

Language English v

Text ID Original Text User Text Use User Text

account_already_linked_error Email entered is already linked to some other account. Edit

account_confirm_btn Email Link Edit
account_confirm_tab Confirm Account Edit

account_confirm__data Account must be registered to confirm Edit

Language

Select the language for which you want to update the text. It shows the various language
option supported in customer portal.

Restart Customer Portal

After changes, restart the customer portal using the Restart Customer Portal button.
Changes will be reflected in the Customer Portal once the process of restart is done.

Text ID
Read only field which specifies the key of the text.

Original Text

By default text configured for each key value pair of text.
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User Text

Admin in activation server can enter any custom text for the selected key.

Use User Text

Boolean value which specifies whether to use user text or not. If enabled user text will be
shown in customer portal. If disabled default original text will be shown in the customer
portal.

Edit

Click on Edit and configure user text and enable use user text to override the current text
in the customer portal. Click on Save to save the changes.

Edit Portal Text

Original Text Add Serial Number

Link Serial Number

User Text

Use User Text

Steps to configure the text in the customer portal

1. Select the language for which you want to configure the text.

2. Click on the Edit button in each row to change the user text.

3. Add the user text and enable Use User Text check box to override the existing text.
4. Restart the customer portal using the Restart Customer Portal button.

5. Changes will be reflected in the Customer Portal once the process of restart is done.
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1.7.3 Manage Portal Users

Menu item: Data Management - Manage Portal Users

Users with manage portal users permissions can only see and modify customer
portal users.

Manage Portal users screen can be used to see the customer portal users information.
Activation server user with required permissions can block/unblock customer portal user.
The screen also displays the assigned key and linked email button which can be used to

see the linked emails to the customer portal user as well as the keys assigned to the
customer portal user.

Home Metrics Reports v Data Management v Keys v Administration / Setup v Help Servicelnfo v

Manage Portal Users Use this page to manage portal users |

First Last Email Company Time

Name Name Confirmed Nome Language  5o0e Last Login Created Modified  Active

Avatar Username

Block Delete
tom.menamara@mirage- 05/03/2020 05/03/2020 ;
@ systems.com Tom McNamara v Mirage English uTc 00:59:40 08:11:33 v Assigned Keys

‘_‘b Linked Email

Avatar

Displays the avatar associated with customer portal email account.
Username

Displays the customer email id used for the registration in the customer portal.
First Name

Customer portal user first name.

Last Name

Customer portal user last name.

Email Confirmed

Customer portal user account is confirmed or not.

Company Name

Customer portal user company name.
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Language

Customer portal user language.

Time Zone

Customer portal user time zone.

Last Login

Date time information of the customer portal user last log in.
Created

Customer portal user registration date.

Modified

Customer portal user last profile update date.

Active

Customer portal user status whether the user is active or not.

Block/Unblock

Click on the block/unblock button to make the customer portal user active/inactive.
Only active user can log in in the customer portal.

Assigned Keys

Click on the button to see the keys assigned to the customer portal user.

Linked Email

Click on the button to see the linked account to the customer portal user.

1.7.4 Customer Portal - end user view

The Customer Portal end user view comes with an own tutorial which covers the
Reaqistration And Loqinmeﬁ , Add Serial Number@, License Manaqement@sﬁ, User
Settings @ﬁ, Support] zoz.
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1.7.4.1 Registration And Login

To start with using Customer Portal 1.0, user need to register by filling the sign up form
and confirming the account.

Once the account is confirm user can log in in the customer portal.

User can select language from the language drop down to choose the language for the
registration and log in screen.

Sign Up

User can register in the customer portal by using the Sign Up Screen. User needs to fill
the basic information like name, email, password, Iar%ggage, timezone etc to successfully
register in the customer portal. For details click here|:z].

SIGN IN SIGN UP FORGOT PASSWORD CONFIRM ACCOUNT
REGISTRATION DATA AUTHORIZATION DATA
First Name:* Tom E-mail:* tom.mcnamara@mirage-systems.com
Last Name:* McNara Password:* | eeeeeeees
Company Name: Mirage *****
Language: English v Very safe
Timezone: (UTC) Coordinated Universal Time v Confirm password:* — sesessens
Date Format German: 5.3.2020 v Two Factor Authentication:

(  show another code

nw7s

The value is required

Sign In

Once the account is confirm, user will be allowed to log in in the customer portal using
Sign In screen. User needs to enter the user name/email and password to log in in the
customer portal. For details click here| 1) |
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Customer Portal

SIGN IN SIGN UP FORGOT PASSWORD
LOGIN DATA
E-mail:* tom.mcnamara@mirage-systems.com
Password:* sesesence

Remember Me: |:|

Customer Portal 1.1.0.25825

Forgot Password

CONFIRM ACCOUNT

In case user forgot his password, user can reset the password using the Forgot Password
screen. User needs to enter the email id on which the resent password link is sent. User
can click on the link in the email to reset the password. User account must be confirmed

to be able to do the password reset. For details click here:s7 |
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Customer Portal

SIGN IN SIGN UP FORGOT PASSWORD CONFIRM ACCOUNT

FORGOT PASSWORD - ACCOUNT MUST BE CONFIRMED

E-mail*  tom.mecnamara@mirage-systems.com

EMAIL LINK

Customer Portal Version 1.0.0.28633

Confirm Account

In case user does not get the account confirmation email or wants to do it at later stage,
user can confirm the account using Account Confirm screen. Only after confirming the
account, user is allowed to log in in the customer portal. User needs to enter the email id
attached to the account used for registration and account confirm link is sent via email.
User needs to click on the link in the email to confirm the customer portal account. For

details click heress) .
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Customer Portal

SIGN IN SIGN UP FORGOT PASSWORD CONFIRM ACCOUNT

ACCOUNT MUST BE REGISTERED TO CONFIRM

E-mail*  tom.mcnamara@mirage-systems.com

EMAIL LINK

Customer Portal Version 1.0.0.28633

1.7.4.1.1 Sign Up

User can register in the customer portal by using the Sign Up Screen.

User needs to fill the basic information like first name,last name, email, password,
language, timezone,date format etc to successfully register in the customer portal.
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SIGN IN SIGN UP FORGOT PASSWORD CONFIRM ACCOUNT
REGISTRATION DATA AUTHORIZATION DATA
First Name:* Tom E-mail:* tom.mcnamara@mirage-systems.com
Last Name:* McNara Password* | sesesseee
Company Name: Mirage *****
Language English v Very safe
Timezone: (UTC) Coordinated Universal Time v Confirm password* — sssssasee
Date Format: German: 5.3.2020 v Two Factor Authentication:

' show another code

nw7s

The value is required

Eirst Name
Enter user first name in this field. First name is mandatory for registration.
Last Name
Enter user last name in this field. Last name is mandatory for registration.

Company Name

Enter company name in this field. Company name is optional for registration.

Language

User can select the language for the customer portal using the various options provided in
the language drop down. All the information will be displayed in the selected language in
the customer portal.

Time Zone

User can select the time zone at the time of registration. All the information in the
customer portal is displayed on the basis of the user time zone.

Date Format

© 2021 Mirage Computer Systems GmbH



184 Activation Server 6

User can select the date format at the time of registration. All the date related information
in the customer portal is displayed on the basis of the date format selected by user during
registration. Currently supported date format are German, English, American.

E-mail

User needs to enter the email id in this field. The email is mandatory for registration. E-
mail id also act as user name in the customer portal so must be unique and should not
have used earlier for customer portal registration.

Password

User needs to enter the password in this field. The password is mandatory for registration.
Password must be at least 6 characters long and should contain at least one uppercase,

one digit, one special character.

Confirm Password

User needs to enter the password again in this field. The confirm password is mandatory
for registration. Confirm password must match the entered password for successful
registration.

Two Factor Authentication

User can check this field to enable two factor authentication. If enabled a verification code
will be sent to the email id of the user after log in every time. User will need to enter the
verification code on TFA screen to log in successfully in the Customer Portal.

Two Factor Authentication Form

ENTER VERIFICATION CODE SENT TO THE REGISTERED EMAIL ID

TFA Code:

SUBMIT CODE RESEND CODE

© 2020 Customer Portal 1.1.0.25825

Captcha

User needs to enter the captcha in this field which is shown above and is generated by
captcha control. User can click on show another code to generate new captcha text. The
entered text must match the generated code for successful registration.

Click on SIGN UP after filling the required information to register successfully in the
customer portal.

Account Confirmation Email -

An email is sent to the registered email id used for registration for account confirmation.
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Click on the account confirmation link in the email to successfully confirm the account.

Only after account confirmation, user is allowed to log in in the customer portal.

Customer Portal

Hello Myra,

We'd like to confirm that your account has ben successfully created with the
email - tom mcnamara@mirage-systems com

Please confirm your account by clicking here
Starting on Tuesday, May 14, 2019 you can log in with your email and

password specified while creating your account on customer portal.

Thanks,
The Customer Portal Team

1.7.4.1.2 SignIn

Once the account is confirm, user will be allowed to log in in the customer portal using
Sign In screen.

User needs to enter the user name/email and password used for registration to log in in
the customer portal.

Click on SIGN IN after filling the required information to log in successfully in the customer
portal.
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SIGN IN SIGN UP FORGOT PASSWORD
LOGIN DATA
E-mail:* tom.mcnamara@mirage-systems.com
Password:* sesesence

Remember Me: |:|

E-mail

Customer Portal

CONFIRM ACCOUNT

Customer Portal 1.1.0.25825

User needs to enter the email used for registration in customer portal in this field. The

email is mandatory for log in.

Password

User needs to enter the password used for registration in this field. The password is

mandatory for log in.

Remember Me

User can enable the check box for remember me in case user want to save the user data

in the cookie for future reference.
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1.7.4.1.3 Forgot Password

In case user forgot his password, user can reset the password using the Forgot Password
screen.

User needs to enter the email used for registration in the customer portal on which the
resent password link is sent.

User can click on the link in the email to reset the password.

User account must be confirmed to be able to do the password reset.

Customer Portal

SIGN IN SIGN UP FORGOT PASSWORD CONFIRM ACCOUNT

FORGOT PASSWORD - ACCOUNT MUST BE CONFIRMED

E-mail* | tom.mecnamara@mirage-systems.com

EMAIL LINK

Customer Portal Version 1.0.0.28633

E-mail
User needs to enter the email used for registration in customer portal in this field.

The email is mandatory for sending reset password email.

Forgot Password Email

Click on the reset password link to reset your password.
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Customer Portal

Hello Myra,

We'd like to confirm that we have received a request to reset your portal
password with the email : tom.mcnamara@mirage-systems.com.

Please reset your password by clicking

Starting on Thursday, May 30, 2019 you can log in with your email and new
password you will specify while resetting your portal credentials.

Thanks,
The Customer Portal Team

.Reset Password

Once you click on the reset password link , user will be navigated to reset password
screen.

Reset Password

CHANGE PASSWORD FORM

E-mail: tom.menamara@mirage-systems.com

New password:

Password safety

Confirm new password:

CHANGE PASSWORD

© 2019 - Customer Portal
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E-mail

Read only field which display the user email used for registration. E-mail id is also
the user name in customer portal which must be unique. Linked emails |20 are also
attached to the email id. So email id cannot be change and is read only field on reset
password page.

New password

Enter the new password for the customer portal which will be used for log in in the
customer portal next time.

Confirm new password

Enter the new password again entered in the new password text box for confirmation
which will be used for log in in the customer portal next time.

Click on change password button to reset the existing password for the customer portal.

Once the password is reset successfully , user can log in with the updated password.

1.7.4.1.4 Confirm Account

_In case user does not get the account confirmation email or wants to do it at later stage,
user can confirm the account using Confirm Account screen.

Only after confirming the account, user is allowed to log in in the customer portal.

User needs to enter the email id attached to the account used for registration and account
confirm link is sent via email.

User needs to click on the link in the email to confirm the customer portal account.
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Customer Portal

SIGN IN SIGN UP FORGOT PASSWORD CONFIRM ACCOUNT

ACCOUNT MUST BE REGISTERED TO CONFIRM

E-mail*  tom.mcnamara@mirage-systems.com

EMAIL LINK

Customer Portal Version 1.0.0.28633

User confirm account data for the Customer Portal

E-mail

User needs to enter the email used for registration in customer portal in this field. The
email is mandatory for sending account confirmation email.

1.7.4.1.5 Single Sign On

Mirage Users (Hosting ID - 00000000) can auto register and log in in the Activation Server
portal by using the Single Sign On feature .

Steps to use Single Sign On Feature -

1. Register and log in in the Support Center of the Mirage -
https.//mirage.force.com/customerportal/s/
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Mirage Support Center

W Home  Knowledge Base Q  search Sign In

d T =0 2V

Home

Trending Articles Latest Online Help
How can | place a support request? + Activation Server

+ All-In-One Protector (German/English)

. « Audio Link and Archive Services

Grant login access

- Automatic Call Distribution for Salesforce

. G i
Serial Number and Download Links for All-In-One Protector CTI Data Connector for Salesforce (German/English)

« CTI Data Connector Enterprise Edition (German/English)
« Licence Protector
« Placetel CTI for Salesforce (German/English)

Buy a support ticket

GDPR - General Data Protection Regulation Place a Support request help

« How can | place a support request

Mirage Support Center

New Account Registration

mirage

Company Name *

Language * v
TimeZone * v
First Name *

Last Name *

Email *

Already have an account?

To provide more information in the Support Center, it got a significant update and is now powered by Salesforce community cloud.
If you registered before February 9th, 2020, you have to register again.

Using the same e-mail address as before will give you access to all existing cases.
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Mirage Support Center

SIGN IN

mirage

tommcnara@mirage-systems.com

-]

Forgot your password? Register?

Home Support Center

To provide more information in the Support Center, it got a significant update and is now powered by Salesforce community cloud.
If you registered before February 9th, 2020, you have to register again.
Using the same e-mail address as before will give you access to all existing cases.

2. Click on Menu Download Links / Serial Numbers.

Mirage Support Center

P
[w Home  Knowledge Base My Cases Create New Case  Download Links/Serial Number Q_ search a

-,

salesforce

-+
fm

Home
Mirage Support Center Help Latest Online Help
« Activation Server
Submit New Case - All-In-One Protector (German/English)

« Audio Link and Archive Services

« Automatic Call Distribution for Salesforce

- CTI Data Connector for Salesforce (German/t
Go to My Cases menu => Click on Case number => Case details tab - CTI Data Connector Enterprise Edition (Germ
« Licence Protector

« Placetel CTI for Salesforce (German/English)

Go to Create New Case Menu => Add the required fileds and click on submit.

View Case Details

Answer a Case
Go to My Cases menu => Click on Case number => Click on History tab => Add a new comment

Resolve a Case Place a support request help

Go to My Cases menu => Click on Case number => Change the status to resolved in Case details tab - How can | place a support request

3. Click on Access Activation Server Portal
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R T o et

”m Home  Knowledge Base My Cases  Create New Case  Download Links/Serial Number Q  search... a

=

*x

S
salesforce q 5 ""é

Activation Server Portal

Get download links,manage your licenses and keys using the Activation Server Portal.

Features of Activation Server Portal Online Help for Download Links/Serial Numbers
+ What is my Serial Number « Serial Number and Download Links for Licence Protector
« Download Link for new installations - Serial Number and Download Links for All-In-One Protector
« Computer no longer available - how to get a new license « Serial Number does not seem to be correct for Licence Protector

- Serial Number does not seem to be correct for All-In-One Protector
Click on the link below to access the Activation Server Portal.

Access Activation Server Portal

4. User will get auto registered and will be logged in automatically in the Activation Server
Portal.

Home License Management ‘Add Serial Number Manage Linked Emails Support v User Settings v § tom.mcnamara@mirage-systems.com v

Customer Portal

Welcome to Customer Portal. Get download links,manage your licenses and keys using the Customer Portal.

License Management Manage Linked Emails Add Serial Number
You can manage your licenses using the link below. Never You can link different emails to your account using the link You can easily add new serial numbers to your portal
share your license information with any third person. below. Never share your keys with any third person. account using the link below.

License Management >> Manage Linked Emails >> Add Serial Number >>

© 2020 Customer Portal 1.1.0.25825

5. User can link other emails using the Linked Emails Feature |20l Of Activation Server
Portal

6. Users can see their serial numbers/:s%, download links 1! for products and can
activate [+7] and deactivate ! a license.
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1.7.4.2

Home

Menu item: Home
The Home screen is the place to start.

Once the user logs in successfully, home screen is displayed.

Home License Management Add Serial Number Manage Linked Emails Support v User Settings v ‘@) tom.mcnamara@mirage-systems.com v

Customer Portal

Welcome to Customer Portal. Get download links,manage your licenses and keys using the Customer Portal.

License Management Manage Linked Emails Add Serial Number

You can manage your licenses using the link below. Never You can link different emails to your account using the link You can easily add new serial numbers to your portal
share your license information with any third person. below. Never share your keys with any third person. account using the link below.

License Management >> Manage Linked Emails >> Add Serial Number >>

© 2020 Customer Portal 1.1.0.25825

Menu ltems

Menu consist of the various features available in the customer portal including support and
the user settings related menus.

License Management

The license management can be used by customer portal user to view the keys
associated with the customer portal email account.

Download links and deactivate feature are also part of license management screen. For
details click here|zs5) .

Add Serial Number

User can add serial numbers to the customer portal account with some validation process.
The feature is configurable using activation server /). For details click here|:s1 .

Manage Linked Emails

User can link other email accounts to his/her customer portal account using the link email
feature. User needs to send request to the email id for account link confirmation. Once the
link account request is accepted , user can see the serial numbers linked to the other
email account which has been linked to his/her customer portal account. The feature is
configurable using activation server|wl. For details click he&@ﬁ .

© 2021 Mirage Computer Systems GmbH



Activation Server 195

Support

Support contains the sub menu like online help, open a ticket , contact us which are all
configurable using the activation server|ss.
For details click here|z.

User Settings

User settings contain the sub menu for change password and update user profile.For
details click here|zt,

Email , Avatar , Log Out

The email id with the user avatar is displayed. Sub menu contains the log out option.

Quick Links

The quick links buttons provide a quick access for often used tasks

e License Manaqement@
e Add Serial Number/:s6)
e Manage Linked Emails/ o0l

1.7.4.3 License Management

Menu item: License management

The license management can be used by customer portal user to view the keys
associated with the customer portal email account.

Download links and deactivate feature are also part of license management screen.

Keys related to only those products are displayed for which the visible in customer
portal is enabled in the activation server i),
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Home License Management Add Serial Number Manage Linked Emails Support v User Settings v ‘@} tom.mcnamara@mirage-systems.com v

License Management
wumbers eactivate

Number of installations Number of

N Is
Serial Number Product Name allowed installations in use Locked

All-In-One Protector

ZicXo-37T9B-9419A-3Yn7Q-pfn3N-2L8DS 2020

1 1 Deactivate

WIGE6-5IP93-9E7IR-3tQ8X-UQUSk-6P14C Easy-Go Application 1 Activate License

Easy-Go Application

or4My-4HME2-1EIc3-1Wkzr-qiT70-2TBD1 for MAC

1 Activate License Download Link

Easy-Go Application

Ne4MY-4HME2-1Elco-1Wkzr-iiT70-2dBDo for MAC

2 1 Deactivate Activate License Download Link

SLFQW-37AFC-CEGFO-5WI7W-ZhiFP-0TBCd  Office Files 2017 1 Activate License Download Link

© 2020 Customer Portal 1.1.0.25825

Serial Number

Displays the serial number associated to the customer portal user account.

Product Name

Displays the product name or feature name or both based on the product name label
configuration in the activation server/:.

Number of installations allowed

Displays the number of installations allowed for the product.

Number of installations in use

Displays the number of installations in use for the product.
Is Locked

Displays whether the serial number is in locked state or not.

Download Links

Products for which the download links are configured in the activation server/.) display
Download Links button in the license management grid.

Click on the button to navigate to download links page to see the available download links
links for the product. For details click hej@ﬁ .

Deactivate

Products for which the deactivation is enabled in the activation server |11 and have number
of installations greater than zero display Deactivate button in the license management
grid. %ck on the button to navigate to the product deactivate page. For details click

herel sl .

© 2021 Mirage Computer Systems GmbH



Activation Server 197

Activate License

Products for which the create unlock key is enabled in the activation server[ .1 and have
allowed number of installations greater than number of installations in use display
Activate License button in the license management grid. Click on the button to navigate
to the create unlock key page. For details click @E%ﬁ .

1.7.4.3.1 Create Unlock Key

Create Unlock Key page allows user to create the unlock key for the selected project and
the serial number in the license management screen.

Click on the Create Unlock Key button at the bottom of the grid to activate the license by
creating unlock key.

Activate License

ALLOWS YOU TO TYPE IN THE INSTALLATION CODE TO CREATE AN UNLOCK KEY

Project Name:* Easy-Go Application
Serial Number:* WIGE6-51P93-9E7IR-3tQ8X-UQU5k-6P14C
E-mail:* tom.mcnamara@mirage-systems.com

Product registered to user* | Tom

Enter Installation Code 6:* A123WSSS Only if Installation Code 6 is empty click here

CREATE UNLOCK KEY

Unlock Key zEDSj-ICQ93-Joa0c-49MDT-XFDIj-611KJ CLICK TO COPY KEY

© 2020 Customer Portal 1.1.0.25825

Project Name

Displays the project name for which the license is activated.

Serial Number

Displays the license serial number information.
E-mail
Displays the email address associated with the license.

Product Reqgistered to User
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Enter the customer name associated with the license activation.

Enter Installation Code

Enter the 8 digit Hexadecimal installation code for creating the unlock key.

1.7.4.3.2 Download Links
Download Links page displays the information related to download links available for the

selected product.

User can click on the download link URL to download the product.

Home License Management Add Serial Number Manage Linked Emails Support User Settings v ‘E’ tom mcnamara@mirage-systems.com
All-In-One Protector 6 - Cloud Edition - Download Links BacK
Dowload Description Download Url

AlHn-One Protector & - Cloud Edition https://mirage.atlassian.net/browse/WAS-86070ldIssueView=true

© 2019 - Customer Portal

Download Description

Contains the information regarding the download link URL like the feature or the product
name and other basic information.

Download Url

Contains the download link for the product. Click on the URL to download the product.
Back

Click on the back button to navigate back to the license management screen [105),

1.7.4.3.3 Deactivate License

Deactivate license page displays the licenses available for deactivation.

Single Deactivation
User can deactivate one by one using the Remove button inside the grid in each row.

Mass Deactivation
Mass deactivate by selecting the rows using the check box in the grid or you can select all
by using the check box at the top of the grid.

Click on the Remove button at the top of the grid to deactivate the selected licenses.
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Home License Management Add Serial Number Manage Linked Emails Support v User Settings v ‘@) tom.mcnamara@mirage-systems.com v

Deactivate License BACK

REMOVE

1ses using the remove button. You can mass deactivate by selecting the licenses you want to remove.
E-mail Customer Name IP-Address Version Installation Date Host Name Operating System D

tom.mcnamara@mirage-systems.com Mirage 223.188.83.64 05.03.2020 08:22:50 223.188.83.64 Windows Remove C]

© 2020 Customer Portal 1.1.0.25825

E-mail
Displays the email associated with the license.

Customer Name

Displays the customer name associated with the license.

IP- Address

Displays the IP address from which the license was activated.
Version

Displays the license version information.

Installation Date

Displays the license installation date information.
Host Name
Displays the host name used for the license activation.

Operating System

Displays the operating system type on which the license is activated.

Back

Click on the back button to navigate back to the license management screen [105),

1.7.4.4 Add Serial Number

Menu item: Add Serial Number

User can add serial numbers to the customer portal account with some validation process.
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1.7.45

-
Home License Management Add Serial Number Manage Linked Emails Support v User Settings v ;v‘j’ tom menamara@mirage-systems.com  w
Link Serial Number Form

ADD SERIAL NUMBER TO YOUR PORTAL ACCOUNT

AEDJN-CFHO3-0E4IW-3tQ8X-eQD5k-6E14a

LINK SERIAL NUMBER

Serial number is successfully added to your portal account.

© 2019 - Customer Portal

Serial Number

Enter the serial number which needs to be linked to the customer portal account.

Click on the link serial number button to add the serial number to the customer portal
account.

If the serial number is successfully added , confirmation message is displayed.

Go to License Management!:ss screen to verify that the serial number is successfully
added.

In case the serial number is not added, failure message is displayed.

Manage Linked Emails

Menu item: Manage Linked Emails

User can link other email accounts to his/her customer portal account using the link email
feature.

User needs to send request to the email id for account link confirmation.

Request can be sent to only those users which are currently not linked to any other
customer portal users.

One account can be linked to only one portal user account.
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Home License Management Add Serial Number Manage Linked Emails Support v User Settings v E} tom.mcnamara@mirage-systems.com v

Manage Linked Emails
Send invitation to link email to your account.Once the email link is confirmed you will be able to access the keys attached to the email id

Linked Email Email Confirmed Invitation Time Confirmation Time New Invite

manish.singh@mirage-systems.com 05.03.2020 09:33:47 05.03.2020 09:34:01 Delete

© 2020 Customer Portal 1.1.0.25825

Linked Email

Displays the email of the linked user to whom the link request has been sent .

Email Confirmed

Displays the status whether the email link request has been accepted or not.

Invitation Time

Displays the time when the email link request has been sent.

Confirmation Time

Displays the time when the email link request is accepted.

New Invite

Click on the New Invite to open the screen used to send new request to link the account.
Enter the email id of the user you want to link to your customer portal account.

Click on Send Invitation to send the email link request.

Click on Cancel to abort the link process.

Send Invitation

Linked Email* | tomcruise@hollywood.com
SEND INVITATION CANCEL

Reinvite
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1.7.4.6

In case some request is not accepted or linked user requests invitation again, Click on the
Reinvite button in the grid to send new request to link the account.

Delete

Click on Delete button to delete the linked account. Once the linked account is deleted,
user will no longer be able to see the serial numbers attached to the linked user account.

Manage Linked Email

Customer Portal

Hello,

We'd like to confirm that tom.mcnamara@mirage-systems.com has requested
to link your email address to his customer portal account. Once you confirm to
be linked, your login for the Customer Portal will be disabled if found.

Please confirm to link your account by cllcking

Starting on Tuesday, May 14, 2019 your account will be linked to
tom.mcnamara@mirage-systems.com and your individual portal login will be
blocked if found

Thanks,
The Customer Portal Team

Click on link confirmation to accept the invitation to link the email account with the
customer portal user account who has requested for linking.

Once the link account request is accepted , user can see the serial numbers linked to the
other email account which has been linked to his/her customer portal account.

The linked user account in the customer portal will be blocked once he/she
confirms to link his account to the other portal user.

Support

Menu item: Support

Support contains the sub menu for Contact Us, Online Help , Open a Ticket.

Support menu item is only visible if at least one of the three sub menu items is configured
in the activation server! .
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Home License Management Add Serial Number Manage Linked Emails Support v User Settings ~ ~ ‘s' tom.mcnamara@mirage-systems.com v

Contact Us

Online Help

Open a ticket

Customer Portal

Welcome to Customer Portal. Get download links,manage your licenses and keys using the customer portal.

Contact Us

It contains the url for the contact us if configured by admin in the activation server |, Click
on contact us will open the configured url in the new tab.

Online Help

It contains the url for the online help if configured by admin in the activation server|ss),
Click on online help will open the configured url in the new tab.

Open a ticket

It contains the url for the ticket system if configured by admin in the activation server /s,
Click on open a ticket will open the configured url in the new tab.

1.7.4.7 User Settings

Menu item: User Settings

User Settings contains the sub menu for Change Password and Update Profile.

Home License Management Add Serial Number Manage Linked Emails Support v User Settings v ‘Q. tom.mcnamara@mirage-systems.com v

Change Password

Update Profile

Customer Portal

Welcome to Customer Portal. Get download links,manage your licenses and keys using the customer portal.

Change Password

Change Password screen is used to change the existing password by the customer portal
user. For details click here|zo .
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Manage Password

CHANGE PASSWORD FORM

Current password: | weeeeees

New password:

1. 8. 8.8 0 ¢

Very safe

Confirm new password: ‘ ----------

Update Profile

CHANGE PASSWORD

© 2019 - Customer Portal

Update Profile screen is used to change the existing basic information of the customer
portal user like first name, last name , language, time zone etc. For details click here|zos .

Home

License Management

Add Serial Number Manage Linked Emails Support v
User Profile

CHANGE YOUR BASIC PROFILE SETTINGS

<)

<~)

E-mail* tom.mcnamara@mirage-systems.com
First Name:* Tom

Last Name:* McNamara

Company Name; Mirage

Language: English

Theme: Material

Timezone: (UTC) Coordinated Universal Time
Date Format: German: 5.3.2020

Two Factor Authentication: D

SAVE

User Settil t irage-systs
e o
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1.7.4.7.1 Change Password

Menu item: User Settings - Change Password

Change Password screen is used to change the existing password by the customer portal
user.

Manage Password

CHANGE PASSWORD FORM

18 0.0 ¢ ¢

CHANGE PASSWORD

© 2019 - Customer Portal

Current password

Enter the current password for the customer portal used for log in in the customer portal.

New password

Enter the new password for the customer portal which will be used for log in in the
customer portal next time.

Confirm new password

Enter the new password again entered in the new password text box for confirmation
which will be used for log in in the customer portal next time.

CHANGE PASSWORD

Click on change password button to update the existing password for the customer portal.
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1.7.4.7.2 Update Profile

Menu item: User Settings - Update Profile

Update Profile screen is used to change the existing basic information of the customer
portal user like first name, last name , language, time zone , company name , date format ,

Home License Management Add Serial Number Manage Linked Emails Support v User Settings v ?} tom.mcnamara@mirage-systems.com v
User Profile
CHANGE YOUR BASIC PROFILE SETTINGS
<~
E-mail* tom.mcnamara@mirage-systems.com
First Name:* Tom
Last Name:* McNamara
Company Name: Mirage
Language: English v
Theme: Material v
Timezone (UTC) Coordinated Universal Time -
Date Format: German: 5.3.2020 v
wo Factor Authentication: []
SAVE

Displays the user avatar associated with the email id of the customer portal. Click on
avatar to change the user avatar.

User will be navigated to https://en.gravatar.com/site/login where user can update the
avatar associated with the user email id.

E-mail

Read only field which display the user email used for registration. As the email is
also the user name in customer portal which must be unique. Linked emails /2ol are also
attached to the email id. So email id cannot be change and is read only field on user
profile page.

First Name

Update user first name in this field. First name is mandatory and cannot be left blank.
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Last Name
Update user last name in this field. Last name is mandatory and cannot be left blank.

Company Name

Update the company name in this field. Company name is optional for user profile.

Language

User can update the language for the customer portal using the various options provided
in the language drop down. All the information will be displayed in the selected language
in the customer portal. Change will be reflected once user will log out and log in again next
time in the customer portal.

Theme

User can update the theme for the customer portal using the various options provided in
the theme drop down. All the information will be displayed in the selected theme in the
customer portal. More than 15 themes are available in the customer portal.

Change will be reflected once user will log out and log in again next time in the customer
portal.

Time Zone

User can update the time zone at the time of registration. All the information in the
customer portal is displayed on the basis of the user time zone.Change will be reflected
once user will log out and log in again next time in the customer portal.

Date Format

User can update the date format at the time of registration. All the date related information
in the customer portal is displayed on the basis of the date format selected by user.
Change will be reflected once user will log out and log in again next time in the customer
portal.

Two Factor Authentication

User can enable/disable the two factor authentication using this check box. If enabled user
will need to enter the verification code sent to his/her email id on TFA screen after log in
every time. If disabled , TFA screen will not be prompted.
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Two Factor Authentication Form

ENTER VERIFICATION CODE SENT TO THE REGISTERED EMAIL ID

TFA Code:*

SUBMIT CODE RESEND CODE

© 2020 Customer Portal 1.1.0.25825

Click on Save to update the user profile data.

1.7.4.8 Log Out
Menu item: Log Out

Click on Log Out sub menu to log out of the customer portal.

User will need to log in again once he log out of the customer portal.

Heme License Management Add Serial Number Manage Linked Emails Support v User Settings v ‘Q' tom.menamara@mirage-systems.com v

Customer Portal

Welcome to Customer Portal. Get download links,manage your licenses and keys using the customer portal.

1.8 Partll-Installation and Configuration

Part Il covers the installation [z¢] of the Activation Server 6 and configuration@ﬁ as well as a
How TOs/=5 and FAQ.

If you are using the Mirage Hosting service, no installation is required.
1.8.1 Installation of the Activation Server (on-premise)
This is a step by step guide to install the Activation Server 6.

The MSI Installer package checks if all necessary system requirements like IIS,
ASP.NET are available, creates the database and configures the Activation Server 6

If you are using the Mirage Hosting service, then the installation is already done. See
chapter Mirage Hosting Service|=20l.

To install updates on an already running Activation Server 6 see chapter Install
Updates@h
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1.8.1.1

System Requirements|z» and installation of required Windows components
Install MySQL Server| sl

Install Activation Server 6/z1)

Activate license |z

Perform System Check |z (only in case of errors)

ok wnpE

The installer allows one instance of the Activation Server on one machine.

Step 1 - System Requirements

The Activation Server 6 is a .NET service and needs a Windows server system with .NET.

System Requirements

e Windows Server 2019 - 64bit versions. The latest service pack is required. Windows
Server 2019 requires Activation Server version 6.1 installer and update to 6.3 or
newer

¢ Minimum 8GB RAM for the database server - depending on the database size 16 GB or
more could be required

e English operating system

e MySOQL Server|21018.0. Must be an own instance as specific settings (lower case table
names) are required

¢ Static IP - server must be reachable through Internet access

o Website SSL Certificate (highly recommended but not mandatory)

o Microsoft Internet Information Internet Information Server (IS 6, 7 or 8)

e NET 4.5.2

o ASP.NET 4.5

o ASP.NET Ajax Extension|=r) (automatically installed)

¢ Right to start an executable on the server

e Browser (Minimum Version required) Chrome 65, Firefox 59, Safari (MAC), IE 11
(limited support)

The installer package checks, if all necessary components are installed and if it is
missing, it will automatically download the component. The installation of every
component is described in the following chapters.

We recommend installing the server on a virtual machine. This simplifies the installation
and maintenance.

If you have multiple websites running on the same server, a good idea is to create a
subdomain for the Activation Server 6.
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Install My-SQL Server

Install an own instance of MySOL Server/ 2]

Installation support

Mirage can help you with the installation. A fresh new installation takes around 2 hours.
For installation of an update from a previous version the database needs to be analyzed.
Open a ticket to get a quote.

Installation of the customer portal must be done by Mirage. It requires the latest
Activation Server version already installed. Order installation support for customer portal.

1.8.1.2 Step 2 - Install MySQL Server

A MySQL Server 8.X is required. It must be an own instance as specific settings (lower
case table names - preserve given case) are required. Only if your MySQL server setup
already uses this option you can use the Activation Server 6 with the same instance of the
server.

The community version of the MySQL server can be downloaded here.

& E o

The Activation Server 6 does not include a license for a MySQL server and you are
responsible to use the MySQL server with the correct licensing.

Step by Step installation and configuration guide - MySQL Server 8

Find below screenshots of the installation process. It is a standard installation and could
be different depending on the operating system and pre-installed components.
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MySQL. Installer

Addin nrmuni by

;'-._J| Installer

License Agreement

To procesd you must accept the Omcle Sofbeare License Termns.

GRU GEMERAL PUELIC LICENSE
Version £, Jure 1531

Capyright () 1938, 1997 Free Software Foundation, Inc.,

51 Franklin Street, Fifth Floor, Boston, kA 027101301 LISA
Eweryone is permitted to copy and distribute verbatirm copies
of this license document, but changing it is not allowed.

Prearmbile

The licenses for most softeare are designed to take away your freedom

to share and change it. By contrast, the GMU General Public License i3
irterded to guarantes your freedom to share and change Free

software--to make sure the soffeare i5 free for all its users, This

General Public License applies to maost of the Free Softeare

Foundation®s softevare and ta ary ather programwhaose authors commit to
wsing it. {Same other Free Software Foundation saftware i3 covered by

the GHU Library General Public License instead) You can apply itho

OLIE prog R, boo,

then we ipeak of free saftware, we are referring ba freedom, nat price,
O General Public Licenses are designed bo rmake sure that you have
tthe Freadnem o distribinfe conies of frae onfmaare fand chaoe forthis

E | accepk the licenie terms

NE

et =

| | Cancel I
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MySQOL. Installer

Adtding Cormmini by

Setup Type

Choosing a Setup Type
Please select the Setup Type that suits vour use case.

) Developer Default Setup Type Description

) Server only

) CRent only

® Full

) Custom

ol Installer ==

Installs all of the praducts pvailable in thas catalog
Installs all products needed for . i
MySOL development purpases, iFclud ing M:.-"SQL Samdir, M:;S-l:l L Shell, M:,-QGL
Router, BywS0L Warkbench, MyS0L Connectors,
docurmentation, samples and e=armples and
much maore.
Installs anly the BMySCOL Server
produd

Installs anlythe BMyS0L Chient
produds, withouk 3 jerer

Installs all included bSOl
prodiddts and reatures,

WManually select the produds that
should be installed on the
satem.

| <Back || mMexr || cancel |

You get a list of components which needs to be installed. Click on the button Execute to
install all components.
The components with status: Manual are not required.
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MySQL. Installer

Adding Communiby

Check Requirements

The fallowing products have failing reguirernents, hyB0L Installer will stternpt to resolee
some of this automaticall, Requiremerts marked as manual cannot be resobed
autormatically, Click on those iterms to try and mesole thern manually.

For Product Requirernent ety | o
) by S0L Server O3 Microsaft Wisual C++ 203 Redistib..
) My B0l Warkbench 8013 Micrasoft Visual Ce s 2005 Redistrb..,
) ity 0L For isual Sudio 1.2.8 Wisual Hudio version 2012, 2013, 200... Manual | £
) By SOL Shell 8013 Micrasaft Yisusl C++ 2015 Redistnb..
) y0OL Router 8013 Microsoft Wisual C++ 23 Redistrb..,
) Connector/ODBC 20,13 Miicrasoft Wisual Ces 2015 Redistib.. | 0
) Connector/C++ 8.0.13 Micrasoft Visual C++ 2015 Redistrb.,
¢ i "y

I « Back l | Execute | | Mext = | I Cancel I

The components are downloaded and installed
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[2] MyEQL Installer =il BB I

MySQL. Installer Check Requirements
; TILIN By

The fallowing praducts have Faling requirements. My30L Installer will stbermpt b rezabee
jome of this autormatically. Requirements marked as rmanual cannot be resobed

Microsoft Visual C++ 2015
Check Requirements Redistributable (x64) - 14.0.24123

MICROSOFT SOFTVWARE LICENSE TERM3 :I

MICROS0FT WISUAL STUDID 2015 ADD-ONs, VISUAL STUDIO SHELLS
and C++ REDISTRIBUTABLE

These license berms are an agreement Between Microsoft Corporation (or .,

[+ | agree to the license terms and conditions

[ mstan || Close |

is ot installed

| o]

Once the components are installed you should see the status completed
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MySQL. Installer

Adding Co

Installation

The fallewing products will be installed.

Product Skatus Progress Motes
] Bl S0 Server 3013 Camplete
] BelyS0L Workbench 8,013 Camplets
] IlyS0L Shell 20,13 Complete
] PAyE0L Rewuter 8,013 Camplers
a2 Cannector/ODEC ROIZ Camplete
@ Connecton G ++ 8013 Complete
@ Cannectar/] 8.0.13 Carmplets
a2 Cannectar/MET 8011 Camplete
) Ml S0l Documentation 50,13 Complet
a2 Sarmples and Exarmples B003 Camplets
+ Back | I MNext » | | Cancel
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My S0L Installer

MySQL. Installer Product Configuration

Adding NI Ty

We'll nowswalk throwugh a configuration wizard for each of the following products,

Wau can cancel at any poink if you wish to leswe this wizard without cenfiguring 2l the

pradutets.
Produd Status
BaySOR Server 8013 Ready to configure
By 0L Router 50,13 Reagy to configurs
Zamples and Example: .03 Resdy to configurs

< [T »

Mlext = | | Cancel |
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M}r SQL. Installer Group Replication

var 8.0.13

® Standzlone MySOL Server f Classic MySOL Replication

Choose this option if you want to run the WbySOL Sarver etther standalone with the opportunity
to laker :unflgur\e classic h".}&C!L Hephcation.

Using this option you can manuzlly configure your replication setup and provide your awn high
availabiliby solution if required,

() Sandbex lnneD8 Clusker Sebup (for testing onby)
The InnoDB cluster technalogy provedes an aut-of-the-bex HA thigh svailabiliby) solutian for
IbyS0L wsing Growp Replication technology.

Thiz aptian sllews you ko besk an InnaDE clusker sebup an your local computer using several
hbyS0L Server sandbox instances, Read rmore about this here.

To setup a real-aordd production InnaDB cluster plesse chaase the standard H}JSC!L Server
configuration instead on all desired hosts and wie the b S0L Shell sfteraards ba create or
eapand the lnnaDB cluster setup,

[ isash S fa'x
e oI — i i

| Mk » | I Cancel I

Note down the port - it will be required later in the installation process.

In the next step it is important to select: Show Advanced Logging Options
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MySQL. Installer Type and Networking

Server Configuration Type

Choose the correct server configuration type for this MyS0L Server installation, This setting will
define how rmuch system resources are assigned to the MySOL Server instance,

Config Type: | Developrnent Cormputer v|

Connectivity
Use the following controls to select how you would like to connect to this server,
I TCRAP Part X Protacol Port
[W] Open Windows Firewall ports for network access
[] MNarmed Pipe Pipe Name: | MVSOL

[[] Shared Mernary Mermory Narne: |MVSQL

Advanced Configuration

Select the check box below to get additional configuration pages where ywou can set adwvanced
and logging options for this server instance,

[ W] Show Advanced and Logging Options |

Cancel
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MySQL. Installer Authentication Method

MySQL Server 8.0.13 _ .
(® se Strong Password Encryption for Suthentication (RECOMMERDED)
My SOL B supports a nevw authentication based on improved stronger SHAZS8-based passward
rethods, It is recommended that all new MySOL Server installations use this method going
foruard,

Attention: This new authentication plugin on the server side requires nevw wersions
A of connectors and clients which add suppaort for this new 8.0 default authentication
(caching_sha2_passwaord authentication),
Currently kyS0L 8.0 Connectors and community drivers which use librmysglclient 8.0 support
this new method, If clients and applications cannot be updated to support this new
authentication method, the My30L 8.0 Server can be configured to use the legacy ky30L
Authentication Method below,

() Use Legacy Authentication Method (Retain MySOL 5.x Cornpatibility)

Using the old My30L 5 legacy authentication method should only be considered in the
following cases:

- If applications cannot be updated to use MyS0L 8 enabled Connectors and drivers,
- Forcases where re-compilation of an existing application is not feasible,
- An updated, language specific connectar or driver is not yet available,

Security Guidance: When possible, we highly recamrmend taking needed steps towards
upgrading your applications, libraries, and database servers to the new stronger authentication,
This new method will significantly improve your security,

Note down the password - it will be required later in the installation process
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MySQL. Installer Accounts and Roles

€O Server @012
MySQL Server 8.0.13 Root Account Password
Enter the password for the root account. Please remember to store this password in a secure

place.

MySCL Root Password:

Repeat Password:

Password strength: Strong

Accounts and Ro

MySQOL User Accounts
Create MyS0L user accounts for your users and applications, Assign a role to the user that

consists of a set of privileges.
MySQL User Name Host User Role Add User

Edit User

Delete
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MySQL. Installer

rer 8.0.13

Windows Service
M Configure MySOL Server as o Windows Service
Windows Seraice Details

Please specify a Windows Service narme to be used for this My30L Server instance,
& unique narne is required far each instance,

Windows Serdice Mame: |H}"5Q|-m | Ay
[+ Startthe MySOL Server at Systern Sartup

Foar Windouss Senvice as ..,
The My30L Server needs to run under 3 given user account, Based on the secunty
requirernents of your sestern you need to pick one of the options below.

i Srandard Sypstem Account

Recomrmmended for most scenarios.

2 Custam User
A existing user account can be selected for achanced scenarios,

| Cancel |
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MySQL. Install

er

Logging Options

Please select the logs you want to activate for thiz server in addition to the error log,
On production cormputers, it can be beneficial to separate the log files from the data,
Specify a file name to save the logs in the data directory (default) or browse to a
different location,

You must provide an absolute path when specifying the path together with the file narme,

ErarLog: |[WIN-7GEOHTORHDS.enr | =[]

[[] General Log

The general query log is a general recard of what the MySOL Sereer is daoing,
It should only be used to track down issues,

File Path: |WIN-?GEOHTURHDS.I09 | i~ E

[ Slow Query Log

The slowe query log consists of SOL staternents that took more than the given value of
seconds to execute, [bis recormmended to turn this log on,

File Path: [ W#IN-76EOHTORHDS-slow.log | e [] seconds:

[#] BinLog

The binary log contains all database events and is used for replication and data recovery
operations, Enabling the log has a performance impact on the sercer,
Emterthe log narme without a file extension,

File Path: |WIN-?GEOHTURHDS—hin | e [

The option: Preserve Given Case must be select
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5 My SQL Installer HE

Advanced Options

Server |D:

A unique identifier used in a replication topology,
If binary logging is enabled, a Server ID rmust be specified,

Table Mames Case:

O Lower Case:
This option sets the configuration variable [ower case table names =1,

® Preserve Given Case:
This option sets the confiquration variable lower_case_table_names = 2,

| < Back | | Mext = | | Cancel |

This is just a warning which can be ignored. It only is displayed if the workbench tool is

installed

B MySQL Workbench —|o| x
@

File  Edit ‘“iew Database Tools  Scripting  Help

MySQL Waorkbench

We | COIMNE @ serer contourton prbiems 0 rkb enc h

A server configuration problem was detected.

The server is in a system that does not properly

X support the selected lower_case_table_names option X
Iy SQL Workbench is th value, Some problems may occur. L. It allows you to design,

Please consult the MySQL server documentation.

create and browse yo insert data as well as

design and run SQL queri emas and data from other
9 Qq Don't show this message again
Browse Documentation = Read the Blog = Discuss on the Forums =
MySQL Connections ®® o Filter connections

Local instance MySQL

root
localhiost: 3306
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AL Installer

MySQL. Installer Apply Configuration
I var B.0.13 The canfiguration operstion has finished.
Corfiguration Steps |l.ng |

= Writing configuration file

[ Updating Windess Firewall rules
o Adjusting Windoas senvice

(= Initializing Database

& Sxarting Sarver

& Apphing jecurity settings

= Updating Start Menu Link

The configuration for MyS0L Server 8013 was successful,
Click Finish to continue,
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MySQL. Installer

Adding Community

nfiguration

Product Configuration

We'll now walk through a configuration wizard for each of the following products.

You can cancel at any peint if you wish to leave this wizard without configuring all the

products,
Product Status
MySQL Server 8.0.13 Configuration complete.,
MySCL Router 8.0.13 Ready to configure

Samples and Examples 3.013 Ready to configure

| Mext = ||

Cancel

Select: Bootstrap MySQL Router for use with InnoDB cluster only if you use that setup
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MySQL. Installer MySQL Router Configuration
Ol Router 8.0.13

[] Bootstrap My30L Router for use with lnnoDB cluster

Thils wizard can bootstrap MySOL Router to direct traffic bebween MySOL applications and a
ySdl InnoDE cluiter, Spplication: that conneck ko the router will be sutematically directed to
an aallable readfente or read-only member of the duster,

The boastrapping process reguires a connedion to the InnoDE cluster, In order to regisker the
kSOl Router for monitoring, uie the ourrent Readfdrite instance of the custer,

Hostnarne: |

Part: |33ﬂE

Manzgerment Usen |r|}|}t

Pas revord: | Test Cannechian

Kyl Router reguired dpecificstion af & base port [bebaeen G0 and §5532). The firit port i3 uied
for dassic readfwnte conniections, The ather ports are computed sequentially afterthe first port.
It any past i3 indicated to be in uig, pleaze change the baze part.
Clazsie hbySOL protocal connections to InnelE cluster:
Read/Mirike: |66
Read Only: | 6247
Pl 301 X profocol connections to InnoDE cluster

ReadMvrice: | 6443

Read Only: 649 |

Finlzh || Canesl

The password must be the password you typed in above [215). Click on Check to test the
connection. If successful you can continue with the button Next
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MySQL. Installer Connect To Server

samples and Examples

Here 2re the compatible MyS0L Sreer instances installed in this computer,
Please ielect the ones where the sample schemas arnd data will be ereated

Cor [T St WbySOL Server instances maybe running in resd-anky made
Senver Fort  Arch.. Type Status

W MySOL Server 8003 Y306 W64 Stanc-alone Server |[EONNECHONSUCERRAEAN

Mowv gree wi the credentials we should use (needs ta have root privileges).
Click "Chieck” to rake sure they work,

Uger: |mul: | Cradentials provided in Server configuration

Passaord: |ut;u-u |

' 2l connections succeeded,

Mext » | | Cancel

Click on button: Execute
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Installer Apply Configuration

Press [Execute] to a the changes
Configuration Steps | Log

8] Checking if there are any festures instzlled that need configuration.

C-' Flunning S:rip'h

+ Back || Esncute || Cancel

MySQL. Installer Product Configuration

Addin SN ty
We'll nowe walk through a configuration wizard for each of the following products,

Yo can cancel at any point if you sizh to leave this wizand without configuring all the
products,

Praduct Status
MySaL Serverd.0.03 Canfigurtion complete

Mt = || Cancel
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My=aL Installer = |E

Installation Complete

The installation procedurs has been completed,

Copy Log to Clipboard

Installation C

Install MySQL Connector

The MySQL Connector Net 8.0.13 is required. If you installed a newer version of MySQL,
it could be a higher version number which is not supported. Go to Control Panel /
Programs / Programs and Features and check the version number.
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(j Programs and Features

« v 4 ! » Control Panel » Programs > Programs and Features

Control Panel Home g
Uninstall or change a program

View installed updates To uninstall a program, select it from the list and then click Uninstall, Change, or Repair.

!y‘ Turn Windows features on or

off

Organize = Uninstall Change Repair

Name Publisher
Al DevExpress DevExtreme 18.2

27115 10.0 Express

ﬁMlcmsoﬁ NET Core SDK 3.1.101 {x64) from Visual Studio

_| Microsoft ODBC Driver 17 for SQL Server

_| Microsoft SQL Server 2016 LocalDB

_| Microsoft System CLR Types for SQL Server 2019 CTP2.2

_ Microsoft System CLR Types for SQL Server 2019 CTP2.2
ﬁMicrosaﬂ Visual C++ 2013 Redistributable (x64) - 12.0.30501
T Microsoft Visual C++ 2013 Redistributable (x86) - 12.0.30501  Microsoft Corporation
ﬁMlcrosoft Visual C++ 2015-2019 Redistributable (x64) - 14.24... Microsoft Corporation
ﬁMlcmsoft Visual C++ 2015-2019 Redistributable (x86) - 14.24... Microsoft Corporation
D(,Microsoﬂ Visual Studio Installer
Q‘f Microsoft Web Deploy 4.0 Microsoft Corporation
"W MySQL Connector Net 8.0.18 Oracle
5] Notepad++ (64-bit x64)
{@ Parallels Tools Parallels International GmbH
[N .

Developer Express Inc.
Microsoft Corporation
Microsoft Corporation
Microsoft Corporation
Microsoft Corporation
Microsoft Corporation
Microsoft Corporation
Microsoft Corporation

Microsoft Corporation

Notepad++ Team

If it is not 8.0.13 proceed as follows.

¢ Uninstall the MySL Connector NET 8.0.X version

and Features

1} O Search Programs

- 9
Installed On Size Version 2
1/13/2020 18.2.7
1/13/2020 53.5 MB 10.0.03203
1/17/2020 168 KB 3.1.101.014848
1/13/2020 835 MB 17.201
1/13/2020 233 MB 13.1.4001.0
1/13/2020 433 MB 15.0.1200.24
1/13/2020 6.26 MB 15.0.1200.24
1/13/2020 20.5 MB 12.0.30501.0
1/13/2020 17.1 MB 12.0.30501.0
1/13/2020 231 MB 14.24.28127.4
1/13/2020 20.1 MB 14.24.28127.4
1/13/2020 2.4.1080.1113
1/13/2020 14.5 MB 10.0.2606
1/13/2020 944 MB 8.0.18
1/21/2020 956 MB 7.83
1/13/2020 223 MB 15.1.247123

e Install Version 8.0.13 (select it at the top) https://downloads.mysqgl.com/archives/c-net/

¢ Download the version as per your Operating system.

® MySQL Product Archives

< MySQL Connector/NET (Archived Versions)

3 Please note that these are old versions. New releases will have recent bug fixes and features!
To download the latest release of MySQL Connector/NET, please visit MySQL Downloads.

«~

Product Version: | 8.0.13

Operating System: | Microsoft Windows

«

‘Windows (x86, 32-bit), MSI Installer Sep 27,2018

(mysql-connector-net-8.0.13.msi)

‘E MySOL Connector/ODBC 2.0 - Setup Wizard

Setup Type
Choose the setup type that best sits your needs.

Please select a setup type.

O Typical
-— Common program features wil be installed. Recommended for

'-lv u) general use.

All program features will be installed. (Requires the most disk
: o & Space)

Choose which program features you want installed and where they
will be installed. Recommended for advanced users.

< Badk Cancel

MD5: 79c49fae0dc35£0662c366a9d£424£95 | Signature
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Install ODBC Connector
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Install the 64bit ODBC Connector (minimum 8.0.25) using the link below
https://dev.mysqgl.com/downloads/connector/odbc/

Connector/ODBC 8.0.25

Select Operating System:

[Microsoft Windows

Select OS Version:

[All

Recommended Download:

MySQL Installer
ysQ for Windows

All MySQL Products. For All Windows Platforms.
In One Package.

Windows (x86, 32 & 64-bit), MySQL Installer MSI

Other Downloads:
Windows (x86, 64-bit), MSI Installer
(mysql-connector-odbc-8.0.25-winx64.msi)

Windows (x86, 32-bit), MSI Installer

(mysql-connector-odbc-8.0.25-win32.msi)

Windows (x86, 64-bit), ZIP Archive

(mysql-connector-odbc-noinstall-8.0.25-winx64.zip)

Windows (x86, 32-bit), ZIP Archive

(mysql-connector-odbc-noinstall-8.0.25-win32.zip)

-

1.8.1.3 Step 3 - Install the Activation Server

8.0.25

8.0.25

8.0.25

8.0.25

Go to Download Page >

Looking for previous GA
versions?

MD5: c454b8b083749d££67464858610ba890 | Signature

MD5: 7b0d9aa20eab910bcbf865427e72ddfd | Signature

MD5: 2£75665a69aa5cada945151ca828el8c | Signature

MD5: 844204c1f3b6eb6ea51133c559120e44 | Signature

The installation package checks if all necessary system requirements like 1IS, ASP.NET
are available, creates the database and configures the Activation Server 6.
Ensure that you have an own instance of the MySQL Server 20 running before you start the

installation.

If you install on a server with an existing version of the Activation Server 6, see Install

Updates [ 250)
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Install Activation Server 6

Now you are ready to install Activation Server 6. To start the installation, execute
activation-server6.0.exe

You can click on each screenshot below to enlage it.

1. Check System Requirements / Prerequisites

The installer will first check if you have the required system requirements and
prerequisites. If not it will install it.

On some Windows operating systems the following message could appear. Just click on
close to continue.

L Windows® installer -|0] X

Windows @ installer has stopped working
Uiy

Windows can check online for a solution to the problem.

Check online for a solution and close the program

Close the program

@ View problemn details
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Activation Server 6

The setup has determined that some of the prerequisites
needed to run Activation Server & are missing. This wizard will
assistyou in getting and installing those prerequisites. Click
"Mext" to continue or "Cancel” to exit the Setup Wizard.

Prerequisite start screen

Never uncheck a required prerequisite

233
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Select prerequisites to be installed

Mame
W C++ Redistributable X86
MySql ODBC Connector 32 Bit

Required

Back

Select Prerequisites

Found At
[nsi
[rs
| >
M ext
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Activation Server 6

Microsoft Visual C++ 2015
Redistributable (x86) - 14.0.23026

MICROSOFT SOFTWARE LICENSE TERMS |:|

MICROSOFT VISUAL STUDIO 2015 ADD-ONz, VISUAL STUDIO SHELLS
and C++ REDISTRIBUTABLE

These license terms are an agreement between Microszoft Corporation (or,

[#] | agree to the license terms and conditions

Install Microsoft Visual C++ Redistributable package
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Welcome to the Setup Wizard for MySOL
Connector/0DBC 8.0

The Setup Wizard will inskall MySQL Conneckar/ODBEC 5.0
release &.0,13 on wour computer, To continue, dick Mext,

(&3

MySOol

| = Back ” Mexk = | | Zancel
Install MySQL ODBC Connector Step 1

License Agreement

Please read the Following license agreement carefully,

Licen=zing Information U=er Manmal .

|MwE0L Connecter,/0DEC &.0 |

Introduction

Thi=x License Information User Marnual contains Oracle's product license
and other licen=ing information, including licen=ing information for
third-party software which mayr be included in this distribution of
Mxr30L Connector0DEC &.0.

La=st updated: September 2015 —

(®) T accept the terms in the license agresment

()1 do not accept the terms in the license agreement

| < Back || Mexk = | | Zancel

Install MySQL ODBC Connector Step 1
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Setup Type

Choose the setup byvpe that best suiks your needs,

Please select a setup bype,

(®) Typical

| — Comman program features will be installed, Recommended For
' general use,

) Complete
-

&l pragram Features will be installed, (Requires the mosk disk

'D Custom
| —
]

Chioose which program features you wank installed and where they
will be installed, Recommended for advanced users.

| < Back ” Mlexk = | | Zancel

Install MySQL ODBC Connector Step 3

Wizard Completed

Setup has finished installing My3QL Connector/ODBC 5.0, Click,
Finish to exit the wizard,

| < Back || Finish | | Cancel

Install MySQL ODBC Connector Step 4

237
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2. Select directory and accept license terms

After all prerequisites are installed, the main installer launches.

A default folder is suggested. Before you can continue, you have to check that you agree to
the license terms and conditions.

Mirage Camputer Systems
Activation Server 6 for Licence

Protector

Yersion: 6.1 Date: 082013

Setup requires 199 MB in;
Chinetpubywenenro ot AckivationServerdh,

You must agree to the Licenses terms and conditions before
you can install Activation Server &,

[ 11 agree to the License terms and conditions.

Select directory

3. Select Installation Type

Select if it is a new installation of Activation Server 6 or if you want to upgrade from an
older version
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Activation Server 6

If vou upgrade an existing installation of the Activation
Server, the database is updated and all projects are
converted to the new version,

® Mewr Installation or upgrade version 6

Help

Back Install

Select type of installation

4. Configure MySOL Server

Type in the SQL Servernamelinstance. To create the database for the Activation Server 6
server, the installer needs the login data and administrator rights to create a database.
Specify an existing SQL server user with admin rights - the default user is: root. These
credentials are used only to create the database and add users. Type in the password you
used during the MySQL Server installation|=5)
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Activation Server 6

Configure My Sql Connection

Server: |]oca|h05t
Port: |33c|5
Lsername:; |T0'3't
Password: -
Help
Back Install

If you get the following error message after clicking on Next,

SQL Server login
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Mirage Computer Systems

Activation Server 6

Configure MySQL Connection

[SOLDriverConnect] {S0L_STATE: HYDDD} [MySOL][ODBC 8.00w)
Driver]Can't connect to My50L server on 'localhost’ (10061)

Password:

Help

Back Install

SQL Server login failed

then either the user name / password or servername / port is wrong. Only if the login test
is successful you can continue.

The installer will create a database Activation Server and stores the login details in the file
web.config [279)

5. Create application shortcuts

Select the shortcuts which should be created.
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Activation Server 6

Create application shortcuts

locations:
Wl Desktop
Wl Start Menu Programs folder

Back

Create shorcut links

Create shortcuts for Activation Server & in the following

Install

You provided now all necessary information to start the installation. You could review your

settings using the Back button.

The installation files are copied to selected folder. The database is created and the IIS is

configured.
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Mirage Computer Systems
Activation Server 6

‘nstallatior
is
processea

Please wait while the Setup Wizard installs Activation Server 4.
This may take several minutes.

Status:
P |

Downloading prerequisite softwrare

IIS is configured

At the end of the installation the open XML SDK installer launches. Just confirm all steps.
Some components could be downloaded over the Internet during that process.
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. el
Instal/Installlnstal
A_]aX A_]aX A]aX
‘tensiotensiotensi
-Step - -

Completed the Microsoft ASP.NET 2.0
AJAX Extensions 1.0 Sehup Wizard

Click the Finish button ko exit the Setup Wizard.

¥ Display Microsoft ASPL.MET 2.0 AJAx Extensions 1.0
Release Motes

Back . Finish | Carncel

Install Ajax Extensions - Step 4

6. Start Administration Interface

The next step is to start the Administration Interface. Click on Run
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Activation Server & has been successfully installed,

Finish

Installatioin finished

You will get an additional screen with explanation how to login

245
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Your login details

Usemame: admin
Password: (leave password empty)

After login you have to provide a password and you can customize your settings like language.

(Mote: It can take up to 1 minute until the login page appears as the database 1s generated during the first program start)

Goto Login Page

First login

If you want to migrate the database from version 4 or 5 do not login as this will
create a database. Install the updates (7) and then do the database migration. [2se!

After clicking on Goto Login Page it could take a while, until the Login Screen|zso)
appears. At the first launch of the server, sqgl scripts are launched to generate tables and
add default values.

7. Install Updates

Now install updates / service packs@ﬁ

Installation fails

If the installation fails open a ticket and add the log file. To create a log file start the
installer with the following command

activation-server6.0.exe /L*V "C:\log\as6install.log"
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Install Service Packs

Continue the installation by applying the latest service packs [2s0.

Install Operating System Prerequisites manually

In case the download of a prerequisites fails, you can download it manually

e C++ Redistributable Package
e MySOL ODBC driver

On Windows 2012 Server and newer, the Windows features and roles are installed
automatically. The following process is only required in case the installation of
prerequisites fail.You can skip this

= Instal IS and .NET Framework, ASP.NET 4.5 - Windows 12 Server (manual setup only
in case installation fails)

The configuration is done automatically during the installation. A manual setup would only
be required in case the installation process fails.

The steps describe Windows 2012 R2 Server.

¢ Click Start, point to Administrative Tools and click Server Manager.
¢ Click on Manage, Add Roles and Add Features

Add Roles and Features

e Select: Role-based or feature-based installation
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3 ‘Add Roles and Features Wizard

G
Role- or feature-based
installation

e Select your server

B Add Roles and Features Wizard = |-

Select destination serv

[Ches | [ Conel
Select Server

e Select Web Server (IIS) and confirm to install the Management Tools

Add Roles and Features Wizard -

Add features that are required for Web Server (l1S)? [

The following tocls are required to manage this feature, but do not
have to be installed on the same server.

4 Web Server (lIS)
4 Management Tocls

[Tools] IS Management Console

Include management tools (if applicable)

e

Add IIS

o Additionally select 1IS 6 Management Compatibility
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Select role services

Befere You Begin
Installation Type
Server Selection
Server Roles

Features

Web Server Role (liS)

Confirmation

Select the role services to install for Web Server (1IS)

Role services

e = N
[] Digest Authentication
[] 1S Client Certificate Mapping Authenticatic
[ 1P and Domain Restrictions
[ URL Authorization
[ Windows Authentication
b [ Application Development
a4 [ FTP Server
[] FTP Service
[ FTP Extensibility 1
4 Management Tools

1IS Management Console

nent Col

[ 115 Management Scripts and Tools

[] Management Service

<[

<| [T [T>

DESTINATION SERVER
DIETERHRLEESIF

Description

115 & Management Compatibility
provides forward compatibility for
your applications and seripts that
use the two IS APls, Admin Base
Object (ABO) and Active Directory
Service Interface (ADSI). You can use
existing |15 6 scripts to manage the
IS 7 Web server.

249

[<previous | [ Net> | [ nstal | [ Caneel

Add IIS 6 Management Compatibility

Click on Features and select .NET Framework 3.5, .NET Framework 4.5 and ASP.NET

4.5

Select features

sefore ou segin

Features

Seactons o e estures t nstall o th slected s

Descrption

) NET Framenork 35 Features

5] ASPNET45 provides core support
for running ASPNET 45 stand-sone

O HTTP Actation
00 Non-#TTP Acthation

Contrmaron

(115 o)

thatsr insarsted i 15

D) Bittocke Div Encyption
O Bitiocker Network Uniock
0 sancncacne

O ChentforFS

[ Dsta Center Brcgng

T Seckground ligent raster Sevee BT

[ | e

Add .NET and ASP.NET

¢ Review your installation selections and click Install.
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MET Framework 3.5 Features R
MET Framework 3.5 (includes .MET 2.0 and 3.0)

MET Framework 4.5 Features
ASEMET 4.5

Web Server (115)
Management Tools
15 & Management Compatibility
115 & Metabase Compatibility

115 Management Consale

Web Server

Comman HTTP Features

You can close this wizard without interrupting running tasks. View task progress or open this

1.8.1.4 Install Service Packs

After installation of the main server product install the service pack. This is mandatory.

e Download Service Pack Version 6.1.2.20493 as ZIP file
¢ Unzip the files into the installation folder of the server and replace the original files

1.8.1.5 Step 4 - First Login

After a successful installation, the login screen should appear. In case of errors see
troubleshooting | zs+.

Depending on your installation you can start the Administration Interface either

B,

¢ Click on the icon ""‘&?’on the desktop or in the program manager group
e http://localhost/Ipweb/login.aspx (only on local machine) or
¢ https://yourservername/lpweb/login.aspx

To access the Administration Interface, you have to provide username / password.
Depending on the user rights, not all options could be available.
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The default username is admin and there is no password (leave password field empty).

mirage

Username

Password

Forgot your password?

Activation Server Version 6.1.1.21039

If you forgot ryth)‘ur password, your can request it by e-mail. Select Forgot your
Password?| =

In case Two-Factor Authentication| =:1is enabled, additional steps are required to login.

You have to specify a new password after the first login. Also specify your e-mail address
(required if password is lost) and more settings like language or date format.

Press Save after you have filled out the form
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Change Your Password Please enter and verify a new password below.

Please enter and verify a new password below.

Remember that your new password

« must be at least 8 characters long

+ minimum 1 upper case letter

« minimum 2 lower case letters

« minimum 1 number

« minimum 1 special character

+« must not be identical with the old password

« and must not be identical with or contain your username

Change Your Password

Username " ™
New Password *

Verify New Password *

ar

Language English

I

Date Format English: 31/3/2018 &

For security reasons, the password needs to be complex (see explanation above)

2
Special characters are the following characters. You have to use at least one

l@#$%"&* () _+-=[1{}I"

Hosting only

If an admin user logs in, he has to confirm the Master Subscription Aqreement@ from
time to time

First time login

If the admin user logs in the first time, he gets a list with users without an e-mail address.
Click on Edit to add the e-mail address for the admin user.
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<

Home Metrics Reports v Data Management + Keys ~ Administration / Setup v Help

IManage User Emails Use this page to remove the duplicate emails and add emails to account without having any email.

Below is the list of users with duplicate emails or no email.Please update them to avoid any di while i for the users and other important actions.
To IGNORE, please click on the button to proceed.

Click To Proceed

Username First Name Last Name Alias E-mail

admin admin admin admin Edit

Now all tests for the setup are done. A license file for a trial version was installed. If you
bought the Activation Server 6, you have to activate your license|zs)

1.8.1.6 Step 5 - Activate License

Activation Server Windows and Mac

After the installation, the Activation Server 6 needs to be licensed. If you bought the
Activation Server 6, you got a Serial Number either for the Windows or MAC version.

As long as the license is not activated, you get a reminder message below the navigation
toolbar and activations will not work

Metrics Reports v Data Management Keys v Administration 7 Setup v Help

Home Trial wersion expires on 02/10/2018 - Activate License

SEARCH CURRENT YEAR TRANSACTIONS TRANSACTIONS HISTORY TRANSACTION RESULTS USERS FER COUNTRY TOF FRODUCTS TOF CUSTOMERS TOF RE

Search for keys, customers and resellers

Search Options [7]
® Key f ID Search
Basic Search (Name or E-Mail)
Extended Search (any search term)
! Contains
|Search Al v
| All Products ¥ |

Quick Links
Create a Serial Number Manual Product Activation Manage your addresses Key List

¢ Type in the Serial Number in the field: Apply Key and click on 4 to activate the license
and press the button Save
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Home Metrics Reporis v Data Management v Ki

ICDmpany Information Specify your company name and other things ‘

Use the form below to specify your company information.

Company Information Apply Key

Company Name Mirage Computer Systems Key URc1g-37NCC-94F9d-Atm7X-7| £

Company Logo | Browse...

Server time zone | (UTC) Coordinated Universal Time| v |

Password Expiry Period 45
(in days)

Two-Factor Authentication |
License Information
Activation Server Yes

Windows License

Applied Key URc1q-37NCC-94F9d-Atm7X-
7MoaQ-5W9En

Activation Server Mac No
License

If the Serial Number is valid, the Windows or MAC license is activated.

A

e The Server does a daily license check to registerserver.net and your firewall rules
have to allow that
e If you are a Hosting user, your license is already activated.

1.8.1.7 Install Updates

The way to install an update depends if it is a minor or major Update. It is not necessary
for users of the Mirage hosting service.

Latest program version

The latest main release number for on-premise installation is 6.3

The installed release number is displayed in the login screen in the bottom right corner.
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mirge

Username

Password

Forgot your password?

| Activation Server Version|6.0.0.20231

Release Number

« Update from version 4/5 to version 6/
e Update from 6.1 to 6.3 200)

1.8.1.7.1 Update from version 4 /5 to version 6

The database server used by Activation Server 6 changed from Microsoft SQL Server to
MySQL. All data has to be migrated from the MS-SQL Database to MySQL. This typically
takes a few hours but depending on the number of transactions or number of license files
could take more time. A data migration tool is provided which

e makes an estimation of the time needed
¢ does a final conversion of the data from MS-SQL to MySQL

You should install Activation Server 6 on a new virtual windows instance.
The update is done in different steps

Check system requirements |z0o)

Install MySQL Server |zl

Install Activation Server 6/ (do not login into the server after installation)
Download Migration Tool
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1.8.1.7.1.1

e Check migration time and migrate the datal )

Database Migration

The database migration tool uses a lot optimizations and multiple threads to provide a fast
migration from MS-SQL to MySQL. Depending on the number of records it can take
minutes up to 1 day. If your database has more than 100.000 transactions or thousands of
license files you should consider using a high end server for the data migration.

Before you can use the migration tool ensure that you have installed the MySQL Server
database =0 and Activation Server 6]z

The migration tool supports the migration of version 4 and 5 to version 6. Version 3.1
(released in 3/2010) was not tested with the migration tool but should work. Older versions
can be converted as as service. Contact sales@mirage-systems.de to get a quote.

Start opwas6upgconfig.exe

Step 1 - Configuration

You need to configure the MS-SQL Server and MySQL server access credentials

The connection string can be retrieved from the web.config file of the old and new
Activation Server.

e Source Connection String MS SQL - this is the connection string to connect to the
existing MS-SQL Server database

e Target Connection String My-SQL - this is the connection string to connect to the new
My-SQL server database. The database may not include any existing activation server
data (new installation)

o Number of Threads. Default is 4 - with high end servers you can use a higher number

e Improve speed. This setting makes sense if your conversion time takes too long time.
The migration tool would then e.g. skip records which are not mandatory like records
with errors and would try to keep only the relevant data. Check this option only if you
need to reduce the conversion time

After doing the configuration click on Save Settings
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I Loy - T

Activation Server & Migration-Config = || = -

This application does the configuration for the Activation Server B Migration Tool. The Migration Tool itzelf iz a console application and can be started independently after doing
the settings.

This iz your existing Activation Server database on a Microzaoft SOL Server

Source Connection String M5 SOL |nrd=secret;F'ersist Security Info=T e User |D=za;Initial Catalog=myE xistingdctivationServerDB D ata Source:mySQLServerMachine|

Thiz iz your new and completely empty MySgl [version 5.7 or higher] database. Make sure that the MyS gl zetting
lower_caze table_names iz get to 2 in myini if on a Windows Server or 1 if the MuSgl Server is Linux-baged.

Target Connection Sting MuSql ||yMyS gl achine Port=3306 User |d=myhyS qllser password=another_secret Persist Security |nfo=tlue;database=activation_servei|

Thiz iz the _folder i which the logfiles of the migration run will be created. Make sure to have at least 100ME of free

memary in it.
Folder for Log Files |${LocalﬁppData}\DPWASBUpg.log |
Mo of Threads |4

Improve Speed  On checking the option: Improve Speed some data which is not mandatory iz omitted. Thiz should be checked only if the migration tool takes too
long time, Check the estimated running-time by typing "opwasbupg.exe check”

Affanion These ara inferal values fhaf showd onie be alfered by expenenced comsulfants
Skipievel Serpifie |

Save Settings

To get an estimation about the migration time click on the button: Open Congole and twpe in - opwasBupg.exe check

To start the migration click on the button: Open Congole and twpe in - opwasBupg, exe

opwastupg.exe check
E Help Open Console o
opwassupg.exe

Step 2 - Get an estimation of the migration time

Click on the button Open Console
Type in: opwas6bupg.exe check

Your database is analyzed and you will get an estimation of the migration time. The
estimation is based on a typical database server.

There are 2 estimations about the migration time. The first time is without having the
option: improve speed enabled while the second value is with improved speed enabled.
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oo | ChWindows\System32yomd.exe

icrosoft Windows [Uersion 6.3.96001
(c» 2013 Microsoft Corporation. All rights reserved.

:s“Migration ToolsFinal Migration Tool~OnPremiseMoveZMySgl-OnPremizseMoveZMySglsd
eployXopwasbupg.exe check
OPWASEUpy 1.2.0.205%63 started...

% 5QL Connection successfully opened

y8gl Connection successfully opened

he estimated running time to convert the AS database to MySgl will he about 1 h
opurs 18 minutes.

On wsing runfast the estimated running time will be about @ hours 57 minutes.

otice that these values are estimated and depend strongly on the speed and cure
ent load of your system. It may take up to 58¢ longer on a weak machine but the
peed can also he up to 58 faster on a stronger machine.

:s“Migration ToolsFinal Migration Tool~OnPremiseMoveZMySgl-OnPremiszeMoveZMySglsd
eploy>

If the migration time is too long, there is a manual process for large databases to do the
migration in a different way where the database is offline only a few hours..

You can order this as a paid service. Order now. Then open a support ticket and provide
the order number. The final charge is based on the time spent including analysing of the
database and doing a test migration.

Step 3 - Run the migration

Old Activation Server

As a first step you have to take the old Activation Server offline as during the migration no
data should be changed.

Either stop the IIS Service (if this is the only application running on that server) or rename
the installation folder.

Make a backup of the database. If you use the option: Improve Speed records are
deleted and you would not be able to use the old database again.

Start migration

Click on the button Open Console

Type in: opwas6upg.exe
You will get console messages about the migration progress
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Step 3 - Migrate the project files

From the old server copy the following files to the same folder on the new server

\pconfig - all files with the extension .pconfig
\alg - all files with the extension .XML

On the main installation folder there is on very old setups a file licprotectorws.config.
Check content of the file if it contains a project other than a demo project. Only if it
contains

project data then copy this file to the main folder on the new server.

After the first login all projects will be imported into the database and saved as backup on
the system.
New projects have to be imported through the product upload wizard. [ 1)

Step 4 - Login and check projects

Once the migration is done you can Ioginﬁﬁ using your old credentials.

Navigate to the product configuration| = and check if all of your products appear in the list.
If not, restart the server|sss.
If they are still not appearing use the product upload wizard. [145)
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1.8.1.7.2 Update from version 6.1 to version 6.3

The update requires a running instance of Activation Server 6.1 or newer as it only
includes updated files.

The exact update version is: 6.3.0.27640

Step 1 - Check your version

Only install this update if you have version 6.0 or newer installed

mirage

Username

Password

Forgot your password?

Activation Server Version|6.0.0.20231

Release Number

Step 2 - Update MySQL Connector

The MySQL Connector Net 8.0.17 is required. If you installed a hewer version of MySQL,
it could be a higher version number which is not supported. Go to Control Panel /
Programs / Programs and Features and check the version number.
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(j Programs and Features - (] X

« v 4 ! » Control Panel » Programs > Programs and Features v O £ Search Pr s and Features

Control Panel Home g
Uninstall or change a program

View installed updates To uninstall a program, select it from the list and then click Uninstall, Change, or Repair.

!y‘ Turn Windows features on or

off Organize = Uninstall Change  Repair = - @

Name Publisher Installed On Size Version
Al DevExpress DevExtreme 18.2 Developer Express Inc. 1/13/2020 18.2.7

- 1S 10.0 Express Microsoft Corporation 1/13/2020 53.5 MB 10.0.03203
ﬁMlcmsoﬁ NET Core SDK 3.1.101 {x64) from Visual Studio Microsoft Corporation 1/17/2020 168 KB 3.1.101.014848
_| Microsoft ODBC Driver 17 for SQL Server Microsoft Corporation 1/13/2020 835 MB 17.20.1

_I Microsoft SQL Server 2016 LocalDB Microsoft Corporation 1/13/2020 233 MB 13.1.4001.0

_| Microsoft System CLR Types for SQL Server 2019 CTP2.2 Microsoft Corporation 1/13/2020 433 MB 15.0.1200.24

_| Microsoft System CLR Types for SQL Server 2019 CTP2.2 Microsoft Corporation 1/13/2020 6.26 MB 15.0.1200.24
ﬁMicrosaﬂ Visual C++ 2013 Redistributable (x64) - 12.0.30501 Microsoft Corporation 1/13/2020 20.5 MB 12.0.30501.0
ngcrosoﬂ Visual C++ 2013 Redistributable (x86) - 12.0.30501 Microsoft Corporation 1/13/2020 17.1 MB 12.0.30501.0
ﬁMlcrosoft Visual C++ 2015-2019 Redistributable (x64) - 14.24... Microsoft Corporation 1/13/2020 231 MB 1424281274
ﬁMlchsoft Visual C++ 2015-2019 Redistributable (x86) - 14.24... Microsoft Corporation 1/13/2020 20.1 MB 14.24.28127.4
D(,Microsoﬂ Visual Studio Installer Microsoft Corporation 1/13/2020 2.4.1080.1113
Q‘}‘ Microsoft Web Deploy 4.0 Microsoft Corporation 1/13/2020 14.5 MB 10.0.2606

"W MySQL Connector Net 8.0.18 Oracle 1/13/2020 944 ME 80.18
5] Notepad++ (64-bit x64) Notepad++ Team 1/21/2020 956 MB 7.83

(él? Parallels Tools Parallels International GmbH 1/13/2020 223 MB 15.1.247123
[N Ve Caman . P . SR et

Ifitis not 8.0.17 proceed as follows.

¢ Uninstall the MySL Connector NET 8.0.X version
« Install Version 8.0.17 (select it at the top) https.//downloads.mysgl.com/archives/c-
net/

e Download the version as per your Operating System

® MySQL Product Archives

< MySQL Connector/NET (Archived Versions)

3 Please note that these are old versions. New releases will have recent bug fixes and features!
To download the latest release of MySQL Connector/NET, please visit MySQL Downloads.

Product Version: 8.0.17 :;

Operating System: | Microsoft Windows %)
Windows (x86, 32-bit), Ml Installer Jun 25,2019 33M
(mysq-connector-net-8.0.17.msi) MD5: b17ae2c32a262b137dd1e385£48a0395 | Signature

‘E MySOL Connector/ODBC 8.0 - Setup Wizard

Setup Type
Choose the setup type that best suits your needs.

Please select a setup type.

O Typical

Common program features will be installed. Recommended for
general use.

All program features wil be installed. (Requires the most disk
space.)

istom
- Choose which program features you want installed and where they
will be installed. Recommended for advanced users.

o G
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Step 3 - Make a Backup

Make a backup of all folders (typically inetpub\wwwroot\ActivationServer..). You can
restore the existing version at any time by copying these files back.

Step 4 - Install Update preparation file

Download the update preparation file

Unzip it into the installation folder (typically inetpub\wwwroot\ActivationServer..)
Double click on the file: install-prepare.bat

It will delete all application folders and files and make a backup of important
configuration files in the folder ..\backup

Step 5 - Install Update

The installation package is a ZIP file, which just has to be unzipped to the installation
folder

¢ Close all Browser Windows
o Copy the files from the folder AS_6.3.0.27640 to the to the installation folder (typically
inetpub\wwwroot\ActivationServer..)

alg File folder

App_Browsers File folder

App_Themes File folder

bin File folder

languages File folder

pagecontent File folder

pconfig File folder

usercontrols File folder

.DS_Store DS_STORE File TKB
|| AddActivationRequest.aspx 16.03.2016 17:42 ASPX File 8 KB
| | AddKey.aspx 16.03.2016 17:42 ASPX File TKB
| | AS3.master 22,06.2016 17:48 MASTER File 15 KB
| | ASChartData.asmx 12.01.2016 14:19 ASMX File 1KB
|| ASMenu.aspx 2.01.2016 14:19 ASPX File 1KB
| | ChangePassword.aspx 16.03.2016 17:42 ASPX File 5KB
| | ChidLic.aspx 2.01.2016 14:19 ASPX File 1KB
|| CompanylnformationView.aspx 08.06.2016 19:43 ASPX File TKB
| | CreateAdditionalKey.aspx 16.03.2016 17:42 ASPX File 14 KB
| | CreateSerialnumber.aspx 16.03.2016 17:42 ASPX File S KB
| | DataView.aspx 16.03.2016 17:42 ASPX File 3KB
| | DeactivateModule.aspx 16.03.2016 17:42 ASPX File 5KB
|1 MisnlavFields.asoe 1A.03.2016 17:42 ASPY File TER

Modify the file web.config. Copy the connection string value from the backup file to the

new web.config file

<connectionStrings>
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<add name="AS3" connectionString="user id=sa;data source=\SQLEXPRESS;persist
security info=False;initial catalog=activation_server;password=mysecret123$;"/>
</connectionStrings>

e Restart the server

Click on the icon "ion the desktop or in the program manager group to login

If any error occurs see troubleshooting [26h)

You have to delete the Browser cache. Otherwise the user interface would display a
mix of old and new files.

Step 6 - Check version number

Log out and check the release number in the login screen. It must be 6.3.0

miage

Username

Password

Forgot your password?

Activation Server Version 6.3.0.27640

Release Number 6.3.x
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1.8.1.8

Step 6 - Perform System Check

This step is only necessary if you run into an error.

Activation Server 6 has an included mechanism to check, if the setup was successfull. It
is called TestConfiguration and can be started with a web browser on the server
machine (this test can be done only on the server).

Open the browser and type http://localhost/Ipweb/lpws.asmx . You will see a list of all
calls Activation Server 6 provides. Click on TestConfiguration.

Now you can enter two parameters: The project and the ModulelD. In the provided Demo
Application you should enter “demo-easygo” (case sensitive!) and “QHDO001". Press the
button to start the test.

A product activation is now simulated. Check the output in a new browser window:

<tuml version="1.0" encoding="utf-8" 7>

<string xmins="http:/ fwww.mirage-systems.de/">Checking log.config: configured file
'CA\MInetpubd\wwwroot\\Ipwebi\\log.config' found. Checking licprotectorws.config: configured file
'C:AMInetpub’y\wwwrooty\Ipwebi\\licprotectorws .config' found. Checking database: Reading...ok Writing...ok
Testing project 'Demo Project': Test WebRegister for project Demo Project and module D1001: successful: Set
WebActivation to 2. Created 2 keys: Key 1: 8CDsW-ICq93-jG6I5-4CMOt-zIDii-6J1k6 Key 2: I7D2I-5CLj3-9G517-
3CBO7-fID5i-6K14G Mo problem recognized at testing configuration. Continue with further setup tests.</string

If the string ends with “Continue with further setup tests.” then the System seems to be
set up correctly. Nevertheless you should do further tests. Otherwise have a look at the log
file.

In case of errors see troubleshooting [ 268,

After a successful system check, the last step is login into the Administration Interface [250),
The web site is automatically loaded

1.8.1.8.1 Troubleshooting

Find below errors which could occur after an installation or after an upgrade

e If buttons are missing then delete the Browser Cache

« Error Invalid object name "tblUser’. when you try to login. This would typically
happen after a new installation. Restart the Windows Server to finish the
installation

o= Buttons are visible but the design (images) are missing

If IS 6 is used, check if Script source access is enabled
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L ctivation-Serverd Properkties

Documents

‘Web Site

HTTF Headers
ISAPI Filkers

I Direckory Security I
I Performance I

The content Far this resaurce should come Fram:

£+ directory located on this computer
" 4 share located on another computer
£~ & redirection ko a URL

2%

Cuskorm Errors |
Horme Direckory

Local path:

¥ Script source access:

¥ Log wisits

v werice

[ Directory browsing

Epub’wasasr oot AckivationServerd

v Index this resource

i

Browse. ..

Application

Application name:
Starting poink:
Execute permissions:

application

setkings

I Activation-Serverd

<hckivation-Serverd =

Remaove

Configuration. ..

IScripts and Executables

pool: Iactivatiun-server-pml

=~
=

il

[rmload

o |

Cancel |

apply | Help |

o If Windows 2008 Server is used, ensure that you have installed all features including
the 11IS6 Management compatibility console.

o If you start the Administration Interface and you get the error Access to the path 'C:
\inetpub\wwwroot\ipweb\pagecontent\UserDirectories\xy/' is denied, - check right@ebl

e Error=

<compilation targetFramework="4.0"/>
Check the following settings

.NET Framework must be set to Version 4
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File  Acton View Help

E, Server Manager

| #

= 5 Roles
= % Web Server (IIS)
& Internet Information Se
il Features
[ 7w Diagnostics
=l [&] Event Viewer
_"-é- Custom Views
Windows Logs
1 Applications and Servic
Subscriptions
@ Performance
=) Device Manager
= -ﬁ‘& Configuration
Task Scheduler
9 Windows Firewall with Adve
i, services
5 WMI Control
= % Local Users and Groups
[ users
| Groups
= 25 storage
@ Windows Server Backup
= Disk Management

FNECI PRI 1ntermet Information Services (115) Manager

@e‘j [J » DIETERHRLEDG2E *» Application Pools

| @ -

€-id|= e

&5 Start Page
L=

- [} Application Pools
B[] Sites

) Activation-Serverd
alg

| App_Browsers
| App_Themes
| aspnet_dient
7] Backup

7| pagecontent

- oconfia

Check the following settings

0‘§| Application Pools
[#

This page lets you view and manage the list of application pools on the server,
Application pools are associated with worker processes, contain one or more
applications, and provide isolation among different applications.

Filter: T gGe - %Shuw Al | Group by:

Name =
~

Integrated
e v 4 Integrated
L2 ASP.NET v4.0 Cl...

VAP

Started Classic Applicatic
;;’C\asgc .MNET App... Started 2.0 Classic Applicatic
-.;'DefaultAppPool Started w2.0 Integrated Applicatic

.NET Framework must be set to Version 4

File Acton View Help

Server Manager

Ly Add Application Poal...
Set Application Pool Defaults. ..
Application Pool Tasks

b Start

@ stop

Z Recyde...

Edit Application Pool

D Basic Settings...
Recyding...

Advanced Settings...
Rename

XK Remove

View Applications

@ Help

¢ Error Unrecognized attribute 'xmins' / Unbekanntes Attribut 'xmIns' or error 503/

NS 7

e= 25

= 3 Roles
= Q‘ﬂ Web Server (IIS)
W Internet Information Se
il Features
[ 7 Diagnostics
=l [&] Event Viewer
} Custom Views
L Windows Logs
Applications and Servia
4 Subscriptions
@ Performance
2 Device Manager
= 7} Configuration
9 Task Scheduler
Windows Firewall with Advz
4, Services
% WML Control
= %/ Local Users and Groups
1 Users
[ Groups
= f—ﬂ Storage
@ Windows Server Backup
=4 Disk Management

i Server Manager (DIETERHRLEDGZE [t e Ty R L

@é‘? [J b DIETERHRLEDG2E * Application Pools

| @ -

€-id|= |8

-5 Start Page
83

= Application Pools

E-[&] Sites

B @ Activation-Server4
1 alg

"] App_Browsers

App_Themes

| aspret_dlient

| Backup

] bin

7 export

pagecontent

0‘§| Application Pools
[#

This page lets you view and manage the list of application pools on the server.
Application pools are associated with worker processes, contain one or more
applications, and provide isolation among different applications.

Filter: T Ge - %Show All | Group by:

Name =
=

Integrated

Ve,

IEF 0
(D ASP.NET v4.0 Cl...

Started Classic
[} Classic NET App... Started  v2.0 Classic
QDEv'aultApanﬂl Started v2.0 Integrated

7 nconfia

,; Add Application Poal...

Set Application Pool Defaults. ..
Application Pool Tasks
Start

Stop

Recyde...

W

Edit Application Pool
Basic Settings...

fiz)

Recyding...
Advanced Settings...
Rename

XK Remove

View Applications

@ Help
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Zeer b Yiage b lpwsh b

Fle  Wew Help

‘:@ {lpweb Home
[E]

£ Explore

tror Pages
{3 Failed Request Tracing ...
‘2 |Handler Mappings
[<ZHTTP Redirect

ELHTTP Response Headers
82,115 Manager Permissions
B8"1Pv+ Address and Dom...
Eliogging

7 Machine Key

545 MIME Types

Fmodules

35, 0utput Caching

- Pages and Controls

%, Providers

s session state

[=h5MTP E-mail

D53 settings

pplication

Configure pages ta return when errors occur

Configure logging of Failed request traces

Specify resources that handle responses for specific request types

Specify rules for redirecting incoming requests to anather il or URL

Configure HTTP headers that are added to responses from the Web server
Configure users who can administer sites and applications

Reestrict or grant access to Web content based on 1Pv4 addresses or domain names
Configure how 115 lags requests on the Web server

Configure hashing and encryption settings for managed application services
Configure extensions and assaciated content types that are served as static fles
Configure native and managed code madules that process requests an the Web server
Specify rules for caching served content in the output cache:

Configure properties for pages and cantrols in ASP.HET applications

Configure providers For provider-based application services

Configure session state settings and Forms aUthentication cookis settings
Configure e-mai address and delivery options ta send e-mail from Web applications
Specify requirements for S5L and client certificates.

Site name:  Firas
Path: !

alias:

Application poal;

Ilpwel:u
Example: sales

Phrysical paths:

DefaultappPoal

ID:'I,WWWRDDI:'I,Ipweb

Pass-through authentication

Conneck as... | Test Settings...

0] 4 Cancel

Groupby: Ho Grouping -m@- Edit Permissians. .
" App_Themes Feature Name_~ | Description | Basic Settings.
I bin 3 MET Complation Configure praperties for compiling managed code View Virtusl Drectories
7 expart © NET Glabalzation Canfigure glabalization praperties for managed cade
| languages E] JMET Profile Configure options that track user-selected preferences in ASP.NET applications Manage Application
 logs MET Roles Configure user groups for use with JHET Users and Forms authentication Browse Application
= mall S MET Trust Levels Configure trust-level palicy files and the selected trust level for ASP.NET applications. Browse *150 (hetp)
| pagecontent NET Users Manage users who belong to roles and who use Forms suthentication -
| peonfig pplication Settings Configure name and value pairs For managed code to use ot runtime Brovee e
| reports o authentication Configure authentication settings for sites and applications Advanced Settings. ..
| usercontrols |8 Autharization Rules Canfigure rules Far authorizing users ta access Web sites and applications i

‘42l Compression Configure sektings to compress responses ey

=\ Cannection Strings Canfigure strings that Web sites and applications can use to connect to data sources Gniine Help
| @ Default Document Configure default Flles ko return when dients do not specify a il in a request
[l Directory Brawsing Canfigure information to display in a directery listing
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Select Application Pool [ 7] |

Propetties:

.Met Framewark Yersion: 2.0
Pipeline mode: Integrated

[ o |

Cancel

3NIS 6

In the IIS probably ASP 1.x is assigned instead ASP 2.x. Open the Ipweb configuration
in IIS, select the ASP.NET Tab and change ASP.NET version to 2.x

Eigenschaften von Ipweb i |
Wirtuelles Verzeichnis I Cokurmente I Yerzeichnissicherheit |
HTTP-Header I Benukzerdefinisrte Fehler ASP.MET

AP MET wersion:
Wirtual path:
File: location:
File creation date:

File last modified:

A - |

I Hpweh

I Zhinetpubssnsroot pwebiweb, config

IDS.D‘B.EDDB 15:55:00

IIE.DQ.EDDB 15:16:49

Edit Configuratian, .. |

(4 I Abbrechen Ubernehmen | HilFe |

If you cannot select asp.net version 2.0 then activate the version using
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C:\Windows\Microsoft. NET\Framework\v2.0.50727\aspnet_regiis.exe -i

= HTTP Error 500.19

e Go to control panel -> Uninstall a program -> Turn Windows Features on and off

¢ Open the Internet Information Server branch -> World Wide Web Service Branch ->
Application Development Features

Select the following features

(] Windows Features . @Eﬁ

Turn Windows features on or off (7]

' To turn a feature on, select its check box. To turn a feature off, clear its
| check box. Afilled box means that only part of the feature is turned on.

| | @[]} FTPPublishing Service ]
| = B |, Web Management Tools
- [ | World Wide Web Services

= [H | Application Development Features

[¥] |, .NET Extensibility

(V] ), asp

¥

m

, ASP.MET
, Cal
| ISAPI Extensions

, ISAPI Filters

@ W |, Common Http Features

HEEI

= Could not load file or assembly 'vjscor'
The J# Redistributable Package is missing - Installation

= Could not load file or assembly 'DocumentFormat.OpenXml, Version=2.0.4725.0,
Culture=neutral, PublicKeyT oken=31bf3856ad364e35' or one of its dependencies

The open XML SDK is missing or a wrong version is installed - Installation |27l

= Could not load page
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If you get an error that a page can not be loaded then Start IIS. Expand your computer
name and click on "Web Service Extensions". Make sure "ASP.NET" has a checkmark
next to it, and that means that it's enabled.

t Internet Information Services (I15) Manager - |EI|5|
¥g Fle action  Wiew ‘window Help ‘ —|=] x|
¢ D@ EFRB 2[££ > 50
E‘J Internet Information Services | & . .W'Eh- S'E;'vic'e Extensions
= -._"J JOMATHAMN-2003 (lacal cors e
Eeliinged Application Pools ¢ | weh Service Extensian | Status
-"J KEE :Ites_ rewr— “F &l Unknown ISAPI Extensions Prohibited
+]- eh Service Extension:
- Al “F allUnknown Cal Extensions Frohibited
— B ) "
Prohihit .D.tlve Server Pages Prohibited
ASPNET w11, Allowed
Froperties Inkernet Data Connector Prohibited
Server Side Includes Prohibited
5] webDay Prohibited
Tasks
Bl 5idd 5 niew Web service extension...
E alloww all web service extensions for a
specific application...
EL protibit all web service extensions
@ Open Help
« | B
1| | 1% Extended A Standard /

e If you try to login and get the error invalid object name 'tbluser’
Change collation of database to "Latinl_General _Cl_AS"

e If you get an error and the Administration Interface does not start check if the web
service is running and = restart the IS Server

To restart IIS services

From the Start menu, point to Administrative Tools, and then click Internet
‘Information Services (lIS) Manager.

5 In IIS Manager, right-click the local computer, point to All Tasks, then click Restart

lIS.
In the What do you want IIS to do drop-down list, click Restart Internet Services

3.on computer name. You can also choose to reboot the computer, stop the Internet

service, or start the Internet service.

4.11S attempts to stop all services before restarting.

To start, stop, or pause individual sites
* In IIS Manager, right-click the site you want to start (select LPWEB), stop, or pause;

and click Start, Stop, or Pause.
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= Create Unlock Key (manual product activation) fails with - http status 404 - not found

If creating a Serial Number | 04 is working but creating an Unlock Key (manual product
activation) fails with the error message: http status 404 - not found then check the entry

<add key="WebServiceURL (02T value="http://localhost/Ipweb/Ipws.asmx" />

in the file web.config|-s. The URL must direct to the page Ipws.asmx and if you type in
the URL in the Browser it should open this page - see Perform System Check|ze4

= Java script errors on [IS7

If you get java script errors, check the application pool setting in IS 7. It must be set to
Classic.net AppPool.

= IS 7 - check the following settings
Check the following settings

.NET Framework must be set to Version 4

10 I
File Action ‘iew Help

e=|2m|
EN e A DS EEE S Internet Information Services (11S) Manager

-
(= 5 Roles —
=1 € web Server (115) @ ‘' [,_:2 v DIETERHRLEDS2E * Application Pools | &2

W) Internet Information Se

i Feares P o oaciens
=it W Application Pools
] Diagnostics g, PP (& add Application Pool...
& [ Event viewer 5 StartPage set Application Pool Defaults
 Custom Views H-j This page lets you view and manage the list of application pools on the server. L A
A Windows Logs L _ Application pools are assodated with worker processes, contain one or more Application Pool Tasks
EI Applications and Servia E‘;:, ;‘:::‘Bh"” Pools applications, and provide isolation among different applications. » (:II:
g Sta
24 Subscriptions S
L | P! =t ivati Filter: - Go g Show Al | Group by:
® performance EX*) Ac_hvlanun-5ewer4 & | roup by 2 || ® stp
% Device Manager B 2l Name ~ = % Recyde...
. < -] App_Themes — Edit Application Pool
Task Scheduler = amret dient 4 G ted X Applicatic
Windows Firewall with Advz = B:dm = [PASP.NETv4.0CL.. Started w40 Classic applicatic [5] Basic settngs...
(J, services = o u [} Classic .NET App... Started w20 Classic Applicatic Recydling...
&5 WMI Control = export 22 DefaultAppPocl Started v2.0 Integrated Applicatic Advanced Settings...
=1 ¥ Local Users and Groups Janquages Rename
| Users \ogg g
) 1 Groups 5P peb K Remove
{E5 sto =
=l 24 storage = mail View Applications
@ Windows Server Backup = hagecontent
=9 Disk Management - =y Ecngnﬁn @' Help
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Internet Information Services (115) Manager [_]

Py AL b ozae b Yol b lpush b

GO |

Fle  Wew Help

Group by: Mo Grouping

‘:@ {lpweb Home
[E]

£ Explore
Edit Permissians. .

| Description

Basic Settings.

" App_Themes Feature Hams_~
“ bin & HET Compllation
T export © NET Glabalzation
| languages [52HET Profils
T logs HET Roles
I wail B RET Trust Levels
| pagecontent P
| peonfig pplication Settings
| reports o, Authentication
| usercontrols |8 Autharization Rules
‘42l Compression
= Connection Strings
| @Default Document
[l Directory Brawsing

tror Pages
{3 Failed Request Tracing ...
‘2 |Handler Mappings
[<ZHTTP Redirect

ELHTTP Response Headers
82,115 Manager Permissions
B8"1Pv+ Address and Dom...
Eliogging

7 Machine Key

545 MIME Types

Fmodules

35, 0utput Caching

- Pages and Controls

%, Providers

s session state

[=h5MTP E-mail

D53 settings

pplication

Configure properties for compiing managed code
Canfigure glabalization properties for managed code

Configure options that track user-selected preferences in ASP.HET applications
Canfigure user groups for use with JNET Lisers and Forms authentication

Configure trust-level policy files and the selected trust leved for ASP.NET applizations.
Manage users who belong o roles and who use Forms authentication

Configure name and value pairs For managed code to use at runtime

Canfigure authentication settings For stes and applications

Canfigure rules for authorizing users to access Web sites and applications

Canfigure settings to campress respanses

Canfigure strings that Web sites and applications can use to connect to daka sources
Configure deFault Fles b return when dients do not specify a Fle in a request
Canfigure information to display in a directory listing

Canfigure pages ta return when errors occur

Configure logging cf Falled request traces

Specify resources that handle responses For specific request types

Specify rules for redirecting incoming requests to anather Fle ar URL

Configure HTTP headers that are added ta respanses from the Web server
Canfigure users who can administer sites and applications

Ruestrict or grant access o Web cantent based on [Pv4 addresses or domain names
Canfigure how 115 logs requests on the Web server

Configure hashing and encryption settings for managed application services
Configure extensions and associated conbent types that are served as static files
Configure native and managed code modules that process requests on the Web server
Specify rules for caching served conkent in the output cache

Canfigure properties for pages and controls in ASP.NET applications

Configure providers for provider-based application services

Canfigure session state settings and Farms authertication cookie settings

Configure e-mail address and delivery options to send e-mal from Web applications
Specify requirements For 551 and client certificates.

View Virtual Directaries
Manage Application 2
Browse Application
Browse a0 (hetp)

Erowse %443 (hittps)

Advanced Settings...

Help

Criine Help

Site name:  Firas
Path: !

alias:

Application poal;

Ilpwel:u
Example: sales

Phrysical paths:

DefaultappPoal

ID:'I,WWWRDDI:'I,Ipweb

Pass-through authentication

Conneck as... | Test Settings...

(8]4

Cancel
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Select Application Pool [ 7] |

Application pool;

Propetties:

.Met Framewark Yersion: 2.0
Pipeline mode: Integrated

K I Cancel

= MAC versions - product activation - Error 3001

If an activation of a MAC version gives error 3001 and this error occurs the first time
after the installation of theActivation Server 6, change the following settings in the 1IS

LE Internet Information Services (IIS) Manager

£ =
© |*sj » DIETERHRLEESTF »

File View Help

Connections .
@ DIETERHRLEES1F Home
€. - s g
5 Start Page Filter - ¥ Go - G ShowAll | Group by: Area
485 My Server AT B ST AT eSO T T ——TEVETS seumgs
(¥ Application Poals
4[] Sites @l
Activation-Serverd .
“ &E’ - ‘:E‘D" erver Secsion State SMTP E-mail

“| App_Browsers
“| App_Themes

FTP
7| Backup R . . =
FTP

7 export
3 languages Authentic.. Authorizat.. Browsing  Support  Address ..

3 lpueb %%
= mail FTP User
~ pagecontent Isolation

fi
7| peonfig s

| usercentrols ?E ,‘\B_d E \g"‘ @ gj
Asp

= reports

3
3
3
3
3
3
B[] logs
3
3
3
3
3
3

1> 4% Default Web Site /
Authentic... CGl  Compression Default  Directory
Document  Browsing

T & 8 = A

HTTP  ISAPland  ISAPIFilters Logging MIME Types  Modules
Respon..  CGI Restri..

Sumgs

FTP  FTPDirectory FTPFirewall  FTPIP  FTPLogging FTP Logen
Attempt R...

Error Pages
.
Output
Caching

G
FTP
Messages

3

Failed

Conrors

o=

o)

FTP Request
Filtering

FastCGl

Request Tra..  Settings
= i
= #
Request Server
Filtering | [Certificates

o)
L)
FTP S5L
Settings

&
Handler
Mappings
Eo)
@y
Worker
Processes

12

Open Feature

Manage Server
Restart

Stop
View Application Pools

View Sites

Change .NET Framewaork
Version

Get New Web Platform
Components

Help
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L= Internet Information Services (1IS) Manager =[B] x
® ‘«‘3 » DIETERHRLEESIF » \wz @ -
File View Help Edit Request Filtering Settings _
Connections Alerts
- I General
@90 Request Filterin =
<, - 8 % a 9 . . (i) File name extensions that
. ¥ Allow unlisted file name extensions T
5 Start Page Usethis Feature to confiaure fi appear in the list and have
.+ 83 DIETERHRLEESIF (DIETERHRL | - ooroie lo comigureitenng Allow unlisted verbs SIHUT:E: ":““tia‘sff’g
a > = = ocked. No other file name
[ Application Pools [ File Name Extensions | =4 Rule: P lery Strings oxtersions are blacked.
4-(8] Sites File Extesion Allowed ) ~ ”
2 D) Activation-Serverd . e [ Allow double escaping Actions
b alg S False Allow File Name Extension..
b - App_Browsers asex False Request Limits Deny File Mame Extension...
b -7 App_Themes : ,
b Backup -master False Maximum allowed content length (Bytes): =|| - [Edit Feature Settings...
b1 bin i False [30000000 | ® o
b export browser False ot -1C
o sitema False Masimum URL length (Bytes):
I -] languages =i P ‘/
»-I5 logs .config False [12288 |
b (P lpweb « ?:“ Maximurm query string (Bytes):
b3 mail «csprej alse
12288
b -] pagecontent b False | |
b~ peonfig bproj False
b7 reports webinfo False
b -7 usercontrols Jiex False
1 4% Default Web Site resx False
resources False
.mdb False
dsproj False
Java False
sl False v
< w 5| [T Festures View |/ Content View
Cenfiguration: 'localhost’ applicationHost.config 9

1.8.1.8.1.1 Create Database

The database structure is created during the first start of the Activation Server 6. The
following step is only necessary if there is a problem with the automatic generation of the
tables.

e Use SOL Server Enterprise Manaqer@ﬁ

P

VA B
£ The configuration settings expect to have the SQL server configured with SQL
Server Authentication and not with Integrated Login.

Note that this tool only is available if you have SQL Server installed. If you use MSDE there
is no Enterprise Manager. In that case you have to use OSQL command line utility.

Step 1: Open Enterprise Manager
Step 2: Expand the tree on the left side:

Console Root [ Microsoft SQL Servers [ SQL Server Group [ your Server [ Databases

Step 3: Right click on Databases and choose New Database
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[ Console Root Databases
= Microsoft SOL Servers
= ﬁ SOL Server Group
- a} (local) (windows MT)

Y Mew Database. .,

+ ms
ekl me o Al Tasks »
+ ms
¥ fo view Y o
¥ pu  Mew Window from Here
+ Sa
Refresh
i 54 E k Lisk
. - wport Lisk, .,
+ 33 Help
+- 4 Eermpoo

Step 4: Enter the name e.g. LPWeb23 and press the Ok button. Now the database is

created.
Database Properties - LPWeb23 E]
General l Data Filesl Transaction Log]
M ame: |LPW'eb23

[ratabaze
Statug: [Unknows)
QOwner: [Unknown)
Date created: [Unknovr)
Size: [Unknown)
Space available: [Unknow)
Mumber of uzers: [Unknowr)

Backup
Last database backup: Mone
Last trangaction log backup: Mone

M aintenance
Maintenance plan: Mone
Collation name: |[Server default] j

QK. | Cancel Help

.Step 5: Double-Click on the newly created database. From menu above choose , Tools
[ SQL Query Analyzer*

Step 6: Add the database in the web.config file
In the web.config file add the database name, user and password
<add name="AS3" connectionString="user id=sa;data source=MIRAGE-

LPX350TU\SQLEXPRESS;persist security info=False;initial
catalog=Ipweb;password=x8736kie938" />
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The next launch of Activation Server 6 will add the tables.
Continue with the customization of the config-files.

Note
If you do not want to use the user sa for this database then create a user who has full
read and write access.

1.8.1.8.1.2 Open XML SDK

The Open XML SDK 2.0.5022.0 for Microsoft Office is required. As exactly this version is
required, download it only from the link. This step is only required with a manual
installation.

Download - OpenXMLSDKv2.msi

1.8.1.8.1.3 ASP.NET Ajax Extension

The ASP.NET Ajax Extension is required and can be downloaded from the Microsoft
Website. This step is only required with a manual installation.

Download

1.8.1.8.2 Necessary rights for ASP service

The ASP application works with an lIS-process 'user'. This user must have full read and
write access.

IS 6

The user name is IWAM_Machine Name. These rights should be given to the complete
Ipweb folder with all subfolders. The same is for the user IUSR_Machine name and
user ASP.NET access. If you have a group IIS_WPG, add also full read and write access.
If NETWORK SERVICE is available also add this user.

IIS 7 and above

The user name is IUSR and the group name is IIS_IUSRS. If NETWORK SERVICE is
available also add this user.

C20 The necessary rights can not be configured in the 1IS. They have to be configured
for the file system.
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Login as administrator

Open your file explorer

Choose the Ipweb folder

Right-click and choose Properties

On the "Directory Security" tab you can edit the access rights

Set all rights to full access

Click Advanced

Select Inherit from parent the permission entries that apply to child objects

Also check the following settings and give read/write access to MSSharePointAppPool

Ipweb Properties EE

HTTP Headers Cuskom Errars | AP MET
Wirbual Directary Documents | Direckary Security

The conkent Far this resource should come Fram:

™ chare located on another computer
" A redirection o a LIRL

Lacal path: I A Inetpubiwewrooti mirage) pweb Erowse. .. |
v Scripk source access v Log wisits

V¥ Read ¥ Index this resource

v wirite

[ Directory browsing

Application settings

Application name: | [preb Remaove |
Skarting paink; «<Defaulk Web Site=llpwe. ..

Configuration, .. |
Execute permissions: ISn:ripI:s and Executables _ll
application pool: |MSSharePaintﬁ.ppF‘Dnl - i Ul

| (a4 i Zancel I Apply | Help I

1.8.1.9 Additional configuration

You can change the default values which the installer configured. Changing these values
should only done with care

o define basic settings of the Activation Server 6 - one configuration per server -

web.config file [272),
¢ As an option you can change parameters for the log file in the log.config file [2s2)
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You have to restart the Activation Server [se] after making configuration changes.

1.8.1.9.1 Web.config file

If you use the MSI installer 2], the configuration is done automatically and only necessary,
if you want to manually change default settings.

This file resides in the root directory of the web application (e.g. c:
\inetpub\wwwroot\lpweb\web.config)

The file has a lot of configuration options which should not be changed. This tutorial
describes only options you could change.

You can

1. Define where the log-configuration can be found: Simply adapt the value of the key
slogconfig" to your Web Application path (e.g. c:\\inetpub\\wwwroot\lpweb\\log). Note to
use two backslashes in the path-value

2. Define where the configuration for the project files can be found: Simply adapt the value
of the key ,licprotectorwsconfig” to your Web Application path (e.g. c:\\inetpub\
\wwwroot\\Ipweb). Note to use two backslashes in the path-value

3. The database connection string: Set the value of the key ,,db" according to your
database position.

e Set ,user id" to a user who has read and write access to your LPWAS database. The
system administrator ,sa" is not a bad choice.

e Set ,password" to the password of the configured user.

¢ Set ,data source” to your SQL Server machine.

e Set ,initial catalog” to your LPWAS database-name. Normally that name is LPWeb.

A path can be specified to export data (exportpath @cﬁ), for reports (reportpath Eﬁ) and for
the language file. These folders must exist and read and write permission is necessary.

Here is the configuration for our example. The Web Application is installed in c:
\inetpub\wwwroot\lpweb, the database machine is ,mysqlserver®, the database is hamed
.LPWeb" and the user ,sa"“ has the password ,secret":

<?xml version="1.0" encoding="utf-8" ?>
<configuration>

<appSettings>

<add key="logconfig[z" value="C:
\Inetpub\wwwroot\Ilpweb\log.config" />

<add key="licprotectorwsconfig[z" value="C:
\Inetpub\wwwroot\Ilpweb\project.config" />
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<add key="db[4" value="user id=Ipweb;data
source=PCname\mysqlserver;persist security info=False;initial
catalog=Ipweb;password=your password" />

<add key="exportpath[zh" value="C:
\Inetpub\wwwroot\lpweb\export\"></add>

<add key="reportpathl[" value="C:
\Inetpub\wwwroot\Ilpweb\reports\"></add>

<add key="languagefile[zh" value="C:
\Inetpub\wwwroot\Ipweb\languages\languages.xml|"></add>

<add key="LPWebFrontend/so.net.registerserver.licenseProtector-
ASP.Net-WebService" value="http://localhost/lpweb/lpws.asmx"/>

<add key="loglevellz=M" value="4"></add>

<add key="WebServiceURL [z!"
value="http://localhost/lpweb/Ipws.asmx"/>

</appSettings>

<system.web>

1.8.1.9.1.1 List of available Parameters

Find below a list of all parameters, which are relevant for configuration. Only change the
parameters if necessary, as a wrong configuration would stop the Activation Server 6.

Path for a database backup. The folder needs read and write permission.

Example

<add key="BackupPath" value="C:\Inetpub\wwwroot\Ipweb\DBBackup"></add>

The database connection string. Set the value of the key ,,AS3" according to your database
configuration.

e Set ,user id" to a user who has read and write access to your Activation Server 6
database

e Set ,password” to the password of the configured user.

e Set ,data source” to your SQL Server machine, e.g. MIRAGE-LPX350TU\SQLEXPRESS

e Set ,initial catalog” to your database-name. The default name is Ipweb.

Example
<add name="AS3" connectionString="user id=sa;data source=MIRAGE-

LPX350TU\SQLEXPRESS;persist security info=False;initial
catalog=Ipweb;password=x8736kie938" />
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Path where to temporarily store files for data exports. The folder needs read and write
permission.

Example

<add key="ExportPath" value="C:\Inetpub\wwwroot\Ipweb\export\"></add>

Link to the latest online help

Example

<add key="Help"
value="https://www.helpserver.biz/onlinehelp/lp/was/admin/3.0/help2000/index.htm|?
was_tutorial_web_activation_server.htm"></add>

/1
lim

) Never change this information.

Path for the language file. The folder needs read permission.

Example

<add key="Languagefile" value="C:
\Inetpub\wwwroot\lpweb\languages\languages.xml"></add>

This limits the number of manual requests through a web interface within a specific time
frame to stop a SPAM attack.

Example
<add key="KeyRequestLimitation" value="on"></add>

Possible Values

On = activates the limitation
Off = deactivates the limitation

The values are configured in the file Keygenerator.xml |z (folder \pagecontent)

ersetzt - nicht mehr gultig

This file was used up to version 3.0 and is now no longer in use. The project configuration
is stored in the folder \PCONFIG. Details see Configure a Project|zss!

“  To ensure backward compatibility, the file is still supported.
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Name of the configuration file of the log file. Details see Iog.config@ file.

Example
<add key="LogConfig" value="C:\Inetpub\wwwroot\lpweb\log.config"/>

Defines, which events are logged. The filename is defined in LogConfig@.
Possible values are

0 =log disabled

1 = log only exceptions

2 =log exceptions and paging

3 = log exceptions, paging and actions

4 = |og exceptions, paging, actions and status messages

The Activation Server 6 offers different options for All-In-One Protector and Licence
Protector.

Possible Values

no = Configuration for Licence Protector.
yes = Configuration for All-In-One Protector

=0 Never change these settings. The Activation Servers are different and each server
comes an own installation package.

Path where to temporarily store files for reports. The folder needs read and write
permission.

Example

<add key="ExportPath" value="C:\Inetpub\wwwroot\lpweb\reports\"></add>

This limits the number of manual requests through a web interface to send customer data
within a specific time frame to stop a SPAM attack.

Example
<add key="SendCustomerinfoLimitation" value="on"></add>

Possible Values

On = activates the limitation
Off = deactivates the limitation
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Path to the Activation Service

Example

<add key="WebServiceURL" value="http://localhost/Ipweb/Ipws.asmx"/>

Main version number of the Activation Server 6.

C=20 Never change this information.

1.8.1.9.2 Log.config file

If you use the MSI installer o), the configuration is done automatically and only necessary,
if you want to manually change default settings.

This configuration file configures the log file. You may only change the highlighted values.

The latest log file can be downloaded in the menu Administration / Setup, Download Log
m@ﬁ. Additional backups of log files are only available via FTP in the folder ..\logs.

<log4net>
<appender name="RollingFileAppender"

type="log4net.Appender.RollingFileAppender">
<file value|zss1="logs/Ipws.log" />
<appendToFile value="true" />
<rollingStyle value="Size" />
<maxSizeRollBackups value|z:="10" />
<maximumFileSize value|zs:="1000KB" />
<staticLogFileName value="true" />
<layout type="log4net.Layout.PatternLayout">

<param name="ConversionPattern" value="%d [%t] %-5p %c [%0X] -

%m%n" />
</layout>
</appender>
<root>
<level value="DEBUG" />
<appender-ref ref="RollingFileAppender"” />
</root>
<logger name="de.subware.common.swbase">
<level value="WARN" />
</logger>
</log4net>
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1.8.1.9.2.1 file value

This parameter defines the folder and filename. The folder needs a full read write access
for the ASP.NET service - See Necessary Rights for ASP Service|zw\

<file value="logs/Ipws.log" />

1.8.1.9.2.2 maxSizeRolIBackups value

Defines the number of backup log files. A backup log file is created when the size per
logfile exceeds the defined size - see
<MaximumFileSize_value [z:>.

Example

If you specify 10, then 10 log files are kept as a backup. Instead of creating an 11th log file,
the 10th log file is deleted and and a new log file is created with the name specified in
<file value %5>

<maxSizeRollBackups value="10" />

1.8.1.9.2.3 maximumFileSize value

Defines the maximum filesize of a lodfile. If the filesize exceeds this limit, the lodfile is
copied to a backup (up to a maximum number of backups defined in
<MaxSizeRollBackups_value|zs:1>.

<maximumpFileSize value="1000KB" />

1.8.1.9.3 Folder Pagecontents

The folder pagecontents holds some additional configuration files

1.8.1.9.3.1 Keygenerator.xml

This file can be used to limit the number of activations and requests, which are done
through the web interface. It would limit a SPAM attack.

<id>interval</id> Intervall for the unit, defined in type
<value>1</value>
<id>type</id> Type (day, hour, minute)

<value>minute</value>
<id>maxrequests</id> number of allowed requests within the specified time frame
<value>5</value>

You have to activate this feature in the web.config file with the parameter
KeyRequestLimitation [zs0)
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1.8.2 E-Mail Activator Service

The E-Mail Activator Service is a service, which scans an E-Mail account for activation
requests and automatically performs the product activation. The end user will instantly
get an Unlock Key back.

The main features are:

Scan an E-Mail

Decide, if it is an E-Mail for product activation or another type of E-Mail

Perform an activation or reactivation using the Activation Server 6 server
Send back an E-Mail to the end user with different E-Mail content for: successful

activation, denied activation in case the Serial Number / ID was already used or locked,
Erroneous Activations

Reply messages can be defined in all languages supported by Licence Protector
Forward message for every successful or erroneous E-Malil
Send all E-Mails to an archive E-Mail account

The E-Mail Activator Service consists of 2 applications:

¢ An application to configure all settings - E-Mail Activator - Configurator [zs!
e A service which runs without user interface - E-Mail Activator - Service [2s]

1.8.2.1 Automatic E-Mail Activation - How is it working?

The E-Mail Activator - Service can handle E-Mail activations, because each activation E-
Mail contains a special coded text area, where all information regarding activation like

Product Name
Customer Name
E-Mail Address
Serial Number
Language

is available.

Example
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The following block contains the information of this email in an automatically processable form. Please do not
change the information, since otherwise the processing will not be possible or will be delayed.

-—- STARTBLOCK ---
r2eQak51fzPk81PPLBs1R2g7c1A9GIUltngBs1Cm6fu22vlod2eSn081fAVIE11VN
jE1ucsqgl1hHdiX1qRIBDORLb1H1VFWpl1MsOCB20gwHr22leEx1ujjwT1hHdiX1Bf
m9e2bqqty1TelVglwudmylkSvkn1Uot9klwuyNiltmggb1ldplkR1t7CKVOU18YI1y
RrLG10D1iw1360GV1RZkYU1B1UIwINL63q1PTUoM 1k4DQU1gEV3h1ECmnD1158b71
hvJFulwyQlg 1xQu2y22pDny0U4XRI2eY g0C1EppGqOU1Ve31ntPx01DyTSolvALF9
INIZEu137mtUltgmZe1CpWIX1oBnjo2bgre01BfVvY20hn3m204gtH1fEd212eTpe
s1C6)Q7117yUT1RR73i1C85q11VEz211R 1wwc1gEEls

--- ENDBLOCK ---

The Unlock E-mail is sent back in the language the user selected in the activation screen.

Example
If the activation screen is in French, the reply e-mail with the Unlock Key is sent back in
French.

1.8.2.2 Installation of the E-Mail Activator Service

Hosting Users

e Download the configuration application and start the installer:
MailActivatorHosting.exe

e Configure your e-mail settings|zs
e Save the configuration|s7 and open a support ticket

Running an own server

The service will no longer work with newer operating systems and Mirage provides that as
a hosted service also for on-premise customers.

e Download the configuration application and start the installer:
MailActivatorHosting.exe

e Configure your e-mail settings|zs)
e Save the configuration|2" and open a support ticket

http://www.mirage-systems.info/download/activation-server/full-
version/6.0/MailActivatorHosting.exe
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1.8.2.3 Configuration of the E-Mail Activator Service

The E-Mail Activator - Configurator is a standalone application, which you can either run
on the same system, where the Activation Server 6 is located, or you can download the
application to your local PC.

With this application you configure:

e Incoming E-Mail account|zss)
The processing of the E-Mail [2s5]
Response E-Mail Text| 2
Outgoing E-Mail account]zs2)
Scheduler | zs:!

Test the configuration|2s:]
General settings| 2!

1.8.2.3.1 What is a Workflow Rule?

It would be possible, to define for each product you have a different workflow for the E-Mail
Activation, e.g. to use

Different Response Text/es)

Different Activation Servers |z
Different E-Mail Forwarding options|zs)
Different Schedules 23]

Normally, you would only have one Default workflow rule.

Press Edit to edit a workflow rule
Press New to create a new workflow rule
Press Delete to delete a existing workflow rule

= To use different workflows, you need a different E-Mail address for incoming E-
mail[=s¢) for every product.

= For Hosting users, only one workflow rule is possible to avoid an overload of the
server.

1.8.2.3.2 Incoming E-Mail

Specify the POP3 mailbox account for the incoming E-Mail. This E-Mail address is
specified in the Screen Settings, field: E-Mail address within Licence Protector.
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i E-Mail Activator - Configurator =B8] & |
Workflow Rule | demo-easpao Edit Mew Delete l;_:ﬂ
Incoming E-Mail | E-Mail Processing | Response E-Mail | Outgoing E-Mail | Scheduler | Test Configuration I Generall

POP3 Mailbox

Servernams pop. Tundl.de Server Port Mumber 110 5

Accaunt activation-registeri@regizterserer net

Password ———

E-Mail Hotfication

Farmward Nan-tctivation Messages to address activation-error@registerserver. net

SaveandEheckWorkflow] ’ Save Warkflow ] [ Cancel ]@

Incoming E-Mail

POP3 Mailbox

Servername: The name of the incoming E-Mail server e.g. pop.myserver.de
Account: Your account name

Password: Password for the account

Server Port Number. Port to use for incoming E-Mails

E-Mail Notification

o Forward Non-Activation messages to - sends a copy of the E-Malil, if the E-Mail
contains no activation related information (like SPAM), to the specified E-Mail address.
No other action is performed as only E-Mails with Activation information are processed

Hosting Users

= Typically you would use an E-Mail address with your domain. In case you don't
have a pop3 E-Mail account, we provide for hosting users a free E-Mail account. The E-
Mail address is: HostingNumber@registerserver.net. Please contact support@mirage-
systems.de to get a password and account data.

The configuration settings are:
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e Servername: pop.lundl.de

e Account: HostingNumber@reqisterserver.net

A Browser based E-Mail account administration is available at

https://webmailcluster.lundl.de/

.»'IH'\

an Mirage does not make any backup of the E-Mails. Use the E-Mail Notification feature

to forward E-Mails for backup and archive purposes.

1.8.2.3.3 E-Mail Processing

You specify here the settings to communicate with the Activation Server 6.

4 E-Mail Activator - Configurator

== = |

Woorkflow Bule | demo-easyon

Incoming E-Mail | E-Mal Processing | Response E-Mail | Outgoing E-Mail | Scheduler | Test Cnnfiguratinnlﬁeneral|

Activation Server

Proxy Settings

|:| Use Proxy Server

Internet Explorer Settings?

Special Workflow
Use Project from E-#ail
Jse Module from E-Mail

E-Mail Notification
Farnward successfully processed messages to

Forward emonecus processed messages to

IJRL to Activation Service  hitp/192.168.178 35 Apweb dpws azms

activation-successfuliSregisterserver. net

activation-emnon@regizterserer net

SaveandEheckW’nrkflnw] l Save Workflow ] l Cancel ]C’)

Activation Server

E-Mail Processing

URL to Activation Service: This is the URL to the Activation Server. You already use this

URLin the screen Settings, field: URL to Activation Service.

“  For Hosting users the URL is:

https://www.reqgisterserver.net/hostingnumber/lpweb/l[pws.asmx
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Proxy Settings

If the E-Mail Activator - Service needs to access the Activation Server 6 through a proxy
server, configure the proxy server settings here.

Special W orkflow

There may be situations, where you need an other workflow for E-Mail activation like for
Online Activation. You could redirect the E-Mail Activation Request to another project or
another module ID.

¢ Use Project from E-Mail - uncheck it to specify a different project name
e Use Module from E-Mail - uncheck it to specify a different module name

“  As all activations are routed to one single project, this option makes only sense if

o A separate E-Mail address is specified for each product
o A separate workflow rulelz is defined for this E-Mail address

E-Mail Notification

o Forward successfully processed messages to - sends a copy of the E-Mail with the
Unlock Code to the specified E-Mail address

e Forward erroneous process messages to - sends a copy of the E-Mail, where an
activation failed (e.g. because the Serial Number / ID) was already used, to the specified
E-Mail address

1.8.2.3.4 Response E-Mail

You configure here the automatic response messages to the user. The response
message is defined:

e per language
¢ per different action - Successful Response, Activation Deny response, Not in list
response, General error response
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i E-Mail Activator - Configurator |.ﬂ.l
Workflow Rule | demo-easzygo Edit Mew Delete E{' a

Incoming E-bail | E-Mail Processing | Fesponse E-Mail | Qutgoing E-Mail I Scheduler I Teszt Configuration I General|

Responze to User
Warne of sender Activation Centre Address of sender  activation-sender@registerserver. net

Mirror all rezponse E-Mailz to activation-archiviEregisterserver. net

Response Text Mezzages

Responze far language  English - Default language iz English -

Success response | Activation Deny Response | Mot it ligt responze I General emrar rezponse

Subjest  vour Unlock-Key far $project

email Find below the Unlock Key(z] for $$project. The Unlock Key iz azsociated with the Sernial
Murnber $Ezenial

Pleasze type in the keylz] in the following arder
$keys

Faor help how to apply the Unlock Fey click an the following link,
hittp: A fvwny helpzerven biz/onlinehelp,p/easyoo/ generic, activationhelpindes. ktml

SaveandEheckWorkflowl ’ Save Wwarkflow ] ’ Cancel l@

Response E-Mail

Response to User

o Name of sender. This is the name the user will see as sender in the E-Mail - e.g.
Activation Center

o Address of sender. This is the E-Mail address the user will see as sender E-Mail
address in the E-Mail - e.g. activation-support@registerserver.net

¢ Mirror all response E-Mails to. You can specify one or more E-Mail addresses
(separated by a semicolon) which should get a copy of the response E-Mail.

“  Specify an E-Mail address, where the end user could reply to in case he has
questions regarding the activation.

Response Text Messages

For each response type (like successful or erroneous activation), you can specify an
individual message for each language, which is supported by Licence Protector.

e Response for language. Select the language to define a notification message
¢ Default language is. Select a default language. This language is used in case an

activation request is sent in a language, where you did not define an individual
notification
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=2 you have to specify at least the notification messages for the default language

There are 4 different notification messages. For each message the subject line and the E-
Mail content can be specified. There are variables, which start with an $3$. The variables
are replaced with user or project specific values like project name or Serial Number.

e Success response. This message is sent out in case the E-Mail activation was
successful

¢ Activation response. This message is sent out in case the E-Mail activation failed, e.g.
because the Serial Number / ID was already used or was locked

e Notin list response. This message is sent out, if you configured, that only uploaded
Serial Numbers / IDs can be used - see Accept only uploaded Serial Numbers / IDs. [s:51 -
and Serial Number / ID from the product activation is not in the positive list.

e General error response. This message is sent out in case an error occurs

Press Save Text to save the message text.
Variables
The following variables can be used in the response message:

e $$project = Project/Product Name
o $$serial = Serial Number
o $$keys = Unlock Key(s)

' Right now, $$project contains the name of the project, which could be just a short
name. If you have only one product, then you could replace $$project with the real product
name in the text. Another option is not to use this variable. The next major release of
Licence Protector will add the full product name in the Activation E-Mail.
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1.8.2.3.5 Outgoing E-Mail

Specify the SMTP mailbox account for the outgoing E-Mail with the Unlock Key(s).

i E-Mail Activator - Configurator == % |

Warkflow Rule | dermo-easyon Edit Mew Delete l;_; E}

Incoming E-Mail | E-Mail Processing | Response E-Mail | Outgoing E-kail Schedulerl T est Configuration | General|

SMTP-Server

Servername amtp.Tundl.de Server Port Mumber 25 2
Account activation-zender@registerserer net
Passward e

Supervizor Hotification
Marne of sender t ail Activator Admin
Address of sender activation-sender@registerserver net

Supervisor address  activation-supervisor@mirage-systems. de

SaveandEheckWorkflowl ’ Save Woarkflow ] ’ Cancel l@

Outgoing E-Mail

SMTP-Server

Servername: The name of the outgoing E-Mail server e.g. smtp.myserver.de
Account: Your account name

Password: Password for the account

Server Port Number. Port to use for outgoing e-mails

% Use for incoming E-Mail sl and outgoing E-Mail a different E-Mail account. A good
idea is to use a support E-Mail Account for outgoing E-Mails, so that the user could
contact support in case of the E-Mail Activation failed

Supervisor Notification

The E-Mail Activator - Service will send out an E-Mail notification to an supervisor in case
of critical errors.

e Name of sender. This is the name the supervisor will see as sender in the E-Mail - e.qg.
E-Mail Activator - Service
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e Address of sender. This is the E-Mail address the supervisor will see as sender E-Mail
address in the E-Mail - e.g. activation-service@registerserver.net
e Supervisor E-Mail address. E-Mail address of the supervisor

1.8.2.3.6 Scheduler

You can define multiple schedules, when the E-Mail Activator - Service should process

new E-Mails.
i E-Mail Activator - Configurator |M|
wéorkflow Rule | demo-easygo Edit Ty Delete [;i a

Incoming E-Mail | E-Mail Proceszsing I Rezponsze E-ail I Outgoing E-Maill Scheduler | T ezt Configuration I Generall

Schedule Standard v[ MNew ][ Delete l

@ Run Balilyalt 16:32:00 =
ard then every 2 2 minutes

(O Runat  01.10.2008 15:00:00

and then every |0

7 Do nat rn
[ Save Schedule ]
Save and Check workflow l [ Sawe Workflow l [ Cancel l @
Scheduler
Example:

e Process every x minutes
e Process once on a specific day
e Process every x days

Typically, one schedule which processes every x minutes, will be sufficient.

Select a schedule in the Picklist or press the button New to add a new schedule or the
button Delete to delete an existing schedule.
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e Run daily at hour and then every x minutes. This starts the E-Mail Activator - Service at
the specified time and then processes the E-Mails every x minutes

¢ Run at 'Day’ 'Time' and then every x days. This starts the E-Mail Activator - Service at
the specified date/time and then processes the E-Mails every x days

¢ Do not run. This disables the E-Mail Activator - Service

Press the button Save Schedule to save the schedule modifications.

Y

A B
C20 For Hosting customers, the interval options could be restricted (e.g. the interval

minutes) to avoid an overload of the server.

1.8.2.3.7 Test Configuration
This option allows you to perform a real E-Mail activation test to validate your settings.

i E-Mail Activater - Configurator |ﬂl

Whorkflow Rule | demo-easygo Edit MHew Delete E‘i a

|hzoming E-tail | E-Mail Proceszing | Responsze E-Mail | utgoing E-tMail I Schedulsr | Test Configuration | General|

Create Activation E-Mail for testing

E-Mail address for Activation

Peguest activation-registen@registerserver. net Project Mame demo-easygo
|Jse random Installation Codes tMadule ID AHDOM

|Jse a randam Serial Mumber

E-Mail address of user test@reqisterserver. net Send a test E-Mail

Run the Mail Activator Instance for testing

Riun now... l

Fieading mail from POP3 ()

Processing mail by @
Achivation Server

Sending E-tail with @
[Inlock Eepls]

Save andEheckWnlkflnw] [ Save Workflomw ] [ Cancel l@

Test Configuration

Create Activation E-Mail for testing

o E-Mail address for Activation Request. This address should match the E-Mail address
you defined for incoming E-Mails [2<t.
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¢ Project Name. Must exactly match the Name of All-In-One Player, defined in the screen
Settings within Licence Protector.

e Module ID. Must exactly match the module ID you can find out, when you click on an
Serial Number to display the details of a Transaction| s .

¢ Use random Installation Codes. Generates random Installation Codes / Hardware IDs

e Use a random Serial Number. Generates a random Serial Number. If you uncheck this
option, you can type in your own ID

e Customerinfo: Define which address screen, used during product activation, should be
simulated

¢ Old Autoblock Style: Only use it for backward compatibility with server version below 3.1
o E-Mail address of user. E-Mail address where the Unlock Key(s) is sent.

Press the button: Send a test E-Mail to send out an E-Mail for a product activation. It has
the same content like the Activation E-Mail from an user.

Run the E-Mail Activation W orkflow Rule to test E-Mail Activation

Now you can run a test which processes all E-Mails, stored in the mailbox for Incoming E-
Maillzssl. If you have sent a Test E-Mail, then at least one Activation would be processed.
Press the button Run Now. The following workflow is processed:

e Read incoming E-Mail[2s]

e Send the Activation Request to the Activation Server 6, specified in E-Mall
Processing@ﬁ

e Send out/z2 an E-Mail with either an Unlock Key or an error message

e Send out E-Mails to the addresses specified for E-Mail forwarding [2e»)

You will see status messages in the text window. Check, if the configuration is working:

e The activation must be documented in the Activation Server 6. Login into the
Administration Interface and select Data Management! . You should find an entry there

e An E-Mail with an Unlock Key should be in the Inbox of the E-Mail address you defined
above - E-Mail address for Activation Request
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1.8.2.3.8 General

Define general settings.

i E-Mail Activator - Configurator |ﬂl
Woorkflow Bule | demo-easyon Edit Mew Delete @
|hzoming E-Mail | E-Mail Proceszing | Responze E-Mail | Outgoing E-Mail | Scheduler | Test Configuration | General |
Help Settings
Configure Workflow for Licence Pratectar
Multimedia Pratector
Log Settings
Error Tracking Enabled Select path for Log-iles

SaveandEheckWorkflow] ’ Save Workflow ] ’ Cancel ](:?)

General Settings

Help Settings

Specify, if you are using Licence Protector or All-In-One Protector as the help items,
available through the icon '@, are different for each product.

Log Settings

Check this option to activate a log file.

The path and name of the configuration file is

1.8.2.3.9 Hosting

Only customers, using the Mirage Hosting Server, will have this option.
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4 E-Mail Activator - Configurator (=B ¥ |
Woorkflow Rule | demo-easygo Edit [‘{ a

Ihzoming E-tail | E-bMail Proceszing | Responze E-Mail | OQutgoing E-Maill Scheduler | Test Configuration | Generall Hosting

Hosting Settings

Hosting Mumber 9333333

Hoszting Pazsword

FTP-Server address registerserver. net

Upload Configuration to Haosting Server

Save andEheckWnrkflnw] [ Save Workflow ] [ Cancel l@

Hosting

Type in your Hosting Number, Hosting Password and as server name:
registerserver.net.

After making all the changes, press the button Upload Configuration to Hosting Server.
This will send the configuration settings to the Activation Server 6.

/1
‘g It may take a few minutes until the update takes effect.

1.8.2.3.10 Save Configuration

Press the button Save and Check to save all your configuration settings. A check is done
to ensure that settings like E-Mail addresses are correct.

You could also press the button Save or Cancel. Cancel will ignore all changes you have
done.
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1.8.3

1.8.3.1

Hosting Users
Open a ticket and add the mailactivator.xml.

All other users.
Open a ticket and add the mailactivator.xml.

Configure a Project
The main configuration files for a single project (product) are:
e Project.configlzss] on the folder \pconfig

 Workflow Configuration File/=1 on the folder \alg
e Project Template|s5!

These files have to be ugloaded@ﬁto the Activation Server 6 . Only after uploading the
configuration files a product activation will work.

Project.config

The product configuration file is automatically uploaded if you use the TAB Activation
Server, Update project on the Activation Server within All-In-One Protector application.

You can modify the settings within the product configuration [158),

Only if you need settings, which are not available through the user interface, edit the
project.config file directly.

This files replaces the formerly used project.config file in the main web folder, which is still
supported for backward compatibility.

For each project you need a project config file in the folder \pconfig . It needs the
extension .config.

Example
A\pconfig\easy-go.config

If you are using EasyGo, a sample file can be found in the folder ..\EasyGo\Web
Activation Server. Hosting customers should use the files from the folder ..\EasyGo\Web
Activation Server\Files for Mirage Hosting

The file could look as follows. Find below the detail description of all available
parameters o)
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Sample Configuration File

<Configuration>

<Project>
<ProjectID [:s>demo-easygo</ProjectiD>
<ProjectDescription ®>Easy Go application Version 1.3 </ProjectDescription>
<IsSerial [»>QHD001</IsSerial>
<CheckActivationKeys ®>yes</CheckActivation Keys>
<StoreKey! so>yes</StoreKey>
<NoOfAllowedKeyOccur [«s>1</NoOfAllowed KeyOccur>

<CheckEntries ®>yes</CheckEntries>
<EntryRequired ®>no</EntryRequired>
<NoOfAllowedEntryOccur|s=1>1</NoOfAllowed EntryOccur>

<InstCodeTypel ®>6</InstCodeTypel>
<InstCodeType2>1</InstCodeType2>
<InstCodeType3>3</InstCodeType3>

<AllowReactivation|=o>Yes</AllowReactivation>
Use either
< Minldenticallnstcodes|=7>3</Minldenticallnstcodes>
or an individual definition
<CheckinstCodeTypel ®>1</ChecklnstCodeTypel>
<CheckinstCodeType2>2</CheckinstCodeType2>
<CheckinstCodeType3>3</CheckinstCodeType3>
<CheckLicenceDays ®>30</CheckLicenceDays>
<CustomerInfoMapping|«3>last</CustomerinfoMapping>
<MultipleLVS|zs>true</MultipleLVS>

<NumberOfKeysToDisplay/=t>1</Num berOfKeysToDisplay>
<LvsDefaultName|s7>Default</LvsDefaultName>
<LvsOverwriteServerChanges ®>true</LvsOverwriteServerChanges>
<GeneratorPath ®>C:\Inetpub\wwwroot\lptest\lpweb\bin\alg</GeneratorPath>
<GeneratorApp ®>AutoLicGenerator.exe</GeneratorApp>

<GeneratorConfig ®>config—autogenerator—EasyGo.xmI</GeneratorConfig>
<TicketValidMinutes>=011440</TicketValidMinutes>

</Project>

</Configuration>
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1.8.3.1.1 List of available Parameters

The list of all available Parameters in the project.config file is in alphabetical order.

ActivationKeyRequired [200)
AllowReactivation|soo)
CheckActivationKeys [a02)
CheckEntries| 02!
CheckinstCodeTypes1-n|so
CheckLicenceDays [s0s]
CustomerinfoMapping [208)

EntryRequired [s0a]

GeneratorAQQmﬁ
GeneratorConfig ol

GeneratorPath! x5
IgnoreLocallnstCodes [ s
InstCodeTypel-n! o)

IsSerial| zos)
Minldenticallnstcodes| zo)
LvsDefaultName | so)

LvsOverwriteServerChanges [07)
MultipleLVS [sc)
NoOfAIIowedEntrvOccur@
NumberOfKeysToDisplay/ o]
NoOfAllowedKeyOccur ol

ProiectlD@eﬁ
ProiectDescription@

TicketValidMinutes )

1.8.3.1.1.1 ActivationKeyRequired

A yes/no value. Defines, if an Activation Key@ﬁ is only accepted when the key was
previously uploaded to the Activation Server 6. For details see: Accept only uploaded
Activation Keys|s:5)

Default value: No

1.8.3.1.1.2 AllowReactivation

This parameter turns on the option, that a reinstallation is allowed on the same machine.

This feature is automatically turned on with All-In-One Protector.

Default value: No
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For each Activation Key or product activation, the complete hardware profile (installation
codes) is stored. To recognize a PC, hardware ID’s are compared with former
activations and only if hardware ID’s match, the product can be activated again or a key
can be used again.

A PC is considered identical, if at least the number of installation codes, defined with
Minldenticallnstcodes |+, is identical — e.g. Minldenticallnstcodes = 3 would need at least
3 identical installation codes out of all available codes, to be identified as the same PC.

You could either define that a number of codes out of all available codes have to match
OR you can specify the exact installation codes, which have to match, with the
configuration option CheckinstCodeType w2\

Minldenticallnstcodes is ignored if a list of installation codes is defined with
CheckinstCodeType [sc2\

<AllowReactivation>!=0l must be set to Yes.

If you use a network license, then all installation codes, which are local codes and cannot
be retrieved through the network, have to be filtered out for the reactivation. This is done
by setting lgnoreLocallnstCodes [s05] = true.

A good practice is to use different installation codes for the reactivation. If e.g. the MAC
address and UNC Path is used for the initial product activation, it make sense NOT to
validate the MAC address, so the user can change his network adapter.

File project.config on the Activation Server

) Configuration

ZWInetpubh\wwwrooth lpwebhalg
rutolLicGenerator.exe

_____ LEXml

& GeneratorPath

Ry

-

(" GeneratorConfig

- ) Project
+ & ProjectID demo-easygo
+ (" CheckictivationEeys yes
+ (" NoOfRllowedEeyDocur 1
+ & CheckEntries ves
+ (" EntryRequired no
+ [ HoCfAllowedEntryQcocour ]
+- il InstCodeTypel (3
+ (" InstCodeTypel .
+- @ InstCodeTypesd 3
+--#d AllowReactivation {'??.55
ol MinT icall codes i [3
i ;
¥
¥
¥
¥
¥

[¥]
[u]
=1
i
[l ]
|
fu
o
ot
[u]
[l ]
T
i
L
1
fu
ot
[u]
H

In the sample above, the MAC address and UNC path (code 6) is used for copy protection.
To validate, if the machine is the same in case a reactivation is done, code 5 (volume ID
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1.8.3.1.1.3

1.8.3.1.1.4

1.8.3.1.1.5

and UNC path), code 4 (netbios name) and code 3 (hostname) have to match. The
machine is then considered as identical and the product is activated again or a key is
accepted again. The command Minldenticallnstcodes is ignored as the codes have been
defined in detail with CheckinstCodeTypex.

= Installation code number 5 ensures, that the version can not be installed again on
another directory. This prevents a product reactivation on the same machine butin a
different folder.

= If you are unsure about the configuration, only use Minldenticallnstcodes.

See also

CheckinstcodeType =2l - additional configuration setting
Minldenticallnstcodes [+ additional configuration setting
IgnoreLocallnstCodes | =05 - additional configuration setting

CheckActivationKeys

A yes/no value that determines if an Activation Key| z1is validated or not. If this option is
turned off, the Activation Key can be used any times.

Default value: Yes

CheckEntries

A yes/no value that determines if the Entry Key| zs1is validated or not. If this option is turned
off, the Entry Key can be used any times and is not validated or documented at all.

Default value: Yes

/ 1
e )

This feature will be disabled in a future version. Do not use it.

CheckinstCodeTypel-n

This entry is used in combination with AllowReactivation [so! to identify a machine.

Example
CheckinstCodeTypel=2 (MAC-Address)

CheckinstCodeType2=3 (Hostname)
CheckinstCodeType3=1 (Volume ID)
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1.8.3.1.1.6

1.8.3.1.1.7

To allow a reinstallation on a machine, the MAC Address and Hostname and Volume ID
have to match.

Default value: no default value

See also

AllowReactivation =00 - activate this option and detail information
Minldenticallnstcodes [« additional configuration setting
IgnoreLocallnstCodes | = - additional configuration setting

CheckLicenceDays

Defines, when the next Online validation is due. This parameter is only active if you make
regular online checks.

Default: 90 days

CustomerinfoMapping

In case of a new installation or usage of an ID on multiple PCs, this settings defines, how
the customer address information should be updated. Possible values are:

e last - the existing address information is overwritten with the address from the latest
product activation. To update an record the ID / Serial number and the e-mail address
must match. If the e-mail address does not match a new address is added

o first - the address information from the first product activation is always used and never
updated

¢ always - a new address record is created for every product activation and an existing
address is never updated

Default value: last

Guidelines for the configuration

Depending of the usage of the customer information changing the default configuration is
necessary.

Create Keys on the Activation Server AND assign it to a customer name

In case the keys are generated on the Activation Server 6 and you assign a customer
name to the key, you probably want to prevent the customer data from being overwritten.
This is typically the situation if the address database is your main data source and you
keep the information updated. Set the value value for CustomerinfoMapping to: first
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1.8.3.1.1.8

1.8.3.1.1.9

Create a key list and send it to areseller

In case you create a key list you for a reseller:

o Create key list

¢ Add the name of the reseller to the customer database

e Import keys@ and assign the key to the reseller name

o Set the value for CustomerinfoMapping to always. This would create a record for every
end user registration but also keep the documentation on the reseller record

E-commerce system or send out CDs

If you use an e-commerce system or you send out CDs, the customer name is available
only during product activation. Set the value for CustomerinfoMapping to last

EntryRequired

A yes/no value .Defines, if product activation is only accepted, when the Serial Number / ID
was previously uploaded to the Activation Server 6. For details see Accept only uploaded
Module ID / Serial Numbers|s:5)

Default value: No

GeneratorApp

Filename of the Automatic License Generator| »1that is used for this roject. This
application has to be placed in the folder, specified by GeneratorPath |sos.

This information is important, if applications, protected by different Licence Protector
versions, are used. You have to use the Automatic License Generator| 1 from the same
Licence Protector release.

Example: Ipautogenrator240.exe

See also

Configuration project.config 2051 GeneratorConfig|ao:]
Configuration project.config 2081 GeneratorPath =05

1.8.3.1.1.10 GeneratorConfig

Filename of the configuration-file for the Activation Server 6 for this project. This file has
to be placed in the folder, specified by GeneratorPath [+05). You need one configuration file
for each project.
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Example: config-autogenerator-easygo.xml

The file contains the workflow definition - for details see Project Configuration File[s:)

See also

Configuration project.config 2051 GeneratorApp!soil
Configuration project.config 2061 GeneratorPath | sos)

1.8.3.1.1.11 GeneratorPath

Path (without application name) to the Automatic License Generator| 2.

Example: c:\inetpub\wwwroot\bin\alg

See also

Configuration project.configzss}: GeneratorConfig|sos)
Configuration project.config 2051 GeneratorApp| s

1.8.3.1.1.12 IgnoreLocallnstCodes

This entry is used in combination with AllowReactivation [300).

If you use a network license, then all installation codes, which are local codes (e.g.
NetBios-Name) and cannot be retrieved through the network, have to be filtered out for the
reactivation.This installation code is ignored on comparing the hardware Ids in
combination with Minldenticallnstcodes =), Set IgnoreLocallnstCodes=true

Default value: True

-]

If you use a code which works only for single user installations, especially code 4, 11, 13,
then you have to set IgnoreLocallnstCodes=false. You can always set it to false if your
product is used only as a single user version and never as a network version.
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See also

Allow Reactivation|sel - turn on the reactivation feature
CheckinstcodeType =] - additional configuration setting
Minldenticallnstcodes [«7- additional configuration setting

1.8.3.1.1.13 InstCodeTypel-n

This parameter is used to define, which Installation Codel 271is used to turn on Copy
Protection| z+). As it is not known in advance, which hardware criteria will be available,
there has to be a priority list. The first installation code, that is not empty, is used for Copy
Protection.

Example
InstCodeTypel=2 (MAC-Address)

InstCodeType2=3 (Hostname)
InstCodeType3=1 (Volume ID)

If the MAC address is not available, then the Hostname is used for Copy Protection.

Default value: none

(. you do not want to activate Copy Protection, do not specify this entry.

1.8.3.1.1.14 IsSerial

= This setting is no longer in use but still works to ensure backward compatibility.

Defines, which module is used as a Serial Number. Only modules, which are defined as a
Serial Number, can be selected in certain options like:

e Add a key on the Activation Server| 16l
e Create a Serial Number/ 100
¢ Manual Product Activation| 0!

= This option simplifies the generation of Serial Numbers, as the end user only can
select a module, which is used as a Serial Number.

Example

<lIsSerial>QHDO001</IsSerial>
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You can specify multiple modules as Serial Number.
<IsSerial>QHDO001</IsSerial>
<lIsSerial>QHDO003</IsSerial>

If this definition is missing, all modules are used by default.

1.8.3.1.1.15 Minldenticallnstcodes

This entry is used in combination with AllowReactivation [so] to identify a machine.

The parameter defines the number of installation codes,mﬁwhich have to be identical, to
identify a PC. Minldenticallnstcodes = 3 would need at least 3 identical installation codes
out of all available codes to identify the PC.

A good value to use is between 3-4.
For more background information and additional configuration options see: Che

Default value: no default value

See also

AllowReactivation s - activate this option and detail information
CheckinstcodeType!s»! - alternative configuration setting
IgnoreLocallnstCodes =0 - additional configuration setting

1.8.3.1.1.16 LvsDefaultName

The default name of the license file when uploaded to the Activation Server 6.
Default: name of the license file

1.8.3.1.1.17 LvsOverwriteServerChanges

By default, changing a license file on the Activation Server 6 has a higher priority then
changing the local license file. If a license file upload is done, the changes on the
Activation Server 6 are not overwritten.

If a license file upload should always resultin a 1 to 1 copy of the local license file, set
the value to true.

Default value: false
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1.8.3.1.1.18 MultipleLVS

Defines, if multiple license files per ID can be uploaded. If only one license file per ID
should be possible, set the value to false.
Default value: true

1.8.3.1.1.19 NoOfAllowedEntryOccur

Number of times the same Entry Key [ 28lis allowed to be activated.
Default value: 1

= The Serial Number, used with EasyGoEﬁ and All-In-One Protector , is an Entry
K_eyﬁﬁ and not an Activation Keyiﬁ. Therefore, the definition has to be made with
NoOfAllowedEntryOccur and not with NoOfAllowedKeyOccur.
See also

AllowReactivation =] to allow multiple activations on the same machine
NoOfAllowedKeyOccor s to define the number of activations for Activation Keys

1.8.3.1.1.20 NumberOfKeysToDisplay

Do not change this setting for All-In-One Protector

Default value: 1

1.8.3.1.1.21 NoOfAllowedKeyOccur

Number of times the same Activation Key@ﬁ is allowed to be activated.

Default: 1

' The Serial Number, used with EasyGoEﬁ and All-In-One Protector , is an Entry
@yiﬁ and not an Activation Key@. Therefore, the definition has to be made with
NoOfAllowedEntryOccur and not with NoOfAllowedKeyOccur.
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See also

AllowReactivation =l to allow multiple activations on the same machine
NoOfAllowedEntryOccur [«stto define the number of activations for Entry Keys

1.8.3.1.1.22 ProjectlD

Project name, defined in the project template. Must be unique

Example: demo-easygo

The project name used in the project.config file must match the project name, defined in
the project template.

= Also define the full project name using ProjectDescription [ses)

See also

Definition of a Qroiectﬁﬁ

1.8.3.1.1.23 ProjectDescription

You can define a name, which is shown in the project / product select list box. This should

be the full name of the application. If no ProjectDescription is defined, the project ID[2051 is
used as project name.

Example
ProjectDescription = My application version 2.0

displays the full name in every project select list box.

Create a Serial Number [reauired nforr

Product Name: [ My application version 2.0 -
Additional days after applying Serial Number:

Number of Users: 1
Store Key in Activation Server
Number of desired Serial Numbers: 1

& create Kev ¥ cancel
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1.8.3.1.1.24 StoreKey

A yes/no value, that determines, that a key is always stored in the Activation Server. The

user cannot disable this option.

The definition is valid for

e Create an Activation Key/ 1)
e Create a Serial Number! o)

Default value: No

Create a Serial Number [required 1mformation

Product Mame: EasyGo Demo Projekt -

Number of days to evaluate:

Store Key in Activation Server Q

Murnber of desired Serial Mumbers: -
Serial Murmber Key Options:

Is Locked:

Maximum Key /1D Usage:
External Group:

External ID:
Mote:

E Create Key x Cancel

“  This feature is supported only with Internet Explorer

1.8.3.1.1.25 TicketValidMinutes

To ensure, that the user does not manipulate the date on his local PC during a product

activation or regular online check, the time difference in minutes can be controlled.

The user will get the following screen:
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[ =y - . W — | —r———
4 Activation of E-Leaming made Easy

il A communication with the
Activation Service is in process.

Activation failed. m

R

There are problems connecting to the Activation Server. Please make sure that
your computers time is correct, If necessary setit to the current time,

Badk Mext End

@

The maximum allowed time difference by default is 24 hours (1440 minutes). To change
the time difference setting, use a value in minutes.

Default value: 1440

1.8.3.2 Workflow Configuration File

This file defines the workflow, which is done during a product activation. It also includes
the definition, for which modules an Activation Key can be generated.

The filename of the workflow file is defined in the Qroiect.config@ﬁ file with the tag
<GeneratorConfig[s+>. A good idea is to have one workflow file per project, e.g. config-
workflow-easygo.xml.

In the installation folder of Licence Protector is a sample configuration file, which could
be used as as a template. It is located in the folder ..\EasyGo\Activation Server.

Important settings to change are:

¢ ProductlID to your module ID of the main module (mandatory)
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¢ ProjectFilename - name of the project template

o CreateCopyProtectionKey - Yes/No value. Activate copy protection when the product is
activated. Which hardware ID is used is specified with InstCodeTypex| el

If you want to create Activation Keys, using the Administration Interface, you have to add a

product definition for every module you want to create a key.

Tree View | XSL Qutput

& xm1 version="1.0" encoding="utf-g"
= L)) Connector
—| = Product
£ ProductID QHDOO1
ProductName Main Module of EasyGo Demo
demo-eazygo . xml|

[® FrojectFilename

T
(%]
(¥ ActivationKey
[ CopyProtection

[ CreateCopyProtectionKey

no
no
yes
1
yes

Froduct
& rroductID

QHDOOZ

& LicenceFileID

& LicenceFi
[ ZetivationHey
[ CopyProtection

Product
‘d ProductID
& rroductName
[ ProjectFilename
® LicenceFileID
‘d LicenceFi
[ ActivationKey
[ CopyProtection

++++++++L_++++++++L++++++++

Example:

Additional Module

[ CreateCopyProtectionkey

("] CreateCopyProtectionKey

demo-easygo . xml
no

no

yes

1

ves

QHDOO4

Update Subscription
demo-easygo.xml

no

no

ves

1

yes

The module can then be selected in a picklist.

Create an additional Key - e.g. prolong a trial version or add a network license

Create an Activation Key

standard

E||=Requwred

Key / 1d added successfully

Product Name:

Easy-Go Application

[ ]«]

|Modu\e ID: Update Subscription (QHD004) |
Installation Codes (Hardware IDs): Without Copy Protection [~
Yes/No: IYes |E|

Number of days to evaluate:

The file must be coF_iSd in the folder .\alg on the Activation Server 6. See Upload
Configuration Files|s:sl.
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1.8.3.3

1.8.3.4

Project Template

The project template file is necessary, as the Activation Server sends keys during the
product activation process. To send a key, the personal encryption is needed and also the
module type definition.

The project template is defined in the activation workflow configuration file[«11 with the
parameter <ProjectFilename>.

Just use your original project template, which you use in the Licence Generator to
generate the license file.

The file must be copied in the folder .\alg on the Activation Server 6. See Upload
Configuration Files|ss5.

Upload Configuration Files
You have to copy your files to the Activation Server 6 with an FTP software (using the File
Explorer will not work).

Using the popular FTP Tool FileZilla Client (http:/ffilezilla-project.orqg/) the settings would
be as follows:

The user name always starts with Ip + number.
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General |Aduar1ced I Transfer settings | Charset|

Host: registerserver.net Port:
Servertype: [FI'P' - File Transfer Protocol - ]
Logontype: [Narmal - ]
ser: Ip11462923

Passward: RN RRREEN h‘m
e Lgernanme
Comments:

It is important to set the transfer mode to Active

22

| General | Advanced | Transfer Settings [ Charset |

Transfer mode:
(7 Defaul] @ Active | ) Passive

[] Limit number of simultaneous connections

Maximum number of connections: | 1

Select the folder \alg and copy to this file:

e Your project template. This has to be done every time when you
- change the PSK

- change a module type
- add a new module

e Your workflow file[s co nfig-workflow-xy.xml
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1.8.4

1.8.4.1

1.8.4.2

Select the folder \pconfig and copy the project.config|z file there

You have to restart the Activation Server s after making configuration changes.

How TOs and FAQ - Activation Server

This chapter introduces Frequently Asked Questions as well as tips and tricks.

Accept only uploaded Activation Keys

Defines, if an Activation Key@ﬁ is only accepted when the key was previously uploaded to
the Activation Server 6. It is like a positive list. Only entries, which are already stored in the
Activation Server 6 are accepted. By default, the Activation Server 6 accepts all valid keys.
All-In-One Protector makes the validation (e.g. encryption, module number etc.) and
sends only valid keys to the Activation Server 6.

Accepting only uploaded IDs adds more security because only Activation Keys, which are
known to the Activation Server 6, can be used.

There are 2 ways to upload:

e Upload a single key - see Add a Key on the Activation Server 1]
e Upload a complete keylist - see Imgort@ﬁ

If you want to use this feature, then CheckActivationKeys | and ActivationKeyRequired| ool
in the project.config file have to be set to Yes.

<CheckActivationKeys>Yes</CheckActivationKeys>
<ActivationKeyRequired>Yes</ActivationKeyRequired>

E '%To allow only uploaded Serial Numbers see Accept only uploaded Serial Numbers /
IDs 315

Accept only uploaded Serial Numbers / IDs

Defines, if product activation is only accepted, when the Serial Number / ID was previously
uploaded to the Activation Server 6. It is like a positive list. Only entries, which are already
stored in the Activation Server 6 are accepted. All-In-One Protector makes the validation
(e.g. encryption, module humber etc.) and sends only valid Serial Numbers to the
Activation Server 6.

Accepting only uploaded IDs is more security because only IDs / Serial Numbers, which
are known to the Activation Server 6, can be used.

There are 2 ways to upload:

e Upload a single key / ID - see Add a Key on the Activation Server /s
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1.8.4.3

1.84.4

1.8.4.5

e Upload a complete keylist / ID-list - see Imgort@

If you want to use this feature, then CheckActivationKeys| sl and EntryReguired@ﬁ in the
project.config file have to be set to Yes.

<CheckActivationKeys>Yes</CheckActivationKeys>
<EntryRequired>Yes</EntryRequired>

= To allow only uploaded Serial Numbers, this configuration setting has to be used
and not AllowKeyRequired | =ol. This is due to the fact that a Serial Number performs a
product activation and is different from a standard Activation Key.

To allow only uploaded Activation Keys see: Accept only uploaded Activation Keys|s:)

How do | track errors?

The Activation Server 6 logs all operations in an error log. To get an detail error, login into
the Administration Interface, select menu Administration / Setup, Download Logfile.
Search in the logfile for the error.

After making changes restart the Activation Server 6 to ensure, that all modifications are
applied. Select menu Administration / Setup, Restart Activation Server.

How to change the date format?

The date format can be changed to the users preference like US, German or English
format within the user settings )

How can | change how often a key / ID can be used?

This can be changed per Activation (e.g. per Serial Number) orrger Activation Key within
the Data Management Tab, Option View (Modify an Activation| s«}). The main purpose is to
allow another activation for a specific user.

= The default number of activations (NoOfAIIowedEntrvOccur@) / Activation Keys
(NoOfAllowedKeyOccur =) for a specific project (ProjectID[ws)) is defined in the

project.config [ 2081, file

=  If you want to allow more activations for a specific Serial Number or Activation Key
in advance (before handing out the key) How can | specify the number of times a key can
be used? /a1

© 2021 Mirage Computer Systems GmbH



Activation Server 317

See also

Maximum Key / ID usage/ 71
Effective Key / ID usage| 2

1.8.4.6 How can | specify the number of times a key can be used?

The default number of default activations ( NoOfAIIowedEntrvOccur@ebW) / Activation Keys
(NoOfAIIowedKevOccurEsbI) for a specific project (ProiectID@ﬁ) is defined in the

project.config| 2. file

If you want to allow more activations for a specific Serial Number or Activation Key in
advance (before handing out the key), you can add the activation info or key in the
Administration / Setup Tab, Add a Key on the Activation Server 1) Specify in the
Maximum Key / ID Usage field the number of activations you want to allow.

C20 This option is not available when using the feature to transfer a license.

See also

Maximum Key / ID usage/ 271
Effective Key / ID usage] 2

1.8.4.7 How to find out if a customer has activated the software?

If a software is activated Eﬁ, it can be either found in the Reports Tab, report Activation [ 4s)
or within the Data Management Tab, Key List| e2) or Transactions/s2).

Either search for customer name or Entry Key.

% If you are using Serial Numbers| ), then the Entry Key is the Serial Number.
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1.8.4.8

1.8.4.9

How to lock a Serial Number / Activation Key?

A Serial Number or Activation Key can be locked to prevent misuse.

The key has not been used

If the Serial Number / Activation Key has not been used, you can add the key manually and
lock it - see Administration / Setup, Add a Key on the Activation Server. [118) Alternatively
you can import a key list[ 22 and lock the complete key list.

The key has been used

To prevent, that a key can be used again (even for an reinstallation on the same machine)
you have to search for the key.

Select Data Management Tab, Transactions [=2). In the field Entry Key type in the Serial
Number and press Search. Then click on Viﬂﬁﬁ to get the detail page of the record.
Check: Is Locked and press Save.

If the option for regular online checks is used, the complete license is validated every x
days. The next check will detect that the license is locked and lock the license on the local
machine / server.

Select Data Management Tab, Transactions [2). In the field Entry Key type in the license

identification. This could be the Serial Number or your own ID and press Search. Then
click on View!/ ss1to get the detail page of the record. Check: Is Locked and press Save.

See also lock or revoke a license! )

How do | allow to make a reinstallation on the same machine?

It is possible to allow by default, that a user can install the application multiple times on
the same PC.

Scenario

e Customer installs and activates the license
e Customer uninstalls the application

e Customer reinstalls the application

By default, the reinstallation would not work, because it is counted as a second activation.
The concept to allow a reinstallation
To recognize a PC, hardware ID’s are compared with former activations and only if

hardware ID’s match, the module can be activated again.

A PC is considered identical if at least the number of installation codes, defined with
Minldenticallnstcodes @ﬁ, is identical — e.g. Minldenticallnstcodes = 3 would need at least
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1.8.4.10

3 identical installation codes out of all available codes (version 2.4 there are 9 codes) to
be identified as the same PC.

Minldenticallnstcodes is ignored if a list of installation codes is defined with
CheckinstCodeType [sc2\

Example:
<CheckinstCodeTypel>1</CheckinstCodeTypel>

<CheckinstCodeType2>2</CheckinstCodeType2>
<CheckinstCodeType3>5</CheckinstCodeType3>

“  (installation code number 5 ensures that the version can not be installed again on
another directory). A missing code 2 and 6 would allow an installation after a new network
adapter was installed.

Depending on this definition, the Web Activation Server will compare only those 3
Instcodes to determine if a PC is identical.

e To turn on this feature - see AllowReactivation|so)

¢ Set the values how to identify a machine - see Minldenticallnstcodes|son

e See also CheckinstCodeType [«zland IgnoreLocallnstCode [=sfor additional
configuration options

If this feature is turned off, the maximum number of K%/ ID Usage have to be
incremented by 1 manually - see Modify an Activation| e

See also

Maximum Key/ ID usaqemﬁ
Effective Key / ID usaqeﬁﬁ

How to edit an XML file

A lot of configuration files (e.qg. the file for the project.config @sﬁ) are in xml format. You can
edit this file using any editor like notepad or Word. As an alternative, there is a nice
freeware tool for xml files, which you can download here.

http://www.snapfiles.com/get/xmlInotepad.html

Start the XML notepad and select File, Open. You then see the XML file content, which is
structured. The content can be easily modified and saved.
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1.8.5

1.85.1

1.8.6

&
i

{"licprotectorws.config - XML Notepad

File Edit View Insert Tools Help
||| < %|%(@ s D5 «[s]+]+]+]-]=1E &
Structure | Values
- ™ Configuration
S|

\ ProjectID demo-easygo
M, Checkactivationkeys yes
My, MoOfallowedkeyOoour 1
M, CheckEntries yes
M4, EntryRequired no
M, NoOfallowedEntryOoour 1
M, InstCodeTypel &
My, InstCodeType2 1
My, InstCodeType3 3
My, GeneratorPath C:\Inetpubwwwrootptestipwebibi. ..
\ Generator App AutolicGenerator.exe
My, GeneratorConfig config-autogenerataor, xmil

Mirage Hosting Service

Mirage offers a Hosting of the Activation Server 6 which includes the setup of the server
and applying updates. For details of the hosting offer see website: All-In-One Protector

Download Database Backup

A database backup is made on a daily basis. The database used is MS-SQL Server
version 2012.

You can request a daily database backup for downloading. Open a support ticket.

Error Codes and Messages

If you get an error in combination with the activation server, first check the server log
m@ﬁ for details of the error.

e Errors sort by error code s
e Other errors|=1
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1.8.6.1 Activation Server - Error Codes

The Activation Server 6 has 2 different types of error messages

Error codes of the DLL

If an online activation is not successful, the DLL creates an error code like error 3013 or
3014. The details of an error can be found in the server log filel:a)

Error codes of the Activation Server 6

Errors which are created on the server side are written into a log file. The details of an
error can be found in the server log filews

= 2013

This error could have 2 reasons:

e The web service has not all rights which are needed to create / modify files on the
folder ..\alg - see Necessary Rights for ASP Service| 27l

e Your license file expired or more projects are used then included in the license - for
more details view the log file st

= 3001

Connection to the Activation Server 6 could not be established. Typical causes of this
error are:

Activation Server 6 is down

Client does not have Internet access or access is blocked by a firewall

Client Proxy = Server settings are wrong

Check the settings in your Web Browser Tool and use the identical settings (e.g. to
check the settings of Microsoft Internet Explorer you should open it and choose the
menu Extras/Internet Options. Select TAB Connections and click on LAN Settings.).
There you find the Proxy Server settings.

In the Activation Dialog of Activation Server 6, you should click on the link "Proxy
Settings". If there is a Proxy Server set in your Web Browser, you should check "Use
Proxy Server". If you use Microsoft Internet Explorer simply check "Use settings from
Internet Explorer”. If you use another Web Browser or you want to enter the Proxy
Server data manually, don't check "Use settings from Internet Explorer" but enter the
address of your Proxy Server (IP address or server name) and your Proxy Port
(mostly 80 or 8080). Copy these values from the settings in your Web Browser.
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L o

Web Activation

The licence has to be checked online.

Please provide a connection to the internet and activate it.

F‘rl:uxé setﬁnésl

I Activate now l [ Cancel ]

MAC Edition

e The Project Secure Key, used in the project template does not match with the
PSK used in the command validate

e The password, used in the project.config file does not match with the password
used in the command validate

e The project name, used in the project.config file does not match with the
password used in the command validate

= 3002

Configuration file licprotectorws.config or a file in the folder \pconfig could not be read.
Possible reasons are

e The XML format is wrong. Use an XML editor to edit the file and check all
configuration settings |z

¢ The defined project config file is missing

¢ The defined project main file (defined in the config file) is missing

3003

ProiectlD@ﬁ is missing - check the configuration file in the folder \pconfig (older
installations licprotectorws.config )

3004

An unknown instcode|« is used - check the configuration file in the folder \pconfig
(older installations licprotectorws.config )

3005

No projects could be found - check the configuration file in the folder \pconfig (older
installations licprotectorws.config )
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- 3006
Bad request

¢ ProjectName is empty - check project template
o Arequest to the Activation Server 6 was made not using Activation Server 6

= 3007

Unknown request type. This situation could only occur, if the Activation Server 6 version
is newer than the Activation Server 6 server version and Activation Server 6 uses a
command, which is unknown to the Activation Server 6

= 3008

Writing;o database failed. Check, if the database is running and check the database
setup |zl

= 3009

Reading from database failed. Check, if the database is running and check the
database setup |z

= 3010
The Activation Key was already used or is locked.

Increase the number, how often the key can be used (Maximum Key / ID Usage) or
unlock the key - details| )

- 3011
The project is missing on the server. Upload the project (TAB Activation Server /
Update Project on the Activation Server)

Unknown project name - the ProiectlD® used in the configuration file in the folder
\pconfig (older installations licprotectorws.config )must match the project name,
defined in the project template. Check the activation workflow configuration file [aa1), if the
file name of the project file is correct.

The project name should contain no spaces and is case sensitive - see project
name.

The error also occurs if the Web Service URL is wrong.

= 3012

The output file, which is generated on the folder \alg during product activation, is
missing or has a wrong XML format - for more details view the log file [1s1). Check if you
have spaces or special characters in the project name.
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= 3013

This error indicates, that the Automatic License Generator, which is used to create
Activation Keys as a response to the Transaction, can not create Activation Keys. Most
often a project definition is missing or wrong on the Activation Server 6.

If you use a date, make sure that the date format matches the settings of the server
operating system - e.g. if you have an US operating system, the date format in the XML
file must match this format (e.g. 01/30/2008 - wrong format would be 30.01.2008).

Also, if the ProductID and ModulelD in the config file do not match with the ID you use in
the command for the product activation, this could generate the error.

If this error occurs in combination with error 9 (see log file), then check necessary
rights for ASP Service. [276) Especially make sure that all subfolders and files have the
necessary rights.

If the error occurs in combination with the message: The project-configuration file
xy.xml could not be loaded then the necessary rights for ASP Service | rl for the files in
the sub folder \alg are missing. Especially make sure that all files with the extension
XML have the rights. The rights settings could have been changed if you have replaced
the files.

To get the detail error, login into the Administration Interface, select menu Tools,
Download Logfile. Search in the logdfile for this error.

¢ Upload the correct project definition
e Select menu Tools, Restart Webservice

3014
Time difference between server and client does not match.

Error 3014 tells you that a request (e.g. product Transaction) or an answer between a
Licence/All-In-One Protector client and the Web Activation Service (WAS) failed due to
an invalid ticket. A ticket ensures that a request can not be faked by simply replaying it.
That is because the ticket may have expired. As default a ticket stays valid for 24
hours.

If your user does not have the correct time set on his PC, the error 3014 may also
occur. You can react as follows:

o tell the user to correct the local time setting on his client

¢ increase the validity of all tickets. Change in the Product Configuration [108] page the
value: Maximum time difference between server / customer PC in minutes. The
default value is 1440 which is 24 hours.
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Notice: The greater the value is set, the weaker is your protection against replay
attacks.

Notice: Make sure that your Activation Server 6 has also set the correct time. We
recommend using the network time protocol NTP to ensure that the time of the server is
set correctly. Consult the OS's documentation how to turn this on.

In case a download or upload of a license file is done, the error could also indicate that
the length of the encryption code exceeds 40 characters.

= 3015
Serial Number / ID / Activation Key does not exist on the Activation Server 6

The project is configured in the way, that a Serial Number / ID / Activation Key must be
added on the Activation Server 6 before it can be used (see: Accept only uploaded
Serial Numbers / IDs @). When a product activation is done with a Serial Number / ID /
Activation Key, which is not stored in the database, error 3015 is generated.

Solution

e Add a key on the Activation Server 6/

¢ Only create Serial Numbers| ol using the Activation Server 6 and not the All-In-One
Protector Generator

-1 3018
The Serial Number / ID was locked.

In case a download or upload of a license file is done, the error could also indicate that
the length of the encryption code exceeds 40 characters.

= 3030
Deactivation not possible. This error typically occurs when the product was already
deactivated and you try to deactivate it again.
Solution: Reactivate the product
Another reason for the error is that you are using a Licence Protector version 4.x and
an Activation Server version below 4.1. Update to 4.1[:2)or higher.

= 3040
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A license file download is not possible because the name of the license file in
combination with the used ID does not exist or the security code is wrong or the length
of the encryption code exceeds 40 characters. See DownloadLic

=1 3050
A web service call is made from an IP-address, which was not added in the white list
within the security settinqsmﬁ

= 3071

Enable the product configuration option: Check an installation and protocol ! it for
MAC projects

= 3090
There is a problem with your license. If you are a hosting customer contact
support@mirage-systems.de. If you run your own server send us the log file and the
license file (folder ALG, Ipwas.lic).

= Reading projects failed with: load config failed
Configuration file licprotectorws.config or a file in the folder \pconfig could not be read

The XML format is wrong. Use an XML editor to edit the file and check all configuration
settings@

If you use a date, make sure that the date format matches the settings of the server

operating system - e.g. if you have an US operating system, the date format in the XML
file must match this format (e.g. 01/30/2008 - wrong format would be 30.01.2008).

= 3998
This error indicates too many open connections for the SQL-Server. Reboot the SQL
Server. Another reason for the error is that you are using a Licence Protector version
4.x and an Activation Server version below 4.1. Update to 4.1 or higher.

- 4101

The unique ID / Serial Number is missing for a license file upload.
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1.8.6.2 Other Errors

19

19.1

These are errors which don't have an individual error code :
= Key doesn't exist
This error indicates, that only keys are accepted, that have been previously uploaded to

the Activation Server 6.

« Import the Activation Keys with a key list/ 1] or manually add an Activation Key| 1 or
o Deselect this option - see ActivationKeyRequired|so)

Data Center / Master Subscription / GDPR

The Mirage hosting service is GDPR (EU General Data Protection Regulation) compliant.
The server functionality ensures that the required options for user access and permission
restrictions are available. The high security standards and backup strategies of the
Amazon data center provide a service which is secure and highly available.

Please read the following information carefully

e Master Subscription Agreement / Legal Information| s
e Data stored and processed@
e Data Center Setup@fﬁ

Master Subscription Agreement / Legal information

Master Subscription Agreement

When an admin user logs in the Activation Server 6 after May, 23rd 2018, he has to agree
to the Master Subscription Agreement (MSA) which governs your acquisition and use of
our services. Within 14 days after the Master Subscription notification is displayed, the
admin user has to agree. The date and time when the admin agrees is protocolled and
visible in the user profile [157)

In case there are reasons why an admin user does not want to agree, the service will no
longer be available and you can contact sales@mirage-systems.com to get a refund for
the remaining time period of the subscription.
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1.9.2

The latest version of the Master Subscription Agreement can be found in the Support
Center.

lMaster Subscription Agreement Please review the terms below and click the Agree button. ‘

14 days left to accept the master subscription agreement.

Latest Master Subscription Agreement

File | View

& print

miage

Master Subscription Agreement
THIS AGREEMENT GOVERNS YOUR ACQUISITION AND USE OF OUR SERVICES.

IF YOU REGISTER FOR A FREE TRIAL FOR OUR SERVICES OR FOR FREE SERVICES, THE APPLICABLE
PROVISIONS OF THIS AGREEMENT WILL ALSO GOVERN THAT FREE TRIAL OR THOSE FREE SERVICES.

BY ACCEPTING THIS AGREEMENT, BY CLICKING A BOX INDICATING YOUR ACCEPTANCE; BY
EXECUTING AN ORDER FORM THAT REFERENCES THIS AGREEMENT; OR, FOR FREE SERVICES, BY
USING SUCH SERVICES, YOU AGREE TO THE TERMS OF THIS AGREEMENT. IF YOU ARE ENTERING
INTO THIS AGREEMENT ON BEHALF OF A COMPANY OR OTHER LEGAL ENTITY, YOU REPRESENT
THAT YOU HAVE THE AUTHORITY TO BIND SUCH ENTITY AND ITS AFFILIATES TO THESE TERMS AND
CONDITIONS, IN WHICH CASE THE TERMS "YOU" OR "YOUR" SHALL REFER TO SUCH ENTITY AND
ITS AFFILIATES. IF YOU DO NOT HAVE SUCH AUTHORITY, OR IF YOU DO NOT AGREE WITH THESE
TERMS AND CONDITIONS, YOU MUST NOT ACCEPT THIS AGREEMENT AND MAY NOT USE THE
SERVICES.

You may not access the Services if You are Our direct competitor, except with Our prior written

concant In additinn Vo maw nat accace tha Ganienr far aurnacae af manitarine thaie aailahilin

/T am authorized to accept this agreement on behalf of my organization.
"1 accept the agreement.

= You can print the MSA and keep a copy.

Additional contracts / documents

e Customers with a subscription (Cloud Edition or hosting subscription) and who have
agreed to the Master Subscription Agreement, can request to sign a_data processing
addendum with Mirage

e Mirage has signed a data processing addendum with Amazon Web Services

Data stored and processed

What you should know about the hosted version of the Activation
Server 6

e It runs in the Amazon data center /=l in Ireland. In case of a service interruption the
service could be moved to other Amazon data centers in the EU

¢ Additional Backups are stored in Amazon data centers in the EU

e Itis a high availability server pool which ensures an uninterrupted service
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e Customer data is kept as long as the subscription is valid. Once the subscription is
canceled, the server database is set in an offline mode and it is deleted after some time
(see Mirage Data Processing Addendum)

The following data is stored in the Activation Server 6. Depending on the usage of Licence
Protector or All-In-One Protector only a part of the data could be available.

Data saved in combination with a Key / ID

Product / Project Name

Key /D

Module ID

E-Mail Address of customer

Customer name and address (depending on settings in Licence Protector / All-In-One
Protector)

Hostname of licensed computer

IP-Address

Hardware Profile of a computer

Operating System information (like Windows or macOS version)

Date / time of a transaction

Reseller Name

Maximum ID / Key usage, Effective Key usage

Additional information to a key / ID like notes, Abusive Usage, Lock status
Status information like product deactivated, product locked, key validated

Data saved in combination with a license file

If a license file is uploaded it is like a backup of the local license file and all information in
the local file are stored on the server .

Metrics

Sending of metric data has to be enabled. Only then the data is sent - either anonymous or
linked to a Serial Number. Right now the Activation Server only supports anonymous
reports even if the metric data is linked to a Serial Number.

Default metric data are

e Operating system

Platform type

Physical memory

CPU-Type

Screen resolution

User language of the operating system
Location information (on country level)
Product Project Name

Date / Time

Additional metric information are
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e Date / Time when a version was installed
e Date / Time when a module was activated or deactivated
e Date / Time when a product was used (application start or document open)

If non-anonymous metrics are used

e Computername
¢ Username with Domain
e WindowsID

In addition to that, Licence Protector allows implementing own metric information.

P

LN
¢ All Licence and All-In-One Protector Editions send anonymous metric data
¢ The information sent could change with any update

1.9.3 Data Center Setup

To provide the best infrastructure with the highest availability and data loss protection, the
Activation Server runs in the Amazon data center in Ireland .

Starting with version 5.4, Amazons own database - Aurora - is used.

Amazon Aurora is designed to offer greater than 99.99% availability. Recovery from
physical storage failures is transparent, and instance failover typically requires less than
30 seconds. Amazon Aurora's storage is fault-tolerant and self-healing. Six copies of
your data are replicated across three Availability Zones and continuously backed up
to Amazon S3.
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Check the actual status of the server pool
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